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Network intrusion detection, autoencoder, Network intrusion detection is a critical defence against the growing
anomaly detection, explainable AI, volume and sophistication of cyberattacks, yet signature-based systems
SHAP, deep learningg NSL-KDD, cannot recognise novel threats and many machine learning detectors

cybersecurity. operate as opaque black boxes that security analysts cannot trust. This
paper presents an explainable deep learning framework for network
Article History intrusion detection that combines an unsupervised deep autoencoder with

SHapley Additive exPlanations (SHAP). The autoencoder is trained only
on normal traffic from the NSLKDD benchmark so that it learns to
reconstruct benign behaviour, and intrusions are identified as records
whose reconstruction error exceeds a threshold set from the normal error
distribution, which enables the detection of attacks unseen during training.
The method is compared against two established anomaly detectors,
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Imran Ullah Fl-score, and the areas under the ROC and precisionrecall curves. On the

NSLKDD test set of 22,544 records, the autoencoder achieves the highest-
ranking quality with a ROC-AUC of 0.945 and a precisionrecall AUC
of 0.942, together with 92.3 percent precision, while the One-Class SVM
attains the best fixed-threshold F1-score of 0.903. SHAP is then applied
to the reconstruction-error function to attribute each detection to
individual traffic features, identifying filecreation activity, host indicators,
service types, and connection flags as the dominant intrusion indicators,
in agreement with known attack behaviour. The framework delivers
accurate anomaly detection together with transparent, feature-level
explanations that support analyst trust and practical deployment.
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1. INTRODUCTION

Modern computer networks are under constant

against a database of known attack patterns and
are accurate for previously catalogued threats, but

and evolving attack, and intrusion detection
systems (IDS) are a central line of defence,
monitoring traffic to identify malicious activity [1].
Traditional signature-based detectors match traffic

they are fundamentally unable to recognise novel
or zero-day attacks whose signatures have not yet
been recorded [2]. As attackers continually devise
new techniques, this limitation has driven a shift
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toward anomaly-based detection, which models
normal behaviour and flags deviations from it, and
is therefore capable of detecting previously unseen
attacks [3].

Machine learning has become the dominant
approach to anomaly-based intrusion detection,
learning the statistical structure of network traffic
from data rather than from hand-written rules [4].
Supervised classifiers can achieve high accuracy
when abundant labelled attack data is available,
but labelled attacks are scarce, quickly become
outdated, and cannot cover attack types that have
never been observed [5]. Unsupervised and semi-
supervised methods address this by learning only
from normal traffic, which is plentiful, and
treating anything that deviates as a potential
intrusion [6]. Among these, the autoencoder, a
neural network trained to reconstruct its input
through a compressed bottleneck, has become a
popular and effective anomaly detector: trained on
normal traffic, it reconstructs benign records
accurately but fails to reconstruct attacks, so a high
reconstruction error signals an intrusion [7], [8].
Despite their accuracy, deep learning detectors are
widely criticised for their opacity [9]. A security
analyst who receives an alert needs to understand
why a connection was flagged, both to decide how
to respond and to distinguish true threats from
false alarms, which are costly and erode trust in the
system [10]. A detector that outputs only a score,
with no indication of which traffic characteristics
drove it, is difficult to trust, to audit, and to act
upon, which has slowed the adoption of deep
learning in operational security settings [11]. This
has motivated the application of explainable
artificial intelligence (XAI) to intrusion detection,
so that detections can be accompanied by human-
understandable reasons [12].

Among XAl methods, SHapley Additive
exPlanations (SHAP) has become the standard for
attributing a model output to its input features,
providing a theoretically grounded decomposition
based on cooperative game theory that gives both
a global view of feature importance and a local
explanation for any single prediction [13], [14].
Applying SHAP to an autoencoder is less
straightforward than to a classifier, because the
autoencoder produces a reconstruction error

rather than a class probability; the explanation
must therefore attribute the reconstruction error
itself to the input features. Doing so reveals which
traffic characteristics make a record anomalous,
turning an opaque anomaly score into an
actionable, feature-level explanation.

This paper presents an explainable deep learning
framework for network intrusion detection that
unites an unsupervised autoencoder detector with
SHAP-based explanation. The contributions are as
follows. First, a deep autoencoder is trained on
normal NSL-KDD traffic and used to detect
intrusions by reconstruction-error thresholding,
and its detection performance is rigorously
compared against Isolation Forest and One-Class
SVM baselines across six metrics including the
areas under the ROC and precision-recall curves.
Second, SHAP is applied to the reconstruction-
error function of the autoencoder to produce
global and local explanations, identifying the
traffic features that most drive intrusion
detections and validating them against known
attack behaviour. Third, the analysis surfaces an
honest and practically important trade-off between
ranking quality, at which the autoencoder excels,
and fixed-threshold classification, providing
guidance for deployment. The remainder of the
paper is organised as follows. Section 2 reviews
related work. Section 3 presents the methodology.
Section 4 reports the results and discussion.
Section 5 concludes.

2. Literature Review

This section reviews machine learning for
intrusion detection, autoencoder-based anomaly
detection, and explainability in security systems.

2.1 Machine Learning for Intrusion Detection

Machine learning for intrusion detection has been
studied extensively, with the KDD Cup 99 and its
refined successor NSL-KDD serving as the
dominant benchmarks [15]. Tavallace et al.
introduced NSL-KDD to address the redundancy
and imbalance of the original KDD dataset, and it
has since become the standard testbed for
intrusion-detection research [15]. Early work
applied classical classifiers such as decision trees,
support vector machines, and naive Bayes to the
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labelled data, achieving strong results on known
attack types [4], [16]. Buczak and Guven surveyed
the field and noted that while supervised methods
achieve high accuracy on catalogued attacks, their
dependence on labelled data limits their ability to
detect novel intrusions [4].

Deep learning subsequently improved detection
accuracy by learning hierarchical representations
of traffic. Convolutional and recurrent networks
have been applied to intrusion detection with
strong supervised performance [17], [18].
However, these supervised deep models inherit
the fundamental limitation of requiring labelled
attacks, and they typically perform poorly on
attack types absent from training. This has
sustained interest in unsupervised and semi-
supervised approaches that model normal traffic
and detect deviations, which are better suited to
the open-world nature of real intrusion detection

(61, [19].

2.2 Autoencoder-Based Anomaly Detection
Autoencoders have become a widely used tool for
unsupervised anomaly detection across domains
[20]. An autoencoder compresses its input to a
low-dimensional bottleneck and reconstructs it,
and when trained only on normal data it learns a
representation that reconstructs normal inputs
well but reconstructs anomalies poorly, so the
reconstruction error serves as an anomaly score [7].
For intrusion detection specifically, several studies
have applied autoencoders to NSL-KDD and
related datasets and reported competitive
detection of attacks, including those unseen
during training [8], [21]. Variants such as
denoising, variational, and deep sparse
autoencoders have been explored to improve the
separation between normal and anomalous
reconstruction errors [22].

Autoencoder detectors are commonly compared
against classical unsupervised baselines. Isolation
Forest isolates anomalies by random partitioning,
under the principle that anomalies are easier to
separate from the bulk of the data and therefore
require fewer splits [23]. One-Class SVM learns a
boundary that encloses the normal data in a high-
dimensional feature space and flags points outside
it as anomalous [24]. These methods are efficient

and well understood, and they form the standard
comparison set for neural anomaly detectors,
which the present work adopts. While
autoencoders often match or exceed these
baselines in ranking quality, their advantage is not
uniform across all operating points, a nuance that
this paper examines directly.

2.3 Explainability in Intrusion Detection

As machine learning detectors move toward
operational deployment, the need to explain their
decisions has become pressing [9], [10]. Security
analysts must triage large volumes of alerts, and an
unexplained alert is difficult to prioritise or act
upon, while regulatory and accountability
requirements increasingly demand that automated
security decisions be justifiable [11]. Among
explanation methods, SHAP [13] has become the
standard because it unifies earlier approaches
under the theory of Shapley values and provides
consistent global and local attributions, and its
efficient variants make it practical for complex
models [14].

Recent work has begun to apply SHAP and related
methods to intrusion detection to interpret which
features drive detections [12], [25]. Most of these
studies explain supervised classifiers, where SHAP
attributes a class probability to the input features.
Explaining an unsupervised autoencoder is less
common and more involved, because the quantity
to be explained is the reconstruction error rather
than a probability. Attributing the reconstruction
error to the input features, as done in this work,
directly answers the operationally important
question of which traffic characteristics make a
connection anomalous. Relatively few studies
combine an accurate unsupervised autoencoder
detector, a rigorous comparison against standard
baselines, and SHAP-based explanation of the
reconstruction error within a single framework,
which is the gap this paper addresses.

3. Proposed Methodology

The proposed framework detects network
intrusions by training a deep autoencoder on
normal traffic and flagging records with high
reconstruction error, then explains the detections
with SHAP. Fig. 1 presents the overall framework,
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Fig. 2 the autoencoder architecture, and Fig. 3 the
detection and explanation workflow.

Data Acquisition

NSL-KDD network traffic | train 125,973, test 22,544 records, 41 raw features

!

Preprocessing

One-hot encode protocol / service / flag, standardise; 122 features after encoding

-

Train on Normal Only

Deep autoencoder learns to reconstruct benign traffic (67,343 normal records)

¥

Reconstruction Error

Score each record by MSE; threshold at 95th percentile of normal error

I}

Anomaly Detection

Error above threshold -> attack; compared with Isolation Forest, One-Class SVM

)

SHAP Explainability

Attribute reconstruction error to features; rank intrusion indicators

!

Output: Normal / Attack + feature-level explanation

Fig. 1. Proposed explainable autoencoder framework for network intrusion detection, from data
acquisition and preprocessing through training on normal traffic, reconstruction-error anomaly
detection, baseline comparison, and SHAP explainability to the normal or attack decision.

3.1 Dataset and Preprocessing

The study uses the NSL-KDD benchmark [15],
comprising 125,973 training and 22,544 test
records, each described by 41 features that capture
connection properties such as duration, protocol,
service, flags, byte counts, and host- and service-
level traffic statistics, together with a label. The
multi-class attack labels are collapsed to a binary
target, normal or attack. The categorical features
protocol type, service, and flag are one-hot

encoded, producing 122 features after encoding,
and all features are standardised to zero mean and
unit variance according to
r=(x—u)/o (1)

where | and o are estimated from the training set.
Crucially, the autoencoder is trained only on the
67,343 normal records, so that it learns the
structure of benign traffic. Fig. 4 shows the class
distribution and the most frequent attack types.
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Fig. 4. NSL-KDD overview. Left: training class distribution of normal and attack records. Right: the ten
most frequent attack types in the training set.

3.2 Deep Autoencoder

The detector is a deep autoencoder, shown in Fig.
2, consisting of a symmetric encoder and decoder.
The encoder maps the 122-dimensional input
through hidden layers of 64 and 32 units to a 16-
dimensional bottleneck, and the decoder mirrors
this structure to reconstruct the input. Each
hidden layer uses a rectified linear activation and
dropout for regularisation, and the output layer is

linear. Formally, the encoder computes a latent

representation

z=f_enclx) =a(Wro(Wyx+bs)+b2) 2)

and the decoder reconstructs the input as
x'=f_dec(z) (€)

The network is trained to minimise the mean

squared reconstruction error over the normal

training records

L=(I/N)2Z || x —x || 4)
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Deep Autoencoder Architecture for Anomaly Detection

ENCODER

Input Dense Dense
122 units 64 units 32 units

input x

Bottleneck Dense Dense Output
16 units 32 units 64 units 122 units

DECODER

output X

Compressed latent

representation

Reconstruction Error e =(1/d) I (x- &)*
Low for normal traffic (seen in training) | high for attacks (unseen)

Fig. 2. Deep autoencoder architecture. The encoder compresses the 122-dimensional input to a 16-unit
bottleneck and the decoder reconstructs it; the reconstruction error is low for normal traffic seen during
training and high for unseen attacks.

3.3 Anomaly Detection
After training, each record is scored by its
reconstruction error, the mean squared difference
between the input and its reconstruction

e(x) = (1/d) 2 (x5 —x; )? 5)
where d is the number of features. A detection
threshold T is set at the 95th percentile of the
reconstruction error on normal training traffic,
and a record is flagged as an attack when its error
exceeds it

yix) =1 if e(x) > T, else O ©6)

The autoencoder is compared against two
standard unsupervised baselines fitted on the same
normal traffic: Isolation Forest [23], which isolates
anomalies by random partitioning, and One-Class
SVM [24], which encloses the normal data within
a learned boundary. Algorithm 1 summarises the
full procedure.

Training uses the Adam optimiser with early stopping on a validation split. Table I lists the configuration.
TABLE 1. Autoencoder and experimental configuration.

Parameter

Value

Input features
Encoder / decoder units
Bottleneck dimension
Activation

Dropout

122 (after one-hot encoding)
64,32 /32,64
16
ReLU (linear output)
0.1
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Optimiser Adam
Epochs / batch size 50 (early stopping) / 256

Detection threshold

95th percentile of normal error

Algorithm 1: Explainable Autoencoder Intrusion Detection

Input: train set X (with labels), test set X_test

Output: detections and SHAP feature attributions

1: encode categoricals, standardise features
: X_normal < training records labelled normal

. train autoencoder AE on X_normal (minimise MSE)

: e_normal <- reconstruction error of AE on X_normal

. for each record x in X_test do

2

3

4

5: tau <- 95th percentile of e_normal

6

7 e(x) <- mean squared error of AE on x
8

y_hat(x) <- 1 if e(x) > tau else O // attack / normal
9. fit Isolation Forest and One-Class SVM on X_normal (baselines)
10: evaluate all detectors (Acc, Prec, Rec, F1, ROC-AUC, PR-AUC)

11: g(x) <- reconstruction-error function of AE
12: phi <- KernelSHAP(g, background, X_explain)

13: rank features by mean |phi|; produce local explanations

14: return detections, phi

3.4 SHAP Explanation

To explain the detections, SHAP [13] is applied to
the reconstruction-error function of the
autoencoder, treating the mapping from input
features to reconstruction error as the model to be
explained. The SHAP value of feature i is its
average  marginal  contribution to  the
reconstruction error across all feature coalitions
@i =2[|SI!M—=[S|=D!/M!][eSU}) —¢S) ]

(7

where g is the reconstruction-error function, M is
the number of features, and S is a coalition not
containing i. The global importance of feature i is
the mean absolute SHAP value over the explained
records, and local explanations decompose the
error of an individual flagged record into per-
feature contributions. Fig. 3 illustrates how
detection and explanation combine in operation.

https://thesesjournal.com

| Javaid et al., 2026 |

Page 7784


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

SPECTRUM OF ENGINEERING SCIENCES
ISSN (E) 3007-3138 (P) 3007-312X

VOLUME 4, ISSUE 3, 2026

Incoming Traffic Preprocess Autoencoder
network flow encode + scale reconstruct;
compute error e

DETECTIO

N record (122 features)

Threshold Test
e>t?

‘ Attack -> raise alert+ log I ‘ Normal -> allow ’

SHAP on Error Rank Features
attribute e to mean | SHAP|

Analyst Decision
justified, auditable

Local Explanation
per-alert feature
each feature global importance contributions response

EXPLANAT
ION

Top indicators: num_file_creations, hot, service type, connection flags

Fig. 3. Intrusion detection and explanation workflow. Incoming traffic is preprocessed, scored by the
autoencoder, and thresholded; flagged attacks are explained with SHAP on the reconstruction error,
giving analysts the feature-level reasons behind each alert.

Detection quality is measured by accuracy, autoencoder achieves the highest ranking quality,

precision, recall, and Fl-score, with the Fl-score
the harmonic mean of precision and recall
F1 = 2 « (Precision * Recall) / (Precision + Recall)
(8)

and by the areas under the receiver operating
characteristic curve (ROC-AUC) and the
precision-recall curve (PR-AUC), which assess
ranking quality independently of the chosen
threshold and are well suited to the class balance
of the test set.

4. Results and Discussion

The framework is evaluated on the NSL-KDD test
set of 22,544 records, of which 57 percent are
attacks. The autoencoder was trained on 67,343
normal records for 50 epochs. Results cover
detection performance, the reconstruction-error
separation, and SHAP explainability.

4.1 Detection Performance
Table II reports the performance of the
autoencoder and the two Dbaselines. The

with a ROC-AUC of 0.945 and a precision-recall
AUC of 0.942, and the highest precision at 0.923,
indicating that the records it ranks as most
anomalous are reliably attacks. At the fixed 95th-
percentile threshold its Fl-score is 0.856, close to
Isolation Forest at 0.855, while the One-Class
SVM attains the highest fixed-threshold Fl-score
of 0.903 and accuracy of 89.00 percent. This
presents an honest and operationally meaningful
picture: the autoencoder is the strongest at
ranking records by how anomalous they are, as
measured by the threshold-independent ROC-
AUC and PR-AUC, whereas the One-Class SVM
gives the best performance at a single fixed
operating point. The autoencoder’s Fl-score is
limited by the choice of threshold rather than by
its ranking ability, and its superior ROC-AUC
indicates that an appropriately tuned threshold
would raise its Fl-score. Figs. 5, 6, and 7 present
the metric comparison, confusion matrices, and
ROC and precision-recall curves.

TABLE 1I. Detection performance on the NSL-KDD test set. Best value in each column in bold.

0 PR-
Model Acc (%) Rec F1 AUC AUC
Autoencoder (proposed) 84.67 0.923 0.797 0.856 0.945 0.942
Isolation Forest 84.13 0.890 0.823 0.855 0.939 0.952
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One-Class SVM 89.00 0.903 0.903 0.903 0.929 0.929

o Intrusion Detection Performance Comparison

== Autoencoder (proposed)
= |solation Forest

| | III I I I|I

Accuracy Precision Recall

Score
o e
= @

o
&

o
o

0.0

Fig. 5. Detection performance comparison of the autoencoder, Isolatlon Forest, and One-Class SVM
across accuracy, precision, recall, F1-score, and AUC on the NSL-KDD test set.

Confusion Matrices

Autoencoder (proposed) Isolation Forest One-Class SVM
F1=0.836 F1=0.835 F1=0.903

Normal
Normal
Normal

True
True

True

Attack
Attack
Attack

Normal Atack Normal Attack Normal Attack
Predicted Predicted Predicted

Fig. 6. Confusion matrices on the NSL-KDD test set of 22,544 records. The autoencoder achieves high
precision with relatively few false alarms, while the One-Class SVM balances precision and recall.

ROC Curves Precision-Recall Curves
10 10
0.8 -~
- 0.9
» -
® 06 i
&
2 508
E= B
i v}
£ £
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E
07
0.2 z
o —— Autoencoder (proposed) (AUC=0.945) 06— Autoencoder (proposed) (AP=0.942)
{,” = |solation Forest (AUC=0.939) ; = Isolation Forest (AP=0.952)
0.0 —— One-Class SVM (AUC=0.929) —— One-Class SVM (AP=0,929)
0.0 02 0.4 0.6 0.8 L0 0.0 0.2 04 0.6 0.8 L0
False Positive Rate Recall

Fig. 7. ROC curves (left) and precision-recall curves (right). The autoencoder attains the highest ROC-
AUC of 0.945, confirming the best ranking quality among the three detectors.
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4.2 Reconstruction-Error Separation

Fig. 8 shows the autoencoder training curve and
Fig. 9 the distribution of reconstruction error on
the test set for normal and attack records. The
training and validation losses decrease smoothly
and converge without overfitting, confirming that
the autoencoder learns a stable model of normal
traffic. The error distribution shows a clear
separation: normal records concentrate at low

reconstruction error, while attack records exhibit
a long tail of high error, which is exactly the
behaviour that makes reconstruction error an
effective anomaly score. The detection threshold,
set at the 95th percentile of normal error, sits
between the two populations, and the modest
overlap between them accounts for the residual
detection errors.

Autoencoder Training Curve

0.45

0.40

0.35

0.30

0.25

0.20

Reconstruction loss (MSE)

0.15

0.10

0.05
0 10

20

—— Train
—— Validation

30 40 50

Epoch

Fig. 8. Autoencoder training and validation reconstruction loss over 50 epochs, converging smoothly

without overfitting.
Reconstruction Error: Normal vs Attack

16

14

0.2

0.0

o
l__.___.___-—______._______-

2

Normal
Attack
—=— Threshold

3 4

Reconstruction error (MSE)

Fig. 9. Distribution of reconstruction error on the test set for normal and attack records, with the
detection threshold marked. Normal traffic concentrates at low error while attacks form a high-error tail.

4.3 SHAP Explainability

SHAP was applied to the reconstruction-error
function of the autoencoder to explain its
detections. Fig. 10 ranks the features by mean

absolute SHAP value and Fig. 11 shows the SHAP

summary. The features that most drive records
toward being flagged as intrusions are the number
of file creations, the count of hot indicators,
specific services such as the time, pop, and imap
services, and connection flags such as RSTO and
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RSTR, together with indicators such as guest login
and root shell. Table III lists the ten most
important features. These indicators are consistent
with known attack behaviour: elevated file-
creation and rootshell activity are hallmarks of
privilege-escalation ~and  compromise, hot
indicators capture suspicious access to sensitive
files, and abnormal connection flags such as

RSTO and RSTR reflect the aborted or reset

connections characteristic of scanning and denial-
ofsservice activity. The agreement between the
SHAP attributions and established intrusion
signatures provides evidence that the autoencoder
detects genuinely malicious behaviour rather than
spurious artefacts, and the per-feature attributions
give analysts the concrete, auditable reasons

behind each alert.

TABLE 1II. Ten most intrusion-indicative features ranked by mean absolute SHAP value.

Feature Mean |SHAP|
num_file creations 0.0565
hot 0.0443
service_tim_i 0.0362
service_pop_2 0.0355
flag_ RSTO 0.0305
service_imap4 0.0208
is_guest_login 0.0154
flag_ RSTR 0.0152
service_sunrpc 0.0148
diff srv_rate 0.0138

SHAP Feature Importance (Intrusion Indicators)

num_fite_creations |
nor |
service_tim_i |
service_pop_2 |
flag_rsTo [

service_imap+ N

is_guest_login _
flag_rRsTR [N
service_sunrpc _
service_pop_3 _
diff_srv_rate _
root_shell _
service_uucp_path _
service_time _
service_ftp _

i T
0.00 0.01

' ' T
0.03 0.04 0.05

mean(|SHAP value|) (average impact on model output magnitude)

Fig. 10. Global feature importance ranked by mean absolute SHAP value of the reconstruction error,
identifying the dominant intrusion indicators.
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SHAP Summary Plot
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num_file_creations | .
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flag_RSTO |-
service_imap4 l .
is_guest_login |- %
flag_RSTR |. g
service_sunrpc l . E
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diff_srv_rate |'
root_shell ' .
service_uucp_path | C
service_time | .
service_ftp l-
0 5 15 20 Low

SHAP value (impact on model output)

Fig. 11. SHAP summary plot for the reconstruction-error function. Each point is a record; horizontal
position gives the feature contribution to the anomaly score and colour gives the feature value from low

(blue) to high (red).

4.4 Discussion

The results show that the autoencoder is an
accurate and, through SHAP, interpretable
intrusion detector. Its superior ROC-AUC and
PR-AUC indicate that it ranks records by anomaly
more effectively than the baselines, and its high
precision means its strongest detections are
trustworthy, which is valuable in operational
settings where false alarms are costly. The honest
trade-off surfaced here, that the One-Class SVM
achieves a higher Fl-score at the fixed threshold
while the autoencoder achieves better threshold-
independent ranking, is practically important: it
indicates that the autoencoder’s operating point
can be tuned to improve its Fl-score, and that the
choice of detector should reflect whether ranking
quality or a fixed operating point matters more for
the deployment. A limitation of this study is that
detection is evaluated on the NSL-KDD

benchmark, which, while standard, does not

capture the full diversity of modern network
traffic, so validation on contemporary traffic such
as CICIDS datasets is needed. A further
consideration is that the detection threshold was
set by a single percentile rule; adaptive or cost-
sensitive thresholding is likely to improve the
fixed-threshold metrics. These considerations
motivate the directions outlined in the
conclusion.

5. Conclusion and Future Work

This paper presented an explainable deep learning
framework for network intrusion detection that
combines an unsupervised deep autoencoder with
SHAP-based explanation. The autoencoder,
trained only on normal NSL-KDD traffic, detects
intrusions by reconstruction-error thresholding
and thereby identifies attacks unseen during
training. Evaluated against Isolation Forest and
One-Class SVM baselines, the autoencoder
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achieved the best ranking quality with a ROC-
AUC of 0.945 and a precision-recall AUC of
0.942, together with the highest precision of
0.923, while the One-Class SVM attained the best
fixed-threshold Fl-score of 0.903. SHAP applied
to the reconstruction-error function identified file-
creation activity, host indicators, service types, and
connection flags as the dominant intrusion
indicators, in agreement with known attack
behaviour, and provided per-alert explanations
that make the detector transparent and auditable.
The framework thus delivers accurate anomaly
detection together with the interpretability needed
for analyst trust and practical deployment.

Several directions remain for future work. The
most immediate is to validate the framework on
contemporary intrusion datasets such as the CIC-
IDS collections to confirm that the results
generalise beyond NSL-KDD. A second direction
is to replace the fixed-percentile detection
threshold with an adaptive or cost-sensitive
criterion that optimises the operating point for the
deployment, which is expected to raise the fixed-
threshold Fl-score of the autoencoder. A third
direction is to explore more expressive
autoencoder variants, such as variational and
denoising autoencoders, to improve  the
separation between normal and anomalous
reconstruction errors. Finally, integrating the
SHAP explanations into an analyst-facing security
operations interface, presenting the feature-level
reasons alongside each alert, would support the
practical adoption of explainable deep learning in
real intrusion-detection workflows.
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