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Abstract

Keywords
Generative Artificial Intelligence, Generative artificial intelligence (AI) models, such as transformer-based
Explainable Anrtificial Intelligence architectures and Generative Adversarial Networks (GANs), have achieved
(XAI), Trustworthy Al, Model remarkable success in image synthesis and natural language generation. However,
Transparency, Interpretability, their black-box nature raises significant concerns about trust, transparency and
Generative Models, SHAP, LIME  interpretability, particularly in critical application domains. This paper provides
an experimental model to test trust and transparency in generative Al models
through Explainable -Axtificial Intelligence (XAI) technology. The proposed
approach integrates generative models with XAI methods including SHAP,
LIME, and attention visualization to provide interpretable information into
model behavior. Experiments are conducted on benchmark datasets, including
CIFAR-10 and publicly available text datasets, to evaluate the effectiveness of
explainability techniques. The evaluation is performed using quantitative metrics
such as fidelity, interpretability score, and trust index, along with qualitative user-

Article History

Received: 21 June, 2026
Accepted: 06 July, 2026
Published: 27 July, 2026

Copyright @Author

Corresponding Author: * based analysis. Results indicate that incorporating XAl significantly improves

Masood Ahmad Khan model transparency and user trust while maintaining competitive performance. It
is also noted in the study that there is a tradeoff between the complexity and
explainability of models. The contribution of this work is a practical framework
of creating transparent and trustworthy generative Al systems to enable their
reliable application in the real world.

1. INTRODUCTION: even as a source of creativity [1], [2]. Models like

Generative Artificial Intelligence (Al) is a new
technology that has turned out to be a revolution
over the past few years, and it enables machines to
produce high-quality content (images, text, audio,
and video). Transformer based and Generative
Adversarial Network models are some of the more
advanced generative models that have been shown
to be very effective in a variety of fields, such as
natural language processing, computer vision, and

GPT and StyleGAN have pushed machine-
generated content to its extreme, and the results
are almost indistinguishable to data produced by
humans.

Even with all these progresses, generative Al
systems have been accused of being black-box,
meaning they cannot be understood in how they
make decisions internally. This intransparency
also becomes a matter of concern in respect to
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trust, accountability and reliability particularly
when it is applied to sensitive applications such as
the health care sector, finance and autonomous
systems [3]. Users and other interested parties
must be aware that these models are not only right
but also interpretable and explainable in such a
way that they may be able to understand the reason
why the results were generated in the manner it
was. To address these problems, the Explainable
Artificial Intelligence (XAI) has gained much
attention. XAl will aid in making the Al systems
more transparent by providing human-readable
formulations of the model behaviour.

SHapley Additive exPlanations (SHAP), Local
Interpretable ~ Model-agnostic ~ Explanations
(LIME), and attention visualization are the most
common techniques used to explain complex
machine learning models [4], [5]. These techniques
have already been widely used in discriminative
models, but they have not been applied to
generative Al so far.

Measuring trust and transparency in generative
models is challenging because of their stochasticity
and high-dimensional outputs. Conventional
evaluation measures that are more centered on
performance (e.g., accuracy or loss) cannot be used

to measure interpretability and user trust. Hence,
there exist the necessity of elaborate assessment
frameworks that will integrate not only the
quantitative measures, including fidelity and
interpretability scores, but also the qualitative
measures, referring to the user perception [6].
This paper suggests an experimental design
including generative Al models and XAI methods
to test their reliability and accountability. The
purpose of the research is to offer interpretable
information about how models make decisions by
using SHAP and LIME as well as attention-based
visualization techniques on benchmark datasets of
CIFAR-10 and publicly available text corpora.
Moreover, the research assesses the effect of
explainability on user trust by using objective
measures as well as subjective evaluation. This
work has threefold contributions.

First, it gives a single framework of merging XAl
techniques and generative models. Second, it
proposes an integrated methodology of evaluation
using both  quantitative and qualitative
measurements of trust and transparency. Third, it
gives empirical data that illustrates the trade-off
between explainability and complexity of models
that can be used to create more reliable Al systems.

Prediction

r

Explanation

Fig. 1. Proposed framework for evaluating trust and transparency in generative Al models using XAl
techniques.

After presenting the framework in Fig. 1, it is
important to learn the main elements: generative
Al models and explainable Al techniques.

Generative Al models, including Generative
Adversarial Networks (GANs), transformer-based
models and others, can be train ed to learn
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complex data distributions and produce lifelike
outputs, such as images and text. Deep
convolutional GANs and variational autoencoders
have proven highly effective in image synthesis and
probabilistic generative modeling, respectively [7]
and [8]. In addition, models that are based on
transformers such as large-scale language models
and BERT are useful at capturing contextual
relationships in sequential data through attention
mechanisms [9], [10].

The models are frequently black boxes even
though they are effective in that it is hard to
interpret the way the outputs are created. To
account for this shortcoming, Explainable
Artificial Intelligence (XAI) methods are utilized to
give an insight into the behavior of the model. In
current studies, there are noted different methods
of deciphering intricate models, such as feature
attribution, visualization, and surrogate models
[11], [12]. The most common techniques to
explain model predictions are LIME and SHAP,
whereas more general surveys highlight the
significance  of interpretability to  create
trustworthy Al systems [13], [14]. Such approaches
allow users to comprehend, validate, and trust the
outputs of generative models in a better way.

The recent progress in generative Al has
demonstrated that we should be capable of
comprehending the working of these complex
models. These systems are increasingly getting
sophisticated and it is becoming difficult to
understand what happens inside them and hence
we must come up with new methods of giving an
explanation on how they are making decisions.
Studies have indicated that approaches to the
explanation of Al evolve rapidly to address
concerns such as trust, fairness, and accountability
in numerous aspects [19]. It is also come to light
that it is essential to assess Al in a manner that
puts people in the center of the evaluation -
explanations should be not only technically
accurate, but also user-friendly and beneficial to
people [20]. All these exhibitions demonstrate the
importance of making generative Al systems
explainable, in order to be able to trust them and
apply them in the real world.

This is particularly the case when Al continues to
be integrated in our lives. It is also possible to

ensure that Al is applied in a way that benefits
everyone by making it more transparent and
accountable. To take an example, a generative Al
system is assisting you on a task, it makes an error
- you cannot comprehend the reason why it will
not give you trust that it will be correct the next
time. This is why explainability is of such
importance, and why scientists are trying their best
to create new approaches and strategies to make Al
more transparent and responsible. The demand to
have explainability will only increase as Al keeps
developing and becoming more advanced [23].
Through proper emphasis on transparency and
accountability, we will be able to ensure that Al is
applied in a manner that is just, trustworthy, and
advantageous to all [24].

11. Related Work

The most recent advances in Generative Artificial
Intelligence (AI) have entirely changed completely
transformed the landscape of machine learning
because systems can now generate high-quality
content in many forms, including text, images, and
audio. Recent generative models such as
transformer-based models, diffusion models, and
GAN-ike models have enjoyed a great deal of
success, but have become more complex, casting
doubts on interpretability and transparency [15].
Studies indicate that explainability requirement is
growing with the progress of the generative models
since they are applicable in sensitive and decision
sensitive fields.

Explainable Generative Al (GenXAI) has become
a new field of research which combines methods
of explainability specifically applied to generative
systems. Schneider [16] notes that conventional
XAI methods do not apply to generative models
since they do not directly represent latent
representations and generation processes in a
probabilistic way. This has seen the emergence of
new frameworks that emphasize interpretability at
the model and output levels, which can be used to
understand the way synthetic data generation
works.

Over the past few years, the scientific discipline of
Explainable Artificial Intelligence (XAI) has grown
substantially, and many studies have suggested
methods to enhance transparency and trust in Al
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systems. In-depth reviews have classified XAl
approaches into feature attribution, visualization
as well as model approximation techniques, each
having varied information about model behavior
[17], [18]. The purpose of these methods is to
overcome the black-box quality of deep learning
models that can be restricting to their applications
in practice.

Moreover, the latest publications highlight that
the use of Al in areas like healthcare, finance, and
autonomous systems has raised the need to have
reliable and understandable models. According to
Kabir, Hossain, and Andersson [19], the inability
to explain may reduce the adoption of Al
technologies, especially when the decisions made
by this technology affect society on a grand scale.
As such, explainability has become one of the core
conditions of the development of reliable Al
systems.

The second significant trend is the use of XAI
methods on large language models (LLMs). Latest
surveys point at the fact that LLMs bring with
them new issues because of their size, complexity,
and the ability to reason in context [20]. In order
to have a better understanding of how such models
are able to generate the outputs, researchers have
proposed alternative approaches such as
mechanistic interpretability, analysis of attention,
and concept-based explanations. The strategies are
aimed at providing more detailed information
regarding the internal model structures and
reasoning.

Furthermore, the systematic reviews carried out
recently the practical use of XAl in different areas.
The XAI methods are increasingly finding their
way into practice to improve the transparency of
the model and decision-making, as demonstrated
[21]. In a similar manner, [22] give a detailed
account of XAl techniques with their pros and
cons in various cases of application.

Recent studies have also suggested that there are
several challenges which are associated with the
current explainability methods. Despite the fact
that popular methods such as SHAP and LIME
may be effective in extrapolating complexities in
interactions between features and global model
behaviour in highly nonlinear systems, these
methods may not be effective in these systems [23].

Therefore, researchers are thinking of mixed
methods and improved approaches to explanation
to improve readability and strength.

Furthermore, new paradigms like human-centered
explainability and explanatory Al have also arisen
in the field of emergent research that are aimed at
making explanations more comprehendible and
meaningful to final users. These methods stress
the need of the contextual and user-friendly
explanation, as opposed to the technical
interpretations of model behavior [24]. This
change is based on the increasing awareness that
explainability is not only to be a question of
technical transparency, but also to have a
beneficial impact on human cognition.

The other potential direction is the incorporation
of uncertainty-sensitive explanations and trust
assessment systems. The recent studies propose
that trust in Al systems is dependent on a variety
of factors, such as the quality of explanations, their
consistency, and reliability [25]. Thus, trust and
transparency should be analyzed through
quantitative and qualitative measures of the users.
However, a research gap still persists concerning
the combination of XAI methods and generative
Al models. The current research tends to focus on
either  the  generative  performance or
interpretability, but rarely both in the same
framework. There are also no standardized
approaches to trust and transparency evaluation of
generative systems.

III. METHODOLOGY

This paper presents a research design based on an
experiment that can be used to evaluate the role of
trust and transparency in generative Al models
through the application of Explainable Artificial
Intelligence (XAI) to gain interpretable
information about model behavior and measure
user trust.

A. System Framework Overview

The proposed framework is based on an organized
pipeline, where the input data undergoes
generative models, and the results of the models
are analyzed with the help of XAI methods. The
generated explanations are then evaluated using
predefined trust and interpretability metrics.
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Where X refers to the input dataset and G the
generative model. The output ¥ generated can be
written as:

Y — G(X)
The overall workflow consists of the following
steps:

o The input dataset X is fed into the generative
model G

e The model generates synthetic outputs (images
or text)

e The generated outputs are interpreted with the
use of XAl techniques

e Evaluation of the explanations is based on
quantitative measures and user feedback.

Proposed Methodology for Evaluating Trust

and Transparency in Generative Al Models

l Input Dataset (X)
' Data Prepocessing

Generative Model (G)

I = (GAN / Transformer)

I

l Generated Output (Y)

1

XAl Techniques

{(SHAP / LIME / Attention)

1

Al aton. et |
*Fidelity. Interpretability,
» Trust Index

i

' Results

Fig. 2. Proposed Methodology for Evaluating Trust and Transparency in Generative Al Models

Fig. 2, shows the input dataset is the starting point
of the methodology, which is preprocessed and
then presented to generative models, including
GANSs and transformer-based models. The outputs
created are then interpreted with XAI methods
such as SHAP, LIME, and attention visualization
to give interpretability. Finally, the system is tested
based on the quantitative measures of fidelity,
interpretability score, and trust index, and
qualitative user feedback to determine the overall
trust and transparency.

B. Generative Model Selection

To ensure comprehensive evaluation, there are
two types of generative models under
consideration:

1) Generative Adversarial Networks (GANs)

GANs are neural networks trained in an
adversarial manner, one of a generator (G) and
another of a discriminator (D). The generator
generates synthetic data and the discriminator
differentiates between real and generated data.
The objective function of GANs is determined as:

minmax V (D, G)
G D

The main task that is performed by GANS is
image generation, e.g., CIFAR-10 image
generation.

2) Transformer-Based Models

Transformer based architectures rely on multi-
head self-attention to be able to capture long-range
dependencies in sequential data. The models have
a large variety of applications in text generation
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tasks, where they can be used to produce coherent
and context-aware output.
The attention mechanism can be defined as:

Attention(Q, K, V)

where Q, Kand Vrepresent query, key, and
value matrices.

C. Dataset Preparation

Benchmark datasets are used to conduct the
experiments, which guarantee reliability and
reproducibility:

e CIFAR-10 Dataset: A widely used dataset
consisting of 60,000 images divided into 10
classes to perform image generation tasks.

o Public Text Datasets: Standard text corpora
are used for training and evaluating transformer-
based models

Preprocessing Steps

o Images are resized to 32%32 and normalized to
the range [0,1]

o Text data is tokenized using subword encoding
techniques

e The dataset is split into 80% training and 20%
testing

D. Integration of XAl Techniques
In order to explain the behavior of generative
models, the most recent model-agnostic XAl
methods are combined:
1) SHAP (SHapley Additive Explanations):
SHAP assigns importance values to input features
depending on the contribution to the model
output. It offers both local and global
explanations.

¢; = feature contribution of input ¢

2) LIME (Local Interpretable Model-Agnostic
Explanations): LIME computes the interpretable
surrogate model as an approximation of the
complex model locally. It reduces the dissimilarity
amid the original model and the surrogate model
to produce explanations.

3) Attention Visualization: In transformer-based
models, attention weights are visualized to
determine the most significant input tokens in the
production of output. This offers an insight into
internal decision making process in the model.

E. Evaluation Metrics

In order to measure trust and transparency,
quantitative and qualitative methods of
evaluation are used.

1) Quantitative Metrics
e Fidelity: Tests the similarity of the explanation
model with the original model.
e Interpretability Score: Evaluate the simplicity
and clarity of explanations
o Trust Index: A composite measure involving
user confidence measured by consistency of
explanations and clarity.

Trust = « - Fidelity + 8 - Interpretability
2) Qualitative Evaluation
A user-based study is conducted to evaluate:
e Clarity of explanations
e Perceived trust in model outputs.
e Ease of understanding
The participants will rate the explanations
produced by various XAl methods to provide
subjective feedback.

F. Experimental Procedure

The experiments are conducted in the following
stages:

e Train generative models on selected datasets
e Generate outputs using trained models

e Apply SHAP, LIME, and attention-based
explanations

e Compute evaluation metrics

e Gather user feedback to perform qualitative
analysis.

Implementation Details

e Framework: PyTorch

e Training epochs: 100

e Batch size: 64

e Optimizer: Adam

G. Trade-off Analysis

Another analysis is done to investigate the trade-
off between the complexity and explainability of
the model. Interpretability decreases as the
complexity of the model grows.

1
Model Complexity

Explainability o
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This paper assesses the effects of the inclusion of
XAI techniques on the model performance and
interpretability.

IV. Results and Discussion

The experimental findings are provided based on
the assessment of the suggested framework to
increase trust and transparency levels in generative
Al models through the use of Explainable
Artificial Intelligence (XAI). The quantitative
measures, fidelity, interpretability, and trust index,
and qualitative user-based evaluation are used to
analyze the performance of the models. The

findings will seek to reveal how effective XAI
methods are at enhancing model transparency and
still remain competitive. Moreover, the effect of
various XAl methods on the model behavior and
user perception is compared to analyze the effect
on them.

Fidelity of explanations is evaluated to determine
the degree of correspondence between the model
of explanation and the behavior of the model of
generation. An increased fidelity implies that there
is increased correspondence between the model
output and the explanation.

Fidelity Comparison

09

0.8
0.7
06
0.5
04
0.3
0.2
0.1

0

GAN (No XAl) GAN + SHAP GAN + LIME

Transformer Transformer + Transformer +
(No XAl) Attention SHAP

Fig. 3. Fidelity comparison across different generative models and XAl techniques

As shown in Fig. 3, the findings indicate that the
implementation of XAl methods can enhance
fidelity by a great margin as compared to baseline
models. Transformer models with attention
mechanisms have the highest fidelity score, closely
followed by SHAP-based explanations. LIME
provides moderate fidelity and models without

XAI have the worst performance. This shows that
the explainability techniques increase the
trustworthiness of the model interpretations.
Interpretability is considered to measure the ease
at which users can interpret the explanations
produced by the various XAl methods.
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Interpretability

09
08

0.7
0.6
05
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0.3
0.2
0.1

0

GAN (No XAl) GAN +SHAP GAN + LIME Transformer Transformer + Transformer +

(No XAl Attention SHAP

Fig. 4. Interpretability scores of the various XAl techniques.

SHAP has the best interpretability as shown in Fig.
4, because it has a clear representation of the
contribution of features. Attention visualization is
also very effective and especially in text models as
it can emphasize crucial components of input.
LIME also has a reasonable interpretability, but it
is restricted to local explanations. Conversely,

models lacking XAl have low interpretability
which underlies the significance of explanation
methods.

Trust index is calculated using fidelity and
interpretability as a composite measure of general
user trust in model predictions.

Trust Index Evaluation

09

0.6
0.5
0.4
03
0.2
0.1

0.8
0.7

GAN (No XAl) GAN+SHAP GAN+ LIME Transformer Transformer + Transformer +

(No XAl) Attention SHAP

Fig. 5. Trust index comparison across models

As shown in Fig. 5, The graph shows that models
integrated with XAl techniques with XAl methods
get much higher trust scores. Attention-based
transformer models show the highest index of
trust, and then SHAP-based methods. The
findings affirm that the degree of trust towards Al

systems highly depends on the quality of the
explanations offered.

An experiment is constructed based on users to
evaluate the understandability and readability of
explanations generated by other methods and the
perceived reliability.

https://thesesjournal.com

| Hussain et al. 2026 | Page 72


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

SPECTRUM OF ENGINEERING SCIENCES

ISSN (E) 3007-3138 (P) 3007-312X

Volume 4, Issue 7, 2026

User Satisfaction (%)

Transformer + Attention

GAN + SHAP

GAN (No XAl)

=]
=]
=]

W Trust ™ Ease of Understanding m Clarity

Fig. 6. User perception analysis of explanation quality

The results of Fig. 6 demonstrate that SHAP and
attention-based explanations are more popular
among the users since they can be easily
interpreted and understood. Models that do not
have XAl are rated very low in regards to trust.
This proves human-centered evaluation to be a

very important tool in measuring the efficacy of
the explainability techniques.

The XAI techniques come with a computational
overhead that is measured in terms of training and
explanation time.

Execution Time (seconds)

Transformer + Attention

Transformer

GAN + LIME

GAN + SHAP

GAN (No XAl)

o

20 40

80 100 120 140 1e0 180

W Execution Time (seconds) Training Time m Execution Time (seconds) Explanation Time

Fig. 7. Computational cost comparison of XAl techniques

As shown in Fig. 7, The findings show that SHAP
presents the highest computational cost due to its
complicated computations and that LIME is
moderate in terms of time. Attention visualization
is relatively efficient and adds minimal overhead.

This shows the trade-off between the quality of
explanation and computational efficiency.

The relationship between model performance and
interpretability is analyzed in this analysis to
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interpret the trade-off between the accuracy and
explainability.

Trade-off Analysis

09 »
0.8
07
06
05
0.4
03
02
0.1

0 1 2

@ Trade-off Analysis Accuracy

3

4 5 6

Trade-off Analysis Interpretability

Fig. 8. Trade-off between model accuracy and interpretability

The Fig. 8. illustrates high-accuracy models are less
interpretable, whereas XAl methods are more
interpretability with a slight
reduction in accuracy. Attention transformer
models can be seen as a reasonable compromise
between high performance and interpretability.

beneficial to

Key Findings

o XAl methods enhance transparency and trust
considerably.

e SHAP provides best overall interpretability

o Attention is highly effective for text models

e Model complexity and explainability have a
trade-off.

e User trust is strongly influenced by the quality
of explanations

Limitations

Despite the promising results, this study has
several limitations that should be considered. To
begin with, experimental tasks are carried out
using benchmark datasets, e.g., CIFAR-10 and
common text corpora that lack the complexity of a
real-world application. Second, explainability is
evaluated mainly on the choice of XAl algorithms,
such as SHAP, LIME, and attention visualization;
further developed algorithms can offer alternative
insights and performance results. Third, the
suggested framework also adds extra processing

resources, especially SHAP, which can be a
disadvantage in realtime or large-scale systems.
Moreover, the qualitative user study is performed
on a small sample size, and it can impact the
extrapolation of user perception findings. Finally,
the trust index is conceptualized using a set of
chosen = quantitative measures, other
specifications can produce varying definitions of

and
trust and transparency.

Conclusion

This paper provided a full framework of the
assessment of the trust and transparency of
generative Al models by adopting the methods of
Explainable Artificial Intelligence (XAI). The
proposed method can be used to explain the
behavior of models with interpretable insights by
applying both generative models (Generative
Adversarial Networks (GANs) and transformer-
based models) and model-agnostic explainers
(SHAP, LIME, attention visualization). The
experimental outcomes prove that adding XAl
methods can increase the model transparency,
interpretability, and trust in the model to a very
high degree. The quantitative analysis based on
fidelity and interpretability score, and trust index
proves that models with XAl perform better than
the baseline models with no explanation
mechanisms. Specifically, SHAP can be used to
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generate feature-level explanations with a high
level of interpretability, and attention visualization
can be used to gain a better understanding of
transformer-based models. Additionally,
qualitative analysis by users suggests that users
have a higher level of confidence in those models
that give clear and consistent explanations.
However, the paper also shows an essential trade-
off between complexity and explainability of
models, with the higher the model complexity the
higher the model performance, but the harder it is
to interpret. This limitation is counteracted by
using XAl techniques since it can enhance
interpretability without drastically reducing the
performance.

Future Work:

Future studies can also improve the proposed
framework by examining more advanced
explainability =~ methods  like
interpretability, concept-based explainability, and
causal reasoning in order to gain a better
understanding of the behavior of generative
models. Besides, it would be beneficial to apply the
framework to large-scale models, such as large
language models and diffusion-based models, to
make it more applicable to real-world systems.
Future research could also be dedicated to the

mechanistic

implementation of the framework in such a key
area of life as healthcare, finances, and
autonomous systems to confirm its usefulness in
real-life settings. Additionally, the creation of more
detailed and universal assessment tools of the
degree of trust, fairness, and reliability is one of the
significant paths to be pursued in the future. The
other area of potential improvement is the
development of human-riendly and interactive
explanation interfaces to improve user knowledge
and interaction. Finally, optimizing the
computational efficiency of XAl techniques,
particularly SHAP, is essential for enabling real-
time and scalable deployment of trustworthy Al
systems.
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