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Abstract
The integration of Large Language Models (LLMs) into software engineering has
fundamentally disrupted traditional paradigms of software quality assurance and

cybersecurity. This review systematically synthesizes recent empirical advances in
LLM-assisted automated software testing and vulnerability detection, evaluating
both the transformative capabilities and critical limitations of these emerging
technologies. The analysis examines four principal domains: LLM-powered test
case generation and * fugzing, static wulnerability discovery, automated
vulnerability repair (AVR), and agentic patching frameworks. Empirical evidence
demonstrates that LLM-based test generators, including ChatUniTest, CoverUp,
and TestPilot, achieve superior branch coverage and mutation scores compared to
search-based tools like EvoSuite, with frameworks such as HITS improving
coverage from 68.0% to 82.3%. In vulnerability detection, hybrid neuro-symbolic
workflows combining traditional SAST tools with LLM verification filters reduce
false-positive rates by up to 93.3%, while specialized models like VulnScout-C
demonstrate balanced precisionrecall trade-offs on dualwerified datasets.
Autonomous agentic frameworks, including SWE-agent and OpenHands,
achieve 72-74% issue resolution rates on SWEbench Verified, with the
SAN2PATCH framework attaining 79.5% patch success rates. Howewer, this
review identifies a critical security correctness disconnect: despite high functional
pass rates, Al agents achieve only 10.5-12.5% security correctness on rigorous
evaluations, frequently reintroducing insecure legacy functions to satisfy
functional tests. Furthermore, agentic workflows exhibit susceptibility to indirect
prompt injection and flow-control wulnerabilities, with attack success rates
reaching 40.7%. Data contamination in public benchmarks artificially inflates
performance metrics, compromising evaluation integrity. The review concludes
that while LLMs offer unprecedented semantic reasoning capabilities, their
probabilistic nature necessitates robust verification pipelines, hybrid architectures,
and security-aware training paradigms to ensure trustworthy deployment across
the software development life cycle.
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INTRODUCTION

The paradigm of software quality assurance and
cybersecurity is experiencing an unprecedented
disruption driven by Large Language Models
(LLMs). Historically, automated software testing
and static vulnerability detection relied on search-
based heuristics, symbolic execution, and rigid
static analysis rules (alkawi & Alhajj, 2026). While
these traditional methodologies established
foundational software safety nets, they frequently
stumbled when confronted with scale, semantic
context, complex object states, and high false-
positive overhead. The recent transition toward
transformer-based architectures and generative Al
has reframed software artifacts source code, test
suites, protocol specifications, and security patches
as continuous probabilistic tokens requiring high-
level semantic reasoning (Rashid et al., 2026).
Modern  software engineering frameworks
increasingly integrate LLMs across the entire
Software Development Life Cycle (SDLC). In
automated software testing, LLMs demonstrate
exceptional ~ competence  in  synthesizing
contextualized unit tests, generating edge-case
payloads for fuzzing engines, and optimizing
coverage through execution feedback loops (Han
et al., 2025). Concurrently, in software security,
LLMs are deployed to perform static analysis, filter
static application security testing (SAST) false
positives, and drive end-toend Automated
Vulnerability Repair (AVR). Autonomous agentic
frameworks such as SWE-agent and OpenHands
further extend these capabilities by navigating full
software repositories to localize and patch complex
vulnerabilities (Saher, 2026).

However, this rapid integration introduces a
critical technological paradox. While LLMs excel
at generating code that passes functional test cases,
their probabilistic nature can lead to subtle
semantic failures, data contamination during
evaluation, and the introduction of insecure code
patterns (Desai et al., 2025). The objective of this
review article is to systematically synthesize recent
empirical advances in LLM-assisted software
testing and vulnerability management. This paper
evaluates unit test generation, fuzzing innovations,
comparative static analysis performance, agentic
repair paradigms, benchmarking suites, and

critical security vulnerabilities inherent to Al-
driven software development (Al Amin, 2025).

2. LLM-Powered Automated Test Case
Generation And Fuzzing

2.1 Unit Test Synthesis and Coverage
Optimization

Automated unit test generation aims to minimize
manual engineering efforts while maximizing
codebase reliability.  Search-Based  Software
Testing (SBST) tools, epitomized by platforms like
EvoSuite, historically dominated this domain by
utilizing genetic algorithms to optimize structural
code coverage. However, SBST tools often
produce unreadable, non-idiomatic test cases with
low fault-detection capabilities (mutation scores)
due to their lack of semantic context regarding the
class or method under test (Chu et al., 2025).
The emergence of LLM-based frameworks such as
ChatUniTest, CoverUp, ChatTester, and
TestPilot has fundamentally shifted test synthesis
from pure constraint satisfaction to context-aware
program synthesis. Frameworks like ChatUniTest
utilize adaptive contextselection mechanisms
combined with a generateverify-repair execution
loop (Wang et al., 2024).

The operational mechanism of modern LLM-
based test generation relies on an iterative, closed-
loop verification pipeline. Initially, an adaptive
context selector gathers surrounding source code,
abstract syntax trees (ASTs), or relevant
documentation via Retrieval-Augmented
Generation (RAG) to build a structured prompt.
The LLM receives this contextual prompt and
synthesizes a candidate test suite (Zhang et al.,
2025). This candidate code is immediately
dispatched to an isolated execution sandbox where
dynamic compilation and test execution take
place. If compilation errors or assertion failures
occur, the feedback mechanism captures raw stack
traces and error metrics, piping them
incrementally back into the LLM context. This
allows the model to continuously refine its
assertions and fix syntax flaws across successive
execution iterations (Yang et al., 2026).

Empirical evaluations across benchmark suites
such as Defects4] demonstrate that LLM-driven
test generators achieve line and branch coverage
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comparable to, and in several contexts superior to,
search-based tools. For instance, the HITS
approach which combines method slicing with
LLM prompting boosted code coverage from
EvoSuite's 68.0% baseline to 82.3% on target
benchmark datasets (Bazalii & Fleischer, 2025).
Furthermore, LLM-generated tests consistently
achieve higher mutation scores than SBST
baselines. This performance differential stems
from the LLM’s ability to infer method semantics
and synthesize meaningful test assertions rather
than superficial execution triggers (Jiang, 2026).
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Despite these coverage gains, compilation and
runtime error rates remain a key operational
bottleneck. Evaluation studies reveal that default
RAG pipelines and baseline LLMs produce
compilation or execution errors in up to 76.2%
and 60.9% of generated tests, respectively.
Advanced prompting and structural context
frameworks reduce these error rates substantially;
for example, the APT framework lowered
compilation error rates to 25.9%, outperforming

both baseline ChatUniTest (60.9%) and EvoSuite
(59.6%) (Yao & Liu, 2026).
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Figure 1: Iterative Verification and Repair Workflow in LLM-Assisted Automated Bounded Model
Checking

2.2 Generative and Edge-Case Fuzzing

Fuzzing is an automated testing technique that
feeds malformed or unexpected inputs into a
target program to uncover abnormal behaviors,
memory corruption, and unhandled exceptions.
Traditional fuzzers rely on random byte mutation
or static grammar definitions, which struggle when
target programs require highly structured inputs or
deep multi-variable dependencies (Deng et al.,
2023).

LLMs have transformed generative fuzzing by
acting as intelligent mutation engines and input
format generators. In deep learning library testing
(e.g., PyTorch, TensorFlow), tools such as
TitanFuzz, FuzzGPT, and Magneto leverage LLMs
to synthesize complex, edge-case tensor operations

and API call chains (Deng et al., 2024). FuzzGPT
demonstrates that priming LLMs with historical
bug-triggering code snippets enables the model to
hallucinate unusual, valid syntax variants that
bypass preliminary validation checks, successfully
triggering hidden library edge cases. Similarly, the
VFuzz architecture integrates coverage-guided
feedback directly into prompt selection,
outperforming conventional deep learning library
fuzzers in both line coverage and zero-day bug
discovery (Hu et al., 2023).

In network protocol and stateful application
testing, tools such as ChatAFL leverage LLMs to
automatically infer message grammars from
protocol documentation or raw message logs. By
querying the model to generate grammar-
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compliant network packets, the fuzzer penetrates
deeper state spaces without requiring manual rule

construction (Shi et al., 2026).

Table 1: Performance Benchmarks of LLM Testing Frameworks vs. Traditional SBST Tools

Tool / | Underlying Target Key Performance | Primary Operational
Framework Methodology Domain / | Metrics & Findings Advantage
Language
EvoSuite Search-Based Java Baseline coverage | Deterministic
Software  Testing "68.0%; high initial | execution  without
(SBST / Genetic pass rate, variable | model hallucination
Algorithms) mutation score costs
ChatUniTest | LLM + Dynamic | Java/ Python | Superior branch | Context-aware
Compiler coverage &  higher | assertion logic and
Verification Loop mutation scores than | functional test
EvoSuite; initial error | readability
rate ~ 60.9%
CoverUp Coverage-Guided Python High regression test | Dynamic context
[terative Prompting coverage by targeting | injection based on
uncovered lines | coverage analysis
iteratively
FuzzGPT LLM Priming with | C++ / Python | Synthesizes unusual | Primed mutation
Historical Bug | (DL Libraries) | edge-case code; | generation targeting
Payloads uncovers novel zero-day | deep architectural
library crashes layers
VFuzz Neural Coverage- | Python (DL | Substantially Gradient-inspired
Guided Dynamic | Frameworks) outperforms  state-of- | prompt  adjustment
Fuzzing theart DL fuzzers in | via realtime code
coverage and bug hits coverage
ChatAFL LLM-Guided C / Stateful | Dramatically higher | Automated extraction
Protocol Grammar | Network state coverage | and generation of
Synthesis Protocols compared to AFL-style | complex protocol
protocol fuzzers message grammars

3. Vulnerability Detection: LLMs vs Traditional
Static Analysis (SAST)

3.1 Static Vulnerability Discovery and Semantic
Reasoning

Static Application Security Testing (SAST) tools
including CodeQL, Semgrep, SonarQube, and
Snyk Code rely on abstract syntax trees (ASTs),
control flow graphs (CFGs), and dataflow taint
analysis to detect security flaws. While SAST
engines excel at deterministic pattern matching for
known vulnerability types, they suffer from two
major operational constraints: high false-positive
rates that overburden security teams, and an

inability to reason about cross-file business logic
flaws (Sheng et al., 2025).

Generative LLMs, particularly reasoning-focused
architectures (e.g., DeepSeek-R1, GPT-4, Claude
3.5 Sonnet), treat vulnerability detection as a deep
semantic reasoning task. By processing code
semantics holistically, LLMs evaluate context,
developer intent, and complex
interactions that evade rigid AST matching rules
(Hossain & Shapna, 2025). Comparative
empirical benchmarks reveal stark differences
between traditional SAST tools and modern code-
aware LIMs. On realworld CVE detection
datasets (such as CWE-Bench), advanced LLMs

variable
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and Al security agents significantly outperform
standard static analyzers in detection rates. For
example, in standardized comparative evaluations,
the specialized Al security tool Trent achieved a
detection rate of 0.250, followed by Claude Code
at 0.087, whereas traditional SAST tools such as
CodeQL and Semgrep achieved detection rates of
only 0.037 and 0.036, respectively (Iranmanesh et
al., 2025).

However, raw detection capability in baseline
LLMs is frequently counterbalanced by lower
precision and unpredictable recall across diverse
CWE categories. Models fine-tuned on dedicated
vulnerability ~ datasets  (e.g., VulnScout-C,
PrimeVul) demonstrate improved trade-offs
between precision and recall by restricting
hallucination tendencies through dual-verified
training samples (Gnieciak & Szandala, 2025).

3.2 Hybrid SAST-LLM Synergies and False
Positive Filtering

Rather than replacing traditional SAST, the most
effective security deployment paradigm uses
hybrid neuro-symbolic workflows. In these hybrid
frameworks, static analyzers provide fast, rule-
grounded candidate flags, while LLMs act as
intelligent verification filters to eliminate false
positives (Agrawal & Ahi, 2025).

The operational architecture of a hybrid SAST-
LLM discovery framework executes in sequential
stages. Raw repository source code is initially
ingested by a deterministic static analysis engine,

such as CodeQL or Semgrep, which scans for
known pattern signatures and taint paths. Because
these tools generate high volumes of candidate
alerts containing substantial false-positive noise,
the raw alert outputs are redirected into an LLM-
based verification engine (Agrawal & Ahi, 2026).
Frameworks like IRIS leverage semantic context
and execution flow reasoning to evaluate whether
candidate alerts constitute true vulnerabilities or
false alarms. Verified security defects are then
passed downstream to automated remediation
pipelines for agentic patching (Pavlyshyn &
Krasko, 2026).

Empirical data highlights the efficacy of this
synergy. The IRIS system, which integrates
CodeQL dataflow analysis with LLM context
evaluation, reduced the baseline false-positive rate
of CodeQL by 5% in Java vulnerability scans while
simultaneously discovering true positives missed
by standard queries. On real-world enterprise Java
codebases, specialized LLM agent configurations
achieved a false-positive identification rate of up to
93.3% when reviewing raw CodeQL alerts (De
Rosa, 2026).

Furthermore, LLMs are used
upstream to generate and refine complex static
analysis rules. By converting high-level natural
language vulnerability descriptions or historic
CVE patches into executable CodeQL queries,
LLMs eliminate the steep learning curve associated
with authoring custom static analysis rules

(Thornton, 2026).

increasingly

Table 2: Comparative Metric Profile of Static Analysis Tools and LLM Architectures

System / Tool | Underlying Primary Strengths | Precision / Recall | Vulnerability

Class Mechanism Characteristics Discovery
Vulnerabilities &
Limitations

Traditional AST / CFG | High speed, | High  recall  on | Struggles with cross-

SAST (e.g., | Taint Analysis | deterministic, zero | standard  patterns; | file business logic,

CodeQL, & Dataflow | hallucination; prone to high False | custom  sanitizers,

Semgrep) Rules catches known | Positive (FP) rates and dynamic features

syntactic patterns

General Deep Semantic | Analyzes developer | High contextual | Susceptible to

Reasoning Attention & | intent, contextual | sensitivity; variable | hallucinations and

LLMs (e.g., | Generative flow, and complex | precision depending | non-deterministic

GPTH4, Inference logic flaws on prompt structure | false positives

DeepSeek-R1)

https://thesesjournal.com | Mehboob et al., 2026 | Page 7050



https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

SPECTRUM OF ENGINEERING SCIENCES

ISSN (E) 3007-3138 (P) 3007-312X

VOLUME 4, ISSUE 3, 2026

Context
Verification

Framework) preserving

query rigor

Specialized Fine-Tuned Highly  optimized | High precision and | Narrower = domain

Small Models | Compact resource balanced F1 score on | adaptability beyond

(e.g., Transformer consumption; rapid | dual-verified specific target

VulnScout-C) Architecture linellevel ~ C/C++ | vulnerability sets language subsets
detection

Hybrid SAST + | Rule-Based Eliminates false | Filters up to 93.3% | Overhead of multi-

LLM (e.g., IRIS | Filtering + LLM | positive noise while | of =~ SAST  false | stage execution and
static | positives;

achieves | LLM token
optimal F1 score | consumption costs
balance

4. Automated Vulnerability Repair (AVR) and
Agentic Patching

4.1 Patch Synthesis and Validation Architectures
Automated Vulnerability Repair (AVR) extends
vulnerability detection to the automatic synthesis
of secure, functional code patches. Early zero-shot
prompting techniques applied to AVR often
resulted in plausible-looking patches that
introduced subtle secondary security flaws, broke
compilation, or disrupted adjacent business logic
(Yang et al., 2025).

To address these shortcomings, modern AVR
architectures employ structured reasoning
paradigms combined with dynamic validation
environments. Advanced reasoning strategies such
as Tree-of Thought (ToT) prompting, Monte
Carlo Tree Search (APRMCTS), and Generate-
Verify-Repair loops explore multiple patch
candidate trajectories simultaneously (Seo et al.,
2025). For example, the SAN2PATCH framework
utilizes a Tree-of-Thought LLM analysis pipeline to
evaluate program state transformations before
committing a patch, achieving a 79.5% patch
success rate (31 out of 39 verified vulnerabilities
fixed) on benchmark evaluation suites (Kim et al.,
20206).

In these iterative repair frameworks, synthesized
patches must satisfy a multitier verification
pipeline:

e Syntactic and Structural Validation: The patch
must compile cleanly without introducing syntax
errors or build failures.

e Functional Regression Testing: The modified
program must pass all existing unit and integration
test suites to confirm that core system utility
remains intact.

o Security Proof-of-Concept (PoC) Validation:
The patch must fail to trigger the original security
exploit script or dynamic sanitizer alert (e.g.,
AddressSanitizer),  confirming  vulnerability
mitigation (Liu et al., 2026).

4.2 Autonomous Software Engineering Agents in
Security

The evolution of LLMs from simple prompt-
response interfaces to autonomous software
engineering agents has fundamentally expanded
the scope of AVR. Frameworks such as SWE-
agent, OpenHands (formerly OpenDevin), Trae
Agent, Aider, and VulnAgent-X operate directly
inside full software repositories using interactive
shell tools, execution sandboxes, and file-system
search utilities (Chhabra et al., 2026).
Autonomous agentic repair pipelines operate
through a multi-step execution loop within an
interactive sandbox. Upon receiving a bug report
or dynamic proof-of-concept (PoC) exploit script,
the core agentic coordinator such as SWE-agent or
OpenHands traverses the codebase using
repository search tools and AST analysis to localize
the root defect (Vakhula & Opirskyy, 2025). The
agent then constructs candidate patches, which are
executed dynamically inside the sandbox
environment against both existing regression test
suites and the specific PoC exploit script. If
regression tests pass and the PoC exploit is
neutralized, the agent commits the secure patch
directly to the repository and drafts a pull request
for human audit (Otoum & Elkhalili, 2026).
Agentic evaluation highlights critical architectural
trade-offs based on tool-task fit. SWE-agent excels
at dispersed syntactic searches requiring iterative
file traversal across large directory trees.
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Conversely, OpenHands performs better when
vulnerabilities require centralized patch reasoning
and deep architectural modifications within a
localized module (Moradian & Hakansson,
22010). On the SWE-bench Verified benchmark,
OpenHands achieves a 72% successful issue
resolution rate, while streamlined
implementations like Mini-SWE-Agent reach 74%
using compact execution prompts. On security-
focused subsets targeting real-world CVEs, SWE-
agent achieves a 33.8% successful patch rate and a

12.5% PoC resolve rate on complex multi-file
instances (Karuppuchamy, 2026).

5. Benchmarking Frameworks, Security Risks,
and Emerging Pitfalls

5.1 Benchmark Landscape

Rigorous benchmarking is essential for evaluating
the comparative efficacy of Al-driven testing and
vulnerability tools. Benchmark datasets have
evolved from synthetic, smallscale function
snippets to complex, repository-level multi-
language environments (Abbasi et al., 2025).

Table 3: Overview of Key Benchmarks for LLM Vulnerability Detection and Repair

Benchmark Target Domain | Dataset & | Key Evaluation | Primary
Suite & Focus Areas Primary Composition | Metrics Evaluation Value
Big-Vul Historical C/C++ | ~ 11,800 C/C++ | Precision, Recall, F1 | Standard baseline
Vulnerability vulnerabilities mapped | Score for functional
Detection to CVEs vulnerability
detection
PrimeVul High-Quality Chronologically split, | Data- Reduces label
Realistic dualverified C/C++ | contamination- noise and
Vulnerability CVEs resistant F1 Score prevents temporal
Detection data leakage
SWE-bench /| Repository-Level | Realworld  GitHub | Issue Resolve Rate, | Evaluates
SWE-bench Software issues across major | Pass@1, Patch | autonomous
Verified Engineering & | Python projects Success agent capabilities
Repair in live repositories
CyberSecEval LLM Standardized prompt | Pass Rate, Security | Measures
(1-4) Cybersecurity injection, secure code | Correctness Rate, | offensive  abuse
Risks & Defense | generation, & exploit | Attack Success Rate | risks and defense
Capabilities suites generation quality
SEC-bench Real-World Real-world CVE | Patch Success Rate | Directly evaluates
Security Tasks for | patching and PoC | (>18%), PoC | autonomous
LLM Agents generation tasks Resolve Rate | agent security
(>10%) resolution
NYU CTF | End-to-End Capture-The-Flag Challenge Tests deep multi-
Bench Offensive (CTF)  vulnerability | Completion Rate step exploitation
Cybersecurity exploitation and analysis
Capabilities challenges capabilities

5.2 Security Correctness Disconnect, Data
Contamination, and Vulnerabilities

Despite high benchmark scores in standard code
completion tasks, recent research reveals a severe
disconnect between functional pass rates and
actual security correctness. Assessments by the
Agent Security League demonstrated that when Al

agents are evaluated on security correctness
(ensuring code not only works, but is immune to
common security weaknesses like buffer overflows
or injection flaws), performance drops drastically
(Luo et al.,, 2018). On evaluations combining
SWE-agent with Claude Sonnet 4, the system
achieved only a 10.5% security correctness rate,
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while the highest scoring framework (OpenHands)
reached just 12.5%. Models consistently prioritize
functional code completion over non-functional
security constraints, often re-introducing insecure
legacy functions (e.g., strcpy, unauthenticated SQL
strings) to make functional test cases pass (Al-
Maamari, 2026).

Furthermore, Al agents operating autonomously
within  software introduce
significant security attack vectors. Agentic
workflows running in untrusted environments are
highly susceptible to Indirect Prompt Injection
and Flow-Control Vulnerabilities (FCVs). If an
agent inspects an untrusted repository containing
a malicious string hidden inside a comment or

environments

source file, the injection payload can hijack the
agent's context, forcing it to execute arbitrary shell
commands or exfiltrate private API keys. Studies
evaluating OpenHands paired with GPT-5 Mini
demonstrated a 40.7% attack success rate when
exposed to FCV threat vectors (Aslan et al., 2023).
Finally, evaluation integrity is  heavily
compromised by data contamination. Because
models are trained on public GitHub repositories,
standard benchmarks (e.g., Big-Vul, early SWE-
bench instances) frequently leak into LLM pre-
training corpora, resulting in artificially inflated
pass rates that degrade when deployed on un-
indexed enterprise codebases (Akhundov, R., &
Ibrahimov, 2025).

Taxonomy of Security Challenges in Applying Large
Language Models (LLMs) for Vulnerability Detection
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Figure 2: Taxonomy of Security Challenges, Attack Vectors, and Operational Limitations in LLM-Based
Vulnerability Detection

Conclusion

This review has systematically examined the
rapidly evolving landscape of LLM-assisted
software testing and vulnerability detection,

revealing a technological paradigm shift from
deterministic, rule-based methodologies toward
probabilistic, context-aware semantic reasoning.
The empirical evidence synthesized across four
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principal domains test case generation, fuzzing,
static vulnerability analysis, and automated repair
demonstrates that LLMs deliver substantial
improvements in coverage, mutation detection,
and contextual vulnerability discovery. Hybrid
neuro-symbolic architectures, particularly those
coupling traditional SAST tools with LLM
verification engines, have proven especially
effective, achieving false-positive reduction rates
exceeding 93% while preserving deterministic
rigor. Autonomous agentic frameworks have
expanded the scope of automated repair, enabling
repository-level patch synthesis with success rates
approaching 80% on benchmark evaluations.
However, this review also identifies critical
challenges that temper unqualified optimism. The
security correctness disconnect where agents
achieve functional success rates above 70% but
security correctness rates below 13% represents a
fundamental  limitation  requiring  urgent
attention. The susceptibility of agentic workflows
to indirect prompt injection and flow-control
vulnerabilities, with attack success rates exceeding
40%, poses significant deployment risks in
untrusted environments. Additionally, data
contamination in public benchmarks undermines
evaluation integrity, artificially inflating reported
performance metrics. Future research must
prioritize security-aware training objectives, robust
multi-tier verification pipelines, and
contamination-resistant benchmark suites. The
path forward lies not in replacing traditional static
analysis but in forging synergistic hybrid
architectures that combine the deterministic
precision of rule-based tools with the semantic
flexibility of generative models. Only through such
balanced integration, coupled with rigorous
security validation at every stage, can LLMs fulfill
their promise as trustworthy collaborators in
software quality assurance and cybersecurity
defense.
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