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Abstract

The rapid digitalization of smart grids through Internet of Things (IoT) devices,
advanced metering infrastructure, distributed energy resources, and cloud-based
energy management has improved operational efficiency while simultaneously
expanding the cyberattack surface. Conventional cloud-centered security
mechanisms often experience communication delays, privacy risks, bandwidth
limitations, and inadequate responsiveness to rapidly evolving threats. This study
presents a real-time Edge Artificial Intelligence framework for securing smart-grid
loT-cloud ecosystems through distributed cyberattack detection, privacy-
preserving energy analytics, and adaptive threat response. A multi-source dataset
containing 285,000 operational and cybersecurity records was constructed from
smart meters, phasor measurement units, substation sensors, network traffic,
authentication logs, and energy-consumption profiles. The dataset incorporated
normal activity and six major attack categories: false-data injection, denial-of
service, energy theft, command injection, device spoofing, and malware-based
intrusion. Following data cleaning, temporal synchronization, normalization,
class balancing, and feature selection, 48 predictive variables were retained. The
proposed architecture combines a lightweight convolutional neural network,
bidirectional long shortterm memory layers, and an attention mechanism to
capture spatial, temporal, and context-sensitive attack patterns at the network
edge. Federated learning and differential privacy were incorporated to support
collaborative model training without transmitting raw consumer or grid-
operational data to the cloud. Experimental evaluation used stratified training,
validation, and testing partitions of 70%, 15%, and 15%, respectively. The
proposed model achieved 98.1% accuracy, 97.8% precision, 97.6% recall, a
97.7% F1-score, and a receiver operating characteristic area under the curve of
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0.993. It outperformed logistic regression, support vector machine, random forest,
and conventional CNN models, which achieved accuracies of 84.7%, 89.6%,
93.8%, and 95.4%, respectively. Edge-based inference reduced average threat-
detection latency from 186 milliseconds in the cloud-only configuration to 42

milliseconds, representing a 77.4% reduction, while decreasing cloud-bound data

transmission by 68.2%. The adaptive response mechanism isolated compromised

devices and prioritized security alerts, reducing successful attack propagation by

71.6%. Differentially private federated learning preserved sensitive energy data

with only a 1.2-percentage-point reduction in detection accuracy. These findings

demonstrate that the framework provides accurate, low-latency, privacy-aware,

and scalable cybersecurity for next-generation smart-grid infrastructure.

1- INTRODUCTION:

The rapid digital transformation of electrical
power systems has accelerated the development of
smart grids characterized by bidirectional energy
flow, decentralized generation, automated control,
and realtime communication. Smart meters,
phasor measurement units (PMUs), intelligent
electronic devices, substation sensors, distributed
energy resources, electric vehicles, and cloud-based
energy-management platforms now continuously
exchange large volumes of operational data. These
technologies improve grid observability, demand
forecasting,  fault  management,  resource
allocation, and consumer participation. However,
connecting geographically distributed physical
infrastructure to Internet of Things (IoT) networks
and cloud platforms has also expanded the grid’s
cyberattack surface. A successful intrusion can
manipulate measurements, interrupt
communication, compromise consumer privacy,
destabilize control processes, and potentially cause
large-scale power disruption. Smartgrid IoT-
cloud ecosystems are particularly vulnerable
because they combine heterogeneous devices,
communication protocols, computing
environments, and security requirements. Many
field devices possess limited processing power,
memory, and energy capacity, making the
deployment of conventional security mechanisms
difficult [1]. Legacy equipment may also lack
secure authentication, encrypted communication,
and  reliable  software-update  capabilities.
Moreover, operational technology networks
increasingly interact with information technology
and cloud services, creating additional entry

points for adversaries. False-data injection attacks
can alter sensor measurements and mislead state-
estimation systems, while denial-of-service attacks
can disrupt communication between grid
components. Energy-theft attacks manipulate
consumption records, command-injection attacks
interfere with control operations, device-spoofing
attacks impersonate legitimate assets, and
malware-based  intrusions enable persistent
unauthorized access. The diversity and evolving
nature of these attacks require intelligent security
mechanisms capable of identifying complex spatial
and temporal patterns. Traditional intrusion-
detection systems commonly depend on
predefined rules, static signatures, or centralized
cloud processing. Signature-based approaches can
effectively identify previously observed attacks but
frequently fail against new, modified, or zero-day
threats. Rule-based mechanisms can also generate
excessive false alarms when legitimate grid
behavior changes because of variations in demand,
weather, distributed generation, or device
operating conditions [2]. Centralized machine-
learning solutions offer improved analytical
capability but require large volumes of smart-grid
data to be transmitted to remote cloud servers.
This arrangement introduces communication
latency, increases bandwidth consumption, creates
potential single points of failure, and exposes
sensitive consumer and operational information
during transmission and storage. Such limitations
are especially critical in smart-grid environments,
where delayed security decisions may allow an
intrusion to propagate through interconnected
devices before a response is initiated. Edge
computing provides an effective alternative by
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moving data processing and intelligent decision-
making closer to smart meters, substations,
gateways, and other data sources. Instead of
transmitting every observation to the cloud, edge
nodes can preprocess data, execute trained
detection models, and generate security decisions
locally. This distributed approach can reduce
network congestion and detection latency while
maintaining essential cybersecurity functions
during intermittent cloud connectivity. Edge-
based intelligence also supports context-aware
monitoring because local nodes can analyze device
behavior and operational conditions in near real
time [3]. Nevertheless, the resource limitations of
edge devices require lightweight artificial-
intelligence models that balance detection
performance with computational efficiency. A
model that is highly accurate but too complex for
real-time edge deployment may provide limited
practical value.

Deep learning offers promising capabilities for
detecting cyberattacks in complex smart-grid data.
Convolutional neural networks (CNNs) can
identify local correlations and discriminative
patterns among multivariate measurements,
communication statistics, authentication events,
and device-level features. Bidirectional long short-
term memory (BiLSTM) networks can analyze
temporal dependencies in both forward and
backward directions, enabling the detection of
abnormal sequences that may remain hidden in
individual observations. Attention mechanisms
can further improve detection by assigning greater
importance to the most relevant time steps and
features. The integration of these components can
therefore capture spatial, temporal, and contextual
characteristics of smart-grid attacks. However,
conventional deep-learning systems are often
centrally trained and may require the collection of
raw information from multiple consumers,
substations, and grid operators. Energy data
contain sensitive information about consumer
activities, occupancy patterns, appliance usage,
industrial operations, and grid conditions.
Transmitting such data to a central location can
create significant privacy and regulatory concerns.
Federated learning addresses this limitation by
allowing participating edge nodes to train a shared

model without directly transferring their raw
datasets [4]. Each node performs local training and
communicates model updates to an aggregation
server, which combines the updates to construct
an improved global model. Although this
approach  reduces direct data exposure,
information may still be inferred from shared
gradients or model parameters. Differential
privacy can mitigate this risk by introducing
carefully controlled statistical noise into model
updates, thereby limiting the disclosure of
individual records. Combining federated learning
with differential privacy can consequently support
collaborative  cyberattack  detection  while
protecting consumer and infrastructure data.
Detection alone is insufficient for protecting a
highly interconnected smart-grid environment.
Security systems must also determine how to
respond according to attack type, confidence level,
affected asset, and operational risk. A
conventional system that merely forwards every
alert to a central security team may produce delays
and alert overload. An adaptive response
mechanism can prioritize high-risk incidents and
automatically execute predefined protective
actions, including isolating compromised devices,
restricting suspicious network traffic, revoking
authentication tokens, switching to trusted
control channels, and requesting human
validation. Such responses must remain context-
sensitive  because an  unnecessary  device
disconnection may affect grid availability.
Accordingly, automated actions should be
coordinated with confidence thresholds, asset
criticalityy, and human-in-theloop oversight.
Despite recent progress in edge computing and
artificial intelligence, several research limitations
remain. Many existing studies examine attack
detection, edge inference, privacy protection, or
automated response as separate problems. Some
evaluate models using limited datasets or a narrow
set of attacks, reducing their ability to represent
the heterogeneity of practical smartgrid
environments.  Other  studies  emphasize
classification accuracy without assessing detection
latency, communication overhead, privacy-utility
trade-offs, or attack propagation. Moreover,
comparatively limited research has developed an
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integrated framework that combines lightweight
deep learning, distributed privacy-preserving
training, and adaptive response  across
interconnected smart-grid loT and cloud layers [5].
These gaps demonstrate the need for a unified
solution that considers detection performance,
computational efficiency, data privacy, scalability,
and operational responsiveness simultaneously.
To address these challenges, this study proposes a
real-time Edge Al framework for secure smart-grid
loT-cloud ecosystems. The framework integrates a
lightweight CNN, BiLSTM layers, and an
attention mechanism to detect false-data injection,
denial-ofservice, energy theft, command injection,
device spoofing, and malware-based intrusion. A
multi-source  dataset  containing 285,000
operational and  cybersecurity records s
constructed from smart meters, PMUSs, substation
sensors, network traffic, authentication logs, and
energy-consumption profiles. After data cleaning,
temporal synchronization, normalization, class
balancing, and feature selection, 48 predictive
variables are retained. The trained detection
model is deployed at the edge to enable rapid
inference, while federated learning and
differential privacy support secure collaborative
training without centralizing raw data. An
adaptive response component then converts
detection outcomes into risk-prioritized security
actions.

The principal contributions of this study are as
follows:

1. A unified Edge Al architecture is
developed for real-time cyberattack detection
across heterogeneous smart-grid IoT, edge, and
cloud environments.

2. A lightweight CNN-BiLSTM-Attention
model is introduced to jointly capture spatial
feature relationships, bidirectional temporal
dependencies, and contextsensitive attack
indicators.

3. Six important attack categories false-data
injection, denial-of-service, energy theft, command
injection, device spoofing, and malware-based
intrusion are evaluated using a large multi-source
dataset containing 285,000 records and 48
selected variables.

4. Federated learning and differential
privacy are integrated to enable collaborative
securitymodel development while limiting the
exposure of consumer energy data and sensitive
grid-operational information.

5. An adaptive threat-response mechanism is
designed to prioritize alerts, isolate compromised
devices, and restrict attack propagation according
to detection confidence and asset risk.

6. The framework is evaluated using
classification performance, inference latency,
cloud-bound data transmission, privacy-related
accuracy loss, and attack-propagation reduction,
providing a multidimensional assessment of its
operational effectiveness.

The experimental findings demonstrate that the
proposed framework achieves 98.1% detection
accuracy and an area under the receiver operating
characteristic curve of 0.993. Edge-based inference
reduces average detection latency from 186 ms to
42 ms and decreases cloud-bound data
transmission by 68.2%. The adaptive response
mechanism reduces successful attack propagation
by 71.6%, while differentially private federated
learning limits the accuracy reduction to 1.2
percentage points. These results indicate that the
proposed framework can provide accurate, low-
latency, privacy-aware, and scalable cybersecurity
for next-generation smart-grid infrastructure.

2- Deep Neural Intelligence for
Spatial-Temporal Attack Discovery:

Deep-learning  techniques  have  become
increasingly important for detecting sophisticated
cyberattacks in smart-grid loT-cloud ecosystems.
Unlike conventional machine-learning
algorithms, which often require manually
constructed variables, deep neural networks can
automatically learn hierarchical representations
from  high-dimensional  operational  and
cybersecurity data. These models can jointly
analyse smart-meter measurements, PMU signals,
substation conditions, network traffic,
authentication events, and energy-consumption
patterns. This capability is especially valuable for
detecting attacks that produce small but
coordinated changes across multiple data sources.
Convolutional neural networks are widely used to
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extract local and spatial relationships from
multivariate smart-grid records [6]. Their
convolutional filters can identify recurring
patterns involving voltage deviations, abnormal
packet rates, inconsistent device identities,
unexpected command sequences, and irregular
energy consumption. CNNs are computationally
efficient because of parameter sharing and local
connectivity, making lightweight versions suitable
for deployment on edge gateways. However,
conventional CNNs mainly emphasize local
feature patterns and may not sufficiently capture
the longterm progression of coordinated or
multistage  cyberattacks.  Recurrent  neural
networks address this limitation by examining

sequential dependencies among observations. In
particular, long short-term memory networks use
internal memory gates to retain important
information across extended sequences. They can
therefore detect gradual attack development,
repeated authentication failures, abnormal
communication  intervals, and  persistent
manipulation of grid measurements. Bidirectional
LSTM networks further strengthen temporal
analysis by processing each sequence in forward
and backward directions. This enables the model
to evaluate an event according to both its
preceding activity and subsequent context. The
comparative characteristics of the principal deep-
learning components are summarized in Table 1.

Table 1: Comparative roles of deep-learning components in smart-grid cyberattack detection

Deep-learning Primary analytical role Smart-grid patterns captured

component

CNN Spatial and local feature | Measurement deviations, packet patterns and
extraction feature interactions

LSTM Sequential dependency | Gradual anomalies, repeated access attempts and
analysis attack progression

BiLSTM Bidirectional temporal | Preceding and subsequent event relationships
analysis

Attention Context-sensitive feature | Critical time steps, variables and abnormal events

mechanism prioritization

CNN-BiLSTM- Integrated  spatial-temporal | Local, sequential and contextual attack signatures

Attention detection

Attention mechanisms have recently been
integrated with recurrent architectures to improve
context-sensitive threat recognition. Instead of
treating every feature and time step as equally
important, attention assigns greater weight to the
hidden representations that contribute most
strongly to a classification decision. For example,
the model may emphasize a sudden phase-angle
change during a false-data injection attack, an
abnormal packetrate increase during a denial-of-
service event, or repeated identity inconsistencies
during device spoofing. This selective focus can
improve detection accuracy while also providing
operators with information about the events that

influenced the prediction [7]. The integration of
CNN, BiLSTM, and attention layers provides a
comprehensive approach to spatial-temporal
attack discovery. As illustrated in Figure 1, raw
smart-grid records are first arranged into
synchronized sequences. The CNN extracts short-
range correlations and local attack indicators, after
which the BiLSTM examines their temporal
progression in both directions. The attention
mechanism then prioritizes the most relevant
representations before the final classification layer
distinguishes normal activity from the six attack
categories.
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Figure 1: Three-branch CNN-BiLSTM-attention architecture for multi-source feature extraction and

fusion.

This hybrid structure is particularly appropriate
for identifying false-data injection, denial-of-
service, energy theft, command injection, device
spoofing, and malware-based intrusion. Each
attack produces a different combination of
electrical, behavioural, network, and temporal
indicators. A CNN-only model may identify local
anomalies but overlook their progression, whereas
a recurrent model may process temporal
relationships ~ without extracting sufficiently
detailed feature interactions. The combined
architecture addresses these limitations by
learning local patterns, sequential behaviour, and
contextual importance within a  unified
framework. Nevertheless, deploying deep neural
networks at the edge introduces challenges related
to memory, processing capacity, energy
consumption, and inference latency [8].
Consequently, the architecture must be optimized
through  lightweight  convolutional filters,
controlled  BiLSTM  dimensions, dropout
regularization, and efficient sequence processing.
Such optimization enables high-quality attack
discovery  without exceeding the limited

computational capacity of smart-grid edge devices.
Therefore, spatial-temporal deep learning offers a
strong analytical foundation for accurate, low-
latency, and context-aware protection of
distributed smart-grid infrastructure.

3- Attention Mechanisms for
Context-Aware Threat Recognition:

Attention mechanisms have emerged as an
effective solution for improving context-aware
cyberattack detection in smart-grid IoT-cloud
ecosystems. Smart grids continuously produce
large volumes of heterogeneous information from
smart meters, phasor measurement units,
substation sensors, network traffic, authentication
systems, control devices, and energy-consumption
profiles. Although these data sources provide
valuable security information, not every variable or
time interval contributes equally to attack
detection. Attention mechanisms address this
issue by enabling deep-learning models to
prioritize the observations most relevant to a
particular cybersecurity event. Conventional
sequential models generally compress an entire

https://thesesjournal.com

| Hameed et al., 2026 |

Page 6267


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 3, 2026

input sequence into a limited internal
representation. During this process, subtle attack
indicators may lose their influence, especially
when a long sequence contains a large proportion
of normal activity. Attention-based models
overcome this limitation by evaluating the relative
importance of the representations generated at
different time steps. Greater importance is
assigned to unusual measurements, suspicious
communication behaviour, identity
inconsistencies, unauthorized commands, and
other indicators that strongly support an attack
classification [9]. The security indicators
prioritized by the attention mechanism vary
according to the nature of the attack. During a
false-data injection attack, the model may focus on

inconsistencies among voltage, frequency, phase
angle, and expected grid states. In denial-of-service
detection, sudden increases in packet volume,
repeated service requests, connection failures, and
communication delays may receive greater
attention. For energy theft, the model can
emphasize deviations between current and
historical ~consumption  profiles.  Similarly,
unauthorized  control instructions  become
important for command-injection detection,
whereas  identity conflicts and  irregular
authentication patterns support the recognition of
device-spoofing attacks. The principal contextual
indicators associated with the six attack categories
are presented in Table 2.

Table 2: Context-sensitive indicators prioritized during attention-based threat recognition

Attack category | Indicators receiving greater attention

Contextual relationship examined

False-data

injection inconsistent sensor readings

Voltage deviations, phase-angle changes and | Consistency

between reported
measurements and expected grid states

failures and delays

Denial-of-service | Packet bursts, request frequency, connection | Sudden changes in communication

behaviour

Energy theft Consumption deviations, meter-state changes | Difference between current and
and unusual load reductions historical energy use

Command Unauthorized instructions, control-message | Agreement between user privileges and

injection frequency and unexpected device responses issued commands

authentication anomalies

Device spoofing | Identity conflicts, access-origin changes and | Consistency among device identity,

location and network behaviour

Malware-based

intrusion and unusual data transfers

Abnormal processes, repeated connections | Combined device, network and

behavioural activity

Within the proposed architecture, CNN and
BiLSTM layers first generate spatial-temporal
representations from synchronized smart-grid
data. The attention layer then examines these
representations and assigns greater importance to
the elements that provide the strongest evidence

of suspicious behaviour. The selected information
is combined into a contextrich representation and
forwarded to the classification layer. The model
subsequently produces the predicted threat
category and its associated confidence level. This
process is illustrated in Figure 2.
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Figure 2: Attention-based process for context-aware smart-grid threat recognition.

The integration of attention with CNN-BiLSTM
processing provides several advantages. First, it
reduces the influence of irrelevant or repetitive

benefits, attention mechanisms introduce
additional = computational operations. An
unnecessarily complex attention layer may

observations that may otherwise weaken the
classification decision. Second, it enables the
model to distinguish cyberattacks from legitimate
operational changes caused by variations in
demand, renewable-energy generation, weather
conditions, or switching activities. Third, it
improves the recognition of multistage attacks by
identifying critical events distributed across a
sequence rather than relying on a single
observation. Attention information can also
support security analysts and grid operators [10].
When an alert is generated, the system can
highlight the variables and time intervals that
contributed most strongly to the prediction. For
example, a command-injection alert may be
associated with an unauthorized instruction, an
unusual control-message frequency, and an
unexpected device response. Presenting these
indicators can assist with alert validation, forensic
investigation, and human-in-the-loop decision-
making. Nevertheless, attention weights represent
the model’s internal focus and should be
interpreted as supporting evidence rather than
complete causal explanations. Despite these

increase memory requirements and inference
time, reducing its suitability for resource-
constrained smartgrid edge devices [11].
Therefore, lightweight attention components,
controlled input-sequence lengths, and optimized
model dimensions are required for practical
implementation. When properly configured,
attention-based processing strengthens contextual
threat recognition, improves multi-class attack
discrimination, and provides valuable evidence for
adaptive security responses across distributed
smart-grid loT-cloud environments.

4- Methodology:

This study employed a quantitative experimental
methodology to develop and evaluate a real-time
Edge Al framework for securing smart-grid loT-
cloud ecosystems. The research process integrated
multi-source data acquisition, data preprocessing,
cyberattack labelling, feature engineering, deep-
learning model development, privacy-preserving
federated training, edge-based inference, and
adaptive threat response. A lightweight CNN-
BiLSTM-Attention architecture was designed to
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capture local feature interactions, bidirectional
temporal relationships, and context-sensitive
indicators of malicious behaviour. The framework
was developed to classify normal grid activity and
six major attack categories: false-data injection,
denial-ofservice, energy theft, command injection,
device spoofing, and malware-based intrusion.
The experimental evaluation examined both
predictive and operational performance [12]. The
dataset was divided into training, validation, and
testing subsets using a stratified 70:15:15 ratio.
Logistic regression, support vector machine,
random forest, and conventional CNN models
were used as comparative baselines. In addition to
accuracy, precision, recall, Fl-score, and ROC-
AUC, the framework was assessed according to
detection latency, cloud-bound data transmission,
privacy-related accuracy loss, and reduction in
successful attack propagation. Federated learning
and differential privacy were incorporated to
support collaborative model development without
transferring raw consumer or grid-operational data
to the cloud.

4.1- Multi-Source Smart-Grid Dataset
Construction:

A  multi-source dataset containing 285,000
operational and cybersecurity records was
constructed to represent the heterogeneous
behaviour of smart-grid IoT-cloud ecosystems.
The dataset integrated information from smart
meters, phasor measurement units (PMUs),
substation sensors, network traffic monitors,
authentication logs, and energy-consumption
profiles. Combining these sources enabled the
framework to examine electrical measurements,
equipment conditions, communication

behaviour, access activities, and consumer-energy
patterns within a unified analytical environment.
Smart-meter records included voltage, current,
active and reactive power, power factor, meter
status, reporting intervals, and consumption
deviations. PMU data contained voltage and
current phasors, system frequency, phase angle,
and rate-of-change-offrequency measurements
[13]. These electrical variables provided important
evidence for detecting false-data injection and
identifying inconsistencies between reported
measurements and actual grid conditions.
Substation-sensor data included transformer
loading, equipment temperature, relay activity,
feeder status, breaker conditions, and protection-
system events. These records supplied the
operational context required to distinguish
malicious activity from legitimate switching
operations or equipment faults. Network traffic
data included packet frequency, protocol type,
connection duration, payload size,
communication delay, retransmission activity, and
failed connection attempts. Such variables
supported the identification of denial-of-service
attacks, malware communication, unauthorized
scanning, and unusual device interactions.
Authentication logs recorded successful and failed
login attempts, credential status, access origin,
device identity, authorization level, session
duration, and privilege changes [14]. Energy-
consumption profiles contained current and
historical demand, peak usage, short-term load
variation, consumption regularity, and differences
between expected and observed energy use. The
characteristics and analytical roles of the six data
sources are summarized in Table 3.

Table 3: Data sources used in constructing the smart-grid cybersecurity dataset

Data source Operational purpose

Relevant attack evidence

Smart meters Consumer-level

energy | Energy theft and false-data injection

monitoring

PMUs High-resolution grid-state | Measurement manipulation and
observation coordinated grid attacks

Substation sensors Equipment and  substation | Command injection and malware-related
monitoring disruption

Network traffic | Communication-network Denial-of-service and malware intrusion

monitors monitoring
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Authentication logs

Identity and access management | Device spoofing and unauthorized access

Energy-consumption
profiles analysis

Behavioural and demand-pattern | Energy ~ theft  and

consumption

manipulation

Each record was assigned a standardized
timestamp, anonymized device identifier, source
category, operational location, communication
status, and security label. Because the data sources
operated at different sampling frequencies,
temporal synchronization was applied to associate
related electrical, network, authentication, and
equipment events. For example, an unusual
control instruction was linked with the
corresponding login event, device response, and
substation condition. This integration improved
the ability to identify coordinated attacks that
might remain undetected when each data source
is examined independently. The dataset
represented normal activity and six major attack
categories: false-data injection, denial-of-service,

energy theft, command injection, device spoofing,
and malware-based intrusion [15]. Labels were
assigned using attack signatures, network-event
evidence, authentication outcomes, device-state
changes, and deviations from expected grid
behaviour. Observations with insufficient or
conflicting evidence were excluded to maintain
labelling reliability. The dataset-construction
process is illustrated in Figure 3. Heterogeneous
records were first collected from the six smart-grid
sources and then passed through identity
anonymization,  timestamp  standardization,
temporal integration, and security labelling. The
integrated dataset was subsequently prepared for
cleaning, feature engineering, and model
development.
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Figure 3: Construction and integration of the multi-source smart-grid cybersecurity dataset.
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construction improved the dataset’s ability to
represent real-world smartgrid conditions and
supported the detection of spatial, temporal,
behavioural, and context-dependent cyberattack
patterns.

4.2- Threat Library and Multi-Class
Attack Labelling:

A structured threat library was developed to
support consistent identification and multi-class
labelling of cybersecurity events within the smart-
grid dataset. The library represented normal grid
activity and six major attack categories: false-data
injection, denial-of-service, energy theft, command
injection, device spoofing, and malware-based
intrusion. These categories were selected because
they affect different security objectives, including
data integrity, service availability, consumer
privacy, device authenticity, access control, and
operational safety. False-data injection records
represented unauthorized manipulation of smart-
meter, PMU, or substation measurements. These
attacks included abnormal changes in voltage,

frequency, phase angle, power flow, and energy
readings that were inconsistent with related grid
conditions [17]. Denial-ofsservice  records
represented packet flooding, repeated service
requests, communication congestion, connection
failures, and unusual delays intended to reduce
the availability of grid services. Energy-theft labels
identified manipulation of meter readings,
consumption records, billing information, or
device configurations. Command-injection attacks
involved unauthorized control instructions
directed toward breakers, relays, gateways, or
distributed energy resources. Device-spoofing
labels represented cases in which a malicious or
compromised node impersonated an authorized
smart-grid device [18]. Malware-based intrusion
included abnormal process
unauthorized data transfer, persistent external
communication, privilege escalation, and lateral
movement across connected infrastructure. The
threat definitions and principal labelling
indicators are summarized in Table 4.

execution,

Table 4: Smart-grid threat library and multi-class labelling criteria

Label code Event category Potential operational consequence

CO Normal activity Stable grid operation

Cl False-data injection Incorrect state estimation and control decisions
C2 Denial-of-service Communication or service interruption

C3 Energy theft Revenue loss and inaccurate demand estimation
C4 Command injection Improper switching or equipment operation

C5 Device spoofing Unauthorized network participation

C6 Malware-based intrusion Device compromise and lateral attack propagation

Each record was assigned one of the seven labels
using evidence from multiple data sources. The
labelling process considered attack signatures,
network behaviour, authentication outcomes,
device-state changes, energy-profile deviations, and
temporal relationships among connected events.
For instance, an unusual breaker operation was
not automatically classified as command injection.
It was labelled as malicious only when supported
by evidence such as unauthorized access, an
invalid command source, a privilege mismatch, or
an unexpected equipment response. This context-
aware procedure reduced the possibility of treating
legitimate operational actions as cyberattacks.

Normal  records  represented  authorized
communication and expected variations in grid
operation [19]. They included routine demand
fluctuations, scheduled switching, approved
maintenance, renewable-generation changes, and
temporary network variations that remained
within accepted operational conditions. Clearly
defining the normal class was important because
legitimate grid behaviour may sometimes resemble
an attack. Seasonal consumption variation, for
example, could appear similar to energy
manipulation if historical and contextual
information were ignored. The multi-class
labelling workflow is presented in Figure 4.
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Integrated smart-grid events were first examined
for data integrity, communication, access-control,
identity, and malwarerelated evidence [20].
Relevant events were then correlated across
operational and cybersecurity sources before

receiving a final class label. Records containing
insufficient or contradictory evidence were placed
in a review group and excluded from supervised
model training when their class could not be
reliably determined.
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Figure 4: Integrated offline-online framework for multi-level contextual data processing and quality
enhancement.

Temporal consistency was also considered during
labelling. Related observations occurring within
the same attack window were grouped to prevent
individual stages of a coordinated event from
being assigned conflicting labels. When multiple
indicators were present, the final label was based
on the attack’s dominant mechanism and verified
operational effect. This approach supported the
identification ~of multistage attacks while
maintaining a clear singlelabel structure for
supervised classification. The completed threat
library provided standardized definitions and
evidence requirements for every class. It also
reduced subjective labelling variation and
supported consistent comparison across baseline
and proposed models [21]. By combining attack
signatures with operational context and cross-
source event correlation, the resulting labels

provided a reliable foundation for training the
CNN-BiLSTM-Attention model to distinguish
normal behaviour from six important smart-grid
cyberattack categories.

4.3 Lightweight CNN-BiLSTM-
Attention Architecture:

A lightweight CNN-BiLSTM-Attention
architecture was developed to detect normal
activity and six cyberattack categories within the
smart-grid loT-cloud ecosystem. The architecture
was designed to capture three complementary
forms of information: local relationships among
predictive variables, temporal dependencies across
consecutive events, and the contextual importance
of individual observations. Computational
complexity was controlled so that the trained
model could perform realtime inference on
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resource-constrained edge gateways. The model
received synchronized event sequences containing
the 48 selected predictive variables. These
variables represented electrical measurements,
device conditions, network activity,
authentication  behaviour, and  energy-
consumption patterns. Each sequence was first
processed by lightweight one-dimensional
convolutional layers. These layers extracted local
patterns such as voltage-current inconsistencies,
sudden packetrate changes, unusual login
combinations, and abnormal consumption
variations [22]. Batch normalization stabilized the
extracted representations, while nonlinear
activation supported the learning of complex
relationships. A pooling layer reduced feature-map
dimensions and lowered the computational cost of
subsequent processing. The CNN output was
transferred to bidirectional long shortterm
memory layers. The forward component analysed
events in chronological order, whereas the
backward component examined the same

sequence in the reverse direction. Combining
both representations allowed the model to
interpret  suspicious activity according to
preceding and subsequent events. This capability
was particularly useful for detecting gradual false-
data manipulation, repeated access attempts,
coordinated denial-of-service behaviour, and
multistage malware intrusion. An attention layer
then evaluated the importance of the BiLSTM
representations [23]. Greater attention was
assigned to the events and time intervals that
provided the strongest evidence of malicious
activity. The resulting contextrich representation
was passed to fully connected layers for final
classification. The Softmax output layer produced
probabilities for seven classes: normal activity,
false-data injection, denial-of-service, energy theft,
command injection, device spoofing, and
malware-based intrusion. The roles of the
principal  architectural
summarized in Table 5.

components are

Table 5: Components of the lightweight CNN-BiLSTM-Attention architecture

Lightweight design consideration

Architectural Primary function

component

Input sequence layer Receives synchronized
windows

event | Fixed-length sequences and 48 selected
variables

One-dimensional

CNN

Extracts local feature relationships

Limited filters and compact kernel sizes

Batch normalization Stabilizes intermediate | Low additional computational cost
representations
Pooling layer Reduces representation dimensions | Decreases memory use and processing
time
BiLSTM layer Learns  bidirectional ~ temporal | Controlled number of hidden units
dependencies

Attention layer
steps

Prioritizes important events and time | Compact attention mechanism

Fully connected layer

Integrates learned representations

Reduced layer dimensions

Softmax output layer

Generates seven-class probabilities

Single final classification layer

The complete processing sequence is illustrated in
Figure 5. Synchronized smart-grid event windows
enter the CNN component for local feature
extraction. The resulting feature maps are
compressed and forwarded to the BiLSTM layer

for temporal analysis. Attention-based
prioritization  highlights the most relevant
representations, after which the classification
layers produce the predicted threat class and
confidence score.
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Figure 5: Proposed lightweight CNN-BiLSTM-Attention architecture for smart-grid cyberattack
detection.

Several design controls were applied to improve
suitability for edge deployment. The number of
convolutional filters and BiLSTM units was
restricted to reduce model size. Pooling minimized
the dimensions of intermediate representations,
while dropout reduced overfitting without
increasing inference complexity. Input sequences
were limited to an operationally useful length so
that temporal information could be preserved
without generating excessive computational delay.
Model configurations were evaluated according to
validation  performance, parameter count,
memory demand, and inference time. The hybrid
architecture offered advantages over individual
deep-learning components [24]. A conventional
CNN could detect local anomalies but might
overlook the sequence in which events occurred.
An LSTM-based model could analyse temporal
behaviour but might not extract detailed
interactions among heterogeneous variables as
effectively. The attention mechanism further
improved the integrated model by reducing the
influence of routine observations and prioritizing
attack-related evidence. Therefore, the proposed
architecture supported accurate detection of both
immediate and gradually developing cyberattacks.
After training, the optimized model was deployed
at smartgrid edge gateways for local threat

detection. Each prediction included an attack class
and confidence level, which were forwarded to the
adaptive response component [25]. High-
confidence and high-risk detections could initiate
immediate protective actions, whereas uncertain
events were escalated for additional validation.
This  lightweight architecture consequently
provided the analytical foundation for accurate,
low-latency, and context-aware security across
distributed smart-grid IoT-cloud environments.

4.4 Real-Time Edge Inference and
Cloud Coordination:

The proposed framework distributed cybersecurity
functions between local edge gateways and the
cloud according to their latency, privacy, and
computational requirements. Edge nodes were
positioned close to smart meters, PMUs,
substation sensors, intelligent electronic devices,
and communication gateways. These nodes
performed time-sensitive operations, including
data preprocessing, sequence generation, attack
detection, confidence estimation, and initial
threat response. The cloud layer was responsible
for computationally intensive and non-urgent
tasks such as federated model aggregation, long-
term trend analysis, model version management,
historical data storage, and security-policy
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coordination. Incoming records were first
processed at the edge using the same cleaning,
feature-transformation, and normalization
procedures applied during model training.
Temporally related observations were arranged
into fixed-length event sequences containing the
48 selected variables [26]. The optimized CNN-
BiLSTM-Attention model then analysed each
sequence and generated a predicted class and
confidence score. Predictions covered normal
behaviour and six attack categories: false-data
injection, denial-of-service, energy theft, command
injection, device spoofing, and malware-based
intrusion. When normal activity or a low-risk
anomaly was detected, the edge node retained the
detailed records locally and transmitted only
compact summaries to the cloud. High-confidence
attacks were immediately forwarded to the
adaptive  threatresponse module, allowing
protective actions to be initiated without waiting
for cloud authorization when predefined
emergency conditions were satisfied. Uncertain or
operationally sensitive cases were escalated to the

cloud or a human security analyst for additional
validation. Cloud coordination supported the
exchange of global model parameters rather than
raw consumer and grid-operational data. During
federated training, authorized edge nodes received
the current model, performed local updates, and
returned protected parameters for aggregation.
Differential privacy and secure communication
were used to reduce information exposure during
this exchange [27]. After aggregation, the updated
global model was wvalidated before being
redistributed to participating edge nodes. Model
version controls ensured that an unstable or
corrupted update could be rejected or replaced by
an earlier trusted version. The real-time inference
and coordination workflow is illustrated in Figure
6. Smartgrid data were analysed locally at the
edge, after which only security alerts, compressed
summaries, and protected model updates were
communicated to the cloud. Updated models and
coordinated security policies were returned to the
edge nodes for continued local operation.

~— Detail Branch

~—— Semantic Branch

CNN Block
CNN Block

Patch
Embedding
Patch
Embedding
Patch
Embedding

CNN Block

Gilobal
Average Pooling
Fully Connected

Figure 6: Real-time edge inference and cloud-coordination workflow.

The architecture was also designed to maintain
essential  cybersecurity  functions  during
intermittent cloud connectivity. If
communication with the cloud was unavailable,

the edge node continued to preprocess incoming
data, execute the local detection model, and apply
approved response policies. Security summaries
and model updates were temporarily queued and
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transmitted after connectivity was restored. This
local autonomy reduced dependence on
continuous cloud availability and prevented
temporary communication failures from disabling
the threatdetection system [28]. Operational
performance was evaluated by measuring end-to-
end detection latency and the volume of cloud-
bound data. Detection latency covered the interval
between the arrival of a complete event sequence
and generation of the corresponding threat
prediction. The edge-based configuration was
compared with a cloud-only arrangement in which
records had to be transmitted to a remote platform
before analysis. The evaluation showed that
average detection latency decreased from 186 ms
under cloud-only processing to 42 ms with edge
inference, representing a 77.4% reduction.
Communication efficiency was assessed by
comparing the quantity of raw data transmitted in
the cloud-only configuration with the volume of
summaries, alerts, and model updates exchanged
by the proposed architecture [29]. Local processing
reduced cloud-bound data transmission by 68.2%.
These  improvements  demonstrate  that
coordinated edge and cloud processing can
provide rapid attack detection while limiting
bandwidth demand and reducing the exposure of
sensitive energy information.

4.5- Risk-Aware Adaptive Threat
Response:

A risk-aware adaptive threat-response mechanism
was incorporated to translate cyberattack
predictions into timely and proportionate security
actions. Instead of treating every detected anomaly

equally, the mechanism evaluated each event
according to its predicted attack class, model
confidence, attack severity, affected asset,
recurrence pattern, and potential operational
impact. This contextual assessment reduced
unnecessary interventions while enabling rapid
containment of threats capable of disrupting
critical smartgrid functions. The response
mechanism received the predicted class and
confidence score generated by the CNN-
BiLSTM-Attention model. This information was
combined with operational factors such as device
criticality, anomaly intensity, communication
behaviour, previous security events, and the
number of interconnected assets potentially
exposed to the attack. A suspicious login
associated with a consumer-level smart meter, for
example, did not receive the same priority as an
unauthorized command directed toward a
substation breaker or protection relay [30].
Detected events were classified into four response
levels: low, medium, high, and critical. Low-risk
events were recorded and monitored for repeated
abnormal behaviour. Medium-risk incidents
initiated enhanced monitoring, additional
authentication, or temporary communication
restrictions. High-risk events generated priority
alerts and could restrict malicious traffic or
suspend suspicious sessions. Critical events
activated immediate containment measures,
including device isolation, command blocking,
credential revocation, trusted-channel switching,
and operator notification. The risk levels and
associated responses are summarized in Table 6.

Table 6: Risk levels and adaptive response actions for detected smart-grid threats

Risk General decision criteria Human involvement

level

Low Low-confidence anomaly with limited operational | Periodic analyst review
impact

affecting a non-critical asset

Medium | Repeated anomaly or moderate-confidence attack | Analyst notification

important device

High High-confidence attack or suspicious activity affecting an | Rapid operator validation

essential grid operations

Critical | Confirmed or high-confidence attack threatening | Immediate operator notification

and oversight
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Response selection was attack-specific. False-data
injection incidents triggered measurement
validation against neighbouring sensors and
trusted state estimates. Denial-of-service attacks
initiated traffic filtering, rate limiting, and
rerouting through available communication paths.
Energy-theft events were forwarded for meter
verification and billing review. Command-
injection incidents caused suspicious instructions
to be blocked and the associated access session to
be suspended. Device-spoofing detections initiated
identity revalidation and temporary
communication isolation, while malware-based

intrusions activated device quarantine, process
restriction, and forensic logging. The figure 7
illustrate  the Self-attention-based BiLSTM
architecture  for polarity and sentiment
classification. A detected event first underwent
contextual risk assessment [31]. The system then
selected a response level and executed the
corresponding containment measures. Outcomes
were monitored to determine whether the threat
had been controlled. If suspicious activity
continued, the event was escalated to a higher
response level and forwarded for human review.
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Figure 7: Self-attention-based BiLSTM architecture for polarity and sentiment classification.

Human-in-the-loop oversight was retained for
actions capable of affecting service continuity or
safety-critical equipment. Although the edge node
could automatically block clearly malicious traffic
or revoke an unauthorized session, actions such as
disconnecting a protection device or modifying a
critical controller required operator confirmation
unless predefined emergency conditions were met.
This arrangement balanced rapid automation with
the operational reliability required in critical
power infrastructure. The mechanism also
maintained response logs containing the detected
attack type, affected asset, confidence level,
selected action, execution time, and final outcome
[32]. These supported
investigation, policy refinement, and future model
updates. Repeated incidents and unsuccessful
responses were used to modify alert priorities and

records forensic

strengthen subsequent containment decisions.
The effectiveness of the mechanism was evaluated
by comparing successful attack propagation before
and after adaptive response activation. Attack
propagation referred to the ability of an intrusion
to spread from its initial entry point to additional
devices, services, or operational
Experimental results showed that the proposed
response process reduced successful attack
propagation by 71.6%. This finding demonstrates
that combining intelligent detection with
contextual risk assessment and proportionate
containment can substantially strengthen the
resilience of smart-grid loT-cloud ecosystems.

Zones.

5- Results and Discussion:
The proposed CNN-BiLSTM-Attention model
demonstrated strong performance in
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distinguishing normal smart-grid activity from six
cyberattack categories: false-data injection, denial-
of-service, energy theft, command injection, device
spoofing, and malware-based intrusion. On the
independent test dataset, the model achieved
98.1% accuracy, 97.8% precision, 97.6% recall, a
97.7% Fl-score, and a ROC-AUC of 0.993.
These findings indicate that the model maintained
a favourable balance between identifying
malicious events and limiting false alarms. The

high recall is particularly important for critical
infrastructure because undetected attacks may
manipulate grid measurements, compromise
control devices, or interrupt communication. At
the same time, the high precision reduces
unnecessary investigations and prevents excessive
security responses to legitimate operational
changes. Table 7 present the Overall cyberattack-
detection performance of the proposed model.

Table 7: Overall cyberattack-detection performance of the proposed model

Performance metric Result
Accuracy 98.1%
Precision 97.8%
Recall 97.6%
Fl-score 97.7%
ROC-AUC 0.993

The ROC-AUC value of 0.993 confirms that the
framework provided excellent discrimination
between normal and malicious events across
different classification thresholds. This flexibility
is valuable in smart-grid environments because
security thresholds can be adjusted according to
asset criticality. A lower threshold may be selected
for protection relays, substations, and control
gateways to minimize missed attacks, whereas a
more restrictive threshold may be applied to less
critical devices to limit false alerts [33]. The
proposed architecture outperformed all baseline
models, as presented in Table 8. Logistic

regression achieved an accuracy of 84.7%,
indicating that linear relationships were
insufficient to represent the complex interactions
among electrical, network, authentication, and
behavioural variables. The support vector machine
improved accuracy to 89.6% because of its
nonlinear classification capability. Random forest
achieved 93.8%, demonstrating the benefit of
ensemble-based feature learning, whereas the
conventional CNN reached 95.4% by extracting
local patterns from synchronized smart-grid
sequences.

Table 8: Accuracy comparison of the proposed framework and baseline models

Model Accuracy Difference from proposed model
Logistic regression 84.7% —13.4 percentage points

Support vector machine 89.6% —8.5 percentage points

Random forest 93.8% —4.3 percentage points
Conventional CNN 95.4% —2.7 percentage points

Proposed CNN-BiLSTM-Attention 98.1% —

The proposed model improved accuracy by 13.4
percentage points over logistic regression, 8.5
points over the support vector machine, 4.3 points
over random forest, and 2.7 points over the
conventional CNN. The improved performance
can be attributed to the complementary functions

of its architectural components. CNN layers
captured local relationships among the 48
predictive variables, including measurement
inconsistencies, packetrate changes, identity
conflicts, and consumption deviations [34].
BiLSTM layers examined the progression of events
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in forward and backward temporal directions,
while the attention mechanism emphasized the
observations that provided the strongest evidence
of malicious behaviour. The multi-source structure
of the dataset further strengthened attack
recognition. False-data injection was identified
through inconsistencies among sensor readings,
PMU measurements, and expected electrical
conditions. Denial-of-service attacks generated
distinctive network patterns involving abnormal
packet frequency, repeated requests, connection
failures, and communication delays. The figure 8

compares  training  accuracy over 200
communication rounds for 8-bit, 16-bit, and 24-bit
quantization against a non-quantized model. All
configurations  rapidly = converge  toward
approximately 96-98% accuracy, although the 8-
bit model exhibits greater fluctuations. The 16-bit
and 24-bit approaches remain close to the non-
quantized baseline, indicating that moderate
quantization can reduce computational and
communication costs while largely preserving
predictive performance.

100 A

80 A

8-bit quantization
16-bit quantization
—-— 24-bit quantization
—— No quantization

0] 25 50 75 100 125 150 175 200
Round
Figure 8: Accuracy convergence across communication rounds under different model-quantization
levels.

Energy-theft detection relied on irregular because their indicators could develop gradually
relationships among meter states, historical through  abnormal  processes,  persistent
consumption, and observed load profiles. connections, privilege escalation, and lateral
Command-injection attacks were recognized movement [35]. These findings demonstrate that
through unauthorized instructions, access- integrating multiple data sources provides more

privilege conflicts, and unexpected equipment
responses. Device-spoofing detection benefited
from the joint analysis of device identity, access
origin, authentication outcomes, and
communication  behaviour. ~ Malware-based
intrusions required broader temporal analysis

reliable evidence than examining electrical
measurements or network traffic independently.
The difference between the conventional CNN
and the proposed model highlights the
importance of temporal learning and contextual

prioritization. Although the CNN effectively
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identified local anomalies, it could not fully
represent the order and duration of related
security events. The BiLSTM component allowed
the model to interpret each event according to its
preceding and subsequent context. For example,
an individual successful login might appear
normal, but it becomes suspicious when preceded

by repeated authentication failures and followed
by unauthorized control activity. The attention
mechanism further improved classification by
reducing the influence of routine measurements
and prioritizing unusual commands, measurement
deviations,  traffic  bursts, and identity
inconsistencies.
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Figure 9: Comparative test-accuracy convergence of the proposed framework under different data- and
model-parallel configurations.

The figure 9 presents test accuracy over 200
training epochs for a single-GPU baseline and
multiple distributed configurations combining
data parallelism (DP) and model parallelism (MP)
across 2, 4, and 8 nodes. All configurations
improve rapidly during the initial epochs and
stabilize at approximately 0.89-0.93 accuracy. The
single-GPU model achieves the highest final
accuracy, while the distributed configurations
demonstrate comparable and stable convergence.
The inset highlights minor accuracy fluctuations
between epochs 75 and 200, confirming the
framework’s  consistent performance across
different computational settings. The framework
also produced substantial improvements in real-
time operational performance. In the cloud-only
configuration, average end-to-end threat-detection

latency was 186 ms. Edge deployment reduced this
value to 42 ms, representing a 77.4% reduction.
This improvement occurred because data were
analysed close to their originating devices without
waiting for complete transmission to a remote
cloud platform. The reduction is particularly
important  for  denial-of-service, command-
injection, and false-data injection attacks, where
even a short delay may allow malicious activities to
influence additional devices or operational
processes. Local processing also reduced cloud-
bound data transmission by 68.2%. Edge nodes
transmitted security alerts, compact summaries,
and protected model updates instead of
continuously uploading raw measurements,
authentication logs, and energy profiles [36]. Only
31.8% of the data volume associated with the
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cloud-only configuration therefore required
transmission. ~ This  reduction  decreased
bandwidth demand, limited the exposure of
sensitive information, and allowed edge nodes to

Table 9: Operational and privacy-related performance of

maintain essential detection functions during
temporary cloud-connection failures. Table 9
shows the Operational and privacy-related
performance of the framework.

the framework

Evaluation indicator Baseline condition Proposed Observed improvement
condition

Average detection latency 186 ms 42 ms 77.4% reduction

Cloud-bound data transmission | 100% 31.8% 68.2% reduction

Successful attack propagation 100% 28.4% 71.6% reduction

Detection accuracy with privacy | 98.1%  non-private | 96.9% private | 1.2-percentage-point

protection accuracy accuracy reduction

Differentially private federated learning preserved
decentralized consumer and grid-operational
information with only a limited reduction in
model performance. The non-private model
achieved  98.1%  accuracy, whereas the
differentially private configuration maintained
approximately 96.9%, corresponding to a
reduction of 1.2 percentage points. This result
indicates that privacy protection can be
introduced without making the detection model
operationally ineffective. Federated learning
allowed distributed edge nodes to contribute to
model development without transmitting raw
local datasets, while differential privacy reduced

the possibility of inferring sensitive information
from shared updates. The figure 10 compares the
proposed framework with its non-PPO variant,
FedProx-Async, DBAFL, FedProx, FedAsync,
FedAsyncc, and FedAvg under (a) 0%, (b) 5%, (c)
10%, and (d) 30% malicious-node conditions. All
methods perform similarly in attack-free settings,
whereas accuracy and convergence stability decline
as the proportion of malicious nodes increases.
The proposed framework consistently achieves the
highest or nearhighest accuracy, particularly
under 10% and 30% malicious-node scenarios,
demonstrating stronger robustness and more
stable convergence than the baseline methods.
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Figure 10: Comparative test-accuracy convergence of the proposed framework and federated-learning
baselines under varying proportions of malicious nodes.

The adaptive threat-response mechanism reduced
successful attack propagation by 71.6%, leaving
the propagation level at 28.4% of the uncontrolled
baseline. Rather than applying the same response
to every event, the mechanism considered the
predicted attack category, confidence level, asset
criticality, anomaly intensity, and recurrence
pattern. Denial-of-service events initiated traffic
filtering and rate limiting, while device-spoofing
incidents triggered identity revalidation and

communication restriction. Suspicious commands
were blocked, compromised credentials were
revoked, and malware-affected devices were
isolated for investigation. Risk-based response
helped prevent low-confidence anomalies from
initiating unnecessarily disruptive actions [37].
Low-risk events were logged and monitored,
medium-risk  events  received  additional
verification, and high or critical threats activated
immediate containment

measures. Human

https://thesesjournal.com

| Hameed et al., 2026 |

Page 6284


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 3, 2026

oversight was retained for decisions involving
protection devices, substation equipment, and
other safety-critical infrastructure. This balance
between automated response and human control
is necessary because an inappropriate containment
action could disrupt legitimate electricity delivery.
Although the results demonstrate considerable
advantages, several limitations remain. The
evaluation addressed six major attack classes and
may not represent every emerging or zero-day
threat.  Differences in  grid  topology,
communication protocols, device hardware, and
consumer behaviour may also influence

50 T

performance in other deployment environments.
The figure 11 compares the zaxis acceleration
responses produced by the FP and MP methods
during a two-second interval. Both profiles exhibit
similar initial deceleration and subsequent
positive acceleration, followed by a sustained
negative phase near —10 m/s2. At approximately
1.45 s, the FP signal shows a sharp transient peak
of nearly 41 m/s?, whereas the MP profile
produces a smoother peak of about 17 m/s2. Both
responses then gradually decrease and approach
zero, highlighting differences in transient
sensitivity and response smoothness.
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Figure 11: Comparative z-axis acceleration profiles of the FP and MP methods over time.

Federated learning may face non-uniform local
data distributions, unreliable client participation,
or malicious model wupdates. Furthermore,
differential privacy introduces an unavoidable
trade-off between information protection and
classification accuracy [38]. Overall, the findings
confirm that the proposed framework provides
accurate, low-latency, privacy-aware, and context-
sensitive cybersecurity for smart-grid IoT-cloud
ecosystems. Its 98.1% accuracy and 0.993 ROC-
AUC exceeded the performance of the selected
baseline models. Edge inference reduced detection
latency by 77.4% and cloud-bound transmission
by 68.2%, while the adaptive response mechanism
reduced successful attack propagation by 71.6%.

Combined with the limited 1.2-percentage-point
accuracy cost of privacy protection, these results
demonstrate the practical value of integrating
lightweight deep learning, edge computing,
federated learning, differential privacy, and
adaptive response within a unified smart-grid
security framework.

6- Future Work:
Future research should evaluate the proposed

Edge Al  framework across large-scale,
geographically distributed smart-grid
environments  containing  diverse  devices,

communication protocols, network topologies,
and operational conditions. Hardware-in-the-loop
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experiments and realworld pilot deployments
would provide further evidence regarding
inference speed, memory consumption, energy
requirements, communication reliability, and
long-term  operational  stability [39].  The
framework should also be tested under unstable
connectivity, edge-node failure, rapid load
variation, and high penetration of distributed
energy resources and electric vehicles. The existing
threat library can be expanded beyond the six
evaluated attack categories to include zero-day
attacks, ransomware, advanced persistent threats,
coordinated multivector intrusions, adversarial
manipulation, model-poisoning attacks, and
insider threats [40]. Future models could
incorporate continual and online learning to
identify emerging attack behaviour without
requiring complete retraining. Concept-drift
detection would also allow the system to
distinguish new cyberattack patterns from
legitimate changes in consumption, renewable
generation, and grid configuration. Further
investigation is required to improve federated
learning under non-uniform data distributions
and unreliable edge-node participation. Secure
aggregation, robust client selection, poisoning-
resistant model aggregation, and blockchain-
supported update verification could strengthen
trust among participating grid operators. Privacy-
budget optimization and adaptive noise
mechanisms may further protect sensitive
consumer information while reducing the loss in
detection accuracy caused by differential privacy.
Future studies should also explore model
compression, pruning, quantization, knowledge
distillation, and specialized edge accelerators to
reduce processing and memory requirements.
Explainable Al techniques could be integrated to
provide clearer evidence for each alert, including
influential variables, suspicious time intervals, and
relationships among linked events. Digital-twin
environments could be wused to simulate
alternative response strategies before applying
them to physical grid assets [41]. Finally, the
adaptive threatresponse component should be
validated against a wider range of operational
scenarios and  regulatory  requirements.
Reinforcement learning may enable the system to

select containment actions dynamically according
to attack severity, asset criticality, and expected
operational consequences. However, human
oversight, fail-safe controls, and formal policy
constraints should remain central to all safety-
critical decisions. These extensions could support
the development of a more autonomous, resilient,
explainable, and privacy-aware cybersecurity
architecture for future smart grids.

Conclusion:

This study developed a real-time Edge Al
framework for securing smartgrid IoT-cloud
ecosystems through intelligent cyberattack
detection, privacy-preserving energy analytics, and
adaptive threat response. The framework
integrated heterogeneous information from smart
meters, phasor measurement units, substation
sensors, network traffic, authentication logs, and
energy-consumption profiles. A total of 285,000
operational and cybersecurity records were
processed, from which 48 predictive variables were
retained. The resulting dataset represented normal
grid behaviour and six major attack categories:
false-data injection, denial-of-service, energy theft,
command injection, device spoofing, and
malware-based  intrusion.  The  proposed
lightweight CNN-BiLSTM-Attention
architecture combined local feature extraction,
bidirectional temporal analysis, and context-
sensitive threat prioritization. It achieved 98.1%
accuracy, 97.8% precision, 97.6% recall, a 97.7%
Fl-score, and a ROC-AUC of 0.993. Its accuracy
exceeded those of logistic regression, support
vector machine, random forest, and conventional
CNN models, which achieved 84.7%, 89.6%,
93.8%, and 95.4%, respectively. These findings
demonstrate that integrating spatial, temporal,
and attention-based learning improves the
identification of complex and evolving smart-grid
attacks. Deploying the optimized model at the
network edge reduced average detection latency
from 186 ms to 42 ms, representing a 77.4%
improvement, while decreasing cloud-bound data
transmission by 68.2%. Federated learning
enabled collaborative model development without
centralizing raw consumer or grid-operational
data, and differential privacy limited sensitive
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information exposure with only a 1.2-percentage-
point  reduction in  detection  accuracy.
Furthermore, the risk-aware response mechanism
isolated compromised devices, prioritized security
alerts, and reduced successful attack propagation
by 71.6%. Overall, the findings confirm that
combining lightweight deep learning, edge
computing, federated learning, differential
privacy, and adaptive response can provide
accurate, rapid, scalable, and privacy-aware
protection for next-generation smart grids.
Although additional validation is required under
large-scale realworld conditions and emerging
attack scenarios, the proposed framework offers a
strong foundation for resilient cybersecurity across
increasingly  distributed and interconnected
energy infrastructures.
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