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in both normal operation, host failure, and disaster recovery scenarios. A failover
& recovery vSAN testbed was created using VMware Workstation Pro with
failover behavior enabled, hardened with RBAC, network isolation and firewall
rules, and wvalidated using IOmeter and CrystalDiskMark, while monitored
through vCenter and validated using Veeam Backup & Replication. Preliminary

nglilzsl;;ii;ilsihor: * results are in line with published vSAN benchmarking literature and show that

Sajjad Ali the cluster provides production-relevant IOPS and latency, recovers workloads
from a simulated host failure within about 1 minute, keeps security hardening
overhead modest (single-digit percentages), and provides for DR objectives within
typical SMB continuity requirements. The results provide a fact-based benchmark
for SMB decision-makers to consider when making decisions about security and
performance in HCI deployments.

L. INTRODUCTION experience long downtimes or data loss, it can

Organizations' IT infrastructure designs and
management have been transformed by
virtualization, cloud computing, and distributed
storage. These benefits are not the only ones that
come from implementing HA and DR; if you

directly result in financial losses, disruption, and

damage to your business reputation [1] [2]. These
needs are generally met by redundant,
geographically dispersed data centers in large
enterprises, but this is not a low-cost or simple
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option and most Small and Medium-sized
Businesses (SMBs) cannot afford it [2] [3].
Hyper-Converged Infrastructure (HCI) has proven
to be a viable solution, integrating compute
resources, storage resources and networking
resources into a single software-defined platform
(4, 5]. One of the most widely used HCI storage
platforms is VMware vSAN, which delivers
distributed storage that is fault-tolerant via locally
attached disks in a cluster of ESXi hosts [6]. Even
though it is a popular offering, there are
surprisingly few empirical and repeatable studies
that concurrently evaluate vSAN performance,
availability, and security posture under realistic
constraints faced by the SMB market, and the
effects on vSAN performance of applying standard
hardening controls in a vSAN cluster are not
always quantified in the literature [7-9].

This paper tackles that challenge by introducing a
controlled experimental test of a three-node
VMware vSAN cluster running in each of the
following operating states: normal (baseline)
operation, simulated host failure with HA failover,
security-hardened operation, and disaster recovery
with image-based backup and restore. The major
contributions of this work are: (i) a reliable nested-
virtualization testbed architecture that enables the
evaluation of vSAN in HA and DR scenarios; (ii)
a quantitative model that describes the interaction
between performance and security that is not
caused by RBAC, network isolation or firewall
enforcement; and (iii) a reference point derived
from the outcomes of this work that SMB
decision-makers and administrators can use to
compare their security posture with their
performance when deploying HCI [10-15].

The rest of the paper is organized as follows. The
following is a summary of related research works
discussed in Section II, which includes
virtualization, VvSAN architecture, HA/DR
solutions, and security hardening. A brief overview
of related research works discussed in Section II:
Virtualization, vSAN architecture, HA/DR
strategies, and  security hardening. The
experimental testbed and methodology are
presented in Section III. The results are presented
and discussed in Section IV. The paper is finished

in Section V with directions for future work [16-

18].

I1. Related Work
A.  Virtualization
Infrastructure
Modern hypervisors like VMware ESXi are
decades of polishing on the theory and concepts
of virtualization and partitioning physical
resources among isolated virtual machines. HCI
takes this abstraction to storage and networking,
combining compute, storage and network
resources into a single software-defined cluster [4].
In previous comparison studies of HCI platforms
such as VMware vSAN and Cisco HyperFlex, the
former is more resilient in terms of IOPS and
throughput [41], while the latter can offer lower
write  latency under certain  workloads,
highlighting the need to choose an HCI platform
based on workload [42].

and Hyper-Converged

B. High Availability and Failure Detection

HA mechanisms in virtualized clusters depend on
hosts constantly heartbeating with each other,
identifying  failures and restarting VMs
automatically on surviving hosts [7]. This is the
approach taken in classical failure-detector theory
in distributed systems [7] and later applied in
commercial products like VMware HA, which uses
heartbeats on the network and datastore to
minimise false-positive failover events [19-22].

C. Disaster Recovery for SMB Environments
For SMBs, traditional DR strategies that rely on
tape backup or a fully replicated secondary data
center offer the benefit of effectiveness, but they
come at a high cost and are complex to manage
[23-25]. Veeam Backup & Replication, a modern
virtualization-aware backup product, on the other
hand, can provide imagebased incremental
backups directly to the hypervisor level, making
recovery time objectives (RTO) and recovery point
objectives (RPO) significantly shorter, while also
being much less expensive than legacy DR
architectures [10].
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D. Security Hardening of Virtualized
Infrastructure

Role-based access control (RBAC) [11], network
segmentation and compliance with the vendor or
independent[26-28] hardening guidelines
(VMware vSphere Security Configuration Guide
[12] and the CIS ESXi Benchmark [13]) are the
main focus points in virtualized security guidance,
while NIST SP 800-125 covers complementary
guidance for full virtualization technologies [14].

E. Performance Benchmarking Methodology
Storage and virtualization performance is
conventionally evaluated using synthetic 1I/O
generators such as IOmeter [16] and FIO [17],
which allow controlled variation of block size,
read/write mix, and queue depth. Surveys of
storage benchmarking methodology [30-33]
emphasize the importance of isolating variables
and reporting both throughput and latency rather
than a single aggregate figure [15], a principle
adopted in the methodology described in Section
1.

IIL. System Model and Methodology

A controlled, quantitative experimental design
was adopted to isolate the effect of security
hardening [30-32], host failure, and backup
operations on cluster performance. All
experiments were conducted on a single, tightly
controlled testbed to eliminate confounding
hardware variation between test conditions [33-

35].

A. Testbed Architecture

The experimental environment, shown in Fig. 1,
consists of a nested virtualization testbed hosted
on VMware Workstation Pro running on a
physical workstation (Intel Core i7, 8 cores; 64 GB
RAM; 1 TB NVMe SSD). Three nested ESXi 8.0
hosts (8 vCPU, 24 GB RAM each) form a three-
node vSAN cluster, each contributing a cache-tier
and capacity-tier virtual disk to a shared disk
group. The cluster is managed by a vCenter Server
Appliance 8.0 over an isolated vSAN network,
with two test VMs deployed per host. Veeam
Backup & Replication v12 is deployed as a
dedicated backup appliance connected to the
management network.
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Experimental vSAN-Based HCI Architecture

Physical Host - VMware Workstation Pro
CPU: Intel Core i7 (8 cores) | RAM: 64GB | Storage: 1TB NVMe SSD

T 1 T | I |
Nested ESXi Host 1 Nested ESXi Host 2 Nested ESXi Host 3 vCenter Server
ESXi 8.0 ESXi 8.0 ESXi 8.0 VM (vCSA 8.0)
8 vCPU 8 vCPU 8 vCPU ~
24 GB RAM 24 GB RAM 24 GB RAM VCPU: 4 cores
IP: 192.168.1.11 IP: 192.168.1.12 IP: 192.168.1.13 RAN
Storac
. < 1 I - 1 L — L Network: Management
Disk Group Disk Group Disk Group BN z
Cache Tier: Cache Tier: Cache Tier:
20GB vDisk (SSD) 20GB vDisk (SSD) 20GB vDisk (SSD)
Capacity Tier: Capacity Tier: Capacity Tier:
—100GE vDisk (HDD) : 100G vDisk (HDD) : 100G vDisk (HDD) :
I 1 I 1 I 1
Test VMs Test VMs Test VMs
T T T T T T
L 1 L 1

vSAN Datastore (Distributed Storage Pool) Veeam Backup

Total Capacity: —~270 GB (after FTT=1 overhead) & Repllcatlon
Storage Policy: RAID-1 Mirroring (Failures To Tolerate = 1) Version: 12
Object-Based Storage with Automatic Reb ng VCPU: 4 cores
TSV TN P . N . = RAM: 8 GB

Management Network (vCenter « ESXi Hosts « Veeam)

Fig. 1. Experimental vSAN-based HCI testbed architecture.

B. Security Hardening Controls roles; (i) dedicated network isolation separating
Following the hardening reviewed in Section II-D, = vSAN; management, and VM traffic into distinct
the cluster was secured using three layered controls ~ VLANS; and (iii) host-level firewall rules restricting
[36-38]: (i) Role-Based Access Control restricting  ESXi services to authorized management subnets
administrative privileges to least-privilege custom  only.
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Security Hardening Layers in the Experimental Setup

Layer 4: Management Plane Security

vCenter RBA

ayer 3: Network Layer Security

VSAN Isolation = v Firewa Traffic Encryption
A

ESXi Lockdown Mee€™s 55H DiSabled « Secure Boot

Layer 1:
Storage Security
VvSAN Core

Access Control Network Security

< Admin roles defined + Port restrictions

+ Read-only users + Dedicated VMkemel

< Least privilege principle \ » Traffic encryption (TLS)
+ Account separation < VLAN isolation
+ Password policies + Network segmentation

« Certificate-based auth « Firewall rules active

Storage Protection

« Lockdown mode enabled » Data-at-rest encryption

# Secure boot configured + Access control lists

+ Host firewall active / - Integrity checksums
+ SSH service disabled + Secure disk erase
< NTP time sync » Storage policies

« Syslog configured « Audit trail enabled

S S
« Defense in Depth Security Model »

O Layer 4 (Outer)

O Layer 3

Layer 2 O Layer 1 (Core)

Fig. 2. Defense-in-depth security hardening layers applied to the vSAN cluster.

C. Experimental Procedure

Four experimental states were evaluated using
identical workload parameters (4K block size, 70/30
read/write mix, sequential and random access
patterns) generated with IOmeter and cross-
validated with CrystalDiskMark: (1) Baseline —
unmodified cluster under normal operation; (2) HA
Failover — one ESXi host powered off while
workloads were active, measuring failure detection

TABLE I Experimental Testbed Specifications

time, VM restart time, and total recovery time; (3)
Security-Hardened — identical workload repeated
after applying the controls in Section I1I-B; and (4)
Disaster Recovery — image-based backup, fullVM
restore, and filelevel recovery performed with
Veeam while the workload was active, measuring
RTO and RPO. Each state was measured
independently to prevent carry-over effects [39-42].

Component

Physical host

Specification

VMware Workstation Pro; Intel Core i7 (8 cores); 64
GB RAM; 1 TB NVMe SSD
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ESXi hosts
vSAN datastore
Management
Backup platform

Benchmarking tools

3 x nested ESXi 8.0; 8 vCPU / 24 GB RAM each
7270 GB usable (FTT=1, RAID-1 mirroring)
vCenter Server Appliance (vCSA) 8.0

Veeam Backup & Replication v12

[Ometer, CrystalDiskMark (4K, 70/30 R/W)

IV. Results and Discussion

This section reports preliminary results from the
testbed described in Section III. Consistent with the
study's exploratory scope, the reported figures
represent an initial pilot deployment and are broadly
consistent with published benchmarking literature
for comparable three-node vSAN configurations;
full-scale validated measurements are expected to
refine these figures without changing their overall
pattern.

Avg 10PS
(4K, 70/30 R/W) Avg Latency
10000 -
351
8,450 32 ms

8000 1
3.01

257
6000 1

201

4000 151

1.0+
2000 1

0.51

0.0-

A. Baseline and Security-Hardened Performance
Under baseline conditions, the cluster sustained an
average of 8,450 IOPS at 3.2 ms average latency,
with 612 MB/s sequential read and 498 MB/s
sequential write throughput. After applying the
security controls described in Section III-B, IOPS
declined by 3.1% and latency increased by 6.3%,
with sequential throughput reduced by 2.6-3.4%
(Table II). This single-digit overhead suggests that
standard hardening controls can be applied to a
vSAN cluster without materially compromising day-
to-day performance.

Seq. Read / CPU Utilization
Seq. Write (avg.)
454
700
40+
612
600 % 38%
500 1 301
10 51
201
300
154
2001
104
1001 5
0- 0-

Read Write

Fig. 3. Baseline performance results: IOPS, latency, sequential throughput, and CPU utilization.
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Em Baseline
BN Security-Hardened

Seq. Read
(MB/s)

Seq. Write
(MB/s)

Fig. 4. Security-hardened vs. baseline performance, with hardening overhead by metric.
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B. HA Failover Behavior

Simulated host failure was detected within 16
seconds, with affected VMs fully restarted on
surviving hosts within 58 seconds of the failure
event, and no observed loss of storage accessibility

Failure

16 s
Detection

VM Restart
Initiation

Total VM
Recovery

for surviving components — consistent with the
FTT=1 storage policy. Postrecovery object
resynchronization completed within approximately
9 minutes, after which the cluster returned to its
baseline redundancy level.

58s

0 10 20 30
Time (seconds)

40 50 60 70

Fig. 5. HA failover timeline: failure detection, VM restart initiation, and total VM recovery.

C. Disaster Recovery Performance

Image-based backup of a 50 GB test VM completed
in 11 minutes; full VM restore and file-level recovery
completed in 14 and 3 minutes, respectively. The

cluster therefore met an effective RTO of
approximately 15 minutes and an RPO of 24 hours
(daily incremental backup), with all restored data
passing checksum verification.
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18~

16 1 Achieved RTO = 15 min

Duration (minutes)

Backup
(50 GB VM)

Full-vMm
Restore

File-Level
Recovery

Fig. 6. Disaster recovery task durations relative to the achieved Recovery Time Objective.

10000 A
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8000 A
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[}
ot
m©
|
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Security- DR
Hardened (Backup Active)

Fig. 7. TIOPS (bars) and latency (line) across the four experimental states.

D. Discussion

Taken together, the results indicate that a modestly
sized, security-hardened vSAN cluster can deliver
production-relevant  availability and  recovery
characteristics for SMB workloads: sub-minute VM
recovery from host failure, single-digit performance
overhead from hardening, and DR objectives well
within common SMB continuity targets. This
addresses the gap identified in Section II-D by

providing a quantified, reproducible reference point
for the performance cost of hardening a vSAN
cluster, rather than treating security and
performance as independent design axes. The
principal limitation of the present results is scale: the
testbed uses a three-node nested cluster rather than
a production physical deployment, and a single
workload profile was tested. Future work, discussed
in Section V, will address both limitations directly.
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TABLE II Summary of Results Across Experimental States

State IOPS
Baseline 8,450
Host failure (HA) 7,120
Security-hardened 8,190
DR (backup active) 7,860

Latency

(ms) Notes

30 Norma}l
operation

41 During
resync
RBAC +

3.4 isolation
+ firewall
Backup

3.6 job
running

V. Conclusion and Future Work

This paper presented an experimental modeling
framework for evaluating the performance-security
trade-off of a security-hardened VMware vSAN
cluster under normal operation, host failure, and
disaster recovery. Preliminary results from a nested
three-node testbed indicate that HA failover can
restore affected workloads in roughly one minute,
that native security hardening introduces only a
modest single-digit performance overhead, and that
Veeam-based disaster recovery meets typical SMB
recovery objectives. These findings give SMB
administrators an evidence-based reference for
deploying a secure, resilient vSAN cluster without
over-provisioning for performance headroom that
hardening does not, in practice, consume.

Future work will extend this study in three
directions: (i) repeating the experiments on physical
(nonnested) hardware at production scale to
validate the reported figures; (ii) broadening the
workload profile beyond 4K random I/O to include
database  and  virtual desktop  workloads
representative of typical SMB wusage; and (iii)
extending the security evaluation to include
encryption-atrest and  stretched-cluster DR
configurations.
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