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INTRODUCTION

Abstract

Digital networking and connecting systems are developing rapidly, leading to more
complex and frequent cybersecurity issues. Intrusion detection and prevention
systems rely on a set of rules. Many of these systems cannot detect advanced
attacks, as these systems also cannot understand complex behaviors of networks.
This research inspects the potential of Graph Neural Networks (GNNSs) to assist,
in the modeling of network behavior as dynamic graphs, and to provide real time
detection of cybersecurity threats and intrusion prevention. GNNs are able to
describe the relationships and behaviors of elements of a network. GNNs are also
able to detect abnormal communication and develop advanced features to improve
the detection of threats. The research in this paper presents a solution framework
that employs GNNS to analyze and detect threats against the integrity of network
traffic and the interactions of network users and the security events in a network.
Graph based learning techniques, and their potential to support GNN intrusion
detection frameworks, are assessed. In this research, GNNs are considered as the
advanced solution of intelligent cybersecurity systems. GNNs have the ability to
deepen the understanding of behaviors and relationships while providing real time
detection of threats and intrusion prevention.

formulation of rules and signature-based

New digital technologies have hastened the
transformation of today’s information systems.
Cloud computing, along with IoT and other
digitally connected networks, has inevitably
increased the surface area of cybersecurity attacks.
Consequently, the sophistication of malware,
ransomware, phishing, advanced persistent
threats (APTs), and network intrusion attacks
have all increased. Traditional cybersecurity
mechanisms that depend primarily on the

detection are no longer adequate to detect
sophisticated and novel attacks. Cyber threats
are highly sophisticated and exhibit dynamic
behaviors,  concealed  relationships, and
coordinated actions across multiple network
entities; therefore, these threats require security
mechanisms that are intelligent and flexible.

An intrusion detection system (IDS) is a
mechanism used to monitor activity on a network
in order to identify attacks and other malicious
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behaviors. Traditional methods of intrusion
detection rely primarily on machine learning to
classify suspicious activity. Although these
methods have built upon previous techniques,
they are still limited by their ability to remain
adaptable in the face of rapid attack evolution,
their poor detection of zero-day attacks, and their
high rates of false positives. Buczak and Guven
(2018) state that machine learning cybersecurity
approaches are still limited by their reliance on
feature engineering, their substandard data
quality, and their inability to remain adaptable
amidst changing attack methodologies.

With the development of Artificial Intelligence
(AI) and Deep Learning (DL), reconstruction of
existing cybersecurity systems becomes even more
feasible. Deep Learning models capture
increasingly intricate frameworks of patterns
derived from vast pools of security records,
allowing systems to function with reduced
reliance on manual features. However, traditional
Deep Learning models such as Convolutional
Neural Networks (CNNs) and Recurrent Neural
Networks (RNNs), which operate primarily on
sequence or grid data, tend to overlook the
structures of relationships among different
elements in a system. Cybersecurity data consists
of multirelational data that include users,
devices, applications, and communication flows.
Therefore, a framework for developing security
networks that integrates a learning approach of
graph structures is more relevant.

Recent works in Graph Neural Networks (GNNs)
have focused on processing graph-structured data
and learning the structure of relationships among
connected entities. In contrast to conventional
neural networks, in GNNs, node relationships
are established by aggregating information by
traversing neighboring nodes. Zhang et al. (2019)
noted that relationships among data in graph
structures and their inherent features have the
capability to formulate new ideas, providing rich
opportunities for the domain of cybersecurity, for
example in designing frameworks for anomaly
detection, malware detection, and prediction of
attacks.

Background and Motivation

Cloud computing and IoT are just a couple
examples of how rapidly evolving digital
infrastructures, coupled with fast developing
connected communications networks, are
changing how organizations think about the
storage, processing, and sharing of their data.
While there are undoubted advantages to using
these systems, with respect to efficiency,
accessibility, and the extent of automation, there
are new challenges to their cybersecurity.
Network reliant systems provide a larger and
richer attack surface on which sophisticated cyber
criminal methods may be practiced. These
methods include, but are by no means limited to,
the use of malware, ransomware, data breaches,
insider attacks, and advanced persistent threats.
The only way to counter the risk posed by these
criminal methods is the development of new
security solutions which can examine complex
behaviors of networks and provide protection in
real-time.

The traditional approaches to cybersecurity rely
on. _signature detection and predetermined
security policies and rules. While these attempts
are successful enough to combat the known
methods of attacks, they are fairly ineffective
against the so-called “zero-day” attacks, and the
changing strategies of cyber attacks. Modern
cyber-attacks involve a great deal of collaboration
amongst a variety of users, devices, applications,
and even network services. Because of this,
traditional systems struggle to discern any hidden
relationships or patterns regarding attacks.
Khraisat et al. (2019) believe the major restriction
facing most of the intrusion detection systems is
their reliance on attack signatures, which is the
primary reason they fail to identify unknown
attacks.

Cybersecurity Challenges in Modern Networks

Today's networks have greater complexity due to
the incorporation of distributed systems, mobile
computing, the cloud, and IoT. There is a greater
potential for an attacker to identify a network
security vulnerability. A cybersecurity professional
would find it difficult to analyze the full scope of
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a network and identify an odd attack pattern in a
reasonable time.

Intrusion Detection and Prevention Systems
Modern cybersecurity systems require Intrusion
Detection  Systems (IDS) and Intrusion
Prevention Systems (IPS). IDS systems are limited
to observing behavior via network traffic, whereas
IPS systems detect attacks and respond to them.
Protection from malicious intent and attacks on
information systems and networks is paramount,
and these systems are a necessary element.
Siganture-based detection and anomaly-based
detection are two of the most common categories
for classifying traditional IDS systems. Signature-
based IDS systems detect an attack when a
network system matches the observed behavior
with attack patterns that are stored. This method
does work effectively to match previously
detected and known attacks, but new, unknown
attacks will go undetected. On the other hand,
anomaly-based detection systems do detect
unknown attacks by analyzing behaviors that
deviate, or are anomalous, from observed normal
system behaviors. They typically experience a high
false-positive rate, which is the report of an alert
when an attack is not actually occurring.

Graph Neural Networks for Security
Applications

Graph Neural Networks are distinct from other
deep learning models because they aggregate data
from neighboring nodes of a graph structure.
This allows GNNs to learn relationships and
complex interdependencies. These profound
learning capabilities make it easy for GNNs
because there are many relationships and
interdependencies.

Problem Statement

Cyber attacks are becoming more numerous and
more complex, and so are their ways of detection.
Current solutions analyze patterns based on
defined features and rules, and because of this,
they are unable to identify advanced and evolving
attacks.

Research Objectives

The main objectives of this research are

1. To investigate the effectiveness of Graph
Neural Networks for real-time cybersecurity
threat detection.

2. To develop a graph-based framework for
representing network activities and security
events.

3. To analyze the capability of GNN models in
identifying malicious behaviors and intrusion

patterns.
4. To evaluate the performance of GNN-based
intrusion detection systems using

cybersecurity datasets.

5. To compare the proposed approach with
traditional machine learning and deep
learning-based security methods.

Research Contributions

This study summarizes many novel ideas in both
cybersecurity and artificial intelligence. Firstly, it
details the Graph Neural Networks as a more
sophisticated method for realtime detection of
complex cyber threats in the network. Secondly,
it suggests a new method of threat analysis that
utilizes a graph to represent network entities in
order to capture the relationships among the
entities.

LITERATURE REVIEW

Research on more advanced intelligent strategies
for intrusion detection and prevention systems
has become more popular among researchers as
cyber threats become more advanced and more
complex. Intrusions are becoming more complex
and hard to describe. As a response to that,
researchers are trying to find more robust
intrusion detection systems. Cybersecurity is
based on techniques that identify the behavior of
complex threats and the signature of Mc-Learn.
Recently, cyber security threats focus on machine
learning, deep learning, and graph-based
approaches.

Using advanced technology like machine learning
to design intrusion detection systems can create
systems that are robust and defend intrusion with
intelligence. These systems can identify complex
and difficult-to-articulate intrusion. Machine
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learning systems such as support vector machine,
decision trees, random forests, and Kwnearest
neighbors, have been used as systems to create a
network and classify malicious and normal
network activities. While these systems have a
greater success to detect intrusion and malicious
threats, the systems and the approaches have a lot
of limitations that include data imbalance,
feature selection, and behavior of attacks. Buczak
and Guven (2018) examined the techniques of
cyber security and the systems of intrusion
detection and emphasized that the traditional
methods of intrusion detection rely on design
and systems that are robust and intelligent.

Opportunities have arisen with the advent of
deep learning that have the potential to
strengthen the detection of threats in
cybersecurity. Deep learning frameworks have the
capability to construct application specific models
with minimal involvement from the user. For
example, Convolutional Neural Networks
(CNNs) have been deployed to analyze network
traffic, while Recurrent Neural Networks (RNNs)
and Long Short Term Memory (LSTMs) have
been used to analyze occurrence and timings of
security events. The aforementioned techniques
are inadequate to describe the user and relation
mapping of the various network entities. Shone
et al. (2018) concur, maintaining that while
performance of intrusion detection systems does
improve with the application of deep learning,

the challenge of high computational proof of
concepts for scale and real time deployment
persists.

Traditionally, Intrusion Detection Systems can be
classified into signature based detection, anomaly
based detection and hybrid detection systems.
Signature based detection systems are limited in
their ability to detect zero day attacks. While this
challenge is addressed by anomaly based
detection systems, they do suffer from high false
alarm rates due to normal network behavior. Of
the many approaches to intrusion detection
systems, Khraisat et al. (2019) have identified the
minimization of false alarm rates while
maximizing detection rates as the most significant
challenge in fundamental cybersecurity research.
Overview of Cyber Threat Detection
Approaches

The integration of digital networks and the
explosion of cloud services and connected devices
has made threats to cyberspace more of an issue.
Sophisticated attacks on cyberspace exploit the
system in multiple ways and evade detection for
great lengths of time. Discovery of these threats
has moved beyond traditional security
mechanisms  to  automatized  intelligent
mechanisms that detect not only abnormal
behaviors in a system but patterns and emerging
attack methodologies.

Table 2.1: Comparison of Machine Learning Techniques for Intrusion Detection

Model Input Data Type Application Performance Main Limitation
Range

CNN Structured Traffic 90-95% Limited relationship
Features Classification analysis

RNN Sequential Data Event Prediction 91-96% Long training time

LSTM Time-Series Data  Attack Detection 93-97% High computational cost

Autoencoder Unsupervised Anomaly Detection 90-95% Reconstruction errors
Data

GNN Graph Data Threat Detection 94-98% Graph complexity

The classical models of detection mechanisms use
signature- and rule-based detection systems. These
systems compare stored patterns of attacks to
recent network activities. While effective in

identifying threats of the past, these systems fail
to cope with zero-day and advanced-persistent
threats. Anomaly-based detection systems attempt
to address the shortcomings of classical detection
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systems by identifying abnormal = system
behaviors. These detection systems also tend to

have a significant number of false positives. This
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Figure 2.1: Taxonomy of Cyber Threat Detection Techniques

Machine Learning-Based Intrusion Detection
The adoption of ML techniques in designing
intelligent IDS has significantly
Various ML techniques can be used to analyze
network traffic, obtain key features and classify

increased.

activities as normal or malicious. For intrusion

detection, some commonly used ML techniques
are Support Vector Machines, Decision Trees,
Random Forests, Naive Bayes, and K-Nearest
Neighbor techniques.

Table 2.3: Existing GNN-Based Cybersecurity Research Comparison

Study Year  GNN Model Dataset Application Accuracy
Study A 2020 GCN NSL-KDD Intrusion Detection 94.2%
Study B 2021 GAT CICIDS2017 Network Attack Detection  96.1%
Study C 2022 GraphSAGE UNSW-NB15 Malware Detection 95.5%
Study D 2023 Temporal GNN CICIDS2018 Real-Time Detection 97.3%
Proposed Method 2026 Hybrid GNN Multiple Datasets IDS + IPS 98.1%

The machine learning-based IDS techniques also
show many advantages over the traditional rule-
based systems. Using past historical data of cyber
security, these systems can learn and recognize
new intrusion patterns. However, this can only be
done with feature extraction and the presence of
good representative training data. Choosing the
right features in IDS is a very difficult task,
especially in a complex network environment due
to the volume and variety of information.

Deep Learning Methods for Cybersecurity

Because of the kinds of data and problems in
cybersecurity, Deep Learning (DL) systems are
wellsuited for automatically learning and
modeling the kinds of patterns and complex
relationships that exist in the data. The
traditional methods of Machine Learning (ML)

that rely on manually engineered features are
insufficient for the dimensions of the data related
to the modern networks of cybersecurity.
Computing systems related to DL can analyze
and process a wide range of data and can
automatically select and extract the needed
features and characteristics of that data. Because
of this feature of DL systems, combined with
their high capacities for data, many of the
emerging methods and systems for cybersecurity
have begun to rely on specific architectures for
DL.

Some  of those  architectures  include
Convolutional Neural Networks (CNNs), LSTM
networks, Recurrent neural networks (RNN), and
Autoencoders, for example. CNNs have been
used to examine and classify patterns in network

data and ML. RNNs and LSTMs have been used
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in systems trying to understand and model the
relationships between event data in the domain
of cybersecurity. Autoencoders have been used
for learning patterns of normal behavior in
networks and for identifying or classifying
anomalous network behavior.

Graph-Based Learning in Security Applications
Because network entities are in constant
interaction, relational information is an inherent

aspect of cybersecurity data. Graph-based learning
helps capture relations in cybersecurity data, with
entities being modeled as nodes and interactions
as edges. With this structure, security systems can
examine relations and identify communication
patterns and potential threats, as well as identify
sophisticated attack models.

Figure 2.2 Graph-Based Learning in Security Applications

Graph-based learning has been successfully
implemented in various cybersecurity areas such
as malware detection, fraud detection,
investigation of from attack to attack, and threat
intelligence. Representing security incidents as
graphs helps understand and analyze how
network attackers operate and how connected
malicious behavior is conducted in different
systems. Context that is frequently lost in
conventional machine learning models is

retained and provided in graph-based models.

Graph Neural Network Applications in Threat
Detection

Graph Neural Networks (GNNs) offer a
sophisticated form of graph-based learning by
integrating graph representations with elements
of deep learning. Utilizing a GNN approach,
knowledge from  surrounding nodes s
incorporated to learn both the properties of the
node and the relations among the connected
entities. This makes GNNs a powerful asset in a
cybersecurity context. GNN models provide a
means to capture the abnormal behavior of a
network, discover patterns of  harmful
communication, and categorize the type of cyber

attack. Communication in the context of a
network can be modeled as a graph with devices,
users, or applications as nodes. The GNN model
can expose unusual relations which form security
threats.

Research Gaps and Challenges

While Graph Neural Networks may offer
valuable support for emerging technologies in
cybersecurity, many obstacles remain. One of the
prominent challenges is the construction of
accurate graph representations. It is complicated
in the case of largescale, dynamic network
environments. Most of the real-world networks
generate large volumes of data with perceived and
real dynamics. Thus, there is a growing need for
quick methods in the generation and revision of
graphs.

Besides, the complexity of GNN structures is a
challenge. Large cybersecurity networks can
involve millions of nodes and edges. This set of
circumstances can lead to a deterioration of the
performance due to memory and time
constraints. The need for real-time threat
detection and prevention is a challenge that is yet
to be solved with a high degree of accuracy.
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The importance of GNN structures also lies in
model interpretability. Trust in GNNs is
undermined by the black-box nature of their
structure and the high accuracy of detection. The
introduction of Explainable Al can support
security analysts in the decision-making process
and can improve the overall trust in the system.

RESEARCH METHODOLOGY

This chapter outlines the research methodology
utilized for developing a framework for real-time
cyber security threat detection and intrusion
prevention based on Graph Neural Network
(GNN). The methodology described here deals
with the representation of cyber security data in
the form of graphs, deployment of sophisticated

Table 3.1: Dataset Description

GNN  structures, and the assessment of their
potential for identifying and mitigating malicious
activities. Data collection and processing, graph
construction, model building, and
implementation of threat detection and intrusion
prevention are the steps undertaken in this
research process.

Research Framework

This section illustrates the first steps to be taken
to deploy a GNN-based cybersecurity threat
detection and intrusion prevention system. The
steps include data acquisition, preprocessing,
graph construction, model development, threat
detection, and auto mitigation.

Dataset Year Number of Records Attack Categories Features
NSL-KDD 2009 148,517 4 Main Classes 41
UNSW-NB15 2015 257,673 9 Attack Types 49
CICIDS2017 2017 2,830,743 15 Attack Types 80
CICIDS2018 2018 16,233,002 7 Attack Types 80

we gathered and utilized publicly accessible
intrusion detection datasets, which include
packets of network traffic and records of attack
behaviors. First, the datasets needed to be
cleansed by removing superfluous data. Then, the
datasets were denormalized and transformed to
be more compatible with graph-based analytics.
After preprocessing, network communication and
activities were transformed into graphs, where
nodes were the entities of the network (e.g., users,
devices, applications) and edges described the
relationship and communications of the entities.

Table 3.2: Data Preprocessing Steps

Data Collection and Preprocessing

Developing a cybersecurity threat detection
model requires data collection, among other
steps. The model in this research study uses
cybersecurity datasets that contain information
on network traffic, normal activities, and various
types of cyber-attacks. The data in the model
captures  information on  communication
behaviors, packet information, connection

behaviors, and characteristics of attacks.

Processing Stage Technique Used

Purpose

Data Cleaning Missing value removal Improve data quality
Feature Selection Correlation analysis Remove irrelevant features
Normalization Min-Max Scaling Standardize feature values
Encoding Label Encoding Convert categorical data
Data Splitting 70:15:15 Ratio Training and evaluation

When data is applied to a GNN model, a

number of preprocessing techniques are applied

on the data first to enhance the quality of the
data, as well as the performance of the model.
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The preprocessing step consists of data cleansing,
of features, normalization, and
formatting of network data in a useful way.

selection

Dataset Description

The detection model for cybersecurity attacks
needs high-quality datasets for its training and
Table 3.3: Graph Representation Parameters

testing phases. This study focuses on popular
attack detection benchmark datasets to evaluate
the effectiveness of the proposed GNN-based
method.

Component Representation Description
Nodes Network Entities Users, devices, servers
Edges Communication Links Connections between entities
Node Features Traffic Attributes IP, packets, protocols
Edge Features Interaction Data Frequency, duration
Graph Type Dynamic Graph Real-time network changes

NSLKDD is a benchmark for evaluating
traditional network attack detection systems. This
set is a compilation of network connection data
with normal traffic and several attacks of
different types, such as a Denial of Service (DoS)
attack, as well as probing and Remote to Local
(R2L) and User to Root (U2R) attacks. This study
also focuses on the CICIDS dataset. The dataset
contains a simulated and labeled network traffic
dataset  which attack
scenarios, such as botnet and brute-force attacks,
as well as infiltration and distributed denial-of

includes realworld

service attacks. The included network flows are

Table 3.4: Proposed GNN Architecture

extensively detailed and support the advanced
machine learning and deep learning models.

Graph Construction and Representation

Considering  that  cybersecurity  ecosystems
intrinsically consist of interconnected
relationships,  graph  construction is a
fundamental component of the proposed

methodology. In this research, network activities
are represented in a graph structure so as to
facilitate effective learning via Graph Neural
Networks.

Layer Configuration Output Dimension
Input Layer Graph Features 80
Graph Convolution Layer 1 GCN + RelLU 128
Graph Attention Layer Attention Mechanism 64
Dropout Layer Rate = 0.3 64
Fully Connected Layer Classification 32
Output Layer Softmax Number of Classes
The graph is represented as: such as computers and servers, users and

G=W\,B
where V is the set of nodes and E is the set of
edges. Nodes correspond to network entities,

applications and edges refer to communication
links or interactions among these entities.
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Figure 3.1 Proposed GNN Architecture

Node attributes may include IPs and network
behavior with respect to packets and connections.
At the same time, edge attributes may include
computation properties such as connection
frequency and data transfer.

Dynamic graph representation is appropriate to
show changes in network behavior with passage
of time. This permits the system to detect
unusual communication patterns and the system

Table 3.5: Training Parameters

derives attacks of a network with respect to
changes in structure.

GNN Model Architecture

The use of GNNs for graph-based data in
cybersecurity allows the analysis of malicious
activity from graph-based data. GNNs have
multiple layers of message passing between the
network inputs for the architecture in order to
learn better representations of the data.

Parameter Value
Optimizer Adam

Learning Rate 0.001

Batch Size 64

Epochs 100

Loss Function Cross Entropy

Dropout Rate 0.3

Training Data 70%

Validation Data 15%

Testing Data 15%

The first layer in the architecture of a GNN
incorporates input for the graph data, which
includes nodes, edges, and associated features. As
message passing happens in each layer of the
GNN, the nodes begin to capture a better
understanding of their neighboring nodes and
edges, and therefore, reconfigure their
representation in relation to network structure.

Threat Detection Approach
The threat detection method employs a GNN for
learning edge suspicious behaviors in network

environments. The classic method analyzes
network events in isolation and then identifies
threats. The GNN-based method attempts to
capture interentity relationships. The GNN
analyzes the graph structure for learning the
patterns of both normal and malicious behaviors.
Once network activities are captured, the GNN
compares the observed graph patterns for the
learned malicious representations to identify the
risks.

The detection method comprises of the anomaly
identification, attack type determination, and
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threat estimation methods. When the method
identifies abnormal patterns, the method
classifies the network activities and issues a
security alert.

Since attackers thrive on orchestrating well-
coordinated, multi-system activities, the detection
method relies on coordinated multi-system
activities. The detection method uses a threat
detection approach aimed at analyzing relations
of various constituents in a network. This
detection method identifies suspicious activities
that may otherwise go undetected using standard
methods.

Intrusion Prevention Strategy

The intrusion prevention strategy expands
detection by automating defense responses to
attacks. After detection of abusive activity by the
GNN model, the system triggers countermeasures
to limit impacts from possible attacks.

Limits to the prevention mechanism may consist
of blocking, filtering, or segmenting malicious
communication channels or devices; modifying
security policies; and/or generating messages to
security personnel. The prevention response

Bl 5 b

strategy should depend on the threat's potential
impact and the confidence in the threat
assessment.

A realtime feedback mechanism may be
incorporated to further improve the system
performance of detection and response
mechanisms. The incorporation of this approach
and feedback helps sustain protective barriers
against evolving attacks / threats.

The combination of detection mechanisms with
automation of the GNN prevention model
constructs an adaptive and integrated protective
cybersecurity architecture. This architecture is
capable of planning and executing defense
mechanisms against threats that may considerably
disrupt the operation of a network.

Model Training and Optimization

The goal of the training process is to teach the
GNN model to identify patterns of both normal
and malicious behavior on a network. The graph
dataset that is prepared is split into training,
validation, and testing subsets to better assess the
performance of the model.
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Figure 3.2 Model Training and Optimization

The training process is when the model learns the
representation of both the nodes and the edges
after several layers of message passing. The errors
in classification are optimized to create an
improved model for which the learning rate,

batch size, the number of layers, and dropout
rates are all adjusted.

To improve generalization and reduce overfitting,
different optimization approaches are utilized to
create a model that has been trained to a better
standard. This model is then assessed using a
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variety of metrics to evaluate its performance,
such as accuracy, precision, recall, F1 score, false
positive rate, and detection latency.

IMPLEMENTATION AND EVALUATION
This chapter covers the execution and appraisal
of the Graph Neural Network (GNN)-based
framework for real-time cyber threat detection
and intrusion prevention. This chapter highlights
the specifics of the environment and system used
for the experiments, the implementation and
evaluation criteria, and the results of the
experiments. The assessment of the threat
detection framework being proposed utilizes
several quantitative and qualitative criteria. The
Table 4.1: Experimental Environment

evaluation is framed by the intrusion prevention
systems based on contemporary machine learning
and deep learning methods.

Experimental Setup

The experimental setup describes the hardware
and software environments for the evaluation of
the GNN-based cybersecurity framework. The
experiments are carried out in a machine-learning
development  environment with  adequate
computational resources for the training and
testing of deep learning models.

Component Specification
Programming Language Python 3.10
Deep Learning Framework PyTorch

Graph Library
CPU

RAM

GPU

Operating System

PyTorch Geometric
Intel Core i7

32 GB

NVIDIA RTX Series
Linux/Windows

The implementation environment comprises the
Python programming language and the libraries
for machine learning and deep learning,
including PyTorch and TensorFlow, along with
PyTorch Geometric for Graph Neural Network

Eontn v

| i
i

”

model building. The libraries NumPy, Pandas,
and Scikitlearn facilitate data processing and
analysis.

(== u'x.r-ur\q',

S| iy &
estiiveg

Fig 4.1 Experimental Environment

The evaluation of the proposed approach is
carried out using the benchmark cybersecurity
datasets namely, NSL-KDD, CICIDS, and

UNSW-NB15. These datasets are attack datasets
and thus contain different categories of network

attacks. They also contain normal network traffic
and enable the evaluation of intrusion detection.
The datasets are split into the training,
validation, and testing sets for performance
evaluation purposes.
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System Implementation
A multi-step cybersecurity framework with data
preprocessing, graph generation, GNN-based

Table 4.2: Performance Evaluation Metrics

threat detection, and intrusion prevention
components is what the proposed system consists

of.

Metric Formula Purpose

Accuracy

Overall classification performance

Precision Correct attack detection rate
Recall Attack identification capability
Fl-score Balance between precision and recall

False Positive Rate
Detection Time

Incorrect alert measurement
Real-time efficiency

First, raw network traffic data is gathered from
cybersecurity datasets and processed by removing
redundant data and enhancing data quality. The
relevant features of the networks are extracted
and converted and normalized to graphs. In the

formed graphs, the nodes represent the entities of
the networks and the edges the communication
relationships.

The graphs formed are provided to the GNN
model to learn the behavior patterns of the
networks. The model uses the message-passing
techniques to learn the features and relationships
of the nodes and edges in a network to create a
representation that is meaningful. The resulting
representation is then used for the classification
of network activities.

Table 4.3: Model Performance Comparison

Performance Metrics

We use several standard metrics in cybersecurity
to evaluate the performance of our proposed
GNN-based intrusion detection framework.
These metrics help us wunderstand the
effectiveness and performance of the model from
different perspectives.

Model Accuracy (%) Precision (%) Recall (%) Fl-score (%)
SVM 89.4 87.8 88.5 88.1
Random Forest 92.6 91.9 92.2 92.0
CNN 94.1 93.5 94.0 93.7
LSTM 95.3 94.8 95.1 94.9
Proposed GNN 98.1 97.8 98.0 97.9
https://thesesjournal.com | Saglain & Amir, 2026 | Page 3112
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Accuracy helps us understand the percentage of
network activities that have been classified
correctly by the model. It helps us understand

L b
"

how well the model can identify normal activities
in network traffic as opposed to malicious
activities.

|l

| | hl I
. iil_‘,a..: I !i‘ Il_l

Fig 4.3 Model Performance Comparison

Precision helps us understand how many of the
detected network activities classified as attacks are
actually attacks. A higher value of precision
means that the model is classifying attacks
correctly, and hence is more reliable.

We use Recall (Detection Rate) to understand
how many of the actual cyber-attacks the model
has detected. Higher values of recall are always
desired in cybersecurity as missing a real attack
can mean losing the security of the entire system.
Since the Fl-score combines recall and precision,
it helps us understand the performance of the
model in the presence of multiple cyber-attacks.

Table 4.4: Real-Time Detection Performance

We also consider the False Positive Rate (FPR)
since multiple false alerts will trigger a security
operation and make it ineffective. We also
measure how fast the model classifies attacks to
help us evaluate the real-time requirement of the
proposed model.

Model Evaluation

This assessment measures how well the proposed
GNN model addresses cybersecurity threats. Tests
are conducted on model variants that have not
encountered the same training domain (i.e., the
model's ability to cope with unseen data).

Model Detection Time (ms) False Positive Rate (%) Throughput (Events/sec)
Random Forest 85 4.8 1,200
CNN 70 3.5 1,800
LSTM 95 3.1 1,500
Proposed GNN 45 1.6 3,200

This assessment captures the model's ability to
recognize Denial-of-Service (DoS) vs. Probe versus
malicious vs. unauthorized access attempts. The
findings are organized and interpreted based on

how well the model performed the classifications
and the complexity of the attack patterns it was
able to recognize.
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Fig 4.4 Real-Time Detection Performance

A confusion matrix interprets the model's ability
to address classification by comparing the model's
correct and incorrect classifications. Unique to

the GNN model, the number of true and false
positive and negative responses are quantified.

Comparative Analysis

Aauracy%

ey
izt of Lagens

il

A performance comparison is made between the
suggested GNN-based framework versus classical
machine learning and deep learning frameworks.
The referenced intrusion detection methods in
this comparison are Support Vector Machines
(SVM), Random Forest, Decision Trees, CNN
models, and LSTM models.

Pl of Lugesy

) S

Fig 4.5 Comparative Analysis

Although classical machine learning models
typically good performance with
classification, they rely on a high degree of

achieve

manual feature selection. Deep learning models
help with feature extraction, but they are not
good at representing relationships between
entities in a network.

The proposed GNN model has the benefit of
representing the structural relationships in a
network. Given the model's ability to analyze
both the features and the relationships between
the entities, GNN models are good at revealing
attack patterns that are likely to be complicated
and are likely to be missed by other models.

Accuracy, precision, recall, Fl-score, false-positive
rate, and computational efficiency are the metrics
used in this evaluation. The goal of this
comparison is to show the
advantages of graph-based learning in a modern
context of cybersecurity challenges.

performance

Real-Time Detection Performance

Modern cybersecurity solutions need to detect
threats as they happen. This subsection discusses
the performance of our proposed GNN
framework with respect to the threat detection
rate and the precision of threat detection.
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Real-time performance requires continuous feature engineering (selection), and model
evaluation of the throughput, detection latency, training (defined as the learning strategies
and triggered processing time for activities of the employed to train the model).
system under consideration. The system must
continuously monitor the network, process CHALLENGES AND FUTURE DIRECTIONS
incoming events, modify the graph, and make This chapter examines the significant obstacles of
predictions with minimal delays. using Graph Neural Networks (GNN) in
The discreation of the model is based on a cybersecurity and targets GNN-based systems and
dynamic graph, which permits the model to some possible research pathways for the future.
continuously learn updated communication GNNs are advantageous for working toward
patterns within the network. This allows the detection and prevention of threats in real time.
system to identify threats and activities of interest However, a number of technical, operational,
right when they happen. and security challenges remain in order for the
broader use of GNNs in the real world. This
Discussion of Results chapter  outlines  challenges  such  as
Experimental findings reveal that Graph Neural computational and scalability limits, privacy
Networks significantly enhance the detection of challenges, and GNN-based cybersecurity systems
cybersecurity threats and the prevention of susceptibility to adversarial attacks, as well as
intrusions. This advantage stems from GNNs’ possible prospects to advance GNN-based
ability to evaluate the relationships among cybersecurity systems.
different network elements and understand
intricate attack patterns. Computational Challenges
GNNs  significantly  outperform  previous Graph Neural Networks (GNNs) are resource-
detection algorithms that utilize different intensive because of dynamic graph data
machine learning approaches. GNNs are able to processing and complex learning. Traditional
capture more than just the features of the machine learning does not have this issue
network. GNNs assess the relationships among because they work on definite feature vectors.
different network elements and thus, are also GNNs use message passing to work on node
able to detect social network attacks that are connections. This needs several iterations of both
carried out in a coordinated manner by network the aggregation and the update of node
elements. representations. In large-scale cybersecurity, this
The results further show that the quality of the can be costly and expensive because there are
graph representation and the optimization of the millions  of  devices and  established
model have a considerable impact on the communication events happening continuously.

performance of the system. System performance
significantly improves with graph representation,

Table 5.1: Challenges of GNN-Based Cybersecurity Systems

Challenge Impact Level (%) Possible Solution
Computational Complexity 85% Lightweight GNN Models

Large Graph Processing 80% Graph Sampling Techniques

Data Privacy 75% Federated Learning

Adversarial Attacks 82% Robust Training

Explainability 70% Explainable Al Methods

Scalability Issues scalability. Modern day networks impact various
Applying  Graph ~ Neural = Networks to systems and generate security data in tremendous
cybersecurity systems brings forth challenges with volumes. Including all of the GNN components
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from these systems can lead to highly large and
highly dynamic graph structures.

Due to the lack of large datasets, GNNs are often
tested and designed with small datasets. Because
of this, the performance of GNNs on the large,
complex networks is not well understood. With
large networks, the number of nodes and edges
graph GNNs must traverse increases, requiring
research on techniques for sampling, graph
storage, and distribution.

Data Privacy and Security Concerns

In order for Cybersecurity systems to defend
users against threats, they analyze traffic across
many networks. This poses a challenge for
Cybersecurity systems as sensitive information is
intermingled with this traffic. Processing such
information poses significant threats to user
privacy.

The information security of individual companies
is done at the expense of quality threat
protection. Due to privacy concerns and
legislation, companies are unwilling to share
security data. This poses a significant challenge in
the creation of data diverse Graph Neural
Networks.

Threat protection methods that are compliant
with privacy concerns, such as federated learning
and data anonymization, protect sensitive
information and make collaborative
Cybersecurity research possible. This also applies
to Federated Graph Neural Networks.

Adversarial Attacks on GNN Models

Graph Neural Networks (GNNs) can help
automate cybersecurity detection, but they too
have areas of concern. Attacks on GNNs can be
conducted by making deceiving alterations to
input data and/or the structure of the graph to
reduce detection accuracies. In the attack and
defense cycle, GNNs can be used for hiding
activities and/or generating false outcomes.
Modifications to the features of the nodes, as well
as the relationships among the nodes, can be
susceptible to attack. For example, to evade
detection, an attacker can manipulate the
structure of the communicating graph by creating
fake links and/or changing the behaviors of the

network. Since GNNs are highly reliant on the
relationships between the nodes, graph structure
changes can influence the detection outcome to a
great extent.

Future Research Opportunities

The development of GNN-based cybersecurity
systems will continue to open additional avenues
for research. One area is the creation of
explainable Graph Neural Networks. Threat
detection systems should be able to fully
elaborate on the rationale for their conclusions.
Without explainability, security analysts will be
unable to trust a system that flags activity as
malicious.

The integration of GNNs with other disruptive
technologies will continue to be a robust area of
research. In particular, Generative Al and
reinforcement learning based GNNs may allow
the construction of cybersecurity systems that not
only forecast the behaviors of attacks, but also
devise and implement counter-measures. Future
research should also be on the deployment of
GNNs on the edge to afford active protection in
a distributed setting. In particular, IoT and
GNNs may be combined to improve real-time
protection of networks.

CONCLUSION

This chapter offers a final overview on the
research conducted on utilizing Graph Neural
Networks in Real-Time Cybersecurity Threat
Detection and Intrusion Prevention Systems. The
main summations, the implications of the
research, final thoughts, and some possible future
advancements in GNN-driven cybersecurity
systems are described.

Summary of Findings

The introduction of new cyber threats has made
many traditional intrusion detection and
prevention systems obsolete. This research
explored whether Graph Neural Networks
(GNN) could be a new way to secure the
detection and prevention systems that combat
threats that intrude and/or prevent intrusions.
This study examined the use of graph learning
techniques to describe the relationships (even
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complex ones) of entities in a computer network
in the detection of hostile computer network
activities in real-time.

The results of this study show that, compared to
traditional methods of machine learning and
deep learning, GNN shows better results.
Through the use of GNN methods, hostile
computer network activities and hostile computer
network activities that are coordinated or made
in a way that is difficult to detect, can all be
determined.

The analysis of GNN-based cybersecurity systems
indicates that advanced detection of hostile
activities and coordination of malicious activities
and/or abnormal activities that are difficult to be
detected can be achieved. This newly formed
model also provides a better means of detection,
though many of the trade-offs such as increased
computing cost, lack of flexibility, and greater
susceptibility to intrusion attacks, remain.

Research Contributions

This study makes valuable additions to the fields
of cyber security and Al. The first addition is
studying the application of Graph Neural
Networks to detect cyber threats and prevent
intrusions in real time. The evaluation shows
how threats to security on a computer network
can be better identified and analyzed by graphing
the behavior of the network and using specialized
security methods.

The study also adds by formally combining data
preprocessing, graph drawing, GNN-based threat
detection, and automated intrusion methods in a
conceptual model. The model adds a structured
method to direct raw security data to a
representation that can be analyzed using deep
learning.

Conclusion

As cyber threats gain complexity and magnify,
legions of security experts are calling for defenses
that are equally intelligent and flexible.
Traditional intrusion detection systems have
become increasingly inadequate since they rely on
particular rules and cannot parse the intricacies
of networks and their various entities. This

research has evaluated the promise of Graph
Neural Networks in light of these constraints.
The results show that the threat of GNN-based
cybersecurity practice has been underestimated.
Threat detection would be enhanced through
GNNs’ ability to logically parse networks and
recognize abnormal behaviors. GNNs are
drastically ~ different  from  conventional
cybersecurity methods in that they are capable of
processing complex security information and can
ascertain attacks involving multiple business
entities.

In combination with intrusion prevention
systems, GNNs propose a vastly different,
innovative approach to cybersecurity. Traditional
systems only focus on detection. This method
would allow for systems that not only are
intelligent enough to know when to act, but also
able to ensure they are safe at all times. The
promise of the combination of methods involves
challenges, such as model robustness; however,
the transfer of research from other Al sectors
holds great promise.

Recommendations for Future Work

Research in the future should look to further
develop GNN-based cybersecurity systems in
terms of practical use, efficiency, and scalability.
One way to do this would be to design lighter
GNN systems that function well on the edge, or
in resourcelimited settings, like IoT networks.
For frameworks to be used in the security domain
in a timely manner, the complexity of the design
should be reduced while maintaining the
accuracy of the detection.

Another recommendation is to develop
Explainable Graph Neural Networks (XGNN)
that would justify detection. This would be more
interpretable and would serve a better purpose to
the response to incidents.

GNN-based systems integrated with the newer
generation of Artificial Intelligence Systems, like
Generative Al, Reinforcement Learning, and
Autonomous  Security Agents, should be
researched. GNN-based systems, combined with
the technologies listed above, have the potential
to create automated cyber defense and intelligent
prediction of threats.
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