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Abstract 
Ransomware attacks have emerged as one of the most critical threats in modern 
cybersecurity, the rise of Ransomware-as-a-Service (RaaS) platforms has made 
sophisticated ransomware toolkits widely accessible. Qilin ransomware stands out 
as a particularly dangerous variant that leverages Bring Your Own Vulnerable 
Driver (BYOVD) techniques to achieve kernel-level privilege escalation, effectively 
bypassing conventional endpoint security measures. This paper presents a 
comprehensive framework for monitoring and analyzing ransomware behavior 
using machine learning techniques operating at the kernel level. The proposed 
solution employs extended Berkeley Packet Filter(eBPF) programs running within 
the kernel to collect detailed traces of processes, system calls, and file system 
operations. A carefully designed feature extraction pipeline transforms raw 
telemetry into discriminative behavioral characteristics, enabling the detection of 
ransomware-specific patterns even during early infection stages. Three machine 
learning classifiers, namely Random Forest, XGBoost, and Support Vector 
Machine (SVM), were systematically evaluated on a dataset comprising 18,000 
observation windows of both normal system activities and simulated Qilin 
ransomware behavioral patterns. Experimental results demonstrate that 
XGBoost achieves the highest detection accuracy of 98.86% with a detection 
latency of just 1.8 milliseconds, making real-time kernel-level ransomware 
detection practically feasible. The integration of kernel-level monitoring with 
optimized machine learning classifiers represents a novel contribution that offers 
robust defense against advanced RaaS threats without reliance on signature-based 
detection. 
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1. INTRODUCTION 
The modern digital landscape is characterized by 
unprecedented connectivity, widespread cloud 
adoption, and distributed computing 
architectures. While these technological 

advancements drive innovation across industries, 
they simultaneously create a complex and evolving  
threat landscape that challenges cybersecurity 
professionals worldwide. Over the past decade, 
cyberattacks have grown in sophistication, scope, 
and frequency, with threat actors continuously 
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developing new methods to circumvent traditional 
security measures. Industry reports estimate that 
cybercrime costs will reach $10.5 trillion annually 
by 2025, underscoring the magnitude of the 
economic impact on organizations and nations [1]. 
Among the various categories of cyber threats, 
ransomware has emerged as one of the most 
destructive forms of attack, causing severe 
financial and operational disruption to 
organizations. The emergence of Ransomware-as-
a-Service (RaaS) platforms has been particularly 
concerning, as these platforms democratize access 
to advanced ransomware toolkits, enabling even   
technically unsophisticated adversaries to launch 
devastating attacks. Much like legitimate Software-
as-a-Service platforms, RaaS operations involve 
developers who provide ransomware 
infrastructure, payment systems, and technical 
support to affiliates who execute the actual attacks. 
Traditional perimeter-based and signature-based 
defenses have proven inadequate against modern 
ransomware strains that employ polymorphic 
encryption, fileless execution, and kernel-level 
privilege escalation [2]. This inadequacy 
necessitates the development of proactive, 
behavior-based detection mechanisms capable of 
identifying malicious activities through pattern 
recognition rather than static signature matching. 
Qilin ransomware (also known as Agenda) 
represents one of the most sophisticated RaaS 

platforms currently in operation. Developed in 
Rust and Golang for cross-platform capability, 
Qilin employs the Bring Your Own Vulnerable 
Driver (BYOVD) technique to load legitimately 
signed but vulnerable kernel drivers [3]. By 
exploiting known vulnerabilities in these drivers, 
the ransomware achieves kernel-level code 
execution, allowing it to disable security software, 
modify kernel   callbacks,   and   establish 
persistence mechanisms invisible to user-mode 
detection methods. Its encryption methodology 
combines AES-256 for file encryption with RSA-
2048 for key protection, and the malware 
systematically terminates processes related to 
backup solutions, database systems, and security 
software before initiating encryption. 
This paper addresses the critical need for kernel-
level detection capabilities by proposing a 
framework that combines eBPF-based kernel 
monitoring with optimized machine learning 
classification. The primary objectives of this 
research are: (1) to design and develop an eBPF-
based kernel monitoring system for real-time 
system call tracing; (2) to create a comprehensive 
feature extraction pipeline for extracting 
discriminative behavioral signatures; (3) to 
systematically compare the performance of 
Random Forest, XGBoost, and SVM classifiers; 
and (4) to demonstrate reduce detection latency 
with high accuracy. 

 

 
Figure1: Evolution Timeline of Ransomware Threats 
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Despite significant advances in cybersecurity 
technology, detecting advanced ransomware 
variants like Qilin remains a substantial challenge. 
Traditional signature-based detection methods are 
inherently reactive and ineffective against 
polymorphic or novel ransomware variants. User-
space behavior-based detection methods become 
useless against kernel-level attacks that actively 
bypass detection mechanisms through BYOVD 
exploitation. The existing literature lacks 
comprehensive strategies that combine kernel-
level monitoring with machine learning 
classification specifically targeting modern RaaS 
threats. 
This research aims to fill this gap by developing a 
proactive detection solution operating at the 
kernel level, capable of identifying Qilin 
ransomware behavior patterns through system call 
analysis and machine learning classification. 
The remaining sections of this paper are organized 
as follows. Section 2 reviews related work on 
ransomware Section 3 presents the research 
methodology. Section 4 proposes system design . 
Section 5 reports results and discussion. Section 6 
presents Conclusion and future work.  
 
2. Related Work 
Ransomware detection has been an active area of 
research for over two decades, with detection 
techniques progressively evolving to address 
increasingly sophisticated threats. This section 
reviews the key approaches and identifies the gaps 
that motivate our work. 
 
2.1 Signature-Based Detection 
Signature-based detection represents the earliest 
and most widely deployed method for ransomware 
identification. This approach maintains databases 
of known ransomware signatures, including 
cryptographic hashes and byte sequences specific 
to each variant. While highly accurate for known 
threats with low false-positive rates, signature-
based methods are inherently reactive. A 
vulnerability window exists between the 
emergence of a new threat and the deployment of 
its corresponding signature. Kharraz et al. [1] 
demonstrated that modern ransomware variants 

can evade signature-based detection through 
payload obfuscation, packing, and encryption, 
rendering hash-based signatures ineffective with 
minimal binary modifications. 
 
2.2 Behavior-Based Detection 
Behavior-based detection methods observe 
running processes to identify ransomware activity 
through dynamic properties such as file system 
actions, registry changes, and API usage sequences. 
Scaife et al. [2] proposed CryptoDrop, which 
monitors file system activities to detect 
ransomware through anomalies in file type 
changes, entropy increases, and deletion rates. 
Continella  et  al.  [3]  developed ShieldFS, a real-
time filesystem shield that detects ransomware 
through modifications in filesystem activity 
patterns. While these approaches demonstrated 
strong detection capabilities, they inherently 
operate in user-space and remain vulnerable to 
kernel-level evasion techniques. 
 
2.3 Endpoint Detection and Response 
Modern EDR solutions represent the most 
advanced commercial approach to ransomware 
protection, integrating behavioral analysis, 
machine learning, and threat intelligence feeds. 
However, EDR solutions face serious challenges 
against kernel-level attacks. Malware employing 
BYOVD can disable the kernel callbacks that EDR 
depends upon for visibility, effectively blinding the 
detection system [9]. This demonstrates a 
fundamental weakness in user-space detection 
architectures relied upon by many commercial 
EDR solutions. 
 
2.4 Machine Learning Approaches 
Machine learning approaches have shown 
considerable promise for ransomware detection. 
Cabrera et al.[11] demonstrated over 95% 
accuracy using static features with ensemble 
methods, though these proved susceptible to 
obfuscation. Morato et al.[5] achieved 96.8% 
accuracy using API call sequences with Random 
Forest classifiers but reported detection latencies 
precluding real-time deployment. Kim et al. [7] 
achieved 97.2% accuracy using LSTM networks 
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but faced computational cost challenges that 
limited practical applicability. 
 
2.5 eBPF-Based Security Monitoring 
The Extended Berkeley Packet Filter (eBPF) 
represents a breakthrough in kernel 
programmability, allowing verified code to execute 
safely within kernel context. Hoo et al. [8] 
demonstrated sub-microsecond overhead for 
eBPF-based system call monitoring in 
containerized environments. However, existing 
tools like Falco are designed as general-purpose 
threat detection platforms rather than specialized 
ransomware behavioral analysis tools. 
 
2.6 Research Gap 
A thorough assessment of the literature reveals 
several gaps: limited investigation of eBPF for 
kernel-level ML-based ransomware detection; 
insufficient characterization of Qilin ransomware 
behavioral patterns; absence of systematic 
comparison of tree-based ensemble methods 
against kernel-level telemetry; and no existing 
frameworks connecting BYOVD-aware detection 
with machine learning classification while 
achieving sub-2ms detection latency. 
 
3. METHODOLOGY 
3.1 Experimental Environment 
The experimental infrastructure was implemented 
on a dedicated server equipped with an Intel Xeon 
E5-2680 v4 processor (28 cores, 56 threads, 2.4 
GHz), 128 GB DDR4 ECC memory, 2TB NVMe 
SSD storage, and an NVIDIA RTX A4000 GPU 
for machine learning training. The host system 
runs Ubuntu Server 22.04 LTS with Linux kernel 
6.5, configured with full eBPF support including 
BTF and CO-RE features. Malware analysis was 
conducted in isolated virtual machines running 
Ubuntu 22.04 LTS with kernel 5.15, provisioned 
through KVM/QEMU with complete network 
isolation. 
 
3.2 System Architecture 
The proposed detection framework comprises 
three main layers. The kernel space layer attaches 
eBPF programs to system call entry and exit points 

via kprobe/kretprobe  mechanisms.  These 
programs collect system call numbers, process 
identifiers, timestamps, and argument patterns, 
storing information in BPF ring buffer maps for 
efficient user-space consumption. The user space 
layer contains the detection engine comprising a 
feature extraction module, data preprocessing 
pipeline, and trained machine learning classifier. 
The output layer produces detection results 
including classification labels, confidence scores, 
and alert notifications capable of triggering 
automated response actions. 
 
3.3 Qilin Ransomware Behavioral Analysis 
Behavioral analysis was conducted through both 
static analysis (identifying imported system calls, 
encryption routines, and ransom note templates) 
and dynamic analysis (tracking all system calls and 
file operations during execution in isolated VMs). 
Dynamic analysis revealed distinctive patterns 
including sequential file access with read-write-
close cycles, frequent file renaming to alter 
extensions, mass deletion of backup-related files, 
and modification of system configuration to 
prevent recovery. 
 
3.4 System Call Collection Using eBPF 
System call collection was implemented using 
eBPF programs attached to raw_syscalls:sys_enter 
and raw_syscalls:sys_exit kernel trace points. For 
each system call, the program captures: system call 
number, process and thread IDs, process name, 
user ID, nanosecond timestamp, file path for file-
related calls, file descriptor, operation flags, and 
return value. Events are transmitted to user space 
via BPF ring buffer with non-blocking polling at 
100ms intervals. The monitored system calls 
include open/openat,  read,  write,  rename, 
unlink, chmod, getdents, mmap, execve, 
socket/connect, and kill, each chosen for its 
relevance to ransomware behavior. 
 
3.5 Feature Extraction 
Features are computed over sliding observation 
windows of 5-second duration with 50% overlap, 
producing a feature vector for each window. The 
extracted feature set includes 15 features across 
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five categories: frequency features (total syscall 
count, open/read/write/rename/unlink 
frequencies), entropy features (syscall sequence 
Shannon entropy, byte entropy of write buffers), 
pattern features (read-to-write ratio, file operation 
rate, unique files accessed), process features (active 
process and thread counts), and timing features 
(mean and standard deviation of inter-syscall 
intervals). 
 
3.7 Dataset Generation 
The dataset comprises 18,000 observation 
windows: 12,000 from normal system activity 
collected over 72 hours of general workstation 
usage (web browsing, document editing, software 
compilation, multimedia playback), and 6,000 
from ransomware-induced activity simulated in 
isolated virtual machines with test files in typical 
document, database, and media formats. The 2:1 
ratio reflects realistic operational conditions where 
normal operations far outnumber malicious ones. 
 
3.8 Data Preprocessing 
Preprocessing involved median imputation for 
missing values (computed on training splits only), 
Standard Scaler normalization to zero mean and 
unit variance, and SMOTE oversampling applied 
exclusively to training folds to balance class 
distribution without data leakage. The test sets   
maintained original distributions to simulate 
realistic evaluation conditions. 
 
3.9 Machine Learning Models 
Three classifiers were systematically evaluated 
using stratified 5-fold cross-validation. Random 
Forest was configured with 200 estimators, 
maximum depth of 20, and balanced class weights. 
XGBoost was implemented with 300 estimators, 
maximum depth of 8, learning rate of 0.05, 

subsample ratio of 0.8, and L1/L2 regularization 
with early stopping at patience of 10. SVM 
employed the RBF kernel with C=1.0, 
gamma='scale', and balanced class weights with 
Platt scaling for probability estimation. 
 
4. PROPOSED SYSTEM DESIGN 
4.1. System Architecture 
The architecture of the proposed tool operates 
through a five-stage detection pipeline: (1) System 
Call Collection via eBPF/kprobes tracing; (2) 
Feature Extraction computing statistical features 
and frequency analysis; (3) Data Preprocessing 
including normalization and SMOTE balancing; 
(4) ML Classification using RF/XGBoost/SVM; 
and (5) Threat Detection generating binary 
classification and alert notifications. 
When provided with a system to monitor, the 
eBPF kernel programs begin capturing system call 
events in real-time. These events flow through the 
ring buffer to the user-space detection engine, 
where the feature extraction module computes 
behavioral features from the sliding observation 
window. The machine learning classifier then 
generates a confidence score, and alerts are 
triggered when predictions exceed the 
configurable detection threshold (default 0.5). 
Lower thresholds improve recall while higher 
thresholds improve precision, allowing operators 
to tune sensitivity based on operational 
requirements. 
For real-time deployment, the trained model is 
exported using joblib serialization and loaded by a 
detection daemon that continuously consumes 
eBPF ring buffer events, computes feature vectors 
at each observation window boundary and 
generates predictions with confidence scores. The 
detection latency encompasses the full end-to-end 
path from system call execution to classification  
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output. 
Figure 2: System Architecture 

 
5. RESULTS AND DISCUSSION 
This section presents evaluation results obtained 
through 5-fold stratified cross-validation across the 
complete dataset of 18,000 observation windows. 
 
5.1 Classification Performance 
The comprehensive evaluation yielded the results 
presented in Table 1. XGBoost demonstrated 
superior performance across all metrics with the 
lowest standard deviation (0.18%), indicating 
consistent performance across different data splits. 
The improvement over other models is statistically  

significant (p < 0.01, paired t-test). 
 
5.2 Confusion Matrix Analysis 
The XGBoost confusion matrix on the test set 
(3,800 samples) shows 1,891 true negatives, 9 false 
positives, 19 false negatives, and 1,881 true 
positives. This translates to a false positive rate of 
approximately 0.5%, which is operationally 
acceptable for production deployment. Random 
Forest produced 27 false positives and 42 false 
negatives, while SVM generated 66 false positives 
and 78 false negatives. 
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Table 1: Classification Performance Results 

 
5.3 Detection Latency Analysis 
Detection latency measurements capture the end-
to-end delay from system call execution to 
classification output. XGBoost achieves 1.8ms 
detection latency, well below the 5ms benchmark 
generally accepted for real-time security 
applications. Random Forest follows at 2.3ms, 
while SVM requires 4.7ms due to kernel 
evaluation overhead. The sub-2ms latency enables 
detection within a single observation window, 
allowing ransomware identification before 
significant file encryption occurs, maximizing 
potential for damage mitigation. 
 
5.4 Feature Importance Analysis 
Feature importance analysis reveals that writing 
syscall frequency contributes 15.6% of overall 
predictive power, consistent with Qilin's intensive 
file encryption behavior. Open syscall frequency 
(14.2%) and read syscall frequency (12.8%) follow, 
reflecting the characteristic read-encrypt-write 
cycle. Entropy score contributes 8.9%, capturing 
the high-entropy nature of encrypted output. 
Rename frequency (7.6%) reflects Qilin's 
extension-changing behavior. The top five features 
account for over 60% of total predictive 
importance. 
 
 

 
5.5 System Call Distribution Analysis 
Comparative analysis between normal operations 
and Qilin ransomware execution reveals dramatic 
differences: write operations increase 44x during 
ransomware execution (indicating intensive file 
encryption), unlink operations increase 190x 
(deletion of originals and shadow copies), and 
rename operations increase 178x (encrypted file 
extension changes). These stark distributional 
differences provide strong discriminative signals 
for machine learning classification. 
Table 1: Classification Performance Results 
 
5.6 Comparative Analysis with Existing 
Work 
The results compare favorably with existing 
research in ransomware detection. Morato et al. 
[5] reported 96.8% accuracy using API call 
sequences with Random Forest on Windows, 
while our kernel-level approach achieves 97.65% 
(Random Forest) and 98.86% (XGBoost). Kim et 
al. [7] achieved 97.2% with LSTM but at 
significantly higher computational cost and 
detection latency. Our framework uniquely 
operates below the privilege   level   accessible   to 
ransomware, maintaining detection capability 
even when user-space security solutions are 
disabled by BYOVD attacks. 

 
 
 
 
 
 

 Accuracy (%) Precision (%) Recall (%) F1-Score (%) ROC-AUC 

Random Forest 97.65 ± 0.32 97.79 ± 0.28 97.78 ± 
0.30 

97.78 ± 0.29 0.984 ± 
0.004 

XGBoost 98.86 ± 0.18 98.91 ± 0.15 98.90 ± 
0.16 

98.90 ± 0.16 0.992 ± 
0.003 

SVM 95.55 ± 0.45 95.62 ± 0.42 95.55 ± 
0.44 

95.58 ± 0.43 0.962 ± 
0.006 
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Table 2: Comparative Analysis with Previous Studies 
 
 
 
 
6.  
 
 
 
 
 
 

 
Discussion 
This paper has presented a comprehensive kernel-
level detection framework for Qilin ransomware 
that combines eBPF-based system call monitoring 
with optimized machine learning classification. 
The key contributions and findings are as follows. 
First, XGBoost consistently outperforms Random 
Forest and SVM across all evaluation metrics, 
achieving 98.86% accuracy with 98.91% precision 
and 98.90% recall. The gradient boosting 
approach, combined with strong regularization 
and natural handling of feature interactions, 
makes it ideally suited for kernel-level behavioral 
classification. 
Second, the kernel-level eBPF monitoring 
approach provides visibility into system behaviors 
that are invisible to user-space detection tools, 
particularly when dealing with BYOVD-based 
attacks that defeat user-mode security 
mechanisms. This architectural advantage is 
especially relevant against advanced threats like 
Qilin. 
Third, a compact 15-feature set based on system 
call patterns proves sufficient for highly accurate 
classification, with the top five features accounting 
for over 60% of predictive importance. Write 
frequency, open frequency, read frequency, and 
entropy score emerge as the most discriminative 
features. 
Fourth, the achieved detection latency of 1.8ms 
enables early ransomware identification before 
significant data loss occurs, making the framework 
practically deployable in production 
environments. This sub-2ms latency satisfies the 

real-time detection requirement established as a 
research objective. 
Fifth, the low false positive rate of approximately 
0.5% ensures operational viability without causing 
alert fatigue, a critical consideration for 
production security systems. 
 
7. Future Work 
Future work should explore deep learning 
integration (particularly LSTM and Transformer 
architectures for temporal pattern capture), real-
time deployment optimization for production 
environments, extension to cloud-native and 
containerized workloads, multi-variant detection 
through transfer learning, and adversarial 
robustness evaluation. Additionally, adapting the 
framework to Windows through eBPF for 
Windows represents a valuable direction for 
broader applicability. 
The contributions of this research advance the 
state of the art in ransomware detection and 
provide a foundation for continued development 
of kernel-level security monitoring capabilities. As 
ransomware threats continue to evolve, the 
integration of kernel-level visibility with advanced 
machine learning classification offers a robust and 
future-ready approach to cybersecurity defense. 
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