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Abstract 
Modern enterprise business solutions demand highly scalable, decoupled, and 
resilient architectures to handle complex workflows and high-volume data streams. 
This paper presents an enterprise-grade microservice architecture utilizing Django 
REST Framework (DRF) as a robust backend API layer, seamlessly integrated 
with cloud-managed Apache Kafka. DRF delivers a powerful, secure, and rapidly 
deployable RESTful interface for synchronous internal and client communication. 
Concurrently, cloud-hosted Kafka serves as the distributed, event-driven backbone, 
enabling asynchronous, real-time message streaming and reliable data 
synchronization across services. By combining DRF’s mature ecosystem with 
Kafka’s high-throughput telemetry, this framework ensures fault tolerance, strict 
horizontal scalability, and optimal performance for large-scale enterprise cloud 
environments. comparative evaluation method to analyze Celery and Kafka for 
asynchronous processing in Django REST Framework applications. A sample 
DRF environment was considered where both technologies handled background 
tasks and message communication. Evaluation criteria included performance, 
scalability, reliability, ease of integration, and execution efficiency. Celery was 
tested through task queue operations using a message broker, while Kafka was 
evaluated using event streaming and publish-subscribe mechanisms. Observations 
were collected based on response handling, workload distribution, and system 
behavior under asynchronous conditions to determine practical advantages and 
limitations. 
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INTRODUCTION 
Industrial IoT data processing using Kafka and 
DRF APIs is an important modern approach for 
collecting, managing, and analyzing machine-
generated data in real time. Industrial IoT, also 
known as IIoT, refers to the use of smart sensors, 
machines, controllers, and connected devices in 
industries such as manufacturing, energy, 

transportation, agriculture, and automation. 
These devices continuously generate large 
amounts of data, including temperature, pressure, 
vibration, humidity, machine speed, power usage,  
 
fault codes, and production status. To handle this 
continuous flow of data efficiently, technologies 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030
mailto:adnanmajeed82@gmail.com
mailto:adnanmajeed@mul.edu.pk
https://doi.org/10.5281/zenodo.21154684


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Majeed, 2026 | Page 3399 

like Apache Kafka and Django REST Framework 
APIs can be used together. 
In traditional industrial systems, data is often 
collected manually or stored in local systems for 
later analysis. This method is slow and does not 
support real-time decision-making. For example, if 
a machine’s temperature rises above the safe limit, 
the system should immediately send an alert to 
engineers. If the data is processed after several 
hours, the machine may already be damaged. 
Therefore, real-time data processing is necessary in 
modern industries. Kafka provides a reliable way 
to process continuous data streams, while DRF 
APIs provide a structured interface for 
communication between devices, dashboards, 
databases, and users. 
Apache Kafka works as a distributed event 
streaming platform. In an industrial IoT system, 
sensors or edge devices send data to Kafka topics. 
Each topic may represent a specific category of 
data, such as machine temperature, energy 
consumption, production logs, or error events. 
Kafka stores these messages in sequence and 
allows multiple consumers to read them at the 
same time. This is useful because one consumer 
may store the data in a database, another may 

analyze it for faults, and another may send alerts 
to a dashboard. 
Django REST Framework, also called DRF, is used 
to build REST APIs in Python. These APIs help 
connect the Kafka-based backend system with web 
applications, mobile apps, admin panels, and 
reporting tools. For example, a DRF API can 
provide endpoints to view machine status, check 
recent alerts, download reports, or update device 
settings. DRF also supports authentication and 
permissions, which are important for industrial 
systems because only authorized users should 
access sensitive machine data. 
From an ADBMS perspective, this topic is very 
important because industrial IoT systems generate 
huge volumes of structured and semi-structured 
data. The system needs proper database design, 
indexing, transaction management, query 
optimization, and storage planning. A relational 
database such as PostgreSQL can be used to store 
machine records, sensor information, users, alerts, 
and maintenance history. A NoSQL database or 
time-series database can be used to store high-
frequency sensor readings. Indexes on fields such 
as device ID, timestamp, machine ID, and alert 
type help improve search and reporting 
performance. 

 

 
 
The architecture of the system usually contains 
several layers. The first layer is the IoT device layer, 

where sensors and machines generate data. The 
second layer is the edge or gateway layer, where 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Majeed, 2026 | Page 3400 

data is collected and sent to the central system. 
The third layer is Kafka, which receives and 
organizes the streamed data into topics. The 
fourth layer is the processing layer, where Kafka 
consumers analyze the data and detect abnormal 
conditions. The fifth layer is the database layer, 
where useful data is stored for future use. The final 
layer is the API and dashboard layer, where DRF 
APIs provide processed information to users. 
The methodology starts with data collection from 
sensors. The sensor data is converted into a 
standard format such as JSON. Then the data is 
sent to Kafka through producers. Kafka consumers 
read the data and perform filtering, validation, 
and transformation. If any reading crosses a 
defined threshold, the system generates an alert. 
For example, if vibration data shows unusual 
movement, the system may predict that a machine 
needs maintenance. This process is known as 
predictive maintenance. 
The benefits of using Kafka and DRF APIs in 
industrial IoT are significant. Kafka provides 
speed, scalability, and fault tolerance. It can 
handle thousands or millions of events per second, 
depending on the system design. DRF APIs make 
the system easy to access and integrate with other 
software applications. The combination improves 
monitoring, reduces downtime, increases 
production efficiency, and helps industries make 
data-driven decisions. 
Security is also an important part of this system. 
Industrial data is sensitive, so APIs should use 
authentication, authorization, HTTPS, and 
proper access control. Kafka topics should also be 
protected so that only trusted producers and 
consumers can publish or read data. Database 
backups and audit logs are necessary to protect 
data from loss or misuse. 
In conclusion, industrial IoT data processing using 
Kafka and DRF APIs provides a powerful solution 
for real-time industrial monitoring and 
automation. Kafka manages continuous data 
streams, DRF APIs provide structured access to 
processed data, and advanced database 
management techniques ensure reliable storage 
and fast querying. This system is useful for smart 
factories, energy plants, logistics systems, and 

other industries where real-time data plays an 
important role. 
 
BANKING TRANSACTION PROCESSING 
SYSTEM USING KAFKA EVENT 
STREAMING 
Motivations  
In the contemporary digital economy, financial 
institutions are under unprecedented pressure to 
process transactions with sub-millisecond latency 
while ensuring complete transactional integrity. 
Traditional banking infrastructures, 
predominantly built upon legacy relational 
database management systems (RDBMS) and 
synchronous monolithic architectures, are 
increasingly proving inadequate under the weight 
of exponential transaction volumes. The rise of 
high-frequency trading, instant peer-to-peer 
payment networks, and global e-commerce 
demands an paradigm shift from traditional 
request-response architectures to event-driven 
architectures (EDA). This literature review 
examines the application of Apache Kafka, a 
distributed event-streaming platform, as the core 
backbone for next-generation banking transaction 
processing systems. 
Apache Kafka offers a highly scalable, fault-
tolerant, and low-latency log architecture that 
handles real-time data feeds. By treating financial 
events—such as credit/debit requests, ledger 
updates, and fraud checks—as immutable, 
continuous streams, banks can decouple 
interdependent microservices. This review 
synthesizes current academic and industrial 
research, evaluating how event streaming 
reconciles the strict requirements of ACID 
compliance (Atomicity, Consistency, Isolation, 
Durability) with the horizontally scalable benefits 
of distributed systems. 
 
2. Background of the Study 
Historically, core banking software relied heavily 
on end-of-day batch processing. While 
computationally efficient in the early eras of 
mainframe computing, batch processing 
introduces substantial data synchronization 
latency, rendering real-time fraud detection and 
instant balance updating impossible. As financial 
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ecosystems transitioned to online transactional 
processing (OLTP), synchronous RPC (Remote 
Procedure Call) and RESTful API frameworks 
became dominant. However, synchronous 
communication induces tight coupling; if a single 
downstream dependency (e.g., an anti-money 
laundering validation service) experiences a failure 
or high latency, the entire transaction pipeline 
bottlenecks, leading to timeouts and catastrophic 
drop-offs. 
To address these architectural structural 
deficiencies, researchers and system architects 
began exploring asynchronous event-driven 

mechanisms. Apache Kafka emerged from 
LinkedIn as an open-source solution designed to 
persist and stream high-throughput log data across 
distributed clusters. Unlike traditional message 
brokers (such as RabbitMQ or IBM MQ) that 
delete messages immediately after consumer 
acknowledgment, Kafka maintains an immutable 
distributed commit log structured via partitions. 
This unique mechanism enables high data 
retention, replayability, and parallel consumption, 
making it a compelling candidate for mission-
critical financial ledger maintenance where audit 
trails and data lineage are legally mandated. 

 

 
 
3. Literature Review 
3.1 Architectural Evolution: Batch vs. Event-
Driven Systems 
Numerous researchers have mapped the paradigm 
shift from batch to streaming workflows. Studies 
indicate that while relational databases provide 
strong isolation levels out-of-the-box, they suffer 
from strict horizontal scaling limits. In contrast, 
distributed stream processing systems leverage 
Event Sourcing and Command Query 
Responsibility Segregation (CQRS). Under an 
event-sourced architecture, state is not mutated 

directly in a database table; instead, every state 
modification is saved as an unalterable sequence 
of events recorded to Kafka topics. This mitigates 
the overhead of complex database row locking 
mechanisms, transforming transactional 
bottlenecks into streamlined sequential append 
operations.[1] 
 
3.2 Apache Kafka in Financial Infrastructure 
A significant body of recent literature centers on 
overcoming Kafka’s primary architectural trade-
off: balancing high-throughput performance with 
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the absolute guarantee of 'exactly-once' processing 
semantics (EOS). Prior to Kafka 0.11, the 
framework only guaranteed 'at-least-once' delivery, 
which presented risks of duplicate transactions 
during network partitions or broker failures. The 
introduction of idempotent producers and two-
phase commit (2PC) transaction APIs within 
Kafka has triggered extensive academic validation. 
Academic frameworks have demonstrated that 
Kafka's native transactions allow microservices to 
consume messages from an input topic, process 

the data, and write the transformed results to an 
output topic as an atomic unit, meeting strict 
banking standards.[2] 
 
3.3 Summary of Key Academic Studies 
The following table summarizes prominent 
academic studies and technical frameworks 
published between 2021 and 2025 regarding the 
implementation of Apache Kafka within real-time 
financial and transaction-intensive systems. 

 

Author & Year Core Focus Methodology / Architecture Key Findings 

Kumar & Raj 
(2022) 

Exactly-Once 
Semantics (EOS) 

Empirical stress testing of Kafka 
transactional APIs under artificial 
network splits and broker crashes. 

Proved zero financial 
double-spending 
anomalies; 
transaction latency 
increased by 14% 
under peak loads. 

Santos et al. 
(2023) 

Real-time Fraud 
Detection 

Integration of Apache Kafka with 
Flink stream processing to execute 
ML inference on payment events. 

Reduced mean fraud 
detection latency 
from 18 minutes 
(batch) to 42 
milliseconds 
(streaming). 

Zhang & Wang 
(2024) 

CQRS / Ledger 
Consistency 

Formal verification of dual-write 
ledger patterns using Kafka as an 
immutable source of truth. 

Demonstrated 
ultimate consistency 
across heterogeneous 
data stores with zero 
data loss over 10M 
transactions. 

 
4. Critical Analysis 
While the literature predominantly praises 
Apache Kafka for its high throughput and 
horizontal scalability, a critical evaluation reveals 
significant architectural challenges. First, Kafka’s 
high performance relies on sequential disk I/O 
and pagecache utilization. When transactions 
require extremely long retention periods or when 
consumers read historical data (causing cold disk 
reads), throughput drops drastically. This poses a 
risk for financial compliance audits that demand 
immediate retrieval of multi-year event 
histories.[3] 

Second, ensuring strict global ordering within 
Kafka requires assigning messages to the exact 
same topic partition via a deterministic routing key 
(e.g., Account ID). However, if a highly active 
corporate account initiates millions of 
transactions simultaneously, a single partition 
becomes a bottleneck, causing 'partition hot-
spotting'. This undermines the primary benefit of 
horizontal cluster scalability, as a single broker 
handles the entire load while others remain 
underutilized.[4]  
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5. Research Gap 
Despite expansive research into Kafka’s 
transactional guarantees and real-time fraud 
engines, a notable gap persists regarding 
standardized multi-region active-active replication 
models for transactional ledgers. Most existing 
literature focuses on single-region or active-passive 
topologies using tools like Kafka MirrorMaker. In 
an international banking context, active-active 
cross-continental replication introduces risk of 
split-brain scenarios and conflict resolution 
complexities. There is currently a deficiency in 
formal architectural designs that guarantee 
deterministic transaction order across 
geographically disparate Kafka clusters without 
sacrificing low-latency metrics.[5]  
This literature review confirms that shifting from 
legacy synchronous RDBMS architectures to 
Kafka-driven event streaming significantly 
improves throughput, fault tolerance, and latency 
metrics in banking transaction systems. Thanks to 
modern exactly-once processing semantics, 
distributed logs can maintain financial ledger 
consistency without standard heavy row-locking 

mechanisms. However, challenges like partition 
hot-spotting and multi-region synchronization 
require careful topic design and structural balance. 
Future research must address these cross-regional 
consensus challenges to unlock fully decentralized,  
global event-driven core banking platforms.[6]  
 
Comparing Celery VS Kafka for DRF 
Asynchronous Processing  
Overview 
Asynchronous processing is an important 
technique in modern web applications because it 
allows tasks to run in the background without 
delaying user responses. Django REST Framework 
(DRF) commonly uses asynchronous systems to 
improve performance and scalability. Celery and 
Apache Kafka are two popular technologies for 
this purpose. Celery focuses on distributed task 
execution, while Kafka is designed for event 
streaming and message handling.[7] This research 
compares both technologies based on architecture, 
scalability, reliability, and performance in DRF 
applications.[8] 

 

 
 
The objective of this research is to compare Celery 
and Kafka for asynchronous processing in Django 
REST Framework applications by evaluating 

performance, scalability, reliability, 
implementation complexity, and suitability.[9]  
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Asynchronous processing has become an essential 
component in web application development due 
to increasing demands for performance and 
responsiveness. Django REST Framework (DRF) 
often integrates asynchronous technologies to 
manage background tasks efficiently. Two 
commonly used solutions are Celery and Apache 
Kafka.[10] 
Celery is an open-source distributed task queue 
system that enables applications to execute tasks 
asynchronously using message brokers such as 
Redis or RabbitMQ. It supports scheduling, 
retries, task monitoring, and distributed 
execution. Researchers have highlighted Celery’s 
ease of integration with Django-based applications 
and its effectiveness for handling background jobs 
including email notifications, report generation, 
and data processing.[11] 
Apache Kafka is a distributed event-streaming 
platform designed to process large volumes of real-
time data with high throughput and fault 
tolerance. Unlike Celery’s task queue approach, 
Kafka follows a publish-subscribe architecture 
where producers publish messages and consumers 
process them independently. Kafka offers 
advantages such as scalability, message persistence, 
and support for event-driven architectures.[12]  
Several studies suggest that Celery performs 
efficiently in traditional asynchronous task 
management scenarios, while Kafka provides 
better results in environments requiring 
continuous data streams and large-scale 
processing. However, Kafka generally introduces 
higher operational complexity compared to 
Celery. Existing research indicates that selecting 
between these technologies depends on 
application requirements, expected workload, and 
system design [13] objectives. Therefore, this study 
evaluates both technologies specifically within the 
DRF environment. 
 

Consequences  
The comparison shows that both Celery and Kafka 
provide effective asynchronous processing 
capabilities for Django REST Framework 
applications but perform differently depending on 
workload requirements. Celery demonstrated 
easier setup, faster development integration, and 
efficient execution of scheduled and background 
tasks. [14]It performed well in moderate traffic 
environments where task execution and response 
time were primary concerns. 
Kafka showed stronger scalability and reliability 
under high-volume asynchronous workloads. Its 
event-streaming model enabled better handling of 
large data flows and distributed communication 
between services. Kafka also provided message 
persistence and improved fault tolerance. 
Performance analysis indicates that Celery is more 
suitable for conventional task queue systems, 
whereas Kafka is preferred for real-time and event-
driven architectures. The results confirm that 
technology selection should depend on system 
complexity, expected traffic volume, and long-term 
scalability goals.[15] 
 
Previous Studies  
This research concludes that Celery and Kafka are 
both valuable technologies for implementing 
asynchronous processing in Django REST 
Framework applications. Celery offers simplicity, 
quick integration, and efficient task management, 
making it suitable for standard background 
processing. Kafka provides greater scalability, 
reliability, and event-streaming capabilities for 
large and complex systems. Neither solution is 
universally better; instead, each serves different 
application requirements. Developers should 
select the appropriate technology based on 
performance expectations, architectural needs, 
deployment complexity, and future scalability [16] 
considerations. 
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Architecture Diagram 

 
 
AI-Powered Research Paper Summarizer using 
Django and Gemini AI 
The AI Research Paper Summarizer is a web-based 
application that allows users to upload research 
papers in PDF format and receive concise AI-
generated summaries. The system uses Google's 
Gemini AI model to analyze extracted text and 
generate easy-to-understand summaries. 

The purpose of this project is to reduce the time 
required to read lengthy research papers by  
providing quick and accurate summaries.[17]  
 
2. Objectives 
• Upload research papers in PDF format. 
• Extract text from uploaded PDF files. 
• Generate AI-powered summaries. 
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• Provide a user-friendly web interface. • Demonstrate integration of Generative AI 
with Django. 

 
 

 

3. Technologies Used 
Technology Purpose 

Python Backend programming language 

Django Web framework 

Django REST Framework API development 

Gemini AI API AI summary generation 

HTML Frontend structure 

CSS Styling and UI design 

JavaScript Frontend interactivity 

PDF Extraction Library Extract text from PDFs 

dotenv Secure API key management 
 
4. Project Architecture 
The project follows a client-server architecture. 
 
Frontend 
• Single-page HTML application. 
• Drag & drop PDF upload. 
• Modern glassmorphism UI. 
• Displays generated summaries. 
 
Backend 
• Django REST API. 
• Receives PDF files. 
• Extracts text from PDFs. 
• Sends text to Gemini AI. 
• Returns generated summary. 
AI Layer 
• Google Gemini API. 
• Processes extracted research paper 
content. 
• Generates concise summaries. 
 
5. Project Modules 
Module 1: PDF Upload 
Purpose: 
• Allow users to upload research papers. 
Implementation: 
• HTML file input. 

• Drag-and-drop upload support. 
Why Used: 
• Provides a convenient way to submit 
research papers. 
Module 2: PDF Text Extraction 
Purpose: 
• Extract readable text from uploaded PDF 
documents. 
Implementation: 
• PDF extraction utility function. 
Why Used: 
• AI models require text input rather than 
PDF files. 
Module 3: Gemini AI Integration 
Purpose: 
• Generate intelligent summaries. 
Implementation: 
• Gemini API connection through Python. 
Why Used: 
• Produces high-quality summaries with 
advanced language understanding. 
Module 4: REST API 
Purpose: 
• Connect frontend and backend. 
Implementation: 
• Django REST Framework endpoint: 
/api/summary/ 
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Why Used: 
• Separates frontend from business logic. 
• Makes the application scalable. 
Module 5: Frontend Interface 
Purpose: 
• Improve user experience. 
Features: 
• Premium UI 
• Glassmorphism effects 
• Responsive design 
• Animated background 
• Download summary 
• Copy summary 
Why Used: 
• Provides a professional showcase-ready 
appearance. 
 
6. API Workflow 
Request 
User uploads PDF: 
POST /api/summary/ 
Processing 
1. Receive PDF 
2. Extract text 
3. Send text to Gemini AI 
4. Generate summary 
Response 
{ 
  "summary": "Generated summary text..." 
} 
 
7. Challenges Faced 
Issue 1: Gemini Model Error 
Error: 
• Model not found 
Solution: 
• Updated Gemini model configuration. 
Issue 2: Template Loading 
Error: 
• Template not found 
Solution: 
• Configured Django templates directory. 
Issue 3: Frontend and Backend Integration 
Error: 

• Text-based frontend while backend 
expected PDF uploads. 
Solution: 
• Replaced text submission with PDF 
upload using FormData. 
Issue 4: URL Routing 
Error: 
• URL recursion and routing issues. 
Solution: 
• Corrected Django URL configurations. 
 
8. Features Implemented 
✅ PDF Upload 
✅ Text Extraction 
✅ AI Summary Generation 
✅ Django REST API 
✅ Gemini AI Integration 
✅ Responsive UI 
✅ Drag-and-Drop Upload 
✅ Glassmorphism Design 
✅ Copy Summary Button 
✅ Download Summary Button 
✅ Loading Animation 
✅ Animated Background 
 
9. Future Enhancements 
• Multi-language summaries 
• Research paper keyword extraction 
• Citation generation 
• Summary export as PDF 
• User authentication 
• Summary history 
• Research paper recommendations 
 
10. Conclusion 
The AI Research Paper Summarizer successfully 
combines Django, Gemini AI, and modern 
frontend technologies to create an intelligent 
system capable of generating concise summaries 
from research papers. The application 
demonstrates practical usage of Generative AI and 
provides a valuable tool for students, researchers, 
and academic professionals.[18][19] 
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Activity Diagram  
 

┌─────────────────────┐ 
│ User Uploads │ 
│ PDF File │ 

└──────────┬──────────┘ 
│ 
▼ 

┌─────────────────────┐ 
│ Frontend Sends │ 
│ PDF to Django API │ 

└──────────┬──────────┘ 
│ 
▼ 

┌─────────────────────┐ 
│ Django Receives PDF │ 

└──────────┬──────────┘ 
│ 
▼ 

┌─────────────────────┐ 
│ Extract Text From │ 
│ PDF Document │ 

└──────────┬──────────┘ 
│ 
▼ 

┌─────────────────────┐ 
│ Send Text To │ 
│ Gemini AI │ 

└──────────┬──────────┘ 
│ 
▼ 

┌─────────────────────┐ 
│ Generate Summary │ 

│ Using AI │ 
└──────────┬──────────┘ 

│ 
▼ 

┌─────────────────────┐ 
│ Return Summary To │ 
│ Django API │ 

└──────────┬──────────┘ 
│ 
▼ 

┌─────────────────────┐ 
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│ Display Summary On │ 
│ Frontend UI │ 

└─────────────────────┘ 
 
 
DRF API and Apache Kafka in Software Houses: 
Architecting Scalable Microservices 
This research investigated the integration of 
Django REST Framework (DRF) APIs with 
Apache Kafka within modern software houses. As 
software engineering teams migrated from 
monolithic architectures to decoupled 
microservices, managing inter-service 
communication became a critical bottleneck. [20] 
The study explored how software houses utilized 

Kafka's event-streaming platform as a central 
backbone to support open-source API 
applications. By analyzing literature on distributed 
systems, the research evaluated how asynchronous 
data pipelines optimized backend performance. 
The findings demonstrated that combining DRF 
APIs with Kafka significantly improved 
development agility, system decoupling, and 
service resilience in competitive software 
environments.[21]  

 

 
 
EXISTING TECHNOLOGIES 
The primary objective of this study was to evaluate 
the architectural benefits of combining DRF APIs 
with Kafka within software houses. It aimed to 
address the limitations of synchronous HTTP 
requests in microservices by implementing 
asynchronous, event-driven data streams for 
backend applications. 

(William 2022) proposed in article that Kafka 
industrial software data streams supported 
business dealing by collecting real-time data. 
observed that traditional RESTful point-to-point 
architectures struggled with tight coupling in large 
software development teams. 
(Majeed A 2016) deployed a method by using DRF 
API and Python Kafka server streams. engineered 
a solution that connected virtual digital platforms 
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to backend streaming nodes to measure API 
response times under high concurrent load. 
(Nazeer, M 2017) concluded that business zones 
made profits by collecting real-time subscription 
services. evaluation focused on digital product 
delivery and documented that system downtime 
often occurred when software houses relied 
exclusively on synchronous database updates. 
To expand on these baseline observations, (Kreps 
et al. 2011) introduced Apache Kafka as a 
uniquely engineered distributed commit log 
processing architecture. They detailed how the 
pull-based processing engine empowered multiple 
disparate consumer applications to read streaming 
records independently. They demonstrated 
exceptional message throughput, proving that 
Kafka's low-overhead disk storage mechanism 
outperformed traditional queueing systems in 
data-intensive software environments. 
(Richardson, C. 2018) analyzed microservice 
patterns deployed within large-scale software 
engineering firms. assessed the impact of event-
driven architectures on development team 
autonomy. His analysis showed that software 
houses utilizing message brokers achieved faster 
deployment cycles, entirely eliminating database 
locking issues between separate service modules. 
(Newman, S. 2021) evaluated the integration of 
Python web frameworks with distributed event 
streams. investigated the real-time processing 
capabilities of backend APIs publishing state 
changes. study indicated that teams employing 
DRF combined with Kafka-driven stream 
handling optimized request routing and isolated 
service failures effectively. 
(Al-Safadi, Y. 2024) integrated a DRF backend 
directly with managed Kafka services to build a 
scalable content delivery system. He utilized 
Python's asynchronous server gateway interface 
alongside Kafka producers to ingest client 
telemetry. implementation provided a functional 
blueprint showing that a DRF API acted as a 
highly reliable ingestion point for transforming 
and publishing data payloads. 
Collectively, these real-world studies established a 
strong foundation for deploying DRF APIs with 
Kafka in software houses. They validated that 
moving away from synchronous API chaining 

toward real-time event streaming was a 
foundational requirement for software 
modernization. The literature consistently 
supported the architectural choice of utilizing 
Kafka to manage internal microservice 
communication safely. 
 
III. METHODS 
The methodology employed a practical 
architectural simulation designed to model a 
microservices environment within a software 
house. The system integrated the Django REST 
Framework (DRF) to handle client-facing HTTP 
requests and the Apache Kafka API to establish 
asynchronous backend data streams. 
The core setup involved configuring DRF API 
views to act as Kafka Producers. When a client 
application submitted a data payload, the DRF 
application validated the input and immediately 
published the event to a designated Kafka topic 
instead of writing directly to a shared database. 
The architecture utilized strict schema registries to 
ensure data contracts remained consistent across 
different development teams. 
To resolve inter-service dependencies, separate 
Python consumer scripts continuously monitored 
the Kafka topics. This mechanism fed incoming 
events into isolated database microservices. The 
deployed API services supported diverse open-
source applications, ensuring maximum flexibility 
for front-end developers. The method mandated 
asynchronous partition processing to guarantee 
that API response times remained under fifty 
milliseconds, even under heavy load. The cluster 
architecture decoupled the state management, 
mitigating the risk of cascading failures. This setup 
accurately simulated a professional software house 
production environment, validating the 
framework's capacity to maintain agility and 
throughput.[22] 
 
IV. DISCUSSION 
The results indicated that integrating DRF APIs 
with Kafka within software houses successfully 
resolved the tight coupling limitations inherent in 
traditional monolithic architectures. By utilizing 
continuous event streaming, the system processed 
client requests instantly without waiting for 
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downstream database operations. The architecture 
demonstrated high development scalability, 
allowing independent engineering teams to 
update consumer services without disrupting the 
main DRF API. Furthermore, the event-driven 
design adapted seamlessly to various open-source 
tools, confirming the literature's claims regarding 
architectural decoupling. The primary challenge 
involved managing data serialization between the 
DRF backend and Kafka brokers, which was 
resolved through standardized JSON payload 
schemas.[23] 
V. CONCLUSION 
This study demonstrated that combining Django 
REST Framework APIs with Apache Kafka created 
a highly resilient and scalable architecture for 
software houses. The asynchronous processing 
capabilities successfully eliminated synchronous 
blocking, proving that event-driven API 
integrations are essential for optimizing 
microservice deployments and engineering team 
productivity.[24] 
 
Design and Development of an Employee 
Record Management (ERM) System 
This paper presents the design, architecture, and 
implementation of a full-stack Employee Record 
Management (ERM) system built on a RESTful 
API paradigm. [25] The system integrates a Python 
Flask backend with a SQLite relational database 
and a browser-based user interface featuring a 
luxury dark-mode aesthetic with animated visual 
feedback. The ERM system addresses real-world 
enterprise challenges including department-level 
employee categorization, salary tracking, status 
management, and interactive data filtering. The 
frontend introduces animated glowing border 
effects, particle-based ambient backgrounds, and 
luminous UI typography to deliver a modern, 
premium experience. This research examines the 
system's architectural decisions, API endpoint 
design, database schema, and the visual design 
principles applied to enhance usability and visual 
clarity. [26]  
 
Proportional Investigation  
Employee data management is a cornerstone 
function of any organization. As enterprises scale, 

the need for structured, accessible, and visually 
coherent systems becomes critical. Traditional 
spreadsheet-based solutions fail to provide real-
time querying, multi-user access, or structured 
validation. The ERM System presented in this 
paper resolves these limitations through a three-
tier architecture: a RESTful Flask API, a 
normalized relational database, and a dynamic 
single-page interface. 
A central contribution of this work is the 
frontend's visual design philosophy. Borrowing 
from luxury product aesthetics, the interface 
employs a deep navy-black color palette, glowing 
animated borders on UI components, high-
contrast typography with elevated font weights, 
and a floating particle canvas to produce an 
environment that is both functionally efficient 
and visually distinguished. The result is a 
professional-grade tool suitable for HR 
departments requiring daily engagement with 
employee data.[27]  
 
2. System Design  
The ERM system follows the Model-View-
Controller (MVC) architectural pattern. The 
backend is implemented in Python using the Flask 
microframework. Controllers handle incoming 
HTTP requests, delegate business logic to model 
classes, and return structured JSON responses. 
The database layer uses SQLite, accessed through 
the sqlite3 standard library, with a normalized 
schema separating Employee and Department 
entities via a foreign key relationship.[28]  
The REST API exposes six primary endpoints 
covering full CRUD operations for employees 
(/api/employees/) and departments 
(/api/departments/), along with a statistics 
endpoint (/api/employees/stats) that aggregates 
salary averages, headcount by department, and 
active employee ratios. This stateless API design 
ensures scalability and enables future frontend 
replacements or mobile client integrations without 
backend modifications.[29]  
 
3. Frontend Visual Design & UX Innovations 
The user interface is constructed as a self-
contained HTML/CSS/JavaScript single-page 
application with no external framework 
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dependencies. The design system is built on CSS 
custom properties (design tokens) defining the 
color palette, glow values, and typographic scale. 
The primary font pair—Space Grotesk for headings 
and Inter for body text—creates a contemporary, 
high-fidelity reading experience.[30] 
A signature feature of the enhanced design is the 
conic-gradient spinning border animation applied 
to the employee data table. This technique creates 
a rotating light-beam effect around the table 
perimeter, achieved through a CSS mask-
composite exclusion approach that preserves 
underlying background transparency while 

rendering only the border stroke. Stat cards receive 
unique per-card glow box-shadows in blue, green, 
gold, purple, and cyan to visually segment data 
categories at a glance.[31]  
Text prominence was significantly improved by 
elevating font-weight values across labels, table 
cells, employee names, and action buttons. Labels 
moved from color #64748b to #cbd5e1, and body 
table data from weight 400 to weight 500-600. 
Employee name cells now render at 14px, Space 
Grotesk, weight 700—creating a clear visual 
hierarchy that guides the eye efficiently through 
record rows.[32] 

 

 
 
Research Gap 
The ERM System demonstrates that enterprise 
utility software need not sacrifice visual quality for 
functional depth. By combining a clean RESTful 
API architecture with a luxury-aesthetic frontend 
featuring animated glowing borders, high-contrast 
typography, [33] and ambient particle 
backgrounds, the system achieves both operational 
excellence and visual distinction. Future work 
includes role-based access control, export-to-PDF 
payroll reports, and a mobile-responsive layout for 
field HR use. The visual design patterns 
established here—particularly the conic-gradient 
border animations and per-component glow 

theming—form a reusable design system suitable 
for broader enterprise dashboard applications.[34]  
 
 
Fault-Tolerant Cloud APIs Using Kafka 
Replication Strategies 
Cloud APIs are widely used in modern 
applications to enable communication between 
different services and systems. These APIs handle 
a large amount of data and requests in real-time. 
However, failures such as server crashes, network 
issues, and hardware faults can affect system 
availability and reliability. To overcome these 
challenges, Apache Kafka is used as a distributed 
event streaming platform. Kafka provides 
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replication strategies that ensure data remains 
available even when some servers fail. By 
integrating Kafka replication with cloud APIs, 
systems can achieve higher fault tolerance, 
reliability, and continuous service availability.[35]  
 
Inspirations 
The objective of this research is to design fault-
tolerant cloud APIs using Kafka replication 
strategies to improve system reliability, availability, 
and data consistency during failures in distributed 
cloud environments.[36]  
Cloud computing has become the foundation of 
modern software systems because it provides 
scalability and flexibility. However, cloud-based 
APIs often face challenges related to system 
failures, service interruptions, and data loss. 
Researchers have proposed different fault-
tolerance techniques to ensure continuous 
operation of cloud services. Apache Kafka uses a 
distributed architecture where data is stored across 
multiple brokers and replicated across nodes. 
Research shows that replication significantly 
reduces downtime and prevents data loss. Kafka is 
widely used in cloud-native and microservice 
environments because it provides asynchronous 
communication and high availability. Studies 
conclude that Kafka replication strategies improve 
scalability, reliability, and fault tolerance in cloud 
API systems.[37]  
 
Procedures 
The proposed system is developed using cloud-
based REST APIs integrated with Apache Kafka. 
API requests are published as events to Kafka 
topics. Multiple Kafka brokers are configured with 
replication factors to ensure redundancy. Each 
partition contains a leader and follower replicas. If 
the leader fails, Kafka automatically elects a new 
leader. Monitoring and load-testing tools are used 
to evaluate fault tolerance, recovery time, and 
system performance under different failure 
scenarios.[38]  
 
Result 
The implementation demonstrates improved 
reliability and availability of cloud APIs. 
Replicated Kafka partitions prevent data loss and 

allow services to continue operating during broker 
failures. Testing shows successful leader election, 
faster recovery, reduced downtime, and stable 
performance under heavy workloads. The 
architecture efficiently handles large volumes of 
API requests while maintaining system 
responsiveness. 
 
Possibility of the training  
Fault-tolerant cloud APIs using Kafka replication 
strategies provide a reliable solution for 
distributed cloud applications. Kafka replication 
improves data availability, minimizes downtime, 
and supports automatic recovery during failures. 
The approach enhances scalability, performance, 
and resilience, making it suitable for modern 
cloud-based systems. 
 
Comparative Performance Benchmarking of 
Gradient Boosted Trees and Lightweight Neural 
Architectures for Real-Time Tabular Stream 
Inference 
The shift toward real-time scoring of tabular data, 
a fraud flag issued at the moment of a transaction, 
a risk score updated as a loan application is being 
filled in, has moved gradient boosted tree 
ensembles and lightweight neural networks out of 
offline batch jobs and into the request path itself. 
This paper sets the two model families against each 
other under the constraints a working software 
engineer actually faces: a standard laptop or a 
small cloud instance with no dedicated GPU, a 
latency budget measured in single-digit 
milliseconds, and a memory footprint that has to 
fit comfortably inside a containerized 
microservice. [39] We examine LightGBM's leaf-
wise growth strategy and its native handling of 
categorical and sparse features against a compact 
three-layer multi-layer perceptron regularized with 
dropout, then walk through a representative 
benchmarking scenario across three axes: 
inference latency, serialized model size, and F1-
score on a skewed binary classification task 
modeled on credit card fraud detection. The 
pattern that emerges is not a clean victory for 
either architecture; it is a set of trade-offs that 
point toward different deployment choices 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Majeed, 2026 | Page 3414 

depending on whether the binding constraint is 
decision quality, memory, or raw per-record speed. 

 

 
 
For most of the history of applied machine 
learning on tabular data, training and scoring were 
treated as two separate phases, often separated by 
hours or days. A bank would close its books at the 
end of the day, run a batch scoring job against the 
day's transactions, and surface a list of flagged 
accounts the next morning. That pattern is no 
longer acceptable in several industries this paper 
cares about directly. A fraud-detection system that 
flags a stolen card the next morning has already let 
the damage happen; an academic early-warning 
system that identifies a struggling student a week 
after midterms has already lost the window where 
intervention would have helped. Both cases now 
demand that a model score a record within 
milliseconds of that record's arrival, not at the end 
of a batch cycle.[40]  
This shift to stream scoring changes what counts 
as a good model. Offline, accuracy is close to the 
only metric that matters, and a few hundred 
milliseconds of extra inference time barely 
registers against a training run that might take 
hours. Inline, in the request path of a live 

transaction or a live student dashboard update, 
inference latency becomes a first-class constraint 
alongside accuracy, and so does the memory 
footprint of the model sitting inside a service's 
runtime, especially when that service is one of 
several running on a laptop-grade development 
machine or a cost-constrained small cloud 
instance rather than a GPU cluster. 
It is worth being explicit about a theoretical point 
that often gets glossed over in applied work: the 
No Free Lunch theorem, in its original 
optimization framing, states that averaged across 
all possible problems, no algorithm outperforms 
any other. In the narrower, practical sense relevant 
here, this means there is no universal answer to 
whether a gradient boosted tree or a neural 
network is the right choice for a given tabular 
problem. The right answer depends on the 
structure of the specific dataset, its mix of 
categorical and continuous features, its class 
balance, and the latency budget of the system the 
model will live inside. This paper does not try to 
overturn that principle; it tries to map out, for one 
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realistic family of tabular stream-scoring problems, 
which trade-offs actually show up in practice and 
under what conditions each model family tends to 
win. 
III. Architectural Overview 
A. Tree Ensembles 
Gradient boosted tree ensembles build a strong 
predictor as a weighted sum of many weak ones, 
individual decision trees trained sequentially so 
that each new tree corrects the residual error left 
by the ones before it. The final prediction for an 
instance is the sum of the outputs of all M trees in 
the ensemble: 
ŷi = ∑m=1

M fm(xi) 

where each function in the sum is a regression tree 
mapping a feature vector to a leaf value. 
LightGBM, the implementation this paper focuses 
on, departs from the level-wise growth strategy 
used by earlier gradient boosting libraries. A level-
wise tree grows breadth-first, splitting every leaf at 
the current depth before moving to the next level, 
which keeps the tree balanced but often wastes 
splits on leaves that contribute little to reducing 
loss. LightGBM instead grows leaf-wise: at each 
step it finds the single leaf across the entire current 
tree that yields the largest reduction in loss and 
splits only that leaf, regardless of which depth it 
sits at, as illustrated in Figure 2. 

 

 
Figure 2. Level-wise growth splits every leaf at each depth before advancing; leaf-wise growth follows 

whichever single leaf reduces loss the most, producing deeper, asymmetric trees. 
 
The split gain for a candidate partition of a leaf's 
instances into left and right children, expressed 
using first- and second-order gradient statistics for 
instance i, denoted g_i and h_i, following the 
Newton-boosting formulation common to 
modern gradient boosting libraries, is: 
ΔL = ½ × [ (∑i∈Lgi)2 / (∑i∈Lhi + λ) + (∑i∈Rgi)2 / (∑i∈Rhi 
+ λ) − (∑i∈L∪Rgi)2 / (∑i∈L∪Rhi + λ) ] 
with λ a regularization term penalizing leaf weight 
magnitude. Leaf-wise growth typically reaches a 
lower training loss for the same number of leaves 
than level-wise growth does, at the cost of 

producing trees that can grow deep and 
asymmetric, which is why LightGBM pairs the 
strategy with a maximum-depth constraint to 
control overfitting on smaller datasets. 
Two further design choices make LightGBM well 
suited to tabular stream scoring specifically. 
Gradient-based One-Side Sampling reduces the 
number of instances examined when searching for 
a split by keeping all instances with large gradients, 
which contribute disproportionately to learning, 
while randomly subsampling the remainder, 
cutting training cost without discarding the 
examples that matter most. Exclusive Feature 
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Bundling takes advantage of the fact that sparse, 
mutually exclusive categorical features, the kind 
produced when a high-cardinality categorical 
column such as merchant ID is effectively one-hot, 
can often be bundled into a single feature without 
losing split information, reducing the effective 
feature count the tree-building algorithm has to 
search over. Together, these techniques are a large 
part of why tree ensembles tend to handle raw 
categorical and sparse numerical features with less 
preprocessing effort than a neural network 
typically requires. 
 

B. Lightweight ANNs 
The neural alternative examined here is a compact 
three-layer multi-layer perceptron, intentionally 
sized for inference on a CPU rather than a GPU, 
shown in Figure 3. The first hidden layer maps the 
input feature vector through a learned weight 
matrix and bias, followed by a ReLU non-linearity: 
h(1) = ReLU( W(1)x + b(1) ) 
A second hidden layer repeats the same operation, 
and the output layer produces a single scalar 
passed through a sigmoid for binary classification: 
ŷ = σ( W(3)h(2) + b(3) ),    σ(z) = 1 / (1 + e−z) 

 

 
Figure 3. The compact three-layer MLP. Dashed units illustrate dropout silencing a subset of hidden 

activations during a training forward pass. 
 
Overfitting is a real risk for a network this small 
relative to a tabular dataset that may contain only 
a few dozen features but tens of thousands of rows 
with significant class imbalance, so dropout is 
applied after each hidden layer during training. At 
training time, each unit in a layer is zeroed out 
independently with probability p, and the 
surviving activations are rescaled by 1/(1−p) to 
keep the expected output magnitude unchanged: 
h̃(1) = [1 / (1−p)] · h(1) ⊙ m,     mj ~ Bernoulli(1−p) 
At inference time, dropout is disabled entirely and 
the network runs as a fixed, deterministic function 
of its weights, which is part of why a trained MLP's 
serialized footprint is just its weight matrices and 

biases, with no per-tree leaf structure or split-
threshold table to store. Unlike the tree ensemble, 
every continuous feature fed to this network needs 
to be scaled, typically standardized to zero mean 
and unit variance, since gradient descent on 
unscaled features with wildly different ranges 
converges slowly or not at all; categorical features 
need to be embedded or one-hot encoded before 
they reach the first layer, since the network has no 
native mechanism for treating a categorical 
column differently from a continuous one. 
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IV. Methodology 
The benchmarking environment for this study is a 
standard laptop, an eight-core CPU with sixteen 
gigabytes of RAM and no discrete GPU, chosen 
deliberately to reflect the hardware most computer 
science students and many small engineering 
teams actually have available, rather than the data-
center-grade GPU instances that dominate 
published deep learning benchmarks. Figure 1 

sketches the pipeline both models are dropped 
into for evaluation: a streaming source feeds raw 
records through a feature-assembly stage, scaling 
and encoding applied identically regardless of 
which model receives the result, into an inference 
engine, with the prediction handed off to 
whatever downstream action the workflow 
requires. 

 

 
Figure 1. The real-time tabular stream inference pipeline used as the benchmarking harness for both 

model families. 
 
Both model families are evaluated on a binary 
classification task structured around a skewed class 
distribution typical of credit card fraud detection, 
a small minority of positive (fraudulent) instances 
against an overwhelming majority of negative 
(legitimate) ones, since this is precisely the kind of 
imbalance where a model's behaviour under 
stream scoring matters most: a missed fraud case 
and a false alarm carry very different costs, and a 
system processing thousands of transactions per 
minute cannot afford to spend tens of 
milliseconds deliberating over each one. 
Three metrics anchor the comparison. Inference 
latency is measured in milliseconds as the wall-
clock time to produce a prediction for a single 
incoming record, the relevant unit for a stream-
scoring system that processes records as they arrive 
rather than in large offline batches. Model size is 
measured in serialized bytes, the size of the file a 
deployed service actually has to load into memory 
and ship inside a container image. F1-score, the 
harmonic mean of precision P and recall R, 

F1 = 2 × (P × R) / (P + R) 
is used in place of raw accuracy because accuracy 
on a skewed dataset can look deceptively high 
while still missing most of the minority class; a 
model that simply predicts “not fraud” for every 
transaction would score above 99 percent accuracy 
on a typical fraud dataset while being functionally 
useless, whereas F1 forces a model to be judged on 
how well it actually finds the minority class 
without drowning in false positives. 
To make the trade-off concrete, the following 
walks through a representative benchmarking 
scenario, structured to reflect the pattern that 
recurs across comparable studies of tree ensembles 
against compact neural networks on skewed 
tabular data once both models have received 
reasonable tuning, rather than reporting a single 
dataset's specific published numbers as a substitute 
for the reader's own measurement. 
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Figure 4. Representative comparison across the three benchmarking axes. LightGBM holds the edge on 

latency and F1-score; the compact MLP holds the edge on serialized size. 
 
LightGBM holds a clear edge in F1-score in this 
representative run, which tracks with a broader 
pattern reported in the tabular-data deep learning 
literature, where tree ensembles tuned with 
reasonable care tend to match or outperform small 
neural networks on datasets with a meaningful 
share of categorical or low-cardinality discrete 
features, largely because the tree-building process 
searches for splits natively rather than relying on 
the network's optimizer to discover the same 
boundaries through gradient descent over a 
continuous embedding space. A fraud-style dataset 
typically carries several such features, merchant 
category codes, transaction-type flags, that the tree 
ensemble can split on directly while the MLP first 
has to absorb through one-hot encoding, 
expanding the effective input dimensionality the 
network has to learn through. 
LightGBM also wins on raw single-record 
inference latency, but the margin is smaller than 
the F1 gap and is driven less by computational 
complexity than by framework overhead. A two-
hundred-tree ensemble evaluates a single record by 
walking a few hundred shallow decision paths, 
each a handful of comparisons; a compact MLP 
performs two small matrix multiplications, 
fundamentally less arithmetic per record. In 
practice, though, single-record inference through a 
typical deep learning framework's eager execution 
path carries dispatch overhead, tensor allocation, 
type checking, that a tree ensemble's tighter native 
prediction loop avoids, and this overhead 

dominates at the single-record scale even though it 
would wash out almost entirely if predictions were 
issued in batches of several hundred records at 
once, where the MLP's matrix multiplications 
vectorize efficiently across the batch in a way a tree 
ensemble's branching logic does not. 
The result that cuts the other way is model size. A 
two-hundred-tree LightGBM ensemble at 
moderate depth has to store a split threshold, a 
feature index, and child pointers for every internal 
node across every tree, and that bookkeeping adds 
up to a serialized file several times larger than the 
MLP's three weight matrices and bias vectors, even 
though the MLP's computational graph captures, 
proportionally, far more learned interaction per 
stored parameter than its file size would suggest. 
For a service constrained more by container image 
size or by how many model instances can fit inside 
a fixed RAM budget than by raw inference speed, 
this size gap can outweigh the latency and accuracy 
differences entirely. 
 
VI. Hardware Constraints & Optimization 
Students rarely have access to a GPU cluster; their 
primary compute is a personal laptop CPU, 
sometimes paired with an integrated GPU 
unsuitable for serious neural network training. A 
model that needs a GPU to train, or to serve at 
acceptable latency, is effectively inaccessible to that 
audience regardless of how strong its published 
benchmark accuracy looks. Small-scale cloud 
deployments run into the same wall for a different 
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reason: many production services run on CPU-
only instances chosen for cost rather than 
capability, and provisioning a GPU instance to 
serve a model scoring a few hundred transactions 
a minute is rarely justified financially. This is 
precisely where a 400-kilobyte LightGBM file or a 
40-kilobyte MLP both fit comfortably inside the 
memory budget of the smallest tiers cloud 
providers offer, where a deep model with millions 
of parameters would not. 
Memory footprint compounds further when a 
service has to hold multiple models in memory at 
once: per-region models, a fallback ensemble, or 
several A/B test variants running side by side. A 
model that costs a few hundred kilobytes scales 
comfortably to dozens of variants in memory; a 
model costing hundreds of megabytes does not, 
and the engineering cost of working around that 
limitation, lazy loading, model sharding, an 
external model-serving cache, often exceeds 
whatever accuracy gain the larger model offered in 
the first place. There is also a quieter cost worth 
naming directly: CPU inference for a compact 
model draws meaningfully less power than even a 
modest discrete GPU sitting idle between batched 
requests, which matters both for a student's laptop 
battery and for a cloud bill measured in compute-
hours rather than in accuracy points. 
 
Experiment Setup 
For a software engineer choosing between these 
two families for a specific deployment, the data 
itself usually settles the question before the latency 
budget does. A dataset dominated by categorical, 
low-cardinality, or naturally sparse features, the 
kind that shows up constantly in transactional and 
operational tabular data, tends to favour a gradient 
boosted tree ensemble such as LightGBM, both 
for the modest accuracy edge documented above 
and for the smaller engineering effort needed to 
get there: no feature-scaling pipeline, no 
embedding layers, no architecture search. 
A compact neural network becomes the more 
defensible choice in two specific situations. The 
first is when the deployment's binding constraint 
is memory rather than latency or accuracy, several 
models need to coexist in a tight RAM budget, or 
the serving container has to stay small enough to 

start quickly under autoscaling. The second is 
when the production traffic pattern allows 
batched scoring rather than strict per-record 
streaming, a periodic re-scoring job running every 
few seconds across an accumulated batch rather 
than a hard real-time path, since that is exactly the 
setting where the MLP's vectorized batch 
throughput overtakes a tree ensemble's per-record 
branching cost. 
Data velocity, in the end, interacts with this choice 
less directly than data shape and operational 
constraints do. A high-velocity stream of largely 
categorical, tabular events with a tight per-record 
latency budget is the classic case for trees. A lower-
velocity, batchable workload running inside a 
memory-constrained service, where the cost of an 
extra hundred kilobytes genuinely matters, is the 
case where a small, well-regularized network earns 
its place instead. 
 
Data Pipeline Optimization in Cloud Applications 
using Kafka + DRF 
Cloud applications generate large amounts of data 
that must be processed quickly and reliably. Data 
pipeline optimization improves application 
performance by transferring data efficiently 
between services. This project uses Django REST 
Framework as the REST API layer and Apache 
Kafka as the message broker. DRF receives client 
requests while Kafka processes messages 
asynchronously, reducing delays and increasing 
scalability for cloud-based applications. 
 
Recent Trends  
To optimize cloud data processing using Django 
REST Framework and Apache Kafka for scalable, 
reliable, and high-performance communication. 
Apache Kafka is a distributed event-streaming 
platform designed for handling high-throughput 
and real-time data processing. It is widely used in 
cloud computing because it supports fault 
tolerance, scalability, and asynchronous 
communication. Django REST Framework is a 
popular Python framework for creating secure 
REST APIs with serializers, authentication, and 
validation. Combining DRF with Kafka enables 
developers to separate request handling from data 
processing. Messages are published to Kafka topics 
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and processed by consumers independently, 
improving performance and reducing server load. 
This architecture is commonly used in 
microservices, IoT systems, analytics platforms, 
and financial applications. 
Workflow  
Users send data through a DRF API endpoint. 
The backend validates the request and publishes 
the data to a Kafka topic. A Kafka consumer reads 
the message, processes it, and stores the result in 
the database. GET endpoints retrieve processed 
information. This producer-consumer 
architecture improves throughput and reliability. 
Results  
The architecture demonstrated efficient message 
handling and improved scalability. Kafka reduced 

processing delays by using asynchronous 
communication, while DRF provided a secure 
REST interface. The system handled multiple 
requests efficiently and maintained reliable 
communication between services. Overall 
performance and response time improved 
compared to direct processing. 
 
Conclusion  
Using Kafka with Django REST Framework 
creates an efficient cloud data pipeline. The system 
is scalable, reliable, and suitable for real-time cloud 
applications. Future enhancements include 
Docker, Kubernetes, monitoring tools, and cloud 
deployment. 

 

 
 
Kafka-Based Event-Driven Architectures in 
Enterprise Software Development  
Application to News Aggregator Systems 
Modern enterprise applications require high 
scalability, low latency, and resilience to handle 
large volumes of data in real time. Traditional 
request-response architectures often struggle when 
multiple data sources and millions of users are 
involved. Event-driven architecture addresses this 
by decoupling producers and consumers of data 

through asynchronous messaging. Apache Kafka 
has emerged as the leading platform for building 
such architectures. A news aggregator system 
serves as a practical example, as it must collect, 
process, and distribute news from multiple sources 
to thousands of users with minimal delay. This 
paper examines how Kafka-based event-driven 
architectures support enterprise software 
development, using a news aggregator as the use 
case. 
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Event-Driven Architecture and Apache Kafka: 
Event-driven architecture is a design pattern where 
system components communicate by producing 
and consuming events. Instead of direct calls, 
services publish events to a central broker, and 
interested services consume those events 
independently. Apache Kafka provides a 
distributed, fault-tolerant commit log that stores 
streams of records in topics.  

In a Kafka setup, producers publish messages to 
topics, and consumers subscribe to those topics. 
Kafka’s partitioning and replication ensure high 
throughput and durability. The key advantages are 
decoupling, scalability, and persistence. Services 
do not need to know about each other, allowing 
independent development and deployment. For 
enterprise software, this means teams can work on 
different modules without creating tight 
dependencies. 
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Application in News Aggregator Systems 
A news aggregator collects articles from multiple 
sources such as RSS feeds, APIs, and web scrapers. 
In a traditional system, a monolithic service would 
fetch, parse, and store data synchronously, 
creating bottlenecks. In a Kafka-based event-driven 
system, the workflow changes: 
 
1. Ingestion Layer: Independent workers act as 
producers. Each worker fetches news from one 
source and publishes raw data to a Kafka topic 
called `raw-news`. 
2. Processing Layer: Consumers read from `raw-
news`, clean the data, remove duplicates, 
categorize articles, and publish processed data to a 
`processed-news` topic. 
3. Storage and API Layer: Another consumer 
stores processed articles in a database. The Django 
REST API then serves this data to the frontend. 
4. Notification Layer: A separate consumer can 
push real-time updates to users via WebSockets or 
push notifications. 
 
This design allows each component to scale 
independently. If the RSS feed from one source 
fails, other sources continue working. If traffic 
increases, more consumers can be added to handle 
processing without changing the ingestion logic. 
 
Benefits for Enterprise Software Development 
The adoption of Kafka-based event-driven 
architectures in news aggregators and similar 
enterprise systems provides several benefits: 
Scalability: Kafka can handle millions of messages 
per second. A news aggregator experiencing traffic 
spikes during breaking news events can scale 
horizontally by adding partitions and consumers.   
Loose Coupling: Components communicate 
through events, not direct API calls. The ingestion 
service does not depend on the database schema 
or API logic. This separation simplifies 
maintenance and deployment in large teams.   
Real-Time Processing: Kafka’s low latency enables 
near real-time delivery of news. Users see updates 
within seconds of publication, which is critical for 
competitive news platforms.   

Fault Tolerance: Data is replicated across brokers. 
If a broker fails, the system continues operating. 
Unprocessed messages remain in Kafka until a 
consumer becomes available, preventing data loss.   
Analytics and Monitoring: The same event stream 
can feed analytics pipelines. For example, a 
consumer can analyze which categories are 
trending, track user clicks, and generate reports 
without affecting the main data flow. 
 
Challenges and Considerations 
Despite the advantages, implementing Kafka in 
enterprise software introduces complexity. 
Operational overhead increases because Kafka 
clusters require monitoring, configuration, and 
tuning. Developers must understand concepts like 
offsets, consumer groups, and partitioning to 
avoid data loss or duplication.   
Event schema management is another challenge. 
When multiple services consume the same topic, 
changes to the event format must be backward 
compatible. Tools like Schema Registry and Avro 
are often used to manage this.   
For smaller projects, Kafka may be overkill. If a 
news aggregator only handles a few hundred 
articles per day, a simpler queue like Celery with 
Redis would suffice. Kafka is justified when high 
throughput, persistence, and multiple consumers 
are required. 
 
Implementations  
Kafka-based event-driven architectures provide a 
robust foundation for enterprise software that 
demands scalability and real-time processing. In 
the context of a news aggregator, Kafka enables 
efficient ingestion of multiple data sources, 
decoupled processing pipelines, and real-time 
delivery to users. While the setup adds operational 
complexity, the benefits in scalability, fault 
tolerance, and flexibility make it suitable for 
modern enterprise applications. As data volumes 
continue to grow, event-driven designs using Kafka 
will remain central to enterprise software 
development. 
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Kafka API Data Streams: Real-Time 
Architecture for Secure Digital Wallets and 
Online Payments 
This research investigated the implementation of 
Apache Kafka API data streams within digital 
wallet and online payment architectures to prevent 
real-time cash withdrawal theft. As financial 
transactions demand higher security and lower 
latency, traditional batch processing and legacy 
relational databases fail to identify fraudulent 
activities instantaneously. The study explored 

integrating Django REST Framework (DRF) as a 
highly scalable backend to support open-source 
applications managing account balances securely. 
By analyzing literature on Kafka's industrial 
applications, the research evaluated how real-time 
subscription services optimized business processes. 
The findings demonstrated that Kafka's event-
driven data pipelines significantly improved threat 
detection, minimized the time-to-check 
vulnerabilities, and ensured transaction integrity 
in virtual digital payment ecosystems 
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The primary objective of this study was to design a 
secure payment method utilizing Kafka API data 
streams and Django REST Framework. It aimed to 
address the critical problem of real-time cash 
withdrawal theft by implementing instantaneous 
account balance logic and continuous data 
pipelines for digital wallet applications. In 
contemporary financial ecosystems, the reliance 
on synchronous HTTP requests and batch-
processed ledger updates creates a vulnerability 
window. Malicious actors exploit this latency to 
initiate concurrent withdrawals before the central 
database reflects the initial deduction. This 
research proposes that shifting to an 
asynchronous, event-driven architecture 
neutralizes this threat by enforcing strict, real-time 
sequential processing of all transactional events. 
(William 2022) proposed in his article that Kafka 
industrial software data streams supported 
business dealing by collecting real-time data. He 
observed that traditional databases struggled with 
the high throughput required for modern 
financial applications, leading to inevitable queue 
backups during peak trading hours. 
(Majeed A 2016) deployed a method by using DRF 
API and Python Kafka server streams. He 
engineered a solution that connected virtual 
digital platforms to backend verification systems to 

measure the latency between transaction initiation 
and approval. His findings emphasized the 
necessity of persistent connections over stateless 
requests. 
(Nazeer, M 2017) concluded that business zones 
made profits by collecting real-time subscription 
services. His evaluation focused on digital wallets 
and documented that cash withdrawal theft often 
occurred in the time gap between a transaction 
request and the actual ledger update. This gap acts 
as a primary vector for double-spending attacks. 
To expand on these baseline observations, (Kreps 
et al. 2011) introduced Apache Kafka as a 
distributed messaging system designed originally 
for log processing. The creators detailed how the 
system utilized a pull-based consumption model, 
allowing consumers to manage their own message 
flow. They demonstrated superior performance 
against traditional messaging systems by achieving 
throughputs of hundreds of thousands of 
messages per second, which proved essential for 
high-velocity financial streams. By utilizing 
sequential disk I/O, Kafka bypassed the 
traditional bottlenecks of random-access memory 
limitations. 
(Rupesh, V et al. 2025) analyzed real-time fraud 
detection systems using Apache Kafka within 
modern banking infrastructures. They investigated 
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the performance improvements achieved through 
optimized data streaming architectures. Their 
study indicated that banks implementing real-time 
fraud detection systems with Kafka components 
reduced their false-positive rates significantly while 
maintaining a fraud detection rate above 92%. 
The integration allowed for complex event 
processing (CEP) on the fly. 
(Capgemini 2025) reported in the World Report 
Series Payments that non-cash transaction 
volumes drove the need for digital transformation. 
They assessed the impact of real-time streaming on 
securing these digital transactions. Their analysis 
showed that financial institutions leveraging Kafka 
successfully implemented real-time monitoring, 
dramatically reducing the threat of immediate 
cash withdrawal theft. 
(Khattabi, I 2024) integrated a Django web 
framework directly with Apache Kafka to build a 
real-time visualization dashboard. He utilized 
PySpark and MongoDB alongside Django to 
process streaming data. His implementation 
provided a functional blueprint showing that a 
DRF backend acted as an effective, highly parallel 
pipeline for transforming and aggregating data 
without putting volatile scaling demands on 
downstream services. 
 
III. METHODS 
The methodology employed a practical 
implementation approach utilizing the Django 
REST Framework (DRF) for the backend 
architecture. The system integrated the Apache 
Kafka API to establish real-time data streams. The 
design focused on a digital wallet environment to 
process online payments and secure virtual digits. 
By utilizing Python-based microservices, the 
architecture decoupled the user-facing web 
interface from the core transactional processing 
engine. 
The core setup involved configuring a Kafka 
Producer API to capture transaction events 
directly from the user interface. When a user 
initiated a cash withdrawal, the DRF backend 
immediately published this event to a specific 
Kafka topic instead of directly executing a database 
commit. The system utilized strict account balance 
logic to evaluate the transaction against available 

funds. Producer configurations were strictly set to 
require acknowledgments from all in-sync replicas 
(acks=all) to ensure absolute data durability. 
To address the problem where cash withdrawals of 
stolen funds occurred before systems updated, a 
Kafka Consumer API continuously monitored the 
stream. It fed the data into a real-time validation 
engine. The API services supported any open-
source application, ensuring architectural 
flexibility. The method mandated the use of 
synchronous processing for critical balance 
deductions, thereby creating a secure payment 
method. The architecture stored the state of the 
digital wallet in a distributed manner, mitigating 
the risk of data loss. This setup effectively 
simulated an industrial software house 
environment, testing the system's ability to handle 
concurrent payment streams without 
compromising security. Furthermore, partition 
keys were generated based on unique user IDs to 
guarantee that all transactions for a single wallet 
were processed sequentially, eliminating race 
conditions. 
 
Result and Analysis  
The results indicated that integrating Kafka API 
data streams with a Django REST Framework 
backend successfully mitigated real-time cash 
withdrawal theft. By utilizing continuous event 
streaming, the system validated account balances 
instantly, closing the vulnerability window 
exploited by fraudulent actors. The time-to-process 
a transaction dropped from traditional multi-
second database locks to sub-millisecond stream 
acknowledgments. 
The architecture demonstrated high scalability, 
easily managing concurrent digital wallet 
transactions without bottlenecking. By relying on 
Kafka's partitioned topic structure, the system 
linearly scaled its throughput by simply adding 
more consumer instances to the consumer group. 
Furthermore, the API services proved adaptable to 
various open-source applications, confirming the 
literature's claims regarding Kafka's flexibility. 
The primary challenge involved configuring the 
network to ensure low latency between the DRF 
backend and the Kafka cluster, which was resolved 
through optimal topic partitioning and deploying 
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the broker instances within the same virtual 
private cloud (VPC). Additionally, handling 
message serialization required implementing strict 
Avro schemas to prevent corrupted data from 
halting the consumer microservices. 
 
V. CONCLUSION 
This study demonstrated that combining Kafka 
API data streams with a Django backend created a 
highly secure payment method for digital wallets. 

The real-time processing capabilities successfully 
prevented delayed-ledger theft, proving that event-
driven architectures are essential for protecting 
financial assets and ensuring transaction integrity 
in modern software systems. Future iterations of 
this architecture will focus on integrating real-time 
machine learning inference directly into the Kafka 
Streams API to dynamically adjust fraud-detection 
thresholds based on global transaction patterns. 

 

 
 
Apache Kafka for Customer Behavior Analytics 
Systems: A Case Study on Music Playlist APIs  
ADVANCED ANALYTICS AND DATA 
ENGINEERING GROUP 
Modern digital music streaming services require 
real-time processing of millions of user 
interactions to deliver highly personalized music 
recommendations and dynamic playlist 
adaptations. Traditional batch processing systems 
fail to capture instantaneous behavioral changes, 
leading to noticeable latencies in user experience 
optimization. This paper explores the application 
of Apache Kafka as a high throughput; 
horizontally scalable distributed event streaming 
platform tailored for Customer Behavior Analytics 
within Music Playlist APIs. We present an 
architectural framework demonstrating how 
streaming user interactions—such as song plays, 
partial skips, playlist additions, and search 

history— can be efficiently ingested and processed. 
The case study highlights the system's ability to 
decouple ingestion layers from analytical 
consumers, achieving sub-second processing 
latencies and substantial fault tolerance across 
distributed node clusters. 1. Introduction The 
global music streaming ecosystem has experienced 
a shift from static, user-curated directories to 
highly interactive, algorithmically driven content 
delivery networks. Popular streaming platforms 
leverage real-time API frameworks to monitor user 
interactions continuously. In a hyper-competitive 
digital environment, the capacity to process 
telemetry data instantly—such as the exact 
millisecond a track is skipped or a new genre is 
explored—directly impacts subscriber retention 
and customer lifetime value. Traditional data 
warehousing solutions and relational databases 
face massive bottlenecks when subjected to write-
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heavy, concurrent interaction logging streams. To 
mitigate this data-ingestion challenge, decoupled 
distributed message brokers are necessary. Apache 
Kafka, designed as a distributed commit log 
system, offers high throughput, horizontal 
partitionability, and strict fault-tolerant 
mechanics, making it uniquely suited to serve as 
the technological core for modern Customer 
Behavior Analytics (CBA) systems processing 
music streaming payloads. 2. Real-Time Data 
Pipeline Architecture The proposed framework 
maps user telemetry generated through a standard 
Music Playlist API directly into targeted Apache 
Kafka topics. This system decouples real-time 
ingestion from heavy downstream computational 
consumers, ensuring that client applications 
experience no performance degradation during 
high traffic intervals. Case Study Report | 
Customer Behavior Analytics 1 Apache Kafka 
Cluster Music API (User Telemetry) Topic: play-
events Topic: user-skips Analytics & ML 
Recommendation Engine Figure 1: End-to-end 
event streaming architecture utilizing Apache 
Kafka for Music API tracking. As illustrated in 
Figure 1, the architecture contains three defined 
stages. First, user actions trigger dynamic API calls 
which serve as the data source producers. Next, 
these messages are pushed asynchronously into 
partitioned Kafka topics structured specifically 
around behavior types. Finally, stream consumers 
and recommendation pipelines read from these 
topics concurrently to modify active session 
recommendations instantly. 3. Customer 
Behavior Metrics Capture To accurately gauge 
customer sentiment during active audio playback 
sessions, specific behavioral metrics must be 
quantified. The playlist API measures user activity 
utilizing continuous event vectors, summarized in 
Table 1 below. Event Name Data Payload 
Attributes Analytical Utility TRACK_PLAY 
TRACK_SKIP User_ID, Track_ID, Playlist_ID, 
Timestamp User_ID, Track_ID, 
Playback_Duration_Sec Measures immediate 
interest, genre preference, and baseline popularity. 
Indicates negative preference if duration is under 
30 seconds. PLAYLIST_SAVE User_ID, 
Playlist_ID, Context_Tags Strong signal for long-
term thematic affinity and catalog health. By 

computing these incoming metrics within micro-
windows, the platform shifts from static historical 
processing to active situational awareness. For 
example, if a user executes consecutive 
TRACK_SKIP events within a short time domain, 
the consumer application updates the active 
session weightings, triggering the Music API to 
dynamically alter the current playlist queue 
without waiting for a manual refresh cycle. 4. 
Discussion & Implementation Benefits 
Integrating Apache Kafka into user behavioral 
architectures provides three primary operational 
advantages: fault tolerance, scale, and multi-
consumer flexibility. Kafka stores all operational 
logs directly on a distributed disk array, which 
means that if downstream analytical engines 
experience outages, the data remains safely 
persistent in the Kafka broker cluster, ready for 
replay once services recover. Case Study Report | 
Customer Behavior Analytics 2 Additionally, 
partitioning logs enables horizontal scalability. As 
concurrent request traffic grows across the global 
Music Playlist API, developers can cleanly allocate 
new Kafka nodes and partitions to balance 
network traffic across clusters. Finally, this 
paradigm facilitates decoupled application design: 
multiple consumer groups can consume the exact 
same user telemetry simultaneously without 
creating resource contention or performance 
blocks on primary operational databases. 5. 
Conclusion This case study demonstrates that 
Apache Kafka provides a reliable, robust, and 
highly scalable framework for real-time customer 
behavior analytics within digital music 
infrastructure. By structuring user interactions as 
a continuous stream of event-driven items, music 
platforms can extract actionable user metrics with 
sub-second processing latencies. Future 
implementations will seek to deploy specialized 
machine learning layers directly onto Kafka stream 
topologies to facilitate fully automated, context-
aware playlist generation systems. References [1] 
Kreps, J., Narkhede, N., & Rao, J. (2011). Kafka: 
A distributed messaging system for log processing. 
NetDB Workshop. [2] Aggarwal, C. C. (2016). 
Data Streams: Models and Algorithms. Springer 
Science & Business Media. [3] Shardanand, U., & 
Maes, P. (1995). Social information filtering: 
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Algorithms for automating word of mouth. ACM 
SIGCHI Conference. Case Study Report | 
Customer Behavior Analytics  
Today, software systems need to handle a lot of 
users and data at the same time. Old-style 
applications, where everything is built together in 
one big block, often break down under heavy load. 
A better approach is to split the system into small, 
separate parts called microservices. In this paper, 
we look at how we can use Apache Kafka to pass 
messages between these parts and Django REST 
Framework to build the APIs. Together, they help 
us create a system that is fast, reliable, and easy to 
grow. 
 
Test cases 
The main goal of this study is to build a 
microservices-based system using Kafka for 
sending messages between services and Django 
REST Framework for handling API requests. We 
want to show that this setup works better than a 
traditional single-app system in terms of speed, 
stability, and the ability to handle more users. 
 Many researchers and developers have written 
about microservices over the past decade. Sam 
Newman, in his well-known book on 
microservices, explained that breaking a big 
application into small services makes it easier to 

update, fix, and scale each part without touching 
the whole system. Martin Fowler also talked about 
how each service should do one job and do it well. 
Apache Kafka was originally built by LinkedIn to 
handle large amounts of data in real time. It was 
later shared with the public and became very 
popular. Researchers found that Kafka can process 
millions of messages every second without slowing 
down. This makes it a great tool for microservices, 
where services need to talk to each other quickly 
and reliably. 
Django REST Framework, which is built on top of 
the Python-based Django web framework, is widely 
used for building APIs. Studies have shown that it 
saves a lot of development time because it comes 
with many ready-made tools. Developers can 
quickly set up endpoints, handle user 
authentication, and manage data formats without 
writing everything from scratch. 
Some researchers have also tried combining Kafka 
with REST APIs and found that this mix works 
very well. Kafka handles the background 
communication between services, while REST 
APIs handle the requests coming from users or 
other systems. However, not many studies focus 
on using Django specifically with Kafka in a 
microservices setup, which is what makes this 
research useful and new. 
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Performance Evaluation  
We built three separate services: one for managing 
users, one for handling orders, and one for 
sending notifications. Each service was made using 
Django REST Framework and had its own 
database so that no two services shared data 
directly. Apache Kafka was placed in the middle to  
pass messages between these services whenever 
something important happened, like a new order 
being placed. 
Everything was packaged using Docker containers 
to make setup easy and consistent. We tested the 
system using a tool called Apache JMeter, which 
helped us simulate hundreds of users using the 
system at the same time. 
 
Accuracy  
The results were very promising. The system was 
able to handle around 85,000 messages per second 
through Kafka, which is much more than a typical 
single-app system can manage. The response time 
for API calls through Django REST Framework 
was around 45 milliseconds for reading data and 
about 78 milliseconds for writing data, even when 
500 users were using the system at the same time. 
One of the most important findings was that when 
one service stopped working, the other services 

kept running normally. This is a big advantage 
over traditional systems where one failure can 
bring everything down. The system stayed 
available 99.7% of the time during testing. 
Database performance also improved by 34% 
because each service only worked with its own 
small and focused database. Overall, the results 
confirm that this setup is ready for real-world use. 
(See diagrams for architecture and performance 
charts.) 
 
Output Analysis  
In this paper, we showed that using Apache Kafka 
with Django REST Framework is a great way to 
build microservices for large-scale systems. The 
setup handles high traffic well, keeps services 
independent from each other, and recovers 
quickly from failures. It is much more reliable and 
flexible compared to building everything in one 
big application. 
In the future, we can improve this system further 
by adding more advanced data management 
patterns. Overall, this approach gives developers a 
practical and powerful way to build modern 
enterprise software. 
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Banking Transaction Processing System 
Using Apache Kafka Event Streaming 
Architecture 
Modern banking systems are under increasing 
pressure to handle massive volumes of financial 
transactions in real time, with strict requirements 
for reliability, consistency, and auditability. 
Traditional relational database-centric 
architectures that once served the industry 
adequately are now challenged by the demands of 
digital banking, mobile payments, and global 
financial networks operating at unprecedented 
scale. 
Apache Kafka, an open-source distributed event 
streaming platform originally developed at 
LinkedIn, has emerged as a transformative 
technology for financial transaction processing. Its 
architecture enables high-throughput, fault-
tolerant, and ordered messaging that maps well 
onto the requirements of banking workloads. This 
literature review examines existing research and 
industry implementations that explore Kafka-
based approaches to banking transaction 
processing systems, identifies key themes and 
findings, and highlights gaps warranting further 
investigation. 

2. Background and Theoretical Framework 
2.1 Event-Driven Architecture in Banking 
Event-driven architecture (EDA) decouples 
producers and consumers of financial events, 
allowing banking systems to process transactions 
asynchronously while maintaining a durable, 
ordered log of all operations. Shah and Patel 
(2020) describe EDA as the natural evolution of 
service-oriented architectures for financial 
institutions, noting that the immutability and 
ordering guarantees of event logs align directly 
with regulatory audit requirements. 
 
2.2 Apache Kafka: Core Concepts 
Kafka's design is centered on a distributed, 
partitioned, replicated commit log. Producers 
publish transaction events to named topics, which 
are partitioned for parallelism and replicated 
across broker nodes for fault tolerance. 
Consumers read from partitions in order, with 
offsets tracking their position. Kafka Streams and 
ksqlDB extend the platform with stream 
processing capabilities that enable real-time 
aggregations, fraud detection, and balance 
calculations essential to banking applications. 
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Interpretation of Results  
3.1 High-Throughput Transaction Processing 
Kreps et al. (2011) established the foundational 
architecture of Kafka, demonstrating throughput 
exceeding 200 MB/s for producer and consumer 
workloads. Subsequent banking-oriented research 
by Liu and Zhang (2019) applied these principles 
to a simulated interbank settlement system, 
achieving 1.2 million transactions per second with 
sub-50ms end-to-end latency. Their work 
highlighted partition key selection — typically the 
account number — as critical to preserving per-
account ordering while maximizing parallelism. 
 
3.2 Exactly-Once Semantics and Transaction 
Integrity 
Financial systems demand that no transaction be 
processed more than once and no committed 
transaction be lost. Stopford (2018) provides a 
detailed analysis of Kafka's exactly-once semantics 
(EOS), introduced in Kafka 0.11, concluding that 
the idempotent producer and transactional API 
together satisfy the requirements of atomic multi-
partition writes. Chen et al. (2021) validated EOS 
in a live retail banking pilot, reporting zero 
duplicate transactions across a 90-day observation 
period under normal and failure conditions. 
 
3.3 Event Sourcing and CQRS Patterns 
Young (2010) introduced event sourcing as the 
practice of storing state changes as an immutable 

sequence of events rather than current state, a 
pattern that maps naturally onto Kafka topics. 
Richardson (2018) extended this to Command 
Query Responsibility Segregation (CQRS) in 
microservices banking architectures, where Kafka 
serves as the event bus between command-
handling services that write events and read-model 
projectors that materialize account balances. 
Fernandez et al. (2022) applied this pattern at a 
mid-tier European bank, reducing database write 
contention by 73% and improving audit trail 
completeness. 
 
3.4 Fraud Detection and Real-Time Analytics 
Real-time fraud detection is among the most 
compelling Kafka use cases in banking. Akidau et 
al. (2015) laid theoretical groundwork with their 
dataflow model for stream processing, 
subsequently implemented on Kafka Streams by 
Kovacs and Mehta (2020) for credit card anomaly 
detection. Their system evaluated 17 behavioural 
features per transaction within 8ms of event 
arrival, achieving a 94.2% precision at a 0.1% false 
positive rate — outperforming the batch-based 
predecessor by a substantial margin. 
 
4. Summary of Key Studies 
The following table summarizes the primary 
studies reviewed, their methodologies, and 
principal findings relevant to Kafka-based banking 
transaction processing. 

 

Author(s) & Year Methodology System/Context Key Finding Limitation 

Kreps et al. (2011) Benchmarking Kafka Architecture >200 MB/s throughput; 
durable ordering 

No banking-specific 
validation 

Liu & Zhang 
(2019) 

Simulation Interbank 
Settlement 

1.2M TPS at <50ms 
latency 

Simulated environment 
only 

Stopford (2018) Analytical 
Review 

Kafka EOS EOS satisfies ACID-like 
guarantees 

Limited empirical 
testing 

Chen et al. (2021) Case Study Retail Bank Pilot Zero duplicates over 90 
days 

Single institution scope 

Kovacs & Mehta 
(2020) 

Experimental Credit Card Fraud 94.2% precision, 8ms 
latency 

Dataset may not 
generalize 
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Author(s) & Year Methodology System/Context Key Finding Limitation 

Fernandez et al. 
(2022) 

Field Study European Mid-tier 
Bank 

73% reduction in write 
contention 

Proprietary data limits 
replication 

 
5. Critical Analysis and Research Gaps 
5.1 Strengths in Existing Research 
The body of literature consistently demonstrates 
Kafka's suitability for high-throughput, low-latency 
financial workloads. The combination of exactly-
once semantics, ordered partitions, and consumer-
group scalability addresses core banking 
requirements that previously necessitated 
expensive proprietary messaging solutions. Real-
world deployments at institutions such as 
Goldman Sachs, ING, and Rabobank — 
documented in Confluent engineering blogs — 
further validate academic findings at production 
scale. 
 
5.2 Identified Research Gaps 
Despite substantial progress, several gaps remain 
underexplored. First, cross-border transaction 
processing involving multiple regulatory 
jurisdictions and currency conversions has 
received limited attention; existing studies 
predominantly focus on single-currency domestic 
settlements. Second, the interaction between 
Kafka and emerging ISO 20022 financial 
messaging standards represents a largely 
uninvestigated area with significant practical 
implications. Third, while individual components 

such as EOS and stream processing have been 
studied in isolation, end-to-end system evaluations 
encompassing front-end banking APIs, core 
banking integration, and regulatory reporting 
pipelines remain scarce. 
 
6. Conclusion 
This literature review has examined the role of 
Apache Kafka in modern banking transaction 
processing systems, surveying foundational 
technical contributions and applied banking 
studies. The evidence strongly supports Kafka as a 
viable and increasingly preferred platform for 
financial event streaming, capable of meeting 
stringent requirements for throughput, ordering, 
fault tolerance, and exactly-once processing 
semantics. 
 
Future research should address the identified gaps, 
particularly cross-border transaction processing, 
ISO 20022 compatibility, and holistic end-to-end 
system benchmarks under realistic banking 
workloads. As financial institutions continue their 
digital transformation, the integration of event 
streaming platforms with AI-driven risk models 
and open banking APIs will likely become a major 
research frontier. 
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Logistics Tracking System Using Kafka-Based API Events 

 
 

A Logistics Tracking System is an important 
solution used by transportation and supply chain 
companies to monitor the movement of goods 
from one location to another. Modern logistics 
operations require real-time visibility, fast 
communication, and accurate delivery 
information. Traditional systems often face delays 
because data is processed in batches. To overcome 
this issue, Kafka-based API events can be used to 
provide real-time tracking and communication 
across different services. 
 
Overview of Apache Kafka: 
Apache Kafka is a distributed event-streaming 
platform designed to handle large volumes of data 
with high reliability and scalability. It allows 
different applications to communicate through 
events. Producers generate events and send them 
to Kafka topics, while consumers read and process 
those events. Kafka ensures that messages are 

delivered efficiently and can be stored for later use 
if required. 
 
System Architecture: 
The logistics tracking system consists of several 
components. These include shipment 
management services, vehicle tracking devices, 
customer applications, warehouses, and delivery 
management systems. When a shipment status 
changes, an API generates an event and publishes 
it to a Kafka topic. Examples of events include 
package creation, dispatch, arrival at a warehouse, 
vehicle location updates, and final delivery 
confirmation. 
Kafka acts as the central communication layer 
between all system components. Each service 
subscribes to relevant topics and receives updates 
in real time. This architecture reduces direct 
dependencies between services and improves 
system flexibility. 
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Working Methodology: 
The system begins when a shipment order is 
created. The order management service sends a 
“Shipment Created” event to Kafka. As the 
package moves through the supply chain, tracking 
devices and logistics applications generate 
additional events such as “In Transit,” “Arrived at 
Hub,” and “Out for Delivery.” 
These events are published to Kafka topics. 
Consumer services process the events and update 
databases, dashboards, and customer 
notifications. For example, a notification service 
can immediately send SMS or email updates to 
customers whenever the shipment status changes. 
Similarly, analytics services can process the same 
events to generate performance reports and 
delivery insights. 
 
Advantages of Kafka-Based Event Systems: 
The use of Kafka provides several advantages. 
First, it enables real-time tracking of shipments, 
allowing customers and logistics managers to view 
the latest package status instantly. Second, Kafka 
supports high scalability, making it suitable for 
large logistics companies handling millions of 
events daily. 
Another advantage is fault tolerance. Kafka 
replicates data across multiple servers, reducing 
the risk of data loss. It also improves system 

reliability because services can continue operating 
independently even if another component 
temporarily fails. Furthermore, event-driven 
communication reduces system complexity and 
improves maintainability. 
 
Applications: 
Kafka-based logistics tracking systems can be used 
in courier services, e-commerce companies, 
transportation networks, and warehouse 
management operations. Businesses can monitor 
fleet movement, optimize delivery routes, and 
provide accurate estimated delivery times. 
Customers benefit from greater transparency and 
improved service quality. 
 
Challenges: 
Despite its advantages, implementing Kafka 
requires proper infrastructure management and 
monitoring. Organizations must ensure topic 
configuration, security settings, and event schema 
consistency. Handling large numbers of events 
also requires efficient storage and processing 
strategies. However, these challenges can be 
managed through proper planning and 
deployment practices. 
 
Conclusion: 
A Logistics Tracking System using Kafka-based 
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API events provides a modern and efficient 
solution for real-time shipment monitoring. By 
using event-driven architecture, organizations can 
improve communication between services, 
enhance scalability, and deliver accurate tracking 
information to customers. Kafka’s reliability, fault 

tolerance, and high-performance capabilities make 
it an ideal technology for logistics and supply 
chain management. As the logistics industry 
continues to grow, Kafka-based tracking systems 
will play a significant role in improving 
operational efficiency and customer satisfaction. 

 

 
 
Monitoring Kafka-driven Django APIs using 
Prometheus and Grafana Introduction Modern 
software applications require continuous 
monitoring to maintain performance, reliability, 
and availability. Apache Kafka is widely used for 
real-time event streaming, while Django REST 
Framework (DRF) is commonly used for building 
APIs. As system complexity increases, monitoring 
becomes essential for identifying errors, 
performance bottlenecks, and resource usage. 
Prometheus and Grafana provide an effective 
monitoring solution by collecting, storing, and 
visualizing application metrics. Objective To 
monitor Kafka-driven Django APIs using 
Prometheus and Grafana for real-time 
performance tracking, error detection, resource 
monitoring, and improved system reliability. 
Literature Review Apache Kafka is a popular 
distributed event-streaming platform that provides 
scalability, fault tolerance, and high throughput. 
Django REST Framework simplifies REST API 
development through authentication, 
serialization, and request handling features. 
Prometheus collects performance metrics such as 

CPU usage, memory utilization, response time, 
and request count. Grafana visualizes these 
metrics through dashboards and charts. Research 
shows that integrating Kafka, Django APIs, 
Prometheus, and Grafana improves observability, 
troubleshooting, and system reliability in 
distributed applications. Professional System 
Architecture Diagram Users / Clients Django 
REST API Apache Kafka Kafka Consumer 
Services Prometheus Grafana Dashboard Results 
Prometheus successfully collected API and Kafka 
metrics including response times, consumer lag, 
memory usage, and CPU utilization. Grafana 
dashboards provided real-time visualizations that 
helped identify bottlenecks and performance 
issues. Alerting mechanisms reduced downtime 
and improved system reliability. Conclusion The 
integration of Kafka, Django REST Framework, 
Prometheus, and Grafana provides an effective 
monitoring solution for distributed systems. It 
enhances visibility, supports proactive issue 
detection, improves performance analysis, and 
ensures stable application operation. References 
Apache Kafka Documentation; Django REST 
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Framework Documentation; Prometheus 
Documentation; Grafana Documentation; Kreps 
et al. (2011). 
 

 
 
In the modern digital era, security has become a 
fundamental necessity for every household and 
office. Our project, "Smart Security Door Lock 
System," provides an automated and intelligent 
solution to address unauthorized entry. This 
system is powered by Arduino microcontroller 
technology, which makes the security process 
significantly more reliable compared to traditional 
mechanical locks. The primary goal of this project 
is to offer users a password-protected, efficient 
locking mechanism that is both user-friendly and 
highly secure. We have implemented advanced 
logic to ensure the system operates smoothly 
under various conditions. By replacing physical 
keys with digital codes, we minimize the risks 
associated with lost or duplicated keys, ensuring a 
higher level of protection for restricted areas. This 
project highlights the transition from manual 
security to smart, automated systems. It is designed 
to be robust, affordable, and easy to maintain, 
providing a modern touch to home automation. 
 
 Development Process  
Traditional manual locks are no longer sufficient 
to ensure safety in today's environment. They are 

vulnerable to picking, unauthorized duplication of 
keys, and physical damage. Moreover, these locks 
lack any form of verification or feedback system, 
making it impossible to detect unauthorized access 
attempts or to provide real-time alerts to the 
owner. This lack of transparency leads to security 
gaps in both homes and professional workspaces.  
 
Objectives: 
• To design and implement a secure, 
password-based authentication system using 
Arduino. 
• To provide real-time visual and audio 
feedback using LCD and Buzzer alerts for every 
interaction. 
• To create a cost-effective, practical model 
suitable for small-scale security needs in homes 
and offices. 
• To gain hands-on experience in 
microcontroller programming, sensor integration, 
and hardware troubleshooting. 
• To develop a user-friendly interface that 
simplifies the security process for the end-user. 
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Proposed Solution 
To address these security challenges, we have 
developed a system using the Arduino Uno as the 
central processing unit. The system captures input 
from a 4x4 keypad and verifies the entered code 
against a pre-defined password stored in the 
memory. Once authorized, the Arduino 
commands the servo motor to unlock the 
mechanism. In its default state, the lock remains 
firmly closed. If an incorrect password is entered, 
the system denies access and triggers an alarm via 
the buzzer. This approach not only provides robust 
security but also allows for easy password updates, 
making it a superior alternative to manual keys. 
We have ensured that the system is responsive and 
provides clear status updates via an LCD screen to 
maintain user awareness throughout the process. 
This system is effective because it removes the 
dependence on physical keys and introduces a 
digital verification layer that is much harder to 
bypass. 
 
Methodology 
The development of this project followed a 
structured and systematic engineering approach: 
1. Requirement Analysis: We conducted a 
thorough study of the required components to 
ensure they meet the project's performance and 
stability criteria. 

2. Breadboard Testing: Before permanent 
assembly, we built the circuit on a breadboard to 
verify the logic and eliminate any potential wiring 
issues. 
3. Programming: We developed the core 
code in the Arduino IDE, incorporating standard 
libraries for keypad input and servo motor control 
to ensure seamless communication between 
hardware and software. 
4. Hardware Assembly: The components 
were installed into the prototype structure. We 
used careful soldering and wiring techniques to 
secure all electrical connections. 
5. Calibration: We fine-tuned the servo 
motor angles and the timing of the buzzer to 
ensure the door mechanism operates with high 
precision and reliability. 
 
Hardware Components 
• Arduino Uno: The main controller that 
processes all input commands and manages the 
system logic. 
• 4x4 Matrix Keypad: Acts as the primary 
user interface for secure password entry. 
• 16x2 LCD with I2C: Displays operational 
status and feedback messages to the user. 
• SG90 Servo Motor: The actuator that 
mechanically moves the locking latch upon 
authorization. 
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• Active Buzzer: Produces alert sounds for 
unauthorized access attempts or system errors. 

• Breadboard & Jumper Wires: Used for 
making all electrical connections and ensuring 
signal flow. 

 

 
 

 
 
Circuit Diagram 
 The schematic illustrates the interconnections 
between the microcontroller and the peripherals. 
Each component is carefully wired to designated 
digital pins to ensure the correct flow of signals.  

 
Proper grounding (GND) is maintained 
throughout the circuit to prevent signal 
interference and ensure system stability during 
operation, which is crucial for the reliability of 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Majeed, 2026 | Page 3439 

security systems. We ensured that every 
connection was mapped clearly to avoid logical 
errors during the implementation phase. 

 

 
 
Working Principle 
The system remains in a 'Standby' mode until the 
user interacts with the keypad. When the user 
enters the correct password and presses the 
activation key, the Arduino validates the input 
against the stored code. Upon a successful match, 
the LCD displays "Access Granted," and the servo 

motor rotates 110 degrees to unlock the door. 
Conversely, an incorrect password triggers the 
buzzer and displays a "Wrong Password" error, 
ensuring immediate notification of unauthorized 
attempts. This logic loop ensures that the system is 
always ready to monitor and protect the access 
point. 

 

 
 

Results & Testing 
Extensive testing was conducted to evaluate the 
reliability of the system. We performed over 20 

verification trials, and the system maintained 
100% accuracy in password validation. The timing 
of the servo motor and the clarity of the LCD 
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messages were highly consistent. We also 
conducted stress testing to ensure the Arduino 
remains stable during continuous operations 
without any lag or errors in command execution. 
The system proved highly resilient to repeated 
inputs, confirming the system's effectiveness as a 
security prototype. 
 
 Challenges 
During the development phase, we encountered 
several technical challenges: 
• Keypad Mapping: Aligning the matrix 
rows and columns with the programmed code 
required precise debugging. 
• Power Management: Ensuring the servo 
motor received stable voltage without causing 
voltage drops to the Arduino was critical. We 
resolved this by implementing a common 
grounding strategy. 
• Structure Integration: Fitting the 
electronic components and complex wiring into 
the compact model required careful planning and 
patience.  
 
Conclusion & Future Enhancements 
This project successfully demonstrates a 
functional, microcontroller-based security 
prototype. It fulfills all primary security 
requirements and showcases our ability to 
integrate software logic with hardware 
components effectively. 
 
Future Enhancements: 
 We have thought of a few simple and useful 
improvements that can be added to this project 
later: 
• Fingerprint Sensor: Instead of typing a 
password, we can add a fingerprint sensor. This 
will make the system faster and even more secure. 
• Mobile App Control: We can add a Wi-
Fi module (like ESP8266) so that the user can lock 
or unlock the door using their smartphone from 
anywhere. 
• SMS Alerts: We can add a GSM module 
to the system. This would send an instant SMS 

alert to the owner's phone whenever someone tries 
to enter the wrong password. 
• Better Battery Life: We can program the 
system to go into a "sleep mode" when it is not in 
use. This will save power and make the battery last 
much longer. 
 
Conclusion 
In conclusion, our "Smart Security Door Lock 
System" project has been a very successful and 
learning-oriented experience. By bringing together 
hardware components like the Arduino Uno, 
keypad, LCD, and servo motor, we have created a 
working prototype that solves the common 
problems of traditional mechanical locks. 
This project shows how simple electronic 
components can be used to improve security in 
our daily lives. Throughout this journey, we did 
not just learn how to code or connect circuits, but 
we also learned how to solve real-world problems 
like power management and hardware stability. 
We are confident that this system provides a 
reliable, cost-effective, and user-friendly solution 
for basic security needs. The successful completion 
of this prototype marks a solid foundation for us 
to work on more advanced security systems in the 
future. 
 
Designing Scalable Event-Driven APIs Using 
Apache Kafka and Django REST Framework 
Modern applications require real-time 
communication, high availability, and the ability 
to process large volumes of data efficiently. 
Traditional request-response architectures often 
face challenges in handling increasing workloads 
and ensuring scalability. Event-driven architecture 
has emerged as an effective solution for building 
responsive and distributed systems. Apache Kafka 
provides a reliable event streaming platform, while 
Django REST Framework enables the 
development of robust APIs. Combining these 
technologies helps organizations create scalable, 
fault-tolerant, and high-performance applications 
capable of managing continuous data flows. 
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Purposes 
To design scalable APIs using Django REST 
Framework and Apache Kafka, enable 
asynchronous communication, improve system 
performance, support real-time processing, and 
ensure reliability, flexibility, and efficient data 
management. 
Event-driven architecture (EDA) is a software 
design approach in which system components 
communicate through events. Unlike traditional 
synchronous communication, EDA allows services 
to operate independently, improving scalability 
and fault tolerance. Researchers have highlighted 
the importance of EDA in modern cloud-based 
and distributed systems where applications require 
real-time responsiveness and efficient resource 
utilization. 
Apache Kafka has gained widespread popularity as 
a distributed event-streaming platform. Developed 
to handle large-scale data processing, Kafka 
enables producers to publish events and 
consumers to process them independently. 
Studies show that Kafka provides high 
throughput, low latency, durability, and horizontal 
scalability. These features make it suitable for 
applications such as financial systems, social media 
platforms, IoT networks, and e-commerce services. 
Django REST Framework (DRF) is a powerful 
toolkit for building web APIs using Python. It 
offers serialization, authentication, permission 
handling, and routing capabilities that simplify 
API development. Research indicates that DRF is 

widely adopted because of its flexibility, ease of 
integration, and support for rapid application 
development. 
Several studies have explored integrating Kafka 
with web frameworks to improve application 
performance. The combination of Kafka and DRF 
allows APIs to publish events asynchronously 
instead of processing all tasks immediately. This 
reduces response time and improves user 
experience. For example, when a user places an 
order in an e-commerce application, the API can 
send an event to Kafka, while separate services 
handle payment, inventory updates, and 
notifications. 
Existing literature concludes that integrating 
Kafka with REST APIs improves scalability, 
reliability, and maintainability. This approach 
supports microservices architectures and enables 
organizations to handle growing workloads 
efficiently while maintaining system stability and 
performance. 
 
Discussion  
The proposed system uses Django REST 
Framework to create RESTful API endpoints for 
client requests. Apache Kafka acts as the messaging 
backbone for event processing. When a request is 
received, the API validates the data and publishes 
an event to a Kafka topic. Kafka brokers store and 
distribute the event to subscribed consumers. 
Consumer services process tasks such as 
notifications, logging, analytics, or database 
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updates independently. This asynchronous 
workflow reduces API processing time and 
prevents system bottlenecks. Performance is 
evaluated by measuring response time, 
throughput, scalability, and reliability under 
varying workloads and concurrent user requests. 
 
Results 
The implementation demonstrates significant 
improvements in application scalability and 
performance. By introducing Kafka between API 
services and backend processes, the system handles 
a larger number of requests without affecting 
response times. API endpoints return responses 
quickly because heavy processing tasks are 
delegated to Kafka consumers. The architecture 
also improves reliability since Kafka stores events 
persistently, reducing the risk of data loss during 
failures. 
Testing under simulated workloads shows 
increased throughput and better resource 
utilization compared to traditional synchronous 
architectures. The system maintains stable 
performance even as the number of requests 
grows. Independent consumer services can be 
scaled horizontally to meet increasing demand 
without modifying the API layer. Furthermore, 
fault isolation is enhanced because failures in one 
service do not directly impact others. These results 
confirm that integrating Apache Kafka with 
Django REST Framework provides an efficient 
solution for building scalable, resilient, and event-
driven applications suitable for modern business 
requirements. 
 
Conclusion 
Designing scalable event-driven APIs using 
Apache Kafka and Django REST Framework 
offers an effective solution for modern distributed 
applications. The integration enables 
asynchronous communication, improves 
performance, and enhances reliability by 
decoupling system components. Kafka provides 
efficient event streaming and fault tolerance, while 
DRF simplifies API development and 
management. The proposed architecture supports 
scalability, real-time processing, and better 
resource utilization. As organizations increasingly 

adopt microservices and cloud-based systems, the 
combination of Kafka and Django REST 
Framework serves as a practical and powerful 
approach for developing high-performance and 
future-ready applications. 
 
Kubernetes-based Orchestration of Kafka and Django 
REST Applications 
Modern cloud-native systems require scalable 
deployment, high availability, and efficient 
communication between services. Kubernetes has 
emerged as a leading container orchestration 
platform, while Apache Kafka provides reliable 
event streaming. Django REST Framework is 
widely used for building web APIs. Combining 
these technologies creates a robust architecture for 
real-time data processing and application delivery. 
Kubernetes automates deployment, scaling, 
networking, and recovery of containers, allowing 
Kafka clusters and Django REST services to 
operate efficiently. This integration supports 
microservices, improves resource utilization, and 
enables organizations to build resilient, 
distributed, and highly available applications. 
 
Purposes 
The objectives of this study are to examine 
Kubernetes orchestration of Kafka and Django 
REST applications, evaluate scalability and 
reliability, analyze deployment automation, 
investigate communication between services, and 
assess the effectiveness of containerized 
architectures in cloud-native environments. 
 
Proposed work  
Cloud-native computing has transformed the way 
modern applications are developed and deployed. 
Kubernetes is recognized as one of the most 
powerful container orchestration platforms 
available today. Research studies show that 
Kubernetes improves system reliability through 
automated deployment, scaling, self-healing, and 
load balancing mechanisms. These features help 
organizations manage complex microservice-based 
applications efficiently while reducing operational 
overhead. 
Apache Kafka has gained significant attention as a 
distributed event-streaming platform. Studies 
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indicate that Kafka is capable of handling millions 
of messages per second while ensuring fault 
tolerance and data durability. Its publish-subscribe 
architecture allows applications to exchange 
information asynchronously, reducing 
dependencies between services. 
Django REST Framework is widely used for 
developing RESTful APIs because of its flexibility, 
security features, and rapid development 
capabilities. Literature suggests that Django REST 
enables developers to build maintainable and 
scalable APIs while leveraging Python's extensive 
ecosystem. 
Recent studies have explored the integration of 
Kubernetes, Kafka, and Django REST Framework. 
Researchers report that this integrated 

architecture improves scalability, fault tolerance, 
and deployment efficiency compared to 
traditional monolithic systems. 
 
Methods 
The proposed architecture deploys Kafka brokers, 
Django REST services, and supporting 
components inside a Kubernetes cluster. Docker 
containers are created for each application 
component to ensure portability and consistency. 
Kubernetes Deployments manage application 
instances, while Kubernetes Services provide 
networking and communication between 
containers. Persistent Volumes are configured to 
store Kafka data reliably and prevent data loss. 

 

 
 
Architecture Diagram 
Results 
The implementation demonstrated that 
Kubernetes significantly improved deployment 
management and operational reliability. 
Automated pod scheduling and self-healing 
capabilities minimized service interruptions 

during simulated failures. Kafka maintained stable 
message delivery even under high workloads, 
ensuring effective communication between 
distributed services. Load-testing results showed 
that horizontal scaling increased system capacity 
with minimal configuration changes. 
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Conclusion 
Kubernetes-based orchestration provides an 
effective solution for deploying and managing 
Kafka and Django REST applications. The 
combination offers scalability, reliability, 
automation, and efficient event-driven 
communication. Experimental observations 
indicate improved performance, resource 
utilization, and fault tolerance compared with 
conventional architectures. 
 
Kafka-Powered DRF APIs for E-Commerce 
Order Processing Systems 
The rapid expansion of e-commerce platforms has 
increased the need for efficient, scalable, and 
reliable order processing systems. Traditional 
synchronous architectures often face challenges 
such as delayed responses, limited scalability, and 
system bottlenecks during peak workloads. 

Apache Kafka, a distributed event-streaming 
platform, combined with Django REST 
Framework (DRF), provides a modern solution for 
handling large volumes of transactions through 
asynchronous communication. This research 
explores the integration of Kafka-powered DRF 
APIs within e-commerce order processing systems. 
The study examines existing literature on event-
driven architectures, microservices, and RESTful 
APIs to evaluate the effectiveness of Kafka in 
improving performance, fault tolerance, and 
scalability. The findings indicate that Kafka 
enables efficient message handling, reduces system 
coupling, and enhances reliability by ensuring 
persistent and fault-tolerant event processing. The 
integration of DRF and Kafka provides a flexible 
and scalable architecture capable of meeting the 
growing demands of modern e-commerce 
applications. 
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E-commerce has become one of the fastest-growing 
sectors in the digital economy. Millions of online 
transactions occur daily, requiring systems capable 
of processing orders quickly and accurately. 
Traditional monolithic and synchronous 
architectures often experience performance issues 
when transaction volumes increase. These 
limitations can lead to delayed order processing, 
poor customer experience, and reduced system 
reliability. 
Modern software systems increasingly adopt 
microservices and event-driven architectures to 
overcome these challenges. Apache Kafka serves as 
a distributed messaging platform that enables 
asynchronous communication among services, 
while Django REST Framework (DRF) provides a 
robust framework for developing RESTful APIs. 
Together, these technologies support scalable and 
efficient order processing. This study investigates 
how Kafka-powered DRF APIs improve the 
performance and reliability of e-commerce order 
management systems. 
 
Main GOAL 
1. To evaluate the role of Apache Kafka in 
enhancing scalability and fault tolerance within e-
commerce order processing systems. 
 
2. To analyze the effectiveness of integrating 
Kafka with Django REST Framework APIs for 

asynchronous transaction processing and service 
communication. 
Recent advancements in distributed computing 
have encouraged the adoption of event-driven 
architectures for handling high-volume 
transactions. Apache Kafka has emerged as one of 
the most popular platforms for real-time data 
streaming and message processing. Researchers 
describe Kafka as a highly scalable and fault-
tolerant system capable of handling millions of 
events per second. Its distributed architecture 
allows organizations to process large volumes of 
data while maintaining low latency and high 
availability. 
Several studies highlight the limitations of 
traditional synchronous communication models 
in modern applications. In synchronous systems, 
services depend heavily on each other, resulting in 
increased response times and reduced flexibility. 
Event-driven architectures address these issues by 
enabling asynchronous communication through 
message brokers. Kafka acts as an intermediary 
that stores and distributes events between 
producers and consumers, allowing services to 
operate independently. 
Django REST Framework is widely recognized for 
developing secure and maintainable RESTful 
APIs. DRF provides features such as serialization, 
authentication, permissions, and request 
handling, making it suitable for enterprise-level 
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applications. Researchers have noted that DRF 
simplifies API development while supporting 
integration with external technologies such as 
Kafka. 
E-commerce order processing involves multiple 
operations, including order placement, inventory 
management, payment verification, shipment 
processing, and customer notifications. Studies 
indicate that performing all these operations 
synchronously can negatively affect system 
performance. Kafka-based architectures improve 
efficiency by separating these tasks into 
independent services that communicate through 
events. 
Industry leaders such as LinkedIn, Netflix, Uber, 
and Airbnb successfully utilize Kafka for large-scale 
event processing. Their implementations 
demonstrate significant improvements in 
scalability, reliability, and performance. Existing 
literature therefore supports the use of Kafka-
powered APIs as an effective solution for modern 
e-commerce systems that require real-time 
processing and high availability. 

Policy 
This research follows a qualitative and analytical 
approach based on existing studies, technical 
documentation, and industry practices. The 
proposed system utilizes Django REST Framework 
to create RESTful APIs responsible for handling 
customer order requests. Apache Kafka is 
integrated as a distributed messaging platform to 
facilitate asynchronous communication between 
services. 
When an order is submitted through a DRF API, 
the order information is published to a Kafka 
topic. Various consumer services subscribe to this 
topic and process specific tasks such as payment 
validation, inventory updates, shipment 
preparation, and notification delivery. The 
architecture is evaluated based on performance, 
scalability, fault tolerance, and maintainability. 
Relevant literature and industry case studies are 
analyzed to determine the effectiveness of Kafka-
powered DRF APIs in e-commerce environments. 

 
System Architecture Diagram : 
 

 
 
Conclusion 
The findings demonstrate that integrating Apache 
Kafka with Django REST Framework significantly 
improves the performance of e-commerce order 

processing systems. Kafka enables asynchronous 
communication, allowing APIs to respond quickly 
without waiting for all backend operations to 
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complete. This reduces response times and 
enhances user experience. 
The distributed architecture of Kafka supports 
horizontal scalability, enabling organizations to 
handle increasing transaction volumes without 
substantial performance degradation. Kafka's 
partitioning mechanism allows workloads to be 
distributed across multiple consumers, improving 
processing efficiency. 
The study also reveals improvements in system 
reliability and fault tolerance. Kafka stores 
messages persistently and replicates data across 
brokers, reducing the risk of data loss during 
failures. If a service becomes unavailable, messages 
remain in Kafka until they are successfully 
processed. 
Furthermore, service decoupling simplifies system 
maintenance and development. Individual 
services can be modified, upgraded, or scaled 

independently without affecting the entire 
application. This flexibility is particularly valuable 
in large e-commerce platforms where business 
requirements frequently change. 
Overall, the integration of Kafka and DRF 
provides a robust architecture that supports real-
time event processing, efficient resource 
utilization, and reliable transaction management. 
These benefits make Kafka-powered DRF APIs a 
suitable choice for modern e-commerce 
applications. 
The integration of Apache Kafka with Django 
REST Framework provides a scalable, reliable, and 
efficient solution for e-commerce order processing 
systems. Through asynchronous communication 
and event-driven architecture, organizations can 
improve performance, fault tolerance, and 
maintainability while effectively managing large 
volumes of transactions. 

 
MINHAJ UNIVERSITY LAHORE (PROJECT 
SHOWCASE 2026)  
The School of Computer Science, Minhaj 
University Lahore, organized Project Showcase 
Day 2026, providing students with an opportunity 
to present innovative software solutions 
addressing real-world industry challenges. Mr. 
Adnan Majeed Organized project showcase 

presented projects based on Advance AI and 
industrial requirements.  
The showcased projects reflected emerging trends 
in Artificial Intelligence, Digital Transformation, 
Cloud Computing, Mobile & Web Development, 
and Entrepreneurship, demonstrating the 
technical expertise and creativity of future 
technology professionals. 

 

 
 

 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Majeed, 2026 | Page 3448 

 
 

 
Sincere Thankful to Dr. Gulzar Hussain → ChairPerson, Assistant Professor Minhaj University CS 

Department Lahore.  
 
References 
[1] T. Chen and C. Guestrin, "XGBoost: A scalable 

tree boosting system," in Proc. 22nd ACM 
SIGKDD Int. Conf. Knowledge Discovery 
and Data Mining, 2016. 

[2] G. Ke et al., "LightGBM: A highly efficient 
gradient boosting decision tree," in Proc. 
31st Conf. Neural Information Processing 
Systems (NeurIPS), 2017. 

[3] J. H. Friedman, "Greedy function 
approximation: A gradient boosting 
machine," Annals of Statistics, vol. 29, no. 
5, 2001. 

[4] L. Grinsztajn, E. Oyallon, and G. Varoquaux, 
"Why do tree-based models still outperform 
deep learning on tabular data?," in Proc. 
36th Conf. Neural Information Processing 
Systems (NeurIPS), Datasets and 
Benchmarks Track, 2022. 

[5] R. Shwartz-Ziv and A. Armon, "Tabular data: 
Deep learning is not all you need," 
Information Fusion, vol. 81, 2022. 

 
[6] N. Srivastava, G. Hinton, A. Krizhevsky, I. 

Sutskever, and R. Salakhutdinov, "Dropout: 
A simple way to prevent neural networks 
from overfitting," Journal of Machine 
Learning Research, vol. 15, 2014. 

[7] D. P. Kingma and J. Ba, "Adam: A method for 
stochastic optimization," in Proc. Int. Conf. 
Learning Representations (ICLR), 2015. 

[8] D. H. Wolpert and W. G. Macready, "No free 
lunch theorems for optimization," IEEE 
Transactions on Evolutionary 
Computation, vol. 1, no. 1, 1997. 

[9] A. Dal Pozzolo, O. Caelen, R. A. Johnson, and 
G. Bontempi, "Calibrating probability with 
undersampling for unbalanced 
classification," in Proc. IEEE Symp. Series 
on Computational Intelligence (SSCI), 
2015. 

 
 
 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Majeed, 2026 | Page 3449 

[10] Akidau, T., Bradshaw, R., Chambers, C., 
Chernyak, S., Fernandez-Moctezuma, R., 
Lax, R., McVeety, S., Mills, D., Perry, F., 
Schmidt, E., & Whittle, S. (2015). The 
dataflow model: A practical approach to 
balancing correctness, latency, and cost in 
massive-scale, unbounded, out-of-order data 
processing. Proceedings of the VLDB 
Endowment, 8(12), 1792–1803. 

[11] Chen, L., Wang, H., & Zhou, Y. (2021). 
Exactly-once semantics in Apache Kafka for 
retail banking transaction processing: A 90-
day empirical study. Journal of Financial 
Information Systems, 14(3), 45–62. 

[12] Fernandez, A., Torres, M., & Ruiz, J. (2022). 
Event sourcing and CQRS at scale: A 
European banking case study with Kafka. 
IEEE Transactions on Services Computing, 
15(4), 218–231. 

[13] Kovacs, P., & Mehta, R. (2020). Real-time 
credit card fraud detection using Kafka 
Streams and machine learning feature 
pipelines. ACM SIGKDD Workshop on 
Applied Data Science for Financial Services. 

[14] Kreps, J., Narkhede, N., & Rao, J. (2011). 
Kafka: A distributed messaging system for 
log processing. Proceedings of the NetDB 
Workshop at SIGMOD. 

[15] Liu, W., & Zhang, F. (2019). High-
throughput interbank settlement using 
Apache Kafka: A simulation study. 
International Journal of Distributed 
Systems, 22(1), 11–27. 

[16] Richardson, C. (2018). Microservices 
patterns: With examples in Java. Manning 
Publications. 

[17] Shah, P., & Patel, D. (2020). Event-driven 
architecture for financial services: Patterns, 
practices, and pitfalls. Journal of Banking 
Technology, 9(2), 88–104. 

[18] Stopford, B. (2018). Designing event-driven 
systems: Concepts and patterns for 
streaming services with Apache Kafka. 
O'Reilly Media. 

[19] Young, G. (2010). CQRS documents. 
Retrieved from 
https://cqrs.files.wordpress.com/2010/11/
cqrs_documents.pdf 

[20] Kumar, A., & Raj, P. (2022). Evaluating 
exactly-once semantics in distributed 
message queues for core banking platforms. 
Journal of Financial Systems Engineering, 
14(3), 204–218. 

[21] Santos, M. L., Silva, J. R., & Pereira, F. A. 
(2023). Real-time fraud mitigation in open 
banking ecosystem using Apache Kafka and 
stream processing engines. International 
Conference on Distributed Computing and 
Networking (ICDCN), 112–121. 

[22] Zhang, Y., & Wang, X. (2024). Formal 
verification of consistency and data integrity 
models in event-sourced ledger systems. 
IEEE Transactions on Software 
Engineering, 50(2), 345–359. 

[23] Yuan, B., 2026. Design and Implementation 
of a Process Quality Big Data System Based 
on Django in Production. Journal of 
Technology Innovation and Engineering, 2(3). 

[24] De Paepe, D., Vanden Hautte, S., 
Steenwinckel, B., Moens, P., Vaneessen, J., 
Vandekerckhove, S., Volckaert, B., 
Ongenae, F. and Van Hoecke, S., 2021. A 
complete software stack for IoT time-series 
analysis that combines semantics and 
machine learning—lessons learned from the 
Dyversify project. Applied Sciences, 11(24), 
p.11932. 

[25] Madiyarov, M., Tukushova, A., Bazarova, M. 
and Mukhamediyev, G., 2026. Designing 
the Architecture of a Cloud-Based Software 
as a Service for Air-Quality Monitoring and 
Forecasting. Engineered Science, 40, p.2150. 

[26] Gliga, R., Dascalu, H., Badea, A., Politi, E., 
Maini, M. and Santorinaios, C., 2022. D7. 
6-Integrated S&R platform 2nd version. 

[27] Koya, S.R.M., 2024. Microservice Architecture 
for Social Media Data Collection, Analysis, and 
Dashboarding (Master's thesis, University of 
Arkansas at Little Rock). 

[28] Pedrosa, A.S., 2021. Desenvolvimento de uma 
Arquitetura Escalável para Extrair 
Metainformação de Bases de Dados Médicas 
Distribuídas (Master's thesis, Universidade 
de Aveiro (Portugal)). 

 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Majeed, 2026 | Page 3450 

[29] Tragura, S.J.C., 2022. Building Python 
Microservices with FastAPI: Build secure, 
scalable, and structured Python microservices 
from design concepts to infrastructure. Packt 
Publishing Ltd. 

[30] Woldman, T., 2024. Hands-On Microservices 
with Django: Build cloud-native and reactive 
applications with Python using Django 5. Packt 
Publishing Ltd. 

[31] Koya, S.R.M., 2024. Microservice Architecture 
for Social Media Data Collection, Analysis, and 
Dashboarding (Master's thesis, University of 
Arkansas at Little Rock). 

[32] Islam, S., 2025. Exploring the migration 
process from monolithic architecture to 
microservices. 

[33] Uzun, I., Lobachev, I., Gall, L. and 
Kharchenko, V., 2021, May. Agile 
architectural model for development of 
time-series forecasting as a service 
applications. In International Scientific 
Conference “Intellectual Systems of Decision 
Making and Problem of Computational 
Intelligence” (pp. 128-147). Cham: Springer 
International Publishing. 

[34] Hedwig, J., 2025. Redesigning an AI-as-a-Service 
Platform: A maintainable microservice 
architecture for small development 
teams (Doctoral dissertation). 

[35] Bichha, S.K., Sahani, K., Mandal, B.P., Yadav, 
S. and Mahur, J., 2025. AI-Augmented 
Backend Architectures: A Microservices-
Based Framework Using Spring Boot and 
Intelligent Automation. Journal of Scientific 
Innovation and Advanced Research 
(JSIAR), 1(1), pp.44-51. 

[36] Daeli, S., Lase, K.J.D. and Sumihar, Y.P., 
2025. Implementation of Microservices 
Architecture in a Retail Web Application 
Using Apache Kafka as a Message 
Broker. Engineering, MAthematics and 
Computer Science Journal (EMACS), 7(2), 
pp.213-222. 

 
 
 

[37] Carnero, A., Martin, C., Torres, D.R., 
Garrido, D., Diaz, M. and Rubio, B., 2021. 
Managing and deploying distributed and 
deep neural models through Kafka-ML in 
the cloud-to-things continuum. IEEE 
Access, 9, pp.125478-125495. 

[38] Ranjan, R., 2024. Microservices for Machine 
Learning: Design, implement, and manage high-
performance ML systems with microservices 
(English Edition). Bpb Publications. 

[39] Mabotha, E., 2025. Modelling an Efficient 
Deployment of IOT Devices Using Dynamic 
Restful API and Docker (Doctoral 
dissertation, University of Johannesburg 
(South Africa)). 

[40] Rajesh, R.V., 2016. Spring microservices. Packt 
Publishing Ltd. 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

