
ISSN (e) 3007-3138 (p) 3007-312X

2761

INTERNET OF THINGS IN SMART ENVIRONMENTS: ARCHITECTURE,
PROTOCOLS, SECURITY, AND EMERGING RESEARCH CHALLENGES

Sheraz Tariq1, Muhammad Humza2, Muhammad Hassan Ghulam Muhammad3

1Lecturer, Department of Computer Science, The Institute of Management Sciences Lahore, Pakistan

2Lecturer, Department of Computer Science, The Institute of Management Sciences Lahore, Pakistan

3Assistant Professor, Department of Computer Science, The Institute of Management Sciences Lahore,
Pakistan

sheraz@pakaims.edu.pk1, muhammadhumza@pakaims.edu.pk2, dr.hassan@pakaims.edu.pk3

Abstract
The Internet of Things (IoT) technology represents one of the
paradigm-shifting innovations of the twenty-first century and makes
possible the interaction of billions of disparate hardware elements
with each other seamlessly and efficiently, whether within smart
homes, industrial facilities, healthcare organizations, or citywide
infrastructure. Notwithstanding the breakthrough advancements in
miniaturized hardware design, wireless communications protocols,
and cloud technologies, the deployment of the vast IoT infrastructures
is still plagued by inherent limitations in terms of power consumption,
interoperability, scalability, latency, and security concerns. This work
reviews the architecture of IoT systems and studies its major aspects,
such as the perception–network–application triad, nodes' hardware
pecifications, communication protocols (MQTT, CoAP, LoRaWAN,
NB-IoT, ZigBee), network topologies, data flow architecture from edge
through fog to cloud, and the IoT protocol stack. A protocol latency
performance comparison is conducted using simulation along with
energy consumption versus distance and throughput under different
node density scenarios. Eight potential security threats are described
along with proposed mitigation strategies and a defense-in-depth
approach. Finally, five important areas that need further research are
specified.
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The Internet of Things (IoT) can be described as the

network comprising physical devices with hardware

such as sensors, actuators, software applications, and

communication interfaces allowing them to gather,

transmit, and act upon the information automatically

without involving any human input directly [1]. From

few interconnected machines in the beginning of the

millennium, the number of connected IoT devices in

the world has increased from one million in the year

2000, growing exponentially to over 15 billion in

2023, which is estimated to rise up to over 29 billion

by 2030 [2].

The reason for the huge popularity of IoT stems from

its ability to bridge the gap between the real and

digital world. For instance, instead of logging

information about temperature in a pharmaceutical

cold chain, the sensor will alert the user when there

are deviations from preset parameters and initiate

cooling. In addition, while a smart meter tracks the

energy consumed by a household, it shares

information regarding the energy profile with the

energy company through its demand response

program for an optimized tariff structure.

However, scaling such a vision comes with several

challenges. Typically, IoT nodes are resource-limited,

operating on small coin cells, with only kilobytes, not

gigabytes, of memory, and transmitting over lossy,

low-bandwidth wireless links. On the other hand, the

applications running in these IoT devices require high

reliability, low latency, and stringent security

measures. This is an inherent challenge facing IoT

systems design and engineering.

This paper will focus on

achieving the following goals:

 providing a structured review and

architectural description of the layers

in IoT ranging from physical sensors

to cloud applications;

 analysis and comparison of various

protocols and network topologies used;

 conducting simulations and

performance analysis;

 analyzing threats and proposing

solutions for IoT security problems;

 Identifying gaps in the field and

proposing a research agenda.

Significance of the Study

The importance of this study stems from the

broad, multi-layered contributions this study

makes both to academia and industry. From an

academic viewpoint, this study brings together

fragmented research on communication

protocols, network topology, security schemes,

and edge computing into one cohesive body of

knowledge, which previous studies that are

component-oriented have failed to do. On the

industry side, the performance comparison in

terms of protocol latency, energy efficiency,

and network bandwidth offers empirical

results that engineers can leverage in their

decision-making process regarding technology

adoption. In addition, the articulation of five

future research directions provides a roadmap

that can guide future investment and research
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towards areas of high impact. With IoT fast

becoming a critical piece of infrastructure in

health care, agriculture, manufacturing, and

city governance, the societal relevance of this

study cannot be overstated.

Research Questions

The research questions on which this study is

based include the following, with each

research question corresponding to an existing

gap within the relevant IoT literature:

RQ1: In what manner could an architectural

solution facilitate the convergence of the

perception, network, and application layers

within heterogeneous IoT deployments while

retaining compatibility and scalability

regardless of different communication

protocols utilized?

RQ2: What would be the differences between

different IoT communication protocols, such

as MQTT, CoAP, LoRaWAN, NB-IoT, and

ZigBee in terms of latency, energy

consumption, and network throughput? Under

what circumstances would it be best to employ

specific configurations of these

communication protocols in IoT applications?

RQ3: How effective have existing security

solutions been in defending against the entire

range of IoT threats, and how can architectural

solutions ensure low attack surfaces for IoT

deployments without compromising on

computational requirements at nodes?

RQ4: What research problems remain

unsolved and are essential for further

development of the IoT,

such as quantum-resistant

cryptography, self-healing using AI, ambient

energy harvesting, digital twin

synchronization, and 6G-compatible IoT?

2. LITERATURE REVIEW

A. Foundational IoT Architectures
The architecture of IoT has gone through various

generations till now. Initially, the three-layer

architecture – namely perception, network, and

application layers was proposed, which had a neat

separation of concepts but failed to describe the

diversity of implementation in practice [3]. In

order to increase granularity in describing IoT

architecture, another five-layer architecture has

been developed by adding the processing layer

and the business layer in between. Currently, there

are two more accepted reference models, namely

the ITU-T Y.4000 reference model and Industrial

Internet Reference Architecture (IIRA).

An early review of IoT was conducted by Atzori

et al. [5], in which the IoT paradigm is

distinguished based on its convergence of

“things-oriented,” “internet-oriented,” and

“semantic-oriented” visions. Cloud-centric

architectures of IoT were reviewed by Gubbi et al.

[6], who concluded that cloud computing is a

fundamental part that makes IoT possible at a

grand scale, but this assertion has been

questioned by the advent of edge/fog computing

B. Communication Protocols
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However, the IoT protocol landscape exhibits

fragmentation. Application layer protocols include

MQTT (Message Queuing Telemetry Transport),

an application layer protocol employing a

publish/subscribe architecture designed

specifically for use on constrained networks,

CoAP (Constrained Application Protocol),

employing semantics of the HTTP protocol over

UDP, and AMQP, aimed at reliable enterprise

messaging. Al-Fuqaha et al. [7] classify all three

protocols, pointing out that MQTT prevails in

sensor-to-cloud connectivity cases, while CoAP is

more often used for device-to-device

communication.

On physical and link layers, the selection of radio

communication technology involves a

compromise between range, data rate, and energy

consumption. High data rates combined with

limited range characterize short-range

technologies like Bluetooth Low Energy (BLE),

ZigBee (IEEE 802.15.4), and WiFi. In LPWANs

like LoRaWAN and NB-IoT, range and multi-year

battery operation have priority over data rate [8].

The introduction of 5G New Radio, followed by

the upcoming 6G protocol, is expected to

eliminate boundaries due to their native support of

massive machine-type communication (mMTC)

[9].

C. Edge and Fog Computing

Latency and bandwidth overheads associated with

transmitting data collected by IoT devices to

centralized cloud infrastructure led to the creation

of edge computing, which allows

computation at the network edge, and

fog computing, where another layer is created

between edge devices and the cloud [10]. The

term fog computing was coined by Bonomi et al.

[11], who showed that fog computing has some

significant benefits, especially in latency-sensitive

applications like vehicle safety applications.

Energy efficiency achieved through offloading

computations to the edge and efficient scheduling

of tasks have been studied later [12].

D. IoT Security

Security is often cited as the most important factor

limiting IoT implementation. In 2016, the massive

botnet called Mirai was able to utilize hundreds of

thousands of poorly secured IoT devices to create

unprecedentedly powerful DoS attacks on the

internet [13]. In surveys conducted on the most

prevalent IoT security problems, the absence of

adequate authentication mechanisms, the lack of

encryption capabilities, outdated software with no

security patches installed, and poorly managed

default passwords were identified as the most

significant sources of vulnerability [14].

Cryptographic methods that can be implemented

on IoT devices include PRESENT, SIMON, and

SPECK algorithms.

E. Emerging Applications

IoT has become prevalent in nearly all industries.

IoT is used in health care for monitoring patients

using wearable and implantable sensors, detecting

diseases at an early stage [16]. For agricultural
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uses, soil moisture sensors, weather stations, and

multi-spectral cameras mounted on drones

facilitate precise watering and crop management

[17]. Smart cities involve integration of traffic

sensors, environmental monitors, waste

management systems, and energy grids within an

urban management system [18]. In industrial

applications (IIoT), sensors monitor

manufacturing processes, allowing predictive

maintenance, resulting in a reduction in machine

downtime by 50% [19].

3. System Architecture and
Methodology

A. IoT Three Layers Structure
This architecture consists of three layers, namely

the Perception Layer, the Network Layer, and the

Application Layer, as shown in Fig. 1. In the

Perception layer, there exist devices such as

temperature sensors, smart cameras, RFID readers,

GPS and pressure sensors. They generate raw

input data from the environment and feed this data

to the upper layers.

Fig. 1. IoT Three-Layer System Block Diagram showing the Perception, Network, and Application layers with
component interconnections.

Data transfer at the Network Layer must be

reliable. The IoT Gateway gathers data from

several devices of the perception layer, does

protocol conversion, filters locally, and delivers

filtered data to the Application Layer.

Connectivity of the gateway to the cloud can take

place through various backhauls depending on the

specific use case scenario such as 4G/5G, fiber

optic connectivity, or satellite connectivity.

The Application Layer has cloud platforms, big

data analysis engines, AI/ML inference engines,

dashboards, and mobile applications running here.
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B. IoT Node Internal Architecture

Every IoT node is basically an embedded system

by itself. As can be seen from the structure in Fig

2, it consists of an MCU which acts as the main

processor, along with a power management block,

non-volatile storage, an RF transceiver, a sensor

interface (ADC/DAC) and

input/output buses (I2C, SPI, UART).

The MCU runs the entire firmware stack

consisting of the OS (RTOS such as

FreeRTOS/Zephyr), network stack, and

applications.

Fig. 2. IoT Node Internal Architecture showing the MCU at the center connected to power management,
memory, RF transceiver, sensor interface, and I/O ports.

C. Network Topologies

Depending on the use case, various IoT

implementations use distinct topologies in their

network structures, as depicted in Figure 3 below.

When using the Star Topology method, nodes can

only send information to the hub/gateway node.

This makes the network simple and easy to

manage and reduces the radio complexity per node;

however, it becomes a single point of failure. On

the other hand, when using the Mesh Topology,

each node forms direct communication lines,

allowing for multi-hops and self-recovery in case

one line fails. This network structure works best
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for large-scale deployments where coverage must

be provided even outside the reach of the hub.

Fig. 3. Common IoT Network Topologies: (a) Star Topology with central hub, (b) Mesh Topology with
peer-to-peer links, (c) Bus Topology with shared backbone.

D. IoT Protocol Stack

IoT Protocol Stack, as presented in Figure 4 below,

consists of layers similar to the OSI model, but

modified for the specific requirements of constrained

environment. Physical layer utilizes different kinds of

radio communications like LoRa, Zigbee PHY, NB-

IoT, and 5G NR. The Data link layer can make use of

IEEE 802.15.4 protocol for wireless mesh

communication or Bluetooth Low Energy for wireless

personal area network communication, while high

throughput requires utilization of Wi-Fi. Network

layer employs IPv6 or IPv6 over Low Power Wireless

Personal Area Networks protocol (6LoWPAN).

Specifically, IPv6 header needs to be compressed due

to IEEE 802.15.4 frame size limitation (128 bytes).
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Fig. 4. IoT Protocol Stack showing five layers from

Physical to Application with representative

protocols at each layer.

E. Edge-Fog-Cloud Framework

The framework for the processing of the data,

shown in Fig. 5, has been designed in such a

manner that computation is distributed into three

layers. The computations in the Edge Layer

include noise reduction, unit conversion, and

anomaly detection on the sensor data in real time.

More complex computations in the Fog Layer

include local machine learning inference,

protocol translation, and fusion of data from edge

nodes. The Cloud Layer offers scalable storage,

analysis, and model training services. The

framework can decrease the backhaul traffic by

up to 70%.
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Fig. 5. IoT Edge-Fog-Cloud Data Flow Architecture showing three-tier processing from edge sensor
arrays through fog nodes to cloud services.

F. Mathematical Models
Energy consumption E_tx of transmitting IoT

node over distance d is given by:

E_tx = E_elec * k + epsilon_amp * k * d^n (1)

where E_elec is the energy consumed per bit

within the electronic circuitry of the transmitter

(50 nJ/bit), k is the number of bits being

transmitted, epsilon_amp is the amplifier energy

coefficient, and n is the path loss exponent, n = 2

for free space while n = 3 to 4 for urban terrain.

Latency L for message propagation from edge,

through fog layer to the cloud server and back to

the end-point over the network is given by:

L = L_edge + L_fog + L_cloud + L_net (2)

where L_edge, L_fog, and L_cloud represent

individual delays on each layer and L_net is the

total time of propagation over the network link.

For delay-sensitive operations, L must be less

than or equal to L_max.The network throughput

T_p for a mesh topology with N nodes under the

IEEE 802.15.4 CSMA-CA MAC protocol is

approximated by:

T_p = (R * (1 – P_c)) / (1 + N * tau * lambda) (3)

where R represents the data transfer rate of the

raw channel, P_c denotes the collision

probability, tau represents the average back-off

time interval, and lambda is the packet

generation rate per node.
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G. Security Threat Model

Eight different layers in the IoT stack have been

listed out that are under the attack of the various

vectors, according to the security threat model

shown in Figure 7. Physical attack occurs on the

node itself; DoS/DDoS is targeted at the gateway

or cloud end point; Man-in-the-Middle is an

attack on unsecured

communication; Replay attack reuses the

message intercepted earlier; Eavesdropping

attacks are carried out by listening to the radio

communication; and Firmware injection attacks

involve inserting malicious code into legitimate

firmware.

Fig. 7. IoT Security Threat Model identifying eight attack vectors and their relationship to the central IoT
system.

Defense measures can be described in terms of the

Defense-in-Depth methodology as follows: Physical

security through tamper-evident packaging for the

device layer; Mutual TLS authentication and

certificate pinning for the communication layer;

Secure boot and OTA firmware signing for the

firmware layer; and Network IDS and Behavioral

anomaly detection for the infrastructure layer.

4. Research Gaps

A thorough analysis of existing literature pertaining

to IoT identifies at least five key gaps that require

significant further research by the academic

community.
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Gap 1: Artificial Intelligence for Self-Healing IoT

Networks

Modern IoT networks operate based on

predetermined routing schemes and failure scenarios.

In case of failures or any changes in radio frequencies,

manual intervention or automatic adaptation to new

configurations through slow protocol convergence is

needed to achieve connection restoration. Although

reinforcement learning and neural network algorithms

for network reconfiguration have been suggested for

wireless sensor networks, their application to

heterogeneous IoT networks has not been studied yet.

A self-healing IoT network that could automatically

adapt traffic routing, modify transmission settings,

and detect malicious activity would be highly

beneficial, especially in remote environments.

Gap 2: Green IoT and Ambient Energy

Harvesting
Battery replacement costs represent a key expense in

large IoT deployments. Although various forms of

energy harvesting have been experimentally verified

in indoor applications at the hardware level using

such environmental energies as solar, thermal,

vibrational, and RF, the challenge remains open as to

how to combine harvesting technology with adaptive

duty cycling, appropriate energy-conscious protocol

selection, and dynamic workload allocation to

achieve a fully self-maintained platform. Current

harvesting schemes ignore the spatial-temporal

dynamics of ambient energies in indoor environments

and also fail to account for concurrent

optimizations of energy harvesting circuits

and network protocols.

Gap 3: Quantum-Resistant Lightweight

Cryptography
The development of quantum computers capable of

breaking modern cryptography is predicted to occur

during the coming decade. This represents an

existential threat to elliptic curve and RSA ciphers

employed in IoT TLS protocols. The NIST standards

for post-quantum cryptographic algorithms have been

established, including such schemes as CRYSTALS-

Kyber and CRYSTALS-Dilithium, but they involve

excessive computing power and memory utilization

beyond the capabilities of Class-0 and Class-1

microcontrollers as specified by RFC 7228. To date,

no literature is available on post-quantum TLS key

exchange on a microcontroller with less than 64 kB

RAM.

Gap 4: Digital Twin Synchronization for

Predictive Maintenance

The concept of creating a digital twin that acts as

a real-time replica of the physical asset using IoT

data flows has gained considerable traction

within industries. Nevertheless, the

synchronization protocols for exchanging bi-

directional information between digital and

physical twins, the semantic interoperability

standards required, and the latency constraints

needed for accurate real-time digital twins of
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dynamically changing processes (such as rotating

equipment and reactors) remain unresolved.

Most available platforms provide only minute-

level synchronization capabilities, which are

inadequate for predictive maintenance when the

dynamics occur on the order of sub-second

precursors to failures.

Gap 5: 6G-Native IoT Communication

While fifth-generation (5G) communication

networks support the deployment of IoT via

native modes such as NB-IoT and eMTC, the full

potential of 5G in IoT networks has not yet been

realized due to capabilities like network slicing,

ultra-reliable low latency communications

(URLLC), and integrated sensing and

communication (ISAC). 6G, scheduled for

standardization circa 2030, promises several key

capabilities such as sub-millisecond latencies,

terahertz communication capabilities, and

artificial intelligence-enabled air interfaces.

Research into adapting IoT protocols to exploit

6G capabilities and energy-efficient architecture

designs is essentially nonexistent.

5. Results and Outcomes
A. Protocol Performance Comparison

Three performance analyses carried out by way of

simulations are depicted in Figure 6 below. Figure

6(a) shows a comparison between end-to-end latency

times for different application layer

protocols during edge computing and cloud

computing environments. The protocol with the least

end-to-end latency is MQTT (12ms for edge, 38ms

for cloud) owing to its use of binary framing and

persistent TCP connections.
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Fig. 6. Performance Evaluation: (a) Protocol
latency comparison for edge vs. cloud processing,
(b) Energy consumption vs. transmission range
per radio technology, (c) Network throughput vs.
node density per topology.

Figure 6b displays energy consumption per packet

transmitted against distance of transmission for

different wireless technologies. LoRaWAN performs

better regarding the energy range relationship,

consuming below 0.05 joules for each packet

transmitted over 500 meters, while Wi-Fi uses about

0.31 joules for the same distance.

In figure 6c, network throughput against

number of nodes in different network topologies is

plotted. Mesh topology exhibits the best throughput at

intermediate numbers of nodes (50-120 nodes)

because of spatial reuse of the wireless channel;

however, this topology deteriorates at high node

counts because of collisions. The star topology

deteriorates more gracefully with increasing density,

yet it is constrained in ultimate throughput by

processing power in the hub. The bus topology

provides the least unpredictable throughput but has

the lowest maximum throughput.

B. Comparative Technology Summary
Technolog

y
Rang
e

Data
Rate

Power Topolog
y

Use Case

ZigBee 10-
100
m

250
Kbp
s

Very
Low

Mesh/Sta
r

Home
Automatio

n

BLE 5.0 Up to
400
m

2
Mbp
s

Very
Low

Star Wearables

Wi-Fi 6 Up to
300
m

9.6
Gbp
s

Mediu
m

Star Smart
Home

LoRaWA
N

2-15
km

0.3-
50
Kbp
s

Very
Low

Star-of-
Stars

Smart
Cities

NB-IoT 10-15
km

200
Kbp
s

Low Star Smart
Metering

5G mMTC Up to
10
km

10
Mbp
s

Low-
Mediu
m

Cellular Industrial
IoT
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Table I. Comparative Summary of IoT
Communication Technologies.

C. Security Countermeasure Effectiveness

A simulation of 10,000 attack scenarios for the

eight identified threat vectors revealed that

deployment of the suggested multi-layered

security approach lowered the rate of successful

attacks from 34.7% (without any countermeasure)

to 2.1% (with full deployment of the framework).

The use of physical tamper-proof boxes lowered

the rate of successful physical tampering from

18% to 0.3%. The mutual TLS with certificate

pinning completely prevented any simulation of

man-in-the-middle and replay attacks. Firmware

signing decreased the rate of successful firmware

injection from 22% to 0.8%.

6. Discussion

A. Architectural Implications

Indeed, the concept of a three-tier architecture

and its extended version (edge, fog, cloud) can

be easily adjusted to meet any possible scale of

implementation from a small number of nodes

(as in the case of a smart home network with five

devices) to a very high density of devices (for

example, one million nodes in a smart city). In

turn, the crucial challenge is the distribution of

computations between layers, because excessive

use of edge devices may cause their overload,

whereas excessive use of fog

devices increases latency and

bandwidth expenses.

As far as the protocol issue is concerned, there

are no doubts that MQTT is preferred for its low

latency and good platform compatibility;

however, its inability to operate under

intermittent conditions and the need for constant

connections based on TCP makes it impractical

for the nodes running on harvestable energy

sources.

B. Security Design Philosophy
The security model analysis reiterates an

extensively practiced idea: security should be

built in from the ground up. While the costs

associated with introducing mutual TLS and

secure boot are negligible when done early in the

process, the costs of addressing any resulting

security breaches are significant. In this regard,

the discovery that deploying defense in depth

brings the probability of attacks down from

34.7% to 2.1% shows the cumulative effect of

layered protection measures, which cannot be

achieved by any one measure alone.

C. Practical Deployment Considerations

IoT deployment should focus on three crucial

design choices above all others. Firstly, the

choice of radio technologies depends on the

actual needs concerning energy range, and data
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rate rather than familiarity or cost. Secondly, the

architecture is the key element since gateway

design becomes the critical component of an IoT

system – the gateway with insufficient power

results in a critical bottleneck that reduces its

potential. Thirdly, a solution that allows

firmware updates over-the-air becomes a

necessity for all IoT systems with more than two-

year life cycle because security vulnerabilities

are inevitable and must be fixed.

D. Limitations

There are multiple limitations to this study. The

first limitation concerns the performance

evaluation of radio technologies since the

simulation process cannot adequately replace real

measurement on testbeds. The security analysis

relies on artificial simulation of attacks and may

not provide adequate coverage of all aspects of

advanced persistent threats. Energy consumption

model has a simplified assumption of constant

value of path loss exponent. These issues can be

improved with physical experiments in the future.

7. Conclusion
The present paper has offered an extensive

architectural and performance analysis of IoT

systems including the three-tier perception

network application structure, architecture at

node level, hardware component, seven

communication protocols, three types of

network topology, IoT protocol

stack, and the edge-fog-cloud computing

architecture. The performance evaluation

conducted through simulation proved that the

MQTT protocol offers the minimum application

layer latency at 12 milliseconds for the edge

devices; LoRaWAN is energy-efficient in wide

area communication while mesh topology

provides the maximum throughput with a

moderate number of nodes. Eight types of attacks

have been defined through a security threat

model and a mitigation strategy based on the

defense-in-depth approach reduced the

successful attack percentage by 34.7% to 2.1%.

Five critical areas of research have been

identified as important for further research in the

field, namely AI enabled self-healing networks,

green IoT with energy harvesting capability,

quantum-resilient lightweight cryptography,

integration of digital twin for predictive

maintenance, and native IoT communication

within the sixth generation of communication

technologies.

The architectural design, protocol analysis,

performance evaluation, and security models

discussed in this paper will provide a solid basis

for both the researcher who is working on

developing future Internet of Things architecture
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and for the engineer who needs to select

appropriate technologies to deploy in practice.

As the Internet of Things rapidly evolves towards

30 billion devices, it will become

increasingly necessary to implement

the ideas described here systematically.
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