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Abstract

Financial systems are undergoing rapid digital transformation, resulting in an
unprecedented increase in the scale, complexity, and sophistication of money
laundering and financial crime activities. Traditional rule-based Anti-Money
Laundering systems are increasingly ineffective against evolving criminal
typologies, high-frequency transactions, and cross-border illicit financial networks.
Although Artificial Intelligence has emerged as a promising solution for enhancing
AML capabilities, existing Al-driven approaches continue to face significant
challenges, including limited adaptability to dynamic transaction behaviors,
restricted interinstitutional collaboration due to strict data privacy regulations,
lack of explainability, and susceptibility to adversarial attacks. This paper
presents a systematic review of advanced Al-based methodologies for financial
crime detection, with particular emphasis on Graph Neural Networks and
Federated Learning. GNN-based models enable the representation of financial
ecosystems as interconnected transaction graphs, facilitating the identification of
complex relational dependencies and evolving illicit patterns. Simultaneously, FL
supports collaborative model training across distributed financial institutions
without requiring direct sharing of sensitive customer data, thereby preserving
privacy and regulatory compliance. The study critically analyzes recent state-of-
the-art approaches by comparing their detection accuracy, scalability, robustness,
interpretability, and realtime operational capabilities. Furthermore, major
research challenges including high false-positive rates, handling of unstructured
and heterogeneous financial data, computational overhead, and vulnerability to
adversarial manipulation are comprehensively examined. Based on the findings,
the paper outlines future research divections involving explainable Al, zero-trust
cybersecurity architectures, adversarial robustness, and multimodal financial
intelligence systems. The review provides valuable insights for researchers,
cybersecurity professionals, financial institutions, and policymakers seeking to
develop scalable, secure, and privacy-preserving next-generation AML frameworks.
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1- INTRODUCTION:

The rapid digital transformation of global
financial systems has significantly changed
modern banking infrastructures and transaction
ecosystems. The integration of fintech platforms,
online  banking cryptocurrency
transactions, cloud-based financial systems, and
real-time digital payment technologies has
improved financial accessibility and operational
efficiency worldwide. However, these
advancements have simultaneously increased the
scale and sophistication of financial crimes such as
money laundering, terrorist financing, cyber
fraud, and illicit financial transfers [1]. Criminal
organizations increasingly exploit interconnected
financial networks, anonymous digital channels,
and high-speed transaction systems to conceal
illegal financial activities and bypass traditional
monitoring mechanisms. Consequently, financial
institutions and regulatory authorities face
substantial challenges in detecting evolving
financial crime activities within highly dynamic
financial environments. Traditionally, Anti-
Money Laundering systems have relied on rule-
based monitoring approaches, threshold-triggered
alerts, and manual auditing procedures to identify
suspicious financial activities [2]. Although these
systems are widely implemented, they suffer from
several limitations, including high false-positive
rates, poor scalability, excessive manual
intervention, and limited adaptability to rapidly
changing criminal behaviors. Furthermore,
conventional AML systems mainly focus on
structured transactional data and often fail to
identify hidden transactional relationships and
complex laundering patterns operating across
interconnected financial networks.

To overcome these limitations, Artificial
Intelligence, Machine Learning, and Deep
Learning technologies have emerged as promising
solutions for intelligent financial crime detection
and predictive risk analysis. Various Al-driven
approaches, including Random Forest, XGBoost,
Neural Networks, and Autoencoders, have

services,

demonstrated improved capabilities in identifying
suspicious financial behaviors. However, many
existing Al-based AML systems continue to face
major challenges such as lack of explainability,
vulnerability to adversarial attacks, limited real-
time adaptability, and inability to effectively model
dynamic financial relationships [3]. In recent
years, Graph Neural Networks have gained
considerable attention for financial crime
detection because of their ability to model
financial systems as interconnected graph
structures. In graph-based AML systems, financial
entities such as customers, accounts, and
institutions are represented as nodes, while
transactional relationships are represented as
edges. This graph-oriented representation enables
Al systems to capture hidden relational
dependencies, layered transaction chains, and
evolving criminal networks that are difficult to
detect using traditional machine learning
methods. Moreover, Dynamic Graph Neural
Networks further enhance these capabilities by
incorporating temporal transaction information
for real-time suspicious activity monitoring. At the
same time, privacy preservation and secure
collaboration among financial institutions have
become major concerns in modern AML systems.
Due to strict data privacy regulations such as
GDPR, financial institutions are often unable to
share sensitive customer information directly
across organizations and jurisdictions. In this
context, Federated Learning (FL) has emerged as a
powerful privacy-preserving machine learning
paradigm that enables collaborative model
training without requiring direct sharing of raw
financial data [4]. FL allows multiple institutions
to jointly improve global detection models while
maintaining data localization and regulatory
compliance, thereby  strengthening  cross-
institutional financial crime detection. The major
technological advancements and limitations
associated with modern AML systems are
summarized in Table 1.
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Table 1: Evolution and Challenges of Modern AML Systems [5].

AML Approach Core Characteristics Advantages Major Limitations
Traditional Rule- | Predefined rules and | Easy implementation and | High false-positive rates
Based Systems threshold monitoring regulatory familiarity and weak adaptability
Machine Learning- | Automated anomaly | Improved prediction and | Limited relational
Based AML detection  using ML | automation understanding

algorithms
Deep  Learning- | Neural networks and | High detection accuracy | Black-box nature and poor
Based AML feature learning explainability
Graph Neural | Transaction graph | Captures hidden | High computational
Network-Based modeling and relational | criminal networks complexity
AML analysis
Federated Decentralized Privacy preservation and | Communication overhead
Learning-Based collaborative model | secure collaboration and non-IID data issues
AML training
Explainable Al | Human-interpretable Al | Improved transparency | Reduced  efficiency in
Based AML decisions and compliance highly complex models

AML systems are progressively evolving from static
rule-based approaches toward intelligent, graph-
oriented, and privacy-preserving Al architectures.
However, modern Al-driven financial security

systems remain vulnerable to adversarial
manipulation, data poisoning attacks, and
cybersecurity threats that can compromise

detection reliability. These challenges highlight
the need for integrating Zero Trust architectures,
adversarial robustness mechanisms, explainable
Al, and secure collaborative learning frameworks
into next-generation AML systems.

Building upon these technological developments
and research challenges, this review offers several
important contributions beyond conventional
narrative surveys. The major contributions of this
paper are summarized as follows:

. A comprehensive review of advanced Al-
driven AML methodologies with emphasis on
Graph Neural Networks, Dynamic Graph Neural
Networks, and Federated Learning (FL).

. A unified analytical perspective for graph-
based financial intelligence and privacy-preserving
collaborative learning mechanisms.

. A comparative performance evaluation of
existing financial crime detection approaches
based on accuracy, scalability, robustness, and real-
time operational capability.

) A critical assessment of emerging
technologies including Explainable Al, Zero Trust
cybersecurity architectures, adversarial robustness
training, and federated learning

frameworks.

secure

) Identification ~ of  major  research
challenges such as privacy  constraints,
communication overhead, explainability
limitations, adversarial vulnerability, and handling
of unstructured financial data.

In this context, the paper aims to provide a
comprehensive and up-to-date reference for
researchers, cybersecurity professionals, financial
institutions, and regulatory authorities working in
intelligent financial crime detection, privacy-
preserving machine learning, and advanced Anti-

Money Laundering technologies.

2- Review Methodology:

A systematic and structured review methodology
was adopted in this study to ensure a
comprehensive, transparent, and reproducible
analysis of advanced Artificial Intelligence-driven
Anti-Money Laundering systems for financial
crime detection. The primary objective of this
methodology is to critically evaluate existing
research contributions related to Graph Neural
Networks, Dynamic Graph Neural Networks,
Federated Learning, Explainable Artificial
Intelligence, adversarial robustness mechanisms,
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and  privacy-preserving financial intelligence
frameworks while minimizing selection bias and
maintaining strong analytical consistency [6]. The
review methodology was specifically designed to
provide a balanced and in-depth understanding of
current technological advancements, operational
challenges, comparative performance evaluations,
and emerging research directions associated with
intelligent AML systems operating in modern
financial environments. The literature survey was
conducted using internationally recognized
scientific databases and digital libraries, including
Scopus, Google Scholar, IEEE Xplore, Springer,
and Elsevier ScienceDirect. These databases
collectively provide extensive coverage of peer-
reviewed journal articles, conference proceedings,
technical reports, review papers, and research
publications related to Artificial Intelligence,
Machine Learning, Deep Learning, financial
cybersecurity, fraud analytics, privacy-preserving
machine learning, and Anti-Money Laundering
technologies [7]. The search strategy was carefully
designed to capture both foundational and state-
ofthe-art developments in Al-driven financial
crime detection systems, with particular emphasis
placed on studies published between 2020 and
2026 to ensure inclusion of recent technological
innovations and emerging research trends.

A combination of targeted keywords, search
phrases, and Boolean search operators was
employed to identify relevant studies from the
selected databases. The primary search terms
included “Anti-Money Laundering,” “Financial
Crime  Detection,”  “Money  Laundering
Detection,” “Graph Neural Networks,” “Dynamic
Graph Neural Networks,” “Federated Learning,”
“Privacy-Preserving Machine Learning,”
“Explainable Al,” “Financial Cybersecurity,”
“Adversarial Machine Learning,” “Zero Trust
Architecture,” “Fraud Detection in Banking,”
“Deep Learning for AML,” and “Intelligent
Financial Systems.” Various combinations of these
keywords were utilized using Boolean operators
such as AND, OR, and NOT to maximize the
retrieval of technically relevant publications while
filtering unrelated studies. This search strategy
enabled the identification of a broad and
representative collection of research studies

encompassing theoretical frameworks,
mathematical modeling, simulation-based
analysis, experimental implementations,

comparative evaluations, and real-world financial
crime detection applications [8]. Following the
initial literature search, a multi-stage screening and
filtering process was conducted to refine the
selection of studies. In the first stage, duplicate
records and clearly irrelevant publications were
removed based on title screening and abstract
analysis. In the second stage, full-text evaluation
was performed to examine the technical depth,
methodological rigor, research contribution, and
relevance of the remaining studies to the objectives
of this review paper. Particular attention was given
to studies proposing Al-based AML architectures,
graph-oriented financial intelligence frameworks,
federated  collaborative  learning
adversarial defense mechanisms, and
explainability methodologies for financial crime
detection [9]. This systematic filtering process
ensured that only high-quality, technically
significant, and research-oriented publications
were included in the final dataset for detailed
analysis. To further enhance the consistency,
transparency, and objectivity of the review process,
a well-defined set of inclusion and exclusion
criteria was established. These criteria were
designed to filter the collected studies according to
their technical relevance, methodological quality,
publication credibility, and contribution to the
field of intelligent Anti-Money Laundering

systems,

systems.

Inclusion Criteria

o Peer-reviewed journal articles,
international conference papers, and reputable
review studies related to Artificial Intelligence-
based Anti-Money Laundering systems and
financial crime detection.

o Studies focusing on Graph Neural
Networks, Federated Learning, Explainable Al,
adversarial robustness, cybersecurity frameworks,
and intelligent fraud analytics.

o Research presenting theoretical modeling,
mathematical  analysis, simulation results,
experimental implementations, or comparative
evaluations.
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. Publications addressing privacy-preserving
machine learning, decentralized collaborative
learning, and secure financial intelligence systems.
. Studies published between 2020 and
2026, with particular emphasis on recent
advancements and emerging technologies.

° Research articles reporting quantitative
performance metrics such as accuracy, precision,
recall, Fl-score, Area under Curve, false-positive
rate, scalability, robustness, and latency.

° Studies relevant to modern banking
systems, financial cybersecurity infrastructures,

and  crossborder  transaction  monitoring
environments.

Exclusion Criteria

° Non-peer-reviewed publications such as

blogs, theses, white papers, technical notes,
unpublished manuscripts, and editorial articles.

° Studies not directly related to financial
crime detection, Anti-Money Laundering systems,
or intelligent financial security frameworks.

° Publications lacking sufficient technical
depth, experimental evaluation, mathematical
formulation, or comparative analysis.

. Duplicate or significantly overlapping
studies retrieved from multiple databases.

. Research focused solely on traditional
rule-based AML systems without Al integration or
intelligent analytical methodologies.

. Articles with insufficient implementation
details, unclear methodologies, or limited research
contribution.

. Outdated studies with minimal relevance
to current Al-driven financial intelligence systems,
except where foundational concepts were
necessary for contextual understanding.

These inclusion and exclusion criteria ensured the
selection of high-quality, technically rigorous, and
methodologically relevant studies for systematic
review analysis. After the final selection process,

the collected literature was systematically
categorized according to underlying technological
domains and research themes. The primary
categories included machine learning-based AML
systems, deep learning architectures, Graph
Neural Networks, Dynamic Graph Neural
Networks, Federated Learning frameworks,
Explainable Artificial Intelligence mechanisms,
adversarial robustness techniques, Zero Trust
cybersecurity  architectures, privacy-preserving
collaborative intelligence systems, and multimodal
financial analytics approaches [10]. This thematic
classification enabled a structured comparison of
different methodologies based on their
operational principles, implementation
complexity, scalability, security robustness, and
applicability to real-time financial crime detection
systems. To ensure analytical consistency and
objective evaluation, key performance metrics
were extracted and analyzed from the selected
studies. These metrics included detection
accuracy, precision, recall, Fl-score, Area Under
Curve, false-positive rate, latency, scalability,

robustness against adversarial attacks,
communication  overhead, and  privacy-
preservation efficiency. Additionally,

mathematical formulations, analytical models,
and algorithmic frameworks presented in the
literature were critically examined to develop a
deeper understanding of graph-based transaction
modeling, decentralized learning mechanisms,
adversarial defense strategies, and explainability
techniques within intelligent AML systems [11].
The overall workflow of the systematic review
methodology is illustrated in Figure 1, which
summarizes the major stages of literature
identification, screening, filtering, categorization,
comparative analysis, and final evaluation of
selected research studies associated with Artificial
Intelligence-driven ~ Anti-Money  Laundering
systems.
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1. LITERATURE SEARCH

Database Search (2020—-2026)
(Scopus, Google Scholar, IEEE Xplore, Springer, Elsevier ScienceDirect)

Keywords:

Anti-Money Laundering, Financial Crime Detection, Money Laundering
Detection, Graph Neural Networks, Dynamic Graph Neural Networks,
Federated Learning, Privacy-Preserving Machine Learning, Explainable AL,
Adversarial Machine Learning, Financial Cybersecurity, Fraud Detection
in Banking, Zero Trust Architecture, Deep Learning for AMIL.

Total records identified: N = 1,842

Search Strategy
Combination of keywords using
Boolean operators (AND, OR, NOT)
Time span: 2020-2026
Language: English
Document types: Articles, Reviews,
Conference Papers, Proceedings

2. SCREENING

+

Screening of Titles and Abstracts

Exclusion at this Stage

Records after duplicate removal N = 1,512 « Duplicates
Records screened N = 1,512 = Irrelevant topics

- Not lated to AMIL. fi ial
Records excluded N = 932 ot related to o financia

Records retained for full-text review N = 580

crime detection
Non-Al or traditional-only studies

¥

3. ELIGIBILITY

Full-Text Review and Eligibility Assessment

Full-text articles assessed for eligibility N = 580

Full-text articles excluded N = 357

Reasons for exclusion:
= Insufficient technical depth
= Lack of experimental or simulation results
= Not Al-driven AML systems
= Insufficient methodological details
= Outdated or irrelevant to current context

Studies eligible for final selection N = 223

Eligibility Criteria
Relevance to Al-driven AML systems
Technical depth and rigor
Experimental validation or
comparative evaluation
Quantitative performance metrics
Privacy-preserving or collaborative
learning approaches
Applicability to modern financial
systems

¥

Final Inclusion Criteria

¥

= - = =
= S Final Selection of Studies - Peer-reviewed articles/conferences
=5 Studies included in qualitative synthesis N = 145 - Strong focus on Al-driven AML
= | i . iR _ e o2 5 52 - Recent and high-impact studies
% = igh-quality studies for quantitative analysis = RS e e S o
¢ + Comprehensive performance evaluation

= - - =

S Classification of Selected Studies Claseih cateon Par e

= Based on underlying methodology and technology e e

= MI/DI-Based Graph Neural Federated Explainable AL Cybersecurity & | Privacy-Preserving = Learning di. and archi e

E AML Systems Networks Learning CXAD) Adversarial and Zero Trust = Dataset type and application domain

= (ENNY/DENDED FL) - Privacy and security approach

= Studies categorized according to methodology, enabling technology, SREvAluationnostricssad

ws and application domain * Real-world applicability

Performance Extraction and Comparative Analysis

Extracted Performance Metrics Amnalysis Approach

Accuracy, Precision, Recall + Comparative analysis across methods
Fl1-Score, AUC - Theoretical and mathematical modeling
False Positive Rate (FPR)
Detection Rate

lability, C Overhead
Latency and Real-Time Capability
Robustness and Adversarial Resistance

review

- ion and experi
comparison

- Benchmarking on public datasets
- Strengths, li
+ Trends and future directions

£

ions, and trad

Privacy Preservation Efficiency

Outcome
Comprehensive comparison of
Al-driven AML techniques
Identification of research gaps
Evaluation of strengths and limitations
Future research recommendations

Guidelines for next-generation
i 1 AML

¥

Comprehensive Review Framework Completed
High-quality insights into Al-driven AML. systems and financial crime detection frameworks

Figure 1: Flowchart of the Systematic Review Methodology for Al-Driven Anti-Money Laundering
Systems and Financial Crime Detection Frameworks

Despite  the  systematic and  structured
methodology adopted in this study, certain
limitations should be acknowledged. The review
process is inherently dependent on published
literature, which may introduce publication bias
and limit the inclusion of unpublished or negative
research findings. Furthermore, variations in
datasets, experimental environments, simulation

configurations, evaluation metrics, and reporting

standards across different studies may affect the
direct comparability of reported results.
Nevertheless, the proposed review methodology
provides a robust, transparent, and analytically
rigorous framework for evaluating current
advancements, technological limitations, and
future research opportunities in intelligent Anti-
Money Laundering systems, privacy-preserving

https://thesesjournal.com

| Abbas et al., 2026 |

Page 2645


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 6, 2026

financial intelligence, and next-generation Al-
driven financial cybersecurity architectures.

3- Evolution of Al-Driven Anti-Money
Laundering Systems:
The rapid growth of digital financial ecosystems
has significantly transformed the operational
landscape of modern banking and transaction
processing systems. The widespread adoption of
online banking platforms, fintech services,
cryptocurrency exchanges, cloud-based financial
infrastructures, and realtime cross-border
payment networks has increased the speed, scale,
and complexity of financial transactions
worldwide. While these technological
advancements  have  improved  financial
accessibility and operational efficiency, they have
simultaneously created favorable conditions for
sophisticated financial crimes such as money
laundering, terrorist financing, cyber fraud,
identity theft, and illicit financial transfers [12].
Criminal organizations increasingly exploit
interconnected banking systems, anonymous
digital channels, and distributed transaction
networks to conceal illegal financial activities and
evade  traditional  regulatory = monitoring
mechanisms. Consequently, conventional Anti-
Money Laundering systems are becoming
increasingly inadequate in addressing the evolving
challenges associated with modern financial crime
detection. To overcome the limitations of
traditional monitoring frameworks, Artificial
Intelligence, Machine Learning, and Deep
Learning technologies have emerged as
transformative solutions for intelligent financial
crime detection and predictive risk analysis [13].
Al-driven AML systems are capable of processing
transactional ~ datasets,  detecting
behaviors, identifying  hidden
transaction patterns, and improving suspicious
activity monitoring with greater efficiency than
conventional rule-based approaches. Furthermore,
advanced technologies such as Graph Neural
Networks, Dynamic Graph Neural Networks,
Federated Learning, Explainable Artificial
Intelligence,  and
mechanisms are increasingly being integrated into
next-generation AML architectures to enhance

massive
anomalous

adversarial ~ robustness

scalability, privacy preservation, cybersecurity
resilience, and realtime operational intelligence
[14]. These advancements have laid the
foundation for intelligent, adaptive, and privacy-
preserving AML systems capable of combating
increasingly sophisticated financial crime activities
within modern digital financial environments.

3.1- Conventional Rule-Based AML Systems:
Conventional rule-based Anti-Money Laundering
systems represent the earliest and most widely
adopted financial crime detection frameworks
implemented within banking institutions and
regulatory environments. These systems were
primarily designed to identify suspicious financial
activities through predefined compliance rules,
transaction thresholds, and manually configured
monitoring conditions established by financial
regulators and institutional risk management
departments  [15]. Transactions exceeding
specified monetary limits or matching suspicious
behavioral indicators were automatically flagged
for investigation by compliance officers and
financial analysts. Due to their simplicity,
transparency, and regulatory familiarity, rule-based
AML systems became the standard operational
model for transaction monitoring across global
financial infrastructures for several decades. The
operational workflow of conventional AML
systems generally involved transaction collection,
rule-based filtering, suspicious activity screening,
customer risk profiling, and manual compliance
investigation. Financial institutions configured
static monitoring rules based on transaction
amount thresholds, transaction frequency,
geographic risk exposure, customer profiles,
account activity patterns, and sanctioned entity
databases. For example, unusually large cash
deposits, repeated international transfers, rapid
movement of funds between multiple accounts,
and transactions involving high-risk jurisdictions
were considered suspicious activities requiring
further compliance review [16]. These systems
generated automated alerts whenever transactions
violated predefined monitoring conditions, after
which compliance teams manually examined the
flagged activities to determine whether suspicious
activity reports should be submitted to regulatory
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authorities. The general workflow of conventional

rule-based AML systems is illustrated in Figure 2.
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Figure 2: Conventional Rule-Based AML Systems

Conventional AML systems provided several
operational advantages during the early
development of financial monitoring
infrastructures. One of the major strengths of
these systems was their high level of transparency
and interpretability. Since suspicious transaction
alerts were generated based on explicitly defined
rules and thresholds, financial investigators and
regulatory authorities could easily understand the
reasoning behind each alert. This explainability
made rule-based systems highly suitable for
compliance auditing and legal investigation
procedures. Furthermore, these systems required
relatively low computational resources and were
comparatively easy to implement within
traditional ~ banking infrastructures.  Their
deterministic nature also allowed institutions to
maintain standardized compliance procedures
aligned with regulatory requirements. Despite

these advantages, conventional rule-based AML
systems suffer from several critical operational and
technical limitations that significantly reduce their
effectiveness in modern financial ecosystems [17].
One of the most significant challenges is the
generation of excessive false-positive alerts, where
legitimate customer transactions are incorrectly
classified as suspicious activities. Studies have
reported that traditional AML systems may
generate false-positive rates ranging from
approximately 65% to 90%, creating substantial
operational burdens for financial institutions.
Compliance analysts are often required to
manually review thousands daily,
resulting in increased investigation costs, reduced
operational efficiency, and delayed response times.
The key characteristics and limitations of
conventional rule-based AML
presented in Table 2.

of alerts

systems are
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Table 2: Key Characteristics and Limitations of Conventional Rule-Based AML Systems

Parameter

Conventional AML Systems

Detection Approach

Rule-based monitoring and threshold analysis

Data Type

Structured transactional data

False Positive Rate

Approximately 65%-90%

Adaptability

Limited adaptability to evolving laundering strategies

Investigation Process

Highly dependent on manual compliance review

Real-Time Detection

Limited real-time monitoring capability

Relational Analysis Weak identification of hidden financial relationships
Computational Requirement Low infrastructure and processing requirements
Major Strength Regulatory transparency and simple implementation

Major Limitation

High false positives and limited analytical intelligence

Another important limitation of traditional AML
frameworks is their dependency on structured
transactional datasets. Conventional systems
typically lack the capability to process
heterogeneous and  unstructured financial
information such as textual payment descriptions,
emails, customer communication records, social
network interactions, and behavioral metadata. As
financial crimes become increasingly sophisticated
and technology-driven, the inability to incorporate
diverse financial intelligence sources significantly
reduces the detection capability of rule-based
systems. In addition, these systems provide limited
real-time monitoring and weak scalability when
processing massive transaction volumes generated
by modern digital financial ecosystems [18]. The
growing limitations of conventional AML systems
have accelerated the transition toward Artificial
Intelligence-driven  financial crime detection
technologies. Modern Al-based AML frameworks
integrate Machine Learning, Deep Learning,
Graph Neural Networks, Federated Learning, and
Explainable Al  mechanisms to improve
automation, scalability, relational intelligence,
privacy preservation, and realtime monitoring
capabilities. These intelligent systems aim to
overcome the operational inefficiencies and
analytical constraints associated with conventional
rule-based  monitoring  architectures  while
enabling more adaptive, robust, and data-driven
financial crime detection within next-generation
banking environments.

3.2 Deep Learning in Financial Security:

The rapid expansion of digital banking systems,
online payment platforms, cryptocurrency
ecosystems, and cross-border financial
transactions has significantly increased the
complexity of financial crime activities within
modern banking infrastructures. Conventional
rule-based Anti-Money Laundering systems and
traditional Machine Learning approaches often
struggle to identify sophisticated laundering
strategies, hidden transactional relationships, and
evolving criminal behaviors operating across
interconnected financial networks [19]. These
limitations accelerated the adoption of Deep
Learning technologies for intelligent financial
security and advanced fraud detection systems.
Deep Learning has emerged as one of the most
powerful branches of Artificial Intelligence
because of its ability to automatically learn
complex transaction patterns, nonlinear financial
behaviors, and hidden relationships from massive
financial datasets. Deep Learningbased AML
systems utilize multilayer neural network
architectures to improve anomaly detection,
suspicious activity monitoring, customer risk
profiling, and financial transaction intelligence.
Unlike conventional Machine Learning models
that depend heavily on manual feature
engineering, Deep Learning algorithms can
automatically extract meaningful representations
and behavioral patterns directly from raw
transactional data. Technologies such as Artificial
Neural Networks,  Convolutional = Neural
Networks, Recurrent Neural Networks, Long
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Short-Term Memory networks, and Autoencoders

[20]. The integration of Deep Learning

have demonstrated strong capabilities in technologies in intelligent financial security
identifying fraudulent transactions, layered systems is illustrated in Figure 3.
laundering operations, and evolving financial
crime patterns within large-scale banking systems
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Figure 3: Deep Learning Framework for Financial Security and AML Systems
Deep Learning technologies significantly improve identifying previously unknown laundering

the capability of financial institutions to process
large-scale transaction streams, identify hidden
behavioral dependencies, and perform real-time
suspicious activity detection. RNNs and LSTM
networks are particularly effective for analyzing
sequential transaction behaviors and temporal
financial patterns, while Autoencoders provide
efficient unsupervised anomaly detection for

activities. In addition, hybrid Deep Learning
architectures  enable  improved  predictive
performance by combining multiple neural
network models within integrated financial
intelligence frameworks. The major Deep
Learning architectures and their applications in
financial security are summarized in Table 3.
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Table 3: Deep Learning Models and Applications in Financial Security

Deep Learning Model Application in Financial Security | Key Advantage

Artificial Neural Networks | Fraud prediction and transaction | Learns nonlinear transaction

(ANNs) classification patterns

Convolutional Neural | Feature extraction and anomaly | High-dimensional financial data

Networks (CNNs) detection analysis

Recurrent Neural Networks | Sequential transaction monitoring | Captures  temporal  financial

(RNNs) behaviors

Long ShortTerm Memory | Time-series fraud detection Learns longterm transaction

(LSTM) dependencies

Autoencoders Unsupervised anomaly detection Detects unknown  suspicious
activities

systems

Hybrid Deep Learning Models | Integrated financial

intelligence | Improved predictive accuracy and
robustness

Deep Learning technologies provide several
advantages for modern AML systems, including
improved detection accuracy, automated feature
extraction, adaptive learning capability, and
enhanced scalability for large-scale transaction
monitoring. However, Deep Learning-based
financial security systems also face several
important challenges, including high
computational complexity, dependence on large-
scale datasets, lack of explainability, and
vulnerability to adversarial attacks [21]. Many
Deep Learning models operate as “black-box”
systems, making regulatory interpretation and
compliance auditing difficult within sensitive
financial environments. Despite these challenges,
Deep Learning has fundamentally transformed
intelligent financial crime detection by enabling
more adaptive, scalable, and data-driven AML
frameworks. The integration of Deep Learning
with Graph Neural Networks, Federated Learning,
Explainable Al, and adversarial robustness
mechanisms continues to strengthen next
generation  financial security  architectures
designed to combat increasingly sophisticated
money laundering and cyberfinancial crime
activities.

4- Graph Neural Networks for AML:

The increasing complexity of financial crime
activities and the limitations of conventional
Machine Learning-based Anti-Money Laundering
systems have accelerated the adoption of Graph
Neural Networks for intelligent financial crime

detection. Traditional AML approaches generally
analyze transactions independently and often fail
to identify hidden transactional relationships,
layered laundering chains, and interconnected
criminal networks operating across distributed
financial ecosystems. In modern financial
environments, money laundering activities are
typically executed through multiple accounts,
institutions, shell entities, and cross-border
transaction  structures that form  highly
interconnected financial relationships [22].
Consequently, analyzing transactions as isolated
events significantly reduces the effectiveness of
conventional fraud detection systems. Graph
Neural Networks provide a powerful solution by
modeling financial systems as graph structures
where nodes represent entities such as customers,
accounts, or institutions, while edges represent
transactional interactions among these entities.
GNN-based AML frameworks enable intelligent
relational learning by aggregating information
from neighboring nodes and capturing hidden
dependencies  within  financial transaction
networks. This graph-oriented representation
significantly improves the capability of AML
systems to identify suspicious transaction
communities, layered financial structures, circular
money flows, and evolving criminal organizations
that are difficult to detect using traditional
analytical approaches [23]. Furthermore, Dynamic
Graph Neural Networks extend these capabilities
by  incorporating  temporal
information and continuously evolving financial

transaction
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relationships for real-time suspicious activity
monitoring. Due to their ability to model complex
relational intelligence and large-scale
interconnected financial environments, Graph
Neural Networks have become one of the most
promising technologies for nextgeneration

intelligent AML  systems and financial
cybersecurity frameworks.
4.1- Financial Transaction Graph

Modeling:

Financial transaction graph modeling represents
one of the most advanced analytical foundations
of Graph Neural Network-based Anti-Money
Laundering  systems. Unlike conventional
Machine Learning approaches that process
transactions independently, graph-based financial
intelligence frameworks represent financial

ecosystems as interconnected graph structures
capable of modeling complex transactional
relationships among customers, bank accounts,
institutions, merchants, shell companies, and
cross-border financial entities. Modern money
laundering activities are generally executed
through layered transaction chains, hidden
financial communities, distributed transaction
pathways, and temporal transaction dependencies
specifically ~designed to evade traditional
monitoring systems [24]. Consequently, graph-
oriented transaction modeling has emerged as a
highly effective approach for identifying suspicious
relational structures and hidden financial
dependencies within large-scale banking systems.
In graph-based AML architectures, the financial
ecosystem is mathematically represented as a
weighted attributed graph:

G =(V,E,X,W,T,®)

where the graph contains financial entities, transactional relationships, node attributes, weighted transaction
information, temporal interactions, and relational metadata associated with the financial network. The
weighted adjacency representation of the financial transaction graph is expressed as [25]:

m
A=lay] o aj= Z oy fie(vi, v, tic)
=1

This formulation allows the graph structure to model multiple transactional interactions occurring between
financial entities over time. The node feature representation matrix used for graph learning can be defined
as:
X €R™A X = [x1,%5,X3, 00, Xp]T

where each node embedding contains multidimensional financial attributes including customer risk score,
transaction frequency, account balance, geographic location, suspicious activity indicators, temporal behavior
statistics, and account interaction patterns. To preserve graph topology and hidden relational dependencies,
the normalized graph Laplacian matrix is represented as [26]:

11
L=1I,—D2AD2

n
Dy = zAij
=

This graph representation enables Graph Neural Networks to propagate relational intelligence across
interconnected transaction structures and identify suspicious financial communities hidden within large-scale
banking systems. The neighborhood aggregation mechanism in Graph Neural Networks is formulated as:

m — Z P® (hgc—l), D) euv)

UEN (v)

k k-1 k
19 = 90 (1, m0)
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These operations allow the AML system to aggregate neighborhood transaction information and learn hidden
behavioral dependencies among connected financial entities. For Graph Convolutional Networks (GCNs),
the graph propagation operation is mathematically represented as:

HUY =g (5‘%A1’5‘%H(”W(D + B(D)

A=A+1,
This graph convolution process efficiently propagates suspicious transaction intelligence across
interconnected financial networks while preserving relational dependencies among neighboring entities [27].
Dynamic Graph Neural Networks (DGNNs) extend graph transaction modeling by incorporating temporal
evolution within transaction structures. The time-dependent financial transaction graph is represented as:

G = Vo, Er, Xe, W), te|[1,T]
N T
UEN(v,t)
This formulation enables real-time monitoring of evolving suspicious transaction patterns and adaptive
money laundering detection within dynamic financial environments. Attention-based Graph Neural
Networks further improve financial transaction intelligence by assigning adaptive importance weights to
neighboring entities according to their suspicious transactional influence. The multi-head graph attention
operation is mathematically expressed as [28]:

b =l o| Y P W,
JEN()
exp (LeakyReLU(a?;[thi|b|thj]))

Smen(o exp (LeakyReLU (af Wi h;|bIWhy,)))

These attention mechanisms enable the AML framework to prioritize highly suspicious transaction
relationships and improve the detection capability of graph-based financial intelligence systems. To model
suspicious transaction probability distributions within graph-based AML architectures, probabilistic node
classification is represented as:

) _
ij

a

N

Pr16,x,0) = | |P(wIn{".0)

exp (VllZ;ll(L) + bc)

. ¢_1exp (Wchj(L) + bc)

The optimization objective function for graph-based AML systems is mathematically expressed as:
N T

Lowe == ) yilog@) + mO+4; Y 1blhy—Iylbl3+ 25 Y Iglh, — hy_slgl?

i=1 (L.)EE t=1

This objective function simultaneously optimizes classification accuracy, graph smoothness preservation,

temporal consistency, and regularization stability within financial transaction networks [29]. For adversarially

robust graph-based financial intelligence systems, the adversarial optimization objective is formulated as:

mingmaxgsesLay (G + 6, X +6,0)

This adversarial learning formulation strengthens adversarial perturbations, and financial data
the robustness of graph-based AML systems poisoning attacks. Financial transaction graph
against malicious transaction manipulation, modeling fundamentally transforms intelligent
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AML systems by enabling advanced relational
learning, temporal transaction intelligence,
neighborhood dependency propagation, and
graph-oriented suspicious activity detection within
large-scale banking ecosystems [30]. Unlike
traditional transaction monitoring frameworks,
graph-based  AML  architectures  integrate
relational intelligence, probabilistic financial
inference, temporal graph evolution, and
attention-based transaction prioritization into
intelligent financial crime detection processes.
Although graph transaction modeling introduces
challenges  related to graph scalability,
computational overhead, sparse transaction
structures, dynamic graph updates, and privacy
preservation constraints, it remains one of the
most powerful analytical foundations for next
generation Anti-Money Laundering systems and
intelligent financial cybersecurity architectures.

4.2- Dynamic Graph Neural Networks
(DGNN):

Dynamic Graph Neural Networks have emerged as
one of the most advanced and powerful deep
learning paradigms for intelligent Anti-Money
Laundering systems and real-time financial crime
detection. Unlike conventional Graph Neural
Networks, which generally operate on static graph
structures, DGNNs are specifically designed to
model continuously evolving financial transaction
networks where nodes, transactional

relationships, and behavioral patterns dynamically
change over time. Modern financial ecosystems are
highly dynamic environments characterized by
continuously generated transactions, evolving
customer  behaviors, temporal transaction
dependencies, and rapidly changing criminal
strategies [31]. Consequently, static graph-based
AML systems often struggle to accurately capture
real-time suspicious financial activities and
evolving money laundering operations. DGNNs
address these limitations by integrating temporal
learning mechanisms, sequential graph evolution
modeling, and  dynamic = neighborhood
intelligence into graph-oriented financial security
frameworks. In Dynamic Graph Neural Networks,
the financial transaction network evolves
continuously as new customers, accounts, and
transaction relationships are introduced into the
system [32]. Criminal organizations frequently
modify their transaction pathways, distribute illicit
financial flows across multiple entities, and alter
behavioral patterns over time to evade traditional
detection mechanisms. DGNNs enable AML
systems to monitor these continuously changing
transaction structures by incorporating temporal
graph  embeddings and  dynamic node
representations capable of learning both spatial
and temporal financial dependencies
simultaneously. The dynamic financial transaction
graph is mathematically represented as:

Gt = (th Ethtt Wt)' te [1' T]

where the graph structure evolves over time according to continuously changing transaction relationships,
node attributes, and financial interactions. The temporal node embedding evolution process is formulated as

(33]:

K0 =y (K020 S e
UEN(v,t)

This formulation enables DGNN-based AML systems to capture temporal behavioral transitions and evolving
suspicious transaction patterns associated with financial crime activities. Unlike static GNNs that analyze
fixed transaction snapshots, DGNNs continuously update node embeddings and relational intelligence
according to evolving financial interactions occurring within banking systems [34]. The overall workflow of
Dynamic Graph Neural Network-based AML systems is illustrated in Figure 4.
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Figure 4: Dynamic Graph Neural Network for Financial Crime Detection

To effectively capture temporal dependencies in transaction networks, DGNNs often integrate recurrent
learning mechanisms and temporal attention architectures into graph learning frameworks. The hidden
temporal state transition process can be represented using recurrent graph learning operations:

he = o | Wyhy_y + Wox, + W, Z h¢D 4 p
UEN(v,t)
This recurrent graph formulation allows the AML framework to preserve temporal transaction memory and
identify evolving financial behaviors associated with money laundering operations [35]. Long Short-Term
Memory-based graph learning mechanisms are also widely integrated into DGNN architectures to model long-
range temporal dependencies within financial transaction streams. The temporal graph memory update
process is represented as:
€t = frCe-1 +1tCe

These formulations enable DGNN systems to retain historical transaction intelligence and identify long-term
suspicious behavioral dependencies across evolving transaction networks. Attention-based temporal graph
learning further improves suspicious activity prioritization by assigning adaptive importance scores to evolving
financial interactions [36]. The temporal attention mechanism is formulated as:

exp (e-(-t))
® _ Y
) ®
ZkEN(i,t) €Xp\ €
This temporal attention formulation enables DGNNSs to focus on highly suspicious financial interactions and
prioritize critical transaction dependencies evolving over time. To model dynamic suspicious transaction

a
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probabilities, DGNN-based AML systems commonly utilize probabilistic temporal graph inference

mechanisms expressed as:

PG X, 0) = | [P (1n**,0)

The optimization objective for temporal graph-based financial crime detection is represented as:

T Nt

T
Lo == Y > 7 10g(5) + A41bIOIBIE + 2, Y el Hy — He_ylcl?

t=1i=1

This optimization framework preserves temporal consistency, graph smoothness, and predictive accuracy
within evolving transaction environments. The major analytical capabilities and operational characteristics of

DGNN-based AML systems are presented in Table 4.

Table 4: Characteristics of Dynamic Graph Neural Network-Based AML Systems [37].

DGNN Capability

Financial Security Significance

Temporal Transaction Modeling

Captures evolving suspicious behaviors

Dynamic Graph Embeddings

Learns continuously changing financial relationships

Sequential Financial Intelligence

Detects long-term laundering activities

Attention-Based Learning

Prioritizes highly suspicious transactions

Real-Time Monitoring

Supports continuous transaction surveillance

Relational Intelligence

Identifies hidden criminal communities

Adaptive Learning Capability

Responds to evolving financial crime strategies

Dynamic Graph Neural Networks significantly
improve the capability of AML systems to identify
evolving suspicious transaction structures and real-
time financial crime activities. DGNNs are
particularly  effective for detecting layered
laundering operations, distributed criminal
networks, temporal transaction anomalies, and
continuously changing money laundering patterns
within highly dynamic banking ecosystems [38].
However, these systems also introduce several
technical challenges including computational
complexity, temporal graph scalability, dynamic
neighborhood  updates, sparse transaction
structures, privacy preservation concerns, and
adversarial  vulnerability ~ within  large-scale
financial environments. Despite these challenges,
Dynamic  Graph Neural Networks have
fundamentally transformed intelligent financial
crime detection by integrating temporal graph
evolution, sequential relational intelligence, and
adaptive transaction learning into modern AML
frameworks [39]. The combination of DGNNs
with Federated Learning, Explainable Al
adversarial robustness mechanisms, and privacy-
preserving collaborative intelligence continues to

strengthen next-generation financial cybersecurity
architectures designed to combat increasingly
sophisticated money laundering and cyber-
financial crime activities.

4.3- Self-Attention Mechanisms:

Self-attention mechanisms have emerged as one of
the most powerful components of modern Deep
Learning and Graph Neural Network-based Anti-
Money Laundering (AML) systems. In intelligent
financial crime detection frameworks, self-
attention mechanisms enable models to
dynamically identify and prioritize the most
important transactional relationships, suspicious
financial entities, and hidden behavioral
dependencies within large-scale  transaction
networks. Unlike conventional graph aggregation
approaches that treat neighboring nodes with
equal importance, self-attention mechanisms
assign adaptive weights to different financial
interactions according to their suspicious
significance and contextual relevance [40]. This
capability significantly improves the performance
of AML systems in detecting layered money
laundering  structures, distributed  criminal
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networks, circular transaction flows, and evolving
suspicious financial behaviors operating across
interconnected banking ecosystems. Modern
financial transaction environments generate
enormous volumes of heterogeneous and highly
interconnected  transaction data.  Criminal
organizations  frequently  exploit
transaction chains, intermediary accounts, shell
corporations, and cross-border financial pathways
to conceal illicit financial activities [41]. In such
scenarios, not all neighboring transactions
contribute equally to suspicious activity detection.
Self-attention mechanisms allow graph-based

complex

Backbone Feature Extraction

AML systems to selectively focus on highly
suspicious  transaction  relationships  while
reducing the influence of irrelevant or low-risk
financial interactions. As a result, self-attention
architectures significantly enhance relational
intelligence, anomaly detection capability, and
real-time suspicious transaction prioritization
within intelligent financial security systems. The
general architecture of self-attention mechanisms
in graph-based AML systems is illustrated in Figure
5.
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Figure 5: Self-Attention Mechanism in Graph-Based Financial Crime Detection Systems [42].

In selfattention-based graph learning, each financial entity dynamically computes attention scores with
neighboring entities according to their relational importance within the transaction network. The self-

attention operation is mathematically formulated as:

K
Attention(Q,K,V) = softmax <Q

=)’

This formulation enables the AML system to compute contextual relationships among financial entities and
dynamically assign importance weights to suspicious transaction patterns. Within graph-based AML systems,
the normalized attention coefficient between neighboring financial entities is computed as [43]:

exp(eij)

ij

B ZkeN(i) exp (ejx)

e = LeakyReLU(aT [Whi |C|Whj])
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This attention formulation enables intelligent AML systems to focus on highly suspicious transactional
dependencies and prioritize critical financial interactions during graph learning processes. To improve
representation learning capability, multi-head self-attention mechanisms are commonly integrated into Graph
Attention Networks. The multi-head graph attention operation is expressed as:

h'=I%X_, 0 Z al.(j’.‘)W(")hj
JjeN@®
Multi-head attention improves the stability and robustness of graph learning by simultaneously capturing
multiple relational perspectives associated with suspicious financial activities. In temporal financial
transaction environments, self-attention mechanisms also incorporate time-aware interaction modeling for
dynamic suspicious activity analysis [44]. The temporal attention score can be represented as:

exp (aT [hgt) ICIh}t)IclAtUD

Yken(i,) €XP (aT [hEt) |C|h,((t) |C|Atik])

This formulation enables Dynamic Graph Neural Networks to capture evolving suspicious transaction
behaviors and temporal financial dependencies within continuously changing banking ecosystems. The
output embedding generated through self-attention graph aggregation is formulated as:

B =gl > @ wORD +pO
JeN(@
This aggregation process enables the AML framework to generate adaptive transaction embeddings capable
of preserving hidden relational intelligence and suspicious financial structures. Transformer-based self-
attention mechanisms further strengthen financial intelligence systems by enabling large-scale contextual
dependency learning [45]. The transformer encoder representation is mathematically expressed as:
Z = LayerNorm(X + MultiHead(Q,K,V))

FFN(x) = max(0,xW; + b))W, + b,
These transformer-based architectures significantly improve contextual financial understanding and large-
scale suspicious activity detection capability. To optimize self-attention-based AML systems, the graph
attention optimization objective is formulated as:

®) _
ij

a

aijlclh; = hylcl3

N
Lirr == ) y110g@) + Aalcl6lef3 + 2,

=1

This optimization framework preserves graph
smoothness, attention consistency, and suspicious
transaction classification accuracy within financial
transaction networks. Self-attention mechanisms
significantly improve the capability of AML
systems to identify hidden  transaction
communities, prioritize suspicious financial
interactions, and model highly complex relational
structures  within  interconnected  banking
environments.  Unlike  traditional  graph
aggregation approaches, attention-based AML
architectures dynamically adapt to evolving
transaction behaviors and selectively focus on
high-risk financial entities associated with money

(i.j)EE

laundering activities. However, self-attention
mechanisms also introduce challenges including
computational overhead, attention sparsity,
scalability limitations, and increased training
complexity within large-scale financial transaction
graphs [46]. Despite these challenges, self-
attention mechanisms have fundamentally
transformed graph-based financial intelligence
systems by enabling adaptive relational learning,
contextual suspicious activity prioritization, and
advanced transaction dependency modeling. The
integration of self-attention architectures with
Dynamic Graph Neural Networks, Federated
Learning, Explainable Al, and adversarial
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robustness frameworks continues to strengthen
next-generation intelligent AML systems designed
to combat increasingly sophisticated financial
crimes within modern digital financial ecosystems.

5- Federated Learning for
Financial Crime Detection:

The increasing digitalization of global financial
ecosystems and the growing sophistication of
financial crime activities have significantly
accelerated the adoption of privacy-preserving
Artificial Intelligence technologies within Anti-
Money Laundering systems. Modern financial
institutions generate enormous volumes of
sensitive transactional data containing customer
identities, account activities, behavioral patterns,
cross-border transfers, and confidential financial
records [47]. Although collaborative intelligence
sharing among financial institutions is essential
for effective detection of distributed money
laundering networks and cross-organizational
financial crimes, strict data privacy regulations
such as GDPR, banking confidentiality laws, and
cybersecurity compliance frameworks often
restrict the direct exchange of sensitive customer
information across institutions and jurisdictions.
These limitations create isolated financial data
silos that reduce the effectiveness of conventional
centralized Machine Learning-based AML systems
and weaken collaborative financial crime
detection capabilities. Federated Learning has
emerged as a transformative privacy-preserving
machine learning paradigm capable of enabling
collaborative  financial intelligence without
requiring direct sharing of raw transactional data.
In Federated Learning-based AML systems,
financial institutions independently train local
machine learning models using their own private
transaction datasets while only exchanging
encrypted model parameters or gradient updates
with a centralized aggregation server [48]. This
decentralized learning architecture enables
multiple institutions to collaboratively improve
global financial crime detection models while
preserving  customer  privacy, maintaining
regulatory compliance, and reducing data

technologies for nextgeneration intelligent AML
systems, enabling secure cross-institutional
collaboration, distributed fraud analytics, privacy-
preserving suspicious activity detection, and
scalable financial cybersecurity intelligence within
modern digital banking ecosystems.

5.1- Federated Learning Architecture for
AML Systems:

Federated Learning architecture has emerged as
one of the most advanced and privacy-preserving
frameworks for  intelligent  Anti-Money
Laundering systems and collaborative financial
crime detection. Traditional centralized Machine
Learning architectures generally require financial
institutions to transfer large volumes of sensitive
customer transaction data to centralized servers for
model training and suspicious activity analysis.
However, strict financial regulations, cybersecurity
policies, banking confidentiality laws, and data
privacy frameworks such as GDPR significantly
restrict direct sharing of sensitive financial
information across institutions and jurisdictions
[49]. These limitations create isolated financial
data silos that reduce the effectiveness of
collaborative financial intelligence and weaken the
capability of institutions to detect distributed
money laundering networks operating across
multiple organizations. Federated Learning
addresses  these challenges by enabling
decentralized collaborative model training while
preserving customer privacy and maintaining local
ownership of financial transaction data. In
Federated Learning-based AML systems, multiple
financial institutions independently train local
Artificial Intelligence or Graph Neural Network
models using their private transactional datasets
without transferring raw financial records to
external entities [50]. Instead of sharing sensitive
customer information, institutions only exchange
encrypted model updates, gradients, or aggregated
parameters with a centralized coordination server.
The global server subsequently combines these
locally trained updates to generate an improved
global financial crime detection model capable of
identifying suspicious transaction patterns across

exposure risks. Consequently, Federated Learning distributed financial ecosystems. This
has become one of the most promising decentralized architecture significantly
https://thesesjournal.com | Abbas et al., 2026 | Page 2658


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 6, 2026

strengthens
institutional

privacy preservation,
collaboration, cybersecurity
resilience, and large-scale suspicious activity
detection capability within modern banking
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Figure 6: Federated Learning Architecture for Intelligent AML Systems [51].

The operational workflow of Federated Learning
architectures generally consists of multiple
participating financial institutions, local model
training environments, encrypted parameter
exchange mechanisms, centralized aggregation
servers, and global model synchronization
processes. Initially, a global Al model is distributed
to participating banks and financial institutions.
Each institution independently trains the model
using local customer transaction data, suspicious
activity records, account behavior patterns, and
financial interaction histories. After local training,
only model parameters or gradient updates are
transmitted to the aggregation server rather than
the raw financial data itself [52]. The central server
aggregates these updates and distributes the
improved global model back to participating
institutions for further training iterations. One of
the most important advantages of Federated
Learning-based AML systems is enhanced privacy

preservation. Since sensitive customer transaction
data remains localized within institutional
infrastructures, the risk of unauthorized financial
data exposure, customer privacy leakage, and
regulatory  non-compliance is  significantly
reduced. This decentralized learning paradigm

also  enables  financial institutions  to
collaboratively ~ improve  fraud  detection
intelligence ~ without  violating  banking

confidentiality regulations or cross-border data
transfer restrictions. Consequently, Federated
Learning has become highly attractive for large-
scale financial ecosystems involving distributed
banks, fintech organizations, payment platforms,
insurance systems, and multinational financial
institutions [53].

Federated Learning architecture provides several
significant advantages for intelligent financial
crime detection systems. One of the most
important benefits is the ability to perform
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collaborative AML analysis across multiple
financial institutions without requiring direct
exchange of sensitive transactional information.
This capability significantly improves the
detection of distributed money laundering
activities, cross-border suspicious transaction
chains, and coordinated financial fraud networks
that may remain undetected within isolated
institutional datasets [54]. Federated Learning also
enhances scalability because distributed training
reduces dependence on centralized high-volume
financial data storage infrastructures. Another
major advantage of Federated Learningbased
AML systems involves improved cybersecurity
resilience and operational robustness. Since raw
customer transaction records remain localized
within institutional environments, the attack
surface associated with centralized financial
databases is significantly reduced. Federated
Learning architectures also strengthen
institutional autonomy by allowing banks and
financial organizations to maintain control over
their own customer datasets while still
participating  in  collaborative  intelligence
frameworks [55]. Furthermore, these systems can
be integrated with advanced security technologies
such as homomorphic encryption, secure
multiparty computation, differential privacy,
blockchain-based verification systems, and Zero
Trust cybersecurity architectures to further
strengthen privacy preservation and secure
communication mechanisms. Despite these
advantages, Federated Learning architectures also
face several important operational and technical
challenges within large-scale AML environments.
One of the major challenges involves
communication  overhead  associated  with
frequent synchronization of model parameters
among participating institutions and aggregation
servers. Large-scale financial transaction networks
may  require  substantial
bandwidth and computational resources during
distributed training processes [56]. In addition,
financial datasets across institutions are often
highly  heterogeneous and  non-identically
distributed (non-IID), which may negatively affect
global model convergence and predictive
consistency.

communication

Another important challenge involves adversarial
vulnerability and malicious participant behavior
within decentralized financial intelligence systems.
Adversarial institutions or compromised clients
may intentionally inject poisoned model updates,
manipulate training parameters, or conduct
inference attacks designed to compromise global
AML intelligence models. Furthermore, Federated
Learning systems may experience difficulties in
maintaining model explainability, fairness,
synchronization stability, and real-time suspicious
activity monitoring capability within continuously
evolving financial ecosystems [57]. Nevertheless,
Federated Learning architecture has
fundamentally transformed intelligent financial
crime detection by enabling privacy-preserving
collaborative  intelligence and decentralized
suspicious activity analysis within modern banking
systems. The integration of Federated Learning
with Graph Neural Networks, Dynamic Graph
Intelligence,  Explainable ~ Al,  adversarial
robustness mechanisms, and blockchain-based
financial security frameworks continues to
strengthen next-generation Anti-Money
Laundering systems capable of combating
increasingly sophisticated money laundering
operations and cyberfinancial crime activities
across global digital financial ecosystems.

5.2- Federated Averaging (FedAvg) for
Collaborative AML Intelligence:

Federated Averaging (FedAvg) is one of the most
widely adopted optimization and aggregation
algorithms in Federated Learningbased Anti-
Money Laundering (AML) systems and distributed
financial crime detection frameworks. In modern
banking environments, financial institutions often
possess highly sensitive transactional datasets
containing customer identities, transaction
histories, account activities, behavioral metadata,
and suspicious activity records that cannot be
directly shared because of privacy regulations,
banking confidentiality laws, and cybersecurity
restrictions [58]. Although collaborative financial
intelligence is essential for detecting cross-border
money laundering operations and distributed
criminal transaction networks, centralized data
sharing introduces substantial privacy and security
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risks. FedAvg addresses these challenges by
enabling decentralized collaborative ~model
training where institutions share only locally
trained model parameters rather than
financial transaction data. In Federated Learning-
based AML systems, the Federated Averaging
algorithm operates by distributing a global
Artificial Intelligence model to participating
financial institutions. Each institution
independently trains the model using local
transactional datasets, suspicious activity reports,
customer behavioral patterns, and transaction
intelligence records stored within its own secure
infrastructure. After completing local training,

raw

only model weights or parameter updates are
transmitted to a centralized aggregation server
[59]. The aggregation server combines these local
updates to construct an improved global model
capable of identifying suspicious financial
behaviors across distributed banking ecosystems.
This decentralized optimization mechanism
enables collaborative intelligence learning while
preserving customer privacy and institutional data
ownership. The operational workflow of the
Federated Averaging framework for intelligent
AML systems is illustrated in Figure 7.
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Figure 7: Federated Averaging Workflow for Collaborative AML Systems

The FedAvg algorithm significantly improves the
scalability and collaborative intelligence capability
of financial crime detection systems by allowing
multiple institutions to jointly optimize AML
models without exposing sensitive customer
information. During each communication round,
participating institutions locally update model
parameters using their private transaction datasets.
The central aggregation server subsequently
computes a weighted average of these updates
according to institutional dataset size and training

contribution. This process is repeated iteratively
until the global model converges to an optimized
suspicious activity detection framework [60]. One
of the major advantages of Federated Averaging in
AML systems is enhanced privacy preservation.
Since raw financial transaction records remain
localized within institutional environments, the
risk of unauthorized data exposure, financial
leakage, and regulatory non-compliance is
significantly minimized. Furthermore, FedAvg
enables financial institutions to collaboratively
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identify large-scale distributed money laundering
activities that may remain undetected when
institutions operate independently using isolated
transactional datasets [61]. This collaborative
intelligence mechanism substantially strengthens
cross-institutional suspicious activity detection
capability within modern digital banking
ecosystems. Federated Averaging provides several
important advantages for intelligent Anti-Money
Laundering systems and distributed financial
security frameworks. One of the most significant
strengths of FedAvg is its ability to support scalable
collaborative learning across multiple banking
institutions while maintaining strict privacy
protection  standards.  This  decentralized
architecture reduces the dependency on
centralized financial data storage and minimizes
cybersecurity vulnerabilities associated with large-
scale centralized transaction databases. Another
major advantage of FedAvg-based AML systems
involves enhanced adaptability and continuous
learning capability. Since financial transaction
behaviors and money laundering strategies evolve
continuously, Federated Averaging allows
institutions to iteratively improve suspicious
activity detection models using newly generated
transactional information while preserving local
data ownership. In addition, FedAvg can be
integrated with Graph Neural Networks, Dynamic
Graph  Neural  Networks,  self-attention
mechanisms, and  Explainable  Artificial
Intelligence frameworks to further strengthen
relational financial intelligence and graph-based
suspicious activity detection performance [62].
Nevertheless, Federated Averaging remains one of
the most fundamental and powerful optimization
frameworks for privacy-preserving collaborative
financial crime detection. Its ability to enable
secure decentralized learning, scalable suspicious
activity  analysis,  and
intelligence sharing has significantly transformed
modern AML architectures. The integration of
FedAvg with advanced Graph Neural Networks,
Dynamic Graph Intelligence, Explainable Al, and
adversarial robustness mechanisms continues to

cross-institutional

strengthen next-generation intelligent financial
security systems designed to combat increasingly
sophisticated money laundering and cyber-

financial crime activities within global digital
banking ecosystems.

5.3- Secure and Privacy-Preserving AML
Learning Frameworks:

Secure and privacy-preserving learning frameworks
have become one of the most critical technological
foundations of modern Anti-Money Laundering
systems and  collaborative  financial crime
detection architectures. The rapid digitalization of
banking  infrastructures, online  payment
ecosystems, fintech services, cryptocurrency
transactions, and cross-border financial networks
has significantly increased the volume of sensitive
financial data generated by financial institutions
[63]. Customer identities, account information,
transaction  histories, behavioral metadata,
suspicious  activity records, and financial
interaction patterns represent highly confidential
information protected by strict regulatory
frameworks and banking privacy laws. Although
collaborative  intelligence  sharing  among
institutions is essential for detecting distributed
money laundering activities and organized
financial crime networks, direct sharing of raw
financial transaction data introduces serious
privacy, regulatory, and cybersecurity concerns.
Consequently, secure and privacy-preserving
learning frameworks have emerged as essential
technologies for enabling collaborative financial
intelligence  while  maintaining  customer
confidentiality and institutional data protection.
Traditional centralized Machine Learning
architectures  generally  require  financial
institutions to transfer large-scale transaction
datasets to centralized servers for suspicious
activity analysis and fraud detection model
training [64]. However, centralized financial
intelligence systems significantly increase the risk
of unauthorized data exposure, insider threats,
cyberattacks, ransomware operations, and
regulatory non-compliance. In contrast, privacy-
preserving AML learning frameworks enable
decentralized collaborative intelligence without
requiring direct exchange of sensitive customer
information. Instead of sharing raw transaction
records, participating institutions exchange
encrypted model parameters, protected graph
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embeddings, aggregated gradients, or privacy-
preserving statistical representations capable of

overall architecture of secure
preserving AML learning systems is illustrated in

and privacy-

supporting collaborative model optimization Figure 8.
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Figure 8: Secure and Privacy-Preserving Learning Framework for Intelligent AML Systems

https://thesesjournal.com

| Abbas et al., 2026 |

Page 2663



https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 6, 2026

Modern privacy-preserving AML systems integrate
several advanced security technologies to
strengthen collaborative financial intelligence
protection.  Federated  Learning  enables
distributed machine learning optimization where
institutions train local Artificial Intelligence and
Graph Neural Network models using private
transaction datasets while sharing only model
updates rather than raw financial records [65].
Differential Privacy introduces carefully controlled
statistical noise into model parameters to prevent
reconstruction of sensitive customer information
during distributed learning processes.
Homomorphic Encryption enables encrypted
financial data computation without requiring
decryption during processing operations, thereby
preserving confidentiality during suspicious
activity analysis. Similarly, Secure Multiparty
Computation allows multiple institutions to
collaboratively compute financial intelligence

models while keeping individual transaction
datasets hidden from other participants.
Blockchain-based verification mechanisms are also
increasingly integrated into privacy-preserving
AML  systems to
immutability, trust management, and tamper

improve  transparency,

resistance  within  distributed  collaborative
financial  intelligence  environments  [66].
Furthermore, Zero Trust cybersecurity

architectures continuously verify institutional
communication, authentication, and model
update integrity to reduce adversarial risks
associated with decentralized learning systems.
These combined technologies collectively
strengthen the security, reliability, and privacy
protection capability of nextgeneration AML
frameworks operating across distributed banking
ecosystems. The major  privacy-preserving
technologies and their applications in intelligent
AML systems are summarized in Table 5.

Table 5: Secure and Privacy-Preserving Technologies for AML Learning Frameworks [67].

Technology Privacy Protection | Security Computational
Level Strength Cost
Federated Learning (FL) High Strong Moderate
Differential Privacy (DP) Very High Strong Low
Homomorphic Encryption (HE) Extremely High Very Strong Very High
Secure  Multiparty Computation | Very High Very Strong High
(SMPC)
Blockchain Verification High Strong Moderate
Zero Trust Security High Very Strong Moderate
Encrypted Gradient Sharing High Strong Low
Privacy-Preserving Graph Learning Very High Very Strong High

Secure and privacy-preserving AML learning
frameworks  provide multiple layers  of
confidentiality protection and cybersecurity
resilience for distributed financial crime detection
systems. Federated Learning and encrypted
parameter-sharing mechanisms reduce direct
exposure of customer transaction records, while
Differential Privacy protects against model
inversion and inference attacks through noise-
based statistical perturbation. Homomorphic
Encryption and Secure Multiparty Computation
provide extremely strong privacy guarantees by
enabling secure financial computation without

revealing underlying transactional information
during collaborative intelligence analysis. One of
the most important advantages of secure privacy-
preserving AML frameworks is the ability to
support cross-institutional suspicious activity
detection without violating regulatory compliance

requirements or customer confidentiality
protections.  Modern  money  laundering
operations  frequently involve  distributed

transaction chains spanning multiple banks,
payment platforms, cryptocurrency exchanges,
and financial jurisdictions. Isolated institutional
monitoring systems often fail to detect these
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distributed suspicious financial structures because
individual organizations possess only partial
transactional visibility [68]. Privacy-preserving
collaborative intelligence frameworks enable
institutions to jointly improve fraud detection
capability while maintaining local ownership and
protection of sensitive financial information.
Another critical challenge involves adversarial
robustness and malicious participant behavior
within distributed financial intelligence systems.
Adversarial institutions may intentionally inject
poisoned model updates, perform inference
attacks, manipulate transaction embeddings, or
exploit synchronization vulnerabilities designed to
compromise collaborative =AML intelligence
models. Consequently, advanced adversarial
defense mechanisms, blockchain-enabled trust
verification systems, secure aggregation protocols,
encrypted communication channels, and Zero
Trust cybersecurity architectures are increasingly
integrated into privacy-preserving AML systems to
strengthen distributed learning security and
collaborative model reliability.

(& Explainable Artificial Intelligence in
AML Systems:

The rapid integration of Artificial Intelligence,
Deep Learning, Graph Neural Networks, and
Federated Learning into Anti-Money Laundering
systems has significantly improved the capability of
financial institutions to detect suspicious financial
activities, hidden transaction relationships, and
complex money laundering structures. Despite
these advancements, many Aldriven AML
frameworks operate as “black-box” systems where
model decisions are difficult to interpret, explain,
or justify to regulatory authorities and compliance
investigators. Financial institutions operate under
strict legal, regulatory, and audit requirements that
demand transparency, accountability, and
explainability in suspicious activity detection
processes. Consequently, Explainable Artificial
Intelligence has emerged as one of the most critical
research areas in intelligent financial crime
detection systems [69]. Explainable Al enables
AML  frameworks to  provide human-
understandable explanations for suspicious

transaction predictions, customer risk

assessments, graph-based anomaly detection, and
automated financial intelligence decisions. XAl
mechanisms improve trustworthiness, regulatory
compliance, model transparency, operational
accountability, and investigator confidence within
Al-driven financial security systems. Furthermore,
explainable learning frameworks help financial
analysts understand which transactional features,
graph relationships, behavioral indicators, and
temporal financial patterns contribute most
significantly to suspicious activity predictions. As a
result, Explainable Al has become an essential
component of next-generation intelligent AML
architectures designed for transparent, secure, and
regulatory-compliant financial crime detection
within modern digital banking ecosystems.

6.1- SHAP-Based Interpretability for
AML Intelligence Systems:

SHAP (SHapley Additive exPlanations)-based
interpretability has emerged as one of the most
powerful Explainable Artificial Intelligence
techniques for understanding decision-making
behavior in Al-driven Anti-Money Laundering
systems. SHAP is based on cooperative game
theory and calculates the contribution of each
feature toward the final prediction generated by
Machine Learning, Deep Learning, and Graph
Neural Network models. In AML systems, SHAP-
based  interpretability = enables  financial
investigators, compliance analysts, and regulatory
authorities to understand why  specific
transactions, accounts, customers, or transaction
networks are classified as suspicious [70]. This
capability significantly improves transparency,
auditability, and trust within intelligent financial
crime detection frameworks. Modern AML
systems process highly complex financial
transaction datasets containing customer profiles,
transaction histories, account behavior patterns,
geographic information,  graph
relationships, temporal transaction dependencies,
and suspicious activity indicators. Deep Learning
and graph-based models often identify hidden
financial relationships that are difficult for human
investigators to interpret directly. SHAP addresses
this challenge by assigning importance values to
each feature according to its contribution toward

transfer
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suspicious activity prediction. These explanations
allow financial analysts to identify critical
transactional  attributes  influencing  fraud
detection outcomes and improve understanding
of complex graph-oriented financial intelligence
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models [71]. The operational workflow of SHAP-
based interpretability in intelligent AML systems
is illustrated in Figure 9.
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Figure 9: SHAP-Based Interpretability Framework for Intelligent AML Systems

SHAP interpretability frameworks provide both
local and global explanations for Al-driven
suspicious activity detection systems. Local
explanations analyze individual transactions or
customers to identify the most influential features
responsible for suspicious activity predictions,
while global explanations provide an overall
understanding of feature importance across the
entire financial intelligence model. In graph-based

AML systems, SHAP can also explain hidden
relational dependencies among transaction nodes,
graph  neighborhoods, temporal financial
behaviors, and suspicious transaction
communities within Graph Neural Network
architectures. The major analytical capabilities and
operational advantages of SHAP-based AML

interpretability systems are shows in Table 6.

Table 6: Analytical Characteristics of SHAP-Based Explainable AML Systems

SHAP Capability Transparency Operational Importance | Computational
Level Score (%) Complexity

Feature Importance Analysis | Very High 95% Moderate

Local Transaction | Extremely High 97% Moderate

Interpretability

Global Model | Very High 93% Moderate

Interpretability

Graph-Based Explanation High 91% High

Temporal Behavior | High 89% High

Interpretation

Risk Score Explanation Very High 94% Moderate
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Regulatory Compliance | Extremely High 98% Low
Support
Fraud Investigation | Very High 96% Moderate
Assistance
Attention-Based High 90% High
Explanation
Federated Learning | High 88% High
Interpretability
SHAP-based interpretability frameworks complexity may reduce human interpretability and

significantly strengthen transparency and trust
within Al-driven AML systems. One of the most
important advantages of SHAP is its model-
agnostic nature, allowing it to explain predictions
generated by Machine Learning models, Deep
Learning architectures, Graph Neural Networks,
and Federated Learning systems. This flexibility
enables integrate
explainability mechanisms into highly complex
intelligent financial crime detection frameworks
without requiring major
modifications. Another major advantage of SHAP-
based interpretability = involves  enhanced
regulatory  compliance  and  operational
accountability. Financial institutions must justify
suspicious activity reports and automated risk
assessments during audits, investigations, and legal
proceedings [72]. SHAP explanations provide
clear evidence regarding which financial features
and transaction relationships contributed to
suspicious activity classification decisions. This
capability improves investigator confidence,
reduces uncertainty in fraud detection operations,
and strengthens
within  Al-driven financial
Despite  these  advantages,
interpretability frameworks
operational and technical challenges within large-
scale AML environments. Computing SHAP
values for highly complex Deep Learning and
Graph Neural Network architectures
introduce substantial computational overhead
and increased processing latency [73]. In large-

financial institutions to

architectural

institutional trustworthiness

security systems.

SHAP-based

also face several

may

scale financial transaction graphs involving
millions of nodes and transactional edges,
interpretability  calculations  may  become

computationally expensive and difficult to scale
efficiently. Furthermore, excessive explanation

create challenges for non-technical financial
investigators attempting to understand advanced
graph-oriented financial intelligence systems.

6.2- LIME-Based Local Interpretability for
Intelligent AML Systems:

Local Interpretable Model-Agnostic Explanations
has emerged as one of the most effective
Explainable Artificial Intelligence techniques for
interpreting  suspicious  activity  predictions
generated by intelligent Anti-Money Laundering
systems. Modern AML frameworks increasingly
rely complex  Artificial Intelligence
architectures such as Deep Learning, Graph
Neural Networks, Dynamic Graph Neural
Networks, attention-based financial intelligence
systems, and Federated Learning models capable
of identifying hidden suspicious transaction
structures within large-scale financial ecosystems.
Although these advanced Al models significantly
improve fraud detection accuracy and relational
financial intelligence, they often operate as highly
complex “black-box” systems where the reasoning
behind suspicious transaction predictions remains
difficult for human investigators, compliance
analysts, and regulatory authorities to understand
[74]. Consequently, LIME-based interpretability
frameworks have become highly important for

on

improving transparency, trustworthiness,
operational accountability, and explainability
within  Al-driven financial crime detection

systems. LIME is a model-agnostic local
explanation framework designed to explain the
prediction behavior of complex Machine Learning
and Deep Learning models for individual data
samples. In AML systems, LIME generates local
surrogate explanations that approximate the
behavior of complex Al models around a specific
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suspicious transaction, customer account, or
graph transaction node. Instead of attempting to
explain the complete global behavior of highly
complex financial intelligence systems, LIME
focuses on explaining why a particular transaction
or customer was classified as suspicious by
approximating local decision boundaries using
simpler interpretable models such as linear
regression or decision trees [75]. This local
interpretability capability significantly improves
investigator understanding of suspicious activity
predictions and enhances regulatory confidence in
Al-driven AML systems.

In intelligent financial crime detection systems,
LIME analyzes suspicious transaction predictions
by generating perturbed samples around the
original transaction instance and observing how
the Al model responds to these local variations.
Based on these responses, LIME constructs an
interpretable local surrogate model capable of
identifying the most influential financial attributes
responsible  for  the  suspicious  activity
classification. These explanations may include

transaction ~ amount  anomalies,  unusual
geographic  transfers, abnormal
frequencies, graph relationship irregularities,
temporal transaction behaviors, customer risk
profiles, and hidden suspicious financial
dependencies learned by Deep Learning and
Graph Neural Network models [76]. One of the
major strengths of LIME-based interpretability is
its flexibility and model-agnostic capability. LIME
can explain predictions generated by conventional
Machine Learning algorithms, Deep Neural
Networks, Graph Neural Networks, transformer-
based financial intelligence systems, and Federated
Learning  architectures  without requiring
modification of the original AML model. This
adaptability allows financial institutions to
integrate explainability into highly advanced
suspicious activity detection systems while
preserving predictive intelligence and graph
learning capability. The major analytical
characteristics and operational performance

metrics of LIME-based AML interpretability

systems are summarized in Table 7.

transaction

Table 7: Analytical Characteristics of LIME-Based Explainability in AML Systems

LIME Capability Interpretability Operational Computational
Strength Effectiveness (%) Complexity

Local Transaction | Extremely High 97% Low

Explanation

Model-Agnostic Very High 95% Moderate

Interpretation

Feature Contribution | Very High 94% Moderate

Analysis

Customer Risk Explanation | High 92% Moderate

Fraud Investigation | Extremely High 98% Low

Assistance

Temporal Transaction | High 90% High

Interpretation

Graph-Based Local | High 89% High

Explanation

Regulatory Compliance | Very High 96% Moderate

Support

Real-Time Interpretability High 91% Moderate

Attention-Based Explanation | High 88% High
LIME-based interpretability frameworks provide suspicious  activity analysis and  financial

extremely high operational effectiveness for local

investigation support within intelligent AML
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systems. Local transaction explanation and fraud
investigation assistance demonstrate the highest
operational effectiveness because they directly
improve investigator understanding of Al
generated suspicious activity predictions. Model-
agnostic interpretation and feature contribution
analysis also provide substantial value by enabling
explainability across multiple Al architectures and
identifying critical financial attributes responsible
for suspicious transaction classification. Another
important advantage of LIME-based explainability
involves improved regulatory transparency and
operational accountability ~within  financial
institutions [77]. Regulatory  authorities
increasingly  require  explainable  Artificial
Intelligence mechanisms capable of justifying
suspicious activity reports, customer risk
assessments, automated transaction blocking
decisions, and compliance investigations. LIME
explanations provide localized reasoning regarding
which transaction features and suspicious
behavioral indicators influenced specific Al
decisions.  These  explanations
compliance auditing capability, reduce uncertainty
during financial investigations, and strengthen
institutional trustworthiness within Al-driven
financial security systems. LIME also enhances
graph-based financial intelligence systems by
improving local understanding of suspicious graph
neighborhoods and transaction communities. In
Graph Neural Network-based AML architectures,
LIME can identify influential transaction nodes,
suspicious graph edges, abnormal local graph
structures, and neighborhood interactions
responsible for suspicious activity predictions [78].
This capability significantly improves relational
intelligence  transparency and investigator
understanding of graph-oriented financial crime

improve

detection systems operating within large-scale
banking ecosystems.

7- Adversarial Attacks and
AML Security:

The rapid integration of Artificial Intelligence,
Deep Learning, Graph Neural Networks, and
Federated Learning into Anti-Money Laundering
systems has significantly enhanced the capability
of financial institutions to detect suspicious

financial activities, hidden transaction
relationships, and large-scale money laundering
networks. However, the increasing dependence on
intelligent financial crime detection models has
also introduced serious cybersecurity
vulnerabilities and adversarial threats targeting Al-
driven AML infrastructures. Modern
cybercriminals and organized financial crime
groups continuously develop sophisticated evasion
strategies designed to manipulate suspicious
transaction patterns, bypass anomaly detection
systems, poison machine learning models, and
exploit weaknesses within intelligent financial
security  architectures  [79].  Consequently,
adversarial attacks have emerged as one of the
most critical cybersecurity challenges affecting
next-generation AML systems and Al-driven
financial intelligence frameworks. Adversarial
attacks against AML systems involve intentionally
crafted malicious inputs, manipulated transaction
behaviors, poisoned training datasets, and
deceptive financial interactions designed to
compromise the reliability, stability, and predictive
capability of Al-based suspicious activity detection
models. These attacks may target Deep Learning
systems, Graph Neural Networks, Federated
Learning infrastructures, self-attention
architectures, and Explainable Al mechanisms
operating within modern banking ecosystems [80].
Adversarial manipulation can  significantly
increase falsenegative rates, reduce fraud
detection accuracy, weaken suspicious transaction
monitoring capability, and enable criminal
organizations to conceal illicit financial activities
within  highly  dynamic  digital financial
environments. As a result, adversarial robustness,
secure Al learning, and cybersecurity-aware AML
architectures have become essential research areas
for protecting intelligent financial crime detection
systems against evolving cyber-financial threats.
7.1- Adversarial Machine Learning for
Intelligent AML Systems:

Adversarial Machine Learning has emerged as one
of the most critical cybersecurity research domains
for securing intelligent Anti-Money Laundering
systems and Al-driven financial crime detection
frameworks operating within modern digital
banking ecosystems. The rapid adoption of
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Artificial Intelligence technologies such as Deep
Learning, Graph Neural Networks, Dynamic
Graph Neural Networks, Federated Learning
architectures, and self-attention-based financial
intelligence systems has significantly improved
suspicious activity detection capability and large-
scale transaction intelligence analysis. However,
these advanced Al-driven AML systems have also
introduced new attack surfaces that may be
exploited by cybercriminals, organized financial
crime groups, and malicious adversarial actors
seeking to manipulate Al decision-making
processes and evade suspicious activity detection
mechanisms [81]. Adversarial Machine Learning
focuses on understanding, identifying, simulating,
and defending against malicious attacks
specifically designed to compromise Artificial
Intelligence models operating within financial

security environments. In AML
systems, adversarial attackers may intentionally
manipulate transaction patterns, inject poisoned
financial records, alter graph transaction
relationships, generate adversarial transaction
embeddings, exploit model gradients, or perform
inference attacks designed to weaken suspicious
activity detection capability. These attacks
significantly threaten the robustness, reliability,
explainability, and operational stability of Al-
driven financial intelligence systems responsible
for monitoring high-volume transaction streams
and identifying illicit financial activities. The
operational architecture of adversarial attacks
against intelligent AML systems is illustrated in
Figure 10.
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Figure 10: Adversarial Machine Learning Threats in Intelligent AML Systems
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Modern Al-driven AML frameworks rely heavily on Machine Learning, Deep Learning, Graph Neural
Networks, Dynamic Graph Intelligence, Federated Learning architectures, and attention-based suspicious
activity detection systems for analyzing financial transaction patterns and hidden criminal structures.
Although these intelligent models provide highly advanced anomaly detection and graph-oriented financial
intelligence capabilities, they are often vulnerable to adversarial perturbations capable of manipulating model
predictions through carefully crafted malicious financial inputs [82]. Adversarial attackers may exploit
transaction feature manipulation, graph topology modification, poisoning attacks, evasion attacks, adversarial
embedding generation, and model inversion strategies to compromise suspicious activity detection systems
and conceal illicit financial operations within legitimate banking environments. One of the most dangerous
adversarial threats in AML systems involves evasion attacks, where attackers intentionally modify transaction
attributes and behavioral patterns to avoid triggering suspicious activity detection mechanisms. Criminal
organizations may distribute large financial transfers across multiple smaller transactions, manipulate
transaction timing, alter customer interaction behaviors, or utilize intermediary accounts and shell entities
designed to bypass Al-based fraud detection systems. These adversarial manipulations can significantly
increase false-negative rates and reduce the effectiveness of intelligent financial crime detection architectures.
Another major threat involves poisoning attacks targeting the training process of Machine Learning and
Federated Learning-based AML systems. In poisoning attacks, adversaries inject malicious or manipulated
financial transaction records into training datasets to corrupt model learning behavior and reduce detection
accuracy. Within Federated Learning environments, malicious institutions may intentionally submit
poisoned model updates or manipulated gradients designed to compromise the global suspicious activity
detection model. These attacks may significantly weaken collaborative financial intelligence capability and
introduce hidden vulnerabilities into distributed AML architectures [83]. Graph Neural Network-based AML
systems are also vulnerable to graph topology attacks and adversarial graph perturbations. Since graph-based
financial intelligence frameworks rely heavily on relational transaction structures and neighborhood
aggregation mechanisms, attackers may intentionally manipulate graph edges, transaction relationships, or
suspicious graph communities to disrupt relational learning processes. Adversarial graph attacks may conceal
hidden money laundering pathways, distort suspicious transaction communities, or generate misleading
graph embeddings that compromise graph-oriented financial intelligence analysis. The major adversarial
attack categories and their impact on intelligent AML systems are presented in Table 8.

Table 8: Major Adversarial Attacks in Intelligent AML Systems [84].

Adversarial Attack | Attack Objective Impact on  AML | Threat Detection
Type Systems Severity Difficulty
Level

Evasion Attacks Bypass suspicious activity | Increases false-negative | Very High High
detection rates

Poisoning Attacks Corrupt AML model | Reduces predictive | Extremely Very High
training accuracy High

Graph Topology | Manipulate transaction | Distorts relational | High High

Attacks graph structures intelligence

Adversarial Generate deceptive | Misleads Deep | High Moderate

Embedding transaction Learning models

Manipulation representations

Model Inversion | Recover sensitive | Violates customer | Very High High

Attacks financial information privacy

Gradient Corrupt Federated | Weakens collaborative | Extremely Very High

Manipulation Learning updates intelligence High

Attacks
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Backdoor Attacks Insert hidden malicious | Causes targeted AML | Extremely Very High

model behavior failures High
Data Injection | Introduce manipulated | Alters suspicious | High Moderate
Attacks financial records activity learning
Attention Distort self-attention | Weakens transaction | High High
Manipulation prioritization analysis
Attacks
Adversarial  Graph | Modify graph edges and | Conceals hidden | Very High High
Perturbation neighborhoods money laundering

structures

Adversarial Machine Learning research has
fundamentally transformed cybersecurity-aware
AML architecture design by improving resilience
against manipulation,
adversarial graph attacks, distributed poisoning
strategies,  and intelligence
vulnerabilities. The integration of adversarial
robustness frameworks with Graph Neural
Networks, Dynamic Graph Intelligence, Federated
Learning, Explainable Artificial Intelligence,
blockchain-enabled trust systems, and privacy-
preserving financial analytics continues to
strengthen nextgeneration intelligent =AML
systems capable of providing secure, adaptive,

malicious  financial

collaborative

trustworthy, and resilient financial crime
detection within modern global banking
ecosystems.

7.2 Data Poisoning Attacks in Intelligent
AML Systems:

Data poisoning attacks represent one of the most
critical adversarial threats affecting modern
Artificial Intelligence-driven Anti-Money
Laundering systems and intelligent financial crime
detection frameworks. Modern AML architectures
increasingly rely on Machine Learning, Deep
Learning, Graph Neural Networks, Dynamic
Graph Neural Networks, and Federated Learning
systems for suspicious activity detection and
financial intelligence analysis. These intelligent
systems are trained using massive financial
transaction datasets containing customer profiles,
account activities, transaction histories, graph
relationships, behavioral metadata, and suspicious
activity records [85]. Since Al-driven AML systems
heavily depend on training data quality,
adversarial attackers may intentionally manipulate

financial datasets to corrupt model learning
behavior and weaken suspicious activity detection
capability within banking environments. Data
poisoning attacks involve the deliberate insertion
of malicious, deceptive, or manipulated financial
transaction records into AML training datasets.
The primary objective of these attacks is to
influence model behavior in a manner that
reduces fraud detection accuracy, increases false-
negative rates, and enables illicit financial activities
to evade suspicious activity monitoring systems.
Criminal organizations may inject poisoned
transaction samples that resemble legitimate
customer behaviors while concealing hidden
money laundering patterns. As a result, Al-driven
AML models may incorrectly classify fraudulent
transactions as activities,
significantly compromising the reliability and
operational effectiveness of intelligent financial
crime detection systems. In centralized Machine
Learning-based AML architectures, attackers may
directly manipulate suspicious activity datasets by
altering attributes,  modifying
behavioral patterns, or changing suspicious
transaction labels during training processes. These
manipulations distort decision boundaries and
reduce the capability of Al systems to identify
hidden financial crimes [86]. Federated Learning-
based AML systems are also wvulnerable to
poisoning attacks because malicious participants
may intentionally submit manipulated gradients,
poisoned model updates, or corrupted transaction
embeddings during collaborative  learning
processes. Since Federated Learning aggregates
updates from multiple institutions, poisoned
contributions may negatively affect global
suspicious activity detection performance across

normal financial

transaction
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distributed banking ecosystems. Graph Neural
Network-based AML systems face additional
vulnerabilities because they depend heavily on
graph transaction relationships and neighborhood
intelligence propagation. Adversarial attackers
may manipulate graph topology structures, insert
deceptive graph edges, modify suspicious graph
communities, or alter node embeddings to conceal
illicit financial activities within graph transaction
networks. These graph poisoning attacks weaken
relational intelligence learning and reduce graph-
based anomaly detection capability within
intelligent financial security systems.

Another dangerous form of poisoning attack
involves backdoor attacks, where attackers embed
hidden malicious behaviors into AML models
during training. In these attacks, the model
behaves normally under standard operating
conditions but generates manipulated predictions
whenever  specific adversarial  triggers or
transaction patterns appear. Such attacks may
enable criminals to bypass suspicious activity
detection mechanisms using carefully crafted
financial transaction behaviors designed to
activate hidden vulnerabilities within Al-driven
AML systems. One of the most challenging aspects
of data poisoning attacks is their stealthy nature
[87]. Carefully designed poisoned financial
records often appear similar to legitimate
transaction patterns, making them difficult to
identify within large-scale banking datasets. Even
small quantities of poisoned samples may
significantly influence Deep Learning and Graph
Neural Network behavior because these systems
continuously adapt to evolving transaction
structures during training operations.
Consequently, poisoned AML systems may
continue operating with compromised suspicious
activity detection capability for extended periods
without immediate detection by financial
investigators or cybersecurity analysts. To defend
against these threats, modern AML architectures
increasingly integrate adversarial robustness
frameworks, secure Machine Learning
mechanisms, anomaly-aware validation systems,
and poisoning-resistant optimization strategies
[88]. Data sanitization techniques are used to
remove suspicious transaction samples before

training processes begin, while anomaly detection
frameworks analyze transaction distributions and
graph structures to identify abnormal financial
behaviors potentially associated with poisoning
attacks. Federated Learning systems also integrate
secure aggregation protocols, participant trust
verification mechanisms, and Byzantine-resilient
optimization algorithms to reduce the influence of
malicious participants during collaborative model
training.

7.3- Model Evasion Attacks in Intelligent
AML Systems:

Model evasion attacks represent one of the most
sophisticated ~ adversarial  threats targeting
Artificial Intelligence-driven Anti-Money
Laundering systems and intelligent financial crime
detection frameworks. Unlike data poisoning
attacks that manipulate training datasets during
model development, evasion attacks occur during
the operational phase of Machine Learning
systems where attackers intentionally modify
transaction behaviors and financial interaction
patterns to bypass suspicious activity detection
mechanisms. Modern AML architectures heavily
depend on Deep Learning, Graph Neural
Networks, Dynamic Graph Neural Networks, and
attention-based financial intelligence frameworks
for detecting hidden money laundering activities
within highly interconnected banking ecosystems.
However, adversarial actors continuously develop
advanced evasion strategies capable of exploiting
vulnerabilities within these intelligent systems to
conceal illicit financial operations [89]. In
intelligent  financial ecosystems, adversarial
evasion strategies may involve manipulating
transaction  amounts,  altering  temporal
transaction behaviors, distributing suspicious
transfers across multiple intermediary accounts,
modifying graph transaction relationships, and
generating adversarial transaction embeddings
that resemble legitimate financial activities.
Criminal organizations frequently exploit these
techniques to avoid triggering suspicious activity
thresholds and anomaly detection systems. Such
adversarial manipulations significantly increase
false-negative rates and reduce the operational
effectiveness of Al-driven suspicious activity
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monitoring frameworks operating within global
digital banking infrastructures. The architecture of
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model evasion attacks against intelligent AML
systems is illustrated in Figure 11.
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Figure 11: Model Evasion Attacks in AI-Driven AML Systems

One of the most common forms of evasion
involves transaction feature manipulation attacks,
where adversaries intentionally alter transactional
attributes such as transfer amount, geographic
origin, transaction velocity, account interaction
behavior, and payment timing to reduce anomaly
visibility =~ within =~ Machine  Learning-based
suspicious activity detection systems. Similarly,
graph-oriented evasion attacks target relational
intelligence frameworks by modifying graph
topology structures, injecting deceptive graph
edges, and concealing suspicious transaction
communities within Graph Neural Network
[90]. Dynamic Graph Neural
Networks are additionally vulnerable to temporal
evasion strategies where attackers manipulate
sequential financial behaviors and distribute
suspicious transactions
intervals to avoid detection within temporal
anomaly monitoring systems. Another highly
dangerous evasion strategy involves adversarial
example generation, where

architectures

across extended time

attackers create

carefully perturbed transaction inputs specifically
designed to deceive Deep Learning and Graph
Neural Network models without appearing
suspicious to human investigators. These
adversarial samples exploit hidden vulnerabilities
within Al decision boundaries and graph
embedding spaces, enabling fraudulent financial
operations to bypass automated suspicious activity
detection mechanisms [91]. In large-scale banking
environments, such attacks may significantly
compromise financial intelligence reliability and
weaken real-time fraud detection capability. To
defend against these adversarial threats, modern
AML increasingly  integrate
adversarial robustness mechanisms, anomaly-
aware transaction monitoring systems, robust
graph learning frameworks, and secure Federated

architectures

Learning architectures. Adversarial training
strategies expose Al models to malicious
transaction  perturbations  during  training

processes to improve resilience against future
evasion attempts. Robust Graph Neural Networks
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incorporate graph consistency validation and
neighborhood authenticity verification
mechanisms designed to preserve relational
intelligence stability against graph manipulation
attacks. Behavioral anomaly detection frameworks
further strengthen suspicious activity monitoring
by identifying unusual transaction distributions,
hidden temporal inconsistencies, and abnormal
graph interaction patterns associated with
adversarial financial behaviors. Despite these
advancements, model evasion attacks remain one
of the most challenging cybersecurity threats
affecting intelligent financial crime detection
systems [92]. The continuous evolution of
adversarial transaction manipulation strategies,
dynamic financial ecosystems, distributed banking
infrastructures, and  graph-based financial
intelligence  architectures  introduces new
vulnerabilities into Al-driven AML systems.
Nevertheless, the integration of adversarially
robust Machine Learning, secure Graph Neural
Networks, Explainable Artificial Intelligence,
Dynamic Graph Intelligence, and privacy-
preserving collaborative learning frameworks
continues to strengthen next-generation AML
architectures capable of providing more secure,
adaptive, and resilient financial crime detection
within modern global banking ecosystems.

7.4- Zero Trust Architecture for
Intelligent AML Security:

Zero Trust Architecture has emerged as one of the
most advanced cybersecurity frameworks for
securing modern Anti-Money Laundering systems
and intelligent financial crime detection
infrastructures. Traditional cybersecurity models

generally operate on the assumption that users,
devices, and internal network entities inside
organizational boundaries can be trusted after
authentication. However, modern digital banking
ecosystems are highly distributed, interconnected,
and continuously exposed to sophisticated cyber
threats, insider attacks, adversarial manipulation,
ransomware operations, and unauthorized
financial access attempts [93]. Consequently, the
traditional perimeter-based security approach is no
longer sufficient for protecting Al-driven AML
systems operating across cloud infrastructures,
distributed  banking  networks, federated
intelligence frameworks, and cross-institutional
financial ecosystems. Zero Trust Architecture
addresses these limitations through the principle
of “never trust, always verify,” where every user,
transaction, device, API request, financial entity,
and communication channel must be
continuously authenticated, authorized, and
monitored regardless of network location. In
intelligent AML systems, Zero Trust security
frameworks  provide  continuous  identity
verification, transaction validation, access control
enforcement, anomaly-aware monitoring, and
behavioral risk assessment mechanisms capable of
protecting sensitive financial infrastructures
against evolving cyberfinancial threats [94]. This
approach significantly strengthens cybersecurity
resilience,  suspicious  activity = monitoring
capability, privacy protection, and adversarial
robustness within modern Al-driven financial
intelligence systems. The operational architecture
of Zero Trust security in intelligent AML systems
is illustrated in Figure 12.
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Figure 12: Zero Trust Architecture for Intelligent AML Systems

Modern AML systems process highly sensitive
financial transaction data including customer
identities, account activities, transaction histories,
graph intelligence structures, suspicious activity
reports, and cross-border payment information.
Since these systems operate across distributed
financial environments involving banks, fintech
platforms, cloud infrastructures, and collaborative
intelligence frameworks, Zero Trust security
mechanisms  continuously  evaluate  every
transaction request, user interaction, model
update, and graph intelligence operation before
granting access to sensitive financial resources.
One of the most important components of Zero
Trust Architecture continuous
authentication and identity verification. In
intelligent AML systems, users, financial analysts,
compliance officers, Al models, APIs, and
distributed learning participants are continuously
authenticated using multi-factor authentication,
biometric verification, behavioral analytics, and
device trust validation mechanisms [95]. This
significantly reduces the risk of unauthorized
access, insider threats, credential compromise, and
malicious participant behavior within financial

involves

intelligence ecosystems. Another critical aspect of
Zero Trust security involves micro-segmentation
and  least-privilege access control. Financial
systems are divided into isolated security zones
where users and services receive only the
minimum permissions necessary to perform
specific operations. This segmentation limits
lateral movement opportunities for adversarial
attackers and reduces the potential impact of
cyberattacks targeting suspicious activity detection
infrastructures. Within Federated Learning-based
AML systems, Zero Trust frameworks additionally
verify the authenticity of institutional participants
and model updates before collaborative
intelligence aggregation occurs [96]. Zero Trust
Architecture  provides multiple layers of
cybersecurity protection for Al-driven AML
systems operating within modern digital banking
ecosystems. Continuous authentication and
behavioral analytics offer particularly strong
security benefits because they enable dynamic
monitoring of suspicious user behavior and
abnormal Micro-
segmentation and least-privilege access control
further reduce cybersecurity exposure by isolating

transaction activities.
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sensitive financial intelligence infrastructures and
restricting  unauthorized ~movement  across
banking systems. Zero Trust frameworks also play
a major role in protecting Artificial Intelligence
and Graph Neural Network-based AML
architectures against adversarial attacks and
malicious model manipulation. Secure API
verification, encrypted communication channels,
and trust-aware participant validation mechanisms
help prevent poisoning attacks, unauthorized
model updates, adversarial transaction injection,
and distributed learning manipulation within
Federated  Learning  environments  [97].
Furthermore, behavioral anomaly monitoring
systems continuously analyze user activities, graph
transaction behaviors, transaction flows, and Al
interaction patterns to identify potential
cybersecurity threats in real time. Despite these
advantages, implementing Zero Trust Architecture
within large-scale financial ecosystems introduces
several operational and technical challenges.
Continuous  authentication and  realtime
monitoring mechanisms may increase
computational overhead and network latency
within high-frequency transaction environments.
Large  banking infrastructures  involving
distributed  cloud  systems,  collaborative
intelligence frameworks, and Graph Neural
Network architectures may require highly scalable
trust management systems and advanced
behavioral analytics frameworks to maintain
operational efficiency. In addition, balancing
security  enforcement,  usability,  privacy
preservation,  explainability, and  real-time
suspicious activity detection remains a significant
challenge within intelligent AML environments.

7.5- Quantum Threats to Intelligent AML
Systems:

The rapid advancement of quantum computing
technologies has introduced a new generation of
cybersecurity risks for modern Anti-Money

Laundering systems and intelligent financial crime
detection infrastructures. Quantum computing
possesses computational capabilities far beyond
those of classical computing systems, enabling the
execution of highly complex -calculations at
unprecedented  speed. = While  quantum
technologies offer transformative opportunities in
Artificial Intelligence, cryptography, optimization,
and financial analytics, they also present
significant threats to cybersecurity frameworks
protecting global banking ecosystems. Modern
AML systems heavily depend on cryptographic
protocols, encrypted communication channels,
secure authentication mechanisms, blockchain
verification  systems,  Federated  Learning
infrastructures, and privacy-preserving financial
intelligence frameworks that may become
vulnerable to future quantum-enabled
cyberattacks. Traditional cybersecurity systems rely
on encryption algorithms such as RSA, ECC,
AES, and Diffie-Hellman protocols to protect
financial transactions, suspicious activity reports,
customer information, and  collaborative
intelligence communication [98]. However, large-
scale quantum computers may eventually break
many classical cryptographic algorithms using
advanced quantum algorithms such as Shor’s
Algorithm and Grover’s Algorithm. This
capability could allow adversaries to decrypt
sensitive banking communications, compromise
financial  transaction  security, manipulate
collaborative Al learning systems, and bypass
existing  cybersecurity  protections  within
intelligent AML infrastructures. Consequently,
quantum threats have become an increasingly
important research area in financial cybersecurity
and next-generation AML architecture design. The
cybersecurity architecture of quantum threats
targeting intelligent AML systems is illustrated in
Figure 13.
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Quantum Threats in Intelligent AML and Financial Security Systems
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Figure 13: Quantum Threats in Intelligent AML and Financial Security Systems

One of the most significant quantum threats
cryptographic  vulnerability —against
quantum-enabled decryption algorithms.
Financial institutions utilize encryption to secure
customer identities, histories,
suspicious activity reports, graph transaction
intelligence, and distributed Al communication
Federated Learning environments.

involves

transaction

within

Quantum-enabled adversaries may potentially
decrypt these protected communications and gain
unauthorized access to highly sensitive financial
intelligence systems. This risk becomes particularly
critical for cross-border banking infrastructures,
cloud-based financial ecosystems, and
collaborative =~ AML  intelligence  networks
operating across distributed digital financial
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environments [99]. Quantum threats also pose
serious challenges to blockchain-enabled AML
systems and decentralized financial security
frameworks. Blockchain technologies rely heavily
on publickey cryptography for transaction
validation, digital signatures, and distributed trust
management. Powerful quantum computing
systems may compromise blockchain
authentication = mechanisms and  weaken
transaction immutability guarantees by breaking
cryptographic ~ key  structures  protecting
decentralized financial records. Such
vulnerabilities may significantly affect blockchain-
based suspicious activity verification systems and
collaborative financial intelligence architectures
operating within digital banking ecosystems.
Artificial Intelligence and Machine Learning-
driven AML systems may additionally face
quantum-enhanced adversarial threats. Quantum

computing may accelerate adversarial optimization
processes, enable highly sophisticated financial
pattern simulations, and improve malicious attack
generation capability against Deep Learning and
Graph Neural Network architectures. Adversarial
attackers equipped with quantum-enhanced
computational resources may generate highly
optimized transaction manipulation strategies
capable of bypassing suspicious activity detection
mechanisms more effectively than traditional
cyberattacks  [100].  Furthermore, quantum
computing may increase the capability of
adversaries to perform model inversion attacks,
cryptographic  analysis, graph  perturbation
optimization, and large-scale financial intelligence
exploitation against Al-driven AML systems. The
major quantum threats and their operational
impact on intelligent AML systems are presneted

in Table 9.

Table 9: Major Quantum Threats Affecting Intelligent AML Systems

Quantum Threat Targeted AML Component | Potential Impact Threat
Severity

Quantum Cryptographic | Financial encryption systems | Compromises sensitive banking | Extremely

Attacks communication High

Shor’s Algorithm-Based | Public-key cryptography Breaks RSA and ECC security | Extremely

Attacks mechanisms High

Quantum-Enhanced Al-driven suspicious activity | Improves evasion attack | Very High

Adversarial Al detection capability

Quantum  Blockchain | Blockchain-based AML | Weakens decentralized trust | High

Exploitation verification mechanisms

Quantum Model | Federated Learning | Exposes confidential financial | Very High

Inversion Attacks architectures intelligence

Quantum Optimization | Graph  Neural Network | Accelerates adversarial graph | High

Attacks security manipulation

Quantum  Brute-Force | Authentication and access | Increases unauthorized access | Very High

Attacks control systems capability

As illustrated in Table 9, quantum cryptographic
attacks and Shor’s Algorithm-based attacks
represent some of the most severe threats affecting
intelligent AML systems because they directly
compromise the encryption  mechanisms
protecting sensitive financial information and
collaborative intelligence communication.
Quantum-enhanced adversarial Artificial
Intelligence and model inversion attacks also pose
significant risks because they may increase the

capability =~ of  cybercriminals to  exploit
vulnerabilities within Al-driven suspicious activity
detection frameworks. To address these emerging
risks, financial institutions and cybersecurity
researchers are increasingly exploring post-
quantum cryptography and quantum-resistant
AML  security architectures. Post-quantum
cryptographic algorithms are specifically designed
to resist attacks from both classical and quantum
computers [101]. These algorithms include lattice-

https://thesesjournal.com | Abbas et al., 2026 | Page 2679


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 6, 2026

based cryptography, hash-based signatures,
multivariate cryptographic systems, and code-
based encryption frameworks capable of
strengthening future financial cybersecurity
infrastructures against quantum-enabled attacks.
Quantum-resistant authentication protocols and
secure communication mechanisms are also being
integrated into next-generation banking systems
and collaborative AML intelligence frameworks.
Another important defense strategy involves
quantum-aware Zero Trust security architectures
capable of continuously validating user identities,
Al interactions, transaction requests, and
distributed learning participants within highly
dynamic financial ecosystems. Federated Learning
systems are also increasingly integrating encrypted
aggregation protocols, privacy-preserving
optimization frameworks, and blockchain-based
trust verification systems designed to maintain
collaborative financial intelligence security against
future quantum threats.  Despite these
advancements, quantum threats remain one of the
most challenging future cybersecurity concerns for
intelligent financial crime detection systems and
global banking infrastructures. The rapid
evolution of quantum computing technologies,
distributed digital financial ecosystems, Al-driven
suspicious activity monitoring systems, and
collaborative intelligence architectures
continuously introduces new security challenges
into  nextgeneration @ AML  frameworks.
Furthermore, balancing computational efficiency,
privacy preservation, cryptographic robustness, Al
scalability, and realtime suspicious activity
monitoring remains a major challenge within
quantum-resistant financial cybersecurity
environments. Nevertheless, research in post-
quantum  cybersecurity, quantum-resistant
cryptography, secure Artificial Intelligence, and
resilient financial intelligence systems continues to
strengthen the future security of intelligent AML
architectures [102]. The integration of post-
quantum encryption, Zero Trust security,
Federated Learning, Graph Neural Networks,
blockchain verification systems, and adversarial
robustness frameworks is expected to play a critical
role in developing secure, adaptive, and resilient
next-generation AML systems capable of

combating both conventional and quantum-
enabled cyberfinancial threats within modern
global banking ecosystems.

8 Comparative Analysis of
Existing Literature:

The rapid advancement of Artificial Intelligence,
Machine Learning, Graph Neural Networks,
Federated Learning, Explainable Artificial
Intelligence, and adversarially robust cybersecurity
frameworks has significantly transformed modern
Anti-Money Laundering systems and intelligent
financial crime detection architectures. Existing
research literature demonstrates substantial
progress in developing advanced Al-driven
suspicious activity detection models capable of
identifying hidden transaction relationships,
abnormal financial behaviors, graph-oriented
money laundering structures, and cross-
institutional financial crime patterns within large-
scale banking ecosystems. Traditional rule-based
AML systems primarily relied on predefined
thresholds and static suspicious activity indicators,
whereas modern Al-driven approaches provide
adaptive anomaly detection, relational financial
intelligence, temporal transaction analysis, and
collaborative  suspicious activity —monitoring
capabilities [103]. Consequently, recent literature
increasingly focuses on intelligent graph learning
architectures, privacy-preserving  collaborative
learning frameworks, explainable Al systems, and
adversarially robust cybersecurity mechanisms
designed to strengthen next-generation financial
crime detection infrastructures. A large number of
studies emphasize the importance of Graph
Neural Networks in detecting hidden financial
transaction relationships and distributed money
laundering communities. Existing research
indicates that GNN-based AML systems
significantly outperform conventional Machine
Learning approaches because of their capability to
model relational transaction intelligence and
graph topology structures. Dynamic Graph Neural
Networks (DGNNs) further improve suspicious
activity detection by incorporating temporal
financial behaviors and evolving transaction
dependencies into graph intelligence frameworks.
Similarly, attention-based graph architectures
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enhance anomaly detection capability by
dynamically prioritizing highly suspicious financial
interactions within complex transaction networks.
However, several studies also highlight operational
challenges associated with graph scalability,
computational overhead, graph sparsity, and
adversarial graph manipulation vulnerabilities
within large-scale banking environments [104].

Recent literature additionally demonstrates
growing interest in Federated Learning-based
AML systems because of increasing concerns
regarding customer privacy, financial data
confidentiality, and cross-institutional intelligence
collaboration.  Federated Learning enables
distributed suspicious activity detection without
requiring direct sharing of sensitive customer
transaction records among financial institutions.
Existing studies report substantial improvements
in collaborative financial intelligence and privacy-
preserving anomaly detection capability through
decentralized learning architectures. Nevertheless,
the literature also identifies important limitations
involving communication overhead, non-
identically distributed (non-1ID) financial datasets,
adversarial participant behavior, poisoned model
updates, and synchronization instability affecting
large-scale Federated Learning environments.
Explainable Artificial Intelligence has also become
a major research focus within intelligent AML
literature because financial institutions and
regulatory  authorities  increasingly  require
transparent suspicious activity analysis and
interpretable Al decision-making mechanisms.
Existing studies emphasize the importance of

SHAP, LIME, and attention-based interpretability

frameworks for improving investigator
confidence, regulatory compliance, operational
accountability, and graph-oriented financial
intelligence understanding [105]. However,
current literature also highlights challenges
involving explanation complexity, computational
cost, interpretability scalability, and adversarial
exploitation of explanation systems within highly
complex Deep Learning and Graph Neural
Network architectures. Another important
research direction identified within the literature
involves adversarial robustness and cybersecurity-
aware AML system design. Existing studies
demonstrate that Al-driven suspicious activity
detection systems remain highly vulnerable to
poisoning attacks, evasion attacks, adversarial
transaction  perturbations, graph  topology
manipulation, and distributed cyber-financial
threats. Consequently, recent  research
increasingly integrates adversarial training, secure
graph learning, Zero Trust cybersecurity
architectures, blockchain-enabled trust
verification,  privacy-preserving  collaborative
learning, and postquantum cryptographic
mechanisms into intelligent AML frameworks.
Despite these advancements, current literature
still - lacks comprehensive solutions capable of
simultaneously addressing privacy preservation,
explainability, adversarial robustness, graph
scalability, and realtime suspicious activity
detection within unified AML architectures. The
comparative analysis of major existing AML
research approaches is summarized in Table 10.
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Table 10: Comparative Analysis of Existing AI-Driven AML Literature

Research Major Strengths Key Limitations Detection | Privacy Explainability
Approach Accuracy | Protection | Level
(%)
Traditional Simple High false-positive | 68-74% Low High
Rule-Based implementation rates and  poor
AML Systems and regulatory | adaptability
familiarity
Machine Improved anomaly | Limited relational | 78-84% Moderate | Moderate
Learning-Based | detection capability | intelligence
AML
Deep Learning | Strong feature | Black-box decision- | 85-90% Moderate | Low
Based AML extraction and | making complexity
pattern recognition
Graph Neural | Excellent relational | Graph  scalability | 91-95% Moderate | Moderate
Networks transaction and adversarial
(GNNs) intelligence vulnerability
Dynamic Graph | Captures evolving | High 92-96% Moderate | Moderate
Neural financial behaviors | computational
Networks complexity
(DGNNs)
Federated Privacy-preserving | Communication 88-93% Very High | Moderate
Learning-Based | collaborative overhead and
AML intelligence poisoned updates
SHAP/LIME Transparent Increased 84-90% Moderate | Very High
Explainable Al | suspicious activity | computational cost
reasoning
Adversarially Improved Complex 89-94% High Moderate
Robust ~ AML | cybersecurity optimization and
Systems resilience scalability issues
Blockchain- Tamper-resistant High resource | 82-88% High Moderate
Based AML | transaction consumption
Systems verification
Zero Trust | Continuous Infrastructure 87-92% High High
AML verification ~ and | complexity
Architectures cybersecurity
monitoring
Graph Neural Networks and Dynamic Graph banking  infrastructures.  Explainable Al
Neural Networks demonstrate some of the highest frameworks such as SHAP and LIME offer very
suspicious activity detection accuracies because of high interpretability levels and significantly

their advanced relational intelligence learning
capability and graph-oriented transaction analysis
Federated Learning-based AML
systems additionally provide extremely strong
privacy protection while supporting collaborative
suspicious activity monitoring across distributed

mechanisms.

improve regulatory compliance capability within
intelligent financial crime detection systems [106].
Despite these advancements, the comparative
analysis important
research gaps requiring further investigation. Most
existing studies focus on isolated aspects of

literature reveals several
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intelligent AML systems such as graph learning,
privacy preservation, explainability, or adversarial
robustness individually rather than developing
unified frameworks capable of integrating these
capabilities simultaneously. Furthermore, current
research often lacks comprehensive evaluation
under real-world large-scale banking environments
involving dynamic graph transaction structures,
distributed ~ financial
institutional intelligence sharing, and evolving
adversarial cyberfinancial threats.

Another major gap identified within existing
literature involves the limited integration of post-
quantum cybersecurity mechanisms and quantum-
resistant cryptographic frameworks within Al-
driven AML architectures. As quantum
computing technologies continue to evolve, future
intelligent financial crime detection systems will
require stronger cryptographic protection, secure
collaborative learning protocols, and quantum-
aware cybersecurity infrastructures capable of
resisting both classical and quantum-enabled
financial attacks. Overall, the comparative analysis
demonstrates that intelligent AML systems are
rapidly evolving from traditional rule-based
monitoring frameworks toward highly adaptive,
graph-oriented, privacy-preserving, explainable,
and adversarially robust financial intelligence
architectures [107]. The integration of Graph
Neural Networks, Federated Learning,
Explainable A, Zero Trust cybersecurity,
blockchain verification systems, and post-
quantum cryptographic mechanisms is expected to
play a critical role in strengthening next-
generation AML systems capable of providing
secure, scalable, transparent, and resilient
financial crime detection within modern global
digital banking ecosystems.

ecosystems, Cross-

9- Practical Challenges and
Implementation Constraints:

Despite the significant progress achieved in
Artificial Intelligence-driven Anti-Money
Laundering systems and intelligent financial crime
detection frameworks, the practical deployment of
these technologies within real-world banking
environments remains associated with numerous
technical,

operational, regulatory, and

cybersecurity  challenges.  Modern ~ AML
architectures based on Machine Learning, Deep
Learning, Graph Neural Networks, Federated
Learning, Explainable Artificial Intelligence, and
adversarially robust cybersecurity frameworks have
substantially ~ improved  suspicious  activity
detection capability compared to traditional rule-
based monitoring systems [108]. However, the
transition from research-oriented experimental
models to largescale realworld financial
infrastructures introduces
implementation constraints that directly affect
system reliability, scalability, transparency, and
operational efficiency. One of the most significant
practical challenges involves financial data quality
and accessibility. Intelligent AML systems require
extremely large volumes of high-quality
transaction data for effective model training and
suspicious activity analysis. However, real-world
banking datasets are often incomplete, noisy,
inconsistent, fragmented, and highly imbalanced.
Suspicious financial activities usually represent
only a very small percentage of overall
transactions, creating severe class imbalance
problems that negatively affect model learning
capability and anomaly detection performance
[109]. =~ Furthermore, transaction data are
distributed across multiple banking institutions,
fintech platforms, and regulatory environments
with different data standards and formats, making
unified financial intelligence integration highly
difficult.

Another major implementation constraint
involves the computational complexity of
advanced Al-driven AML architectures. Graph
Neural Networks, Dynamic Graph Neural
Networks, attention-based financial intelligence
systems, and Deep Learning frameworks require

complex

substantial computational resources, memory
capacity, and processing power when operating on
large-scale transaction networks involving millions
of financial entities and graph relationships. Real-
time suspicious activity monitoring further
increases system complexity because modern
banking environments continuously generate
high-frequency financial transactions that require
immediate analysis and anomaly detection.
Consequently, maintaining high detection
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accuracy while ensuring operational efficiency and
low-latency processing remains a major challenge
for intelligent AML infrastructures [110]. False-
positive generation also represents one of the most
critical operational limitations affecting Al-driven
suspicious activity detection systems. Although
intelligent models improve anomaly detection
capability, they frequently classify legitimate
customer transactions as suspicious activities
because of complex behavioral patterns and
evolving transaction structures. Excessive false-
positive alerts increase operational investigation
costs, overload compliance officers, reduce
institutional productivity, and negatively impact
customer trust within financial ecosystems.
Financial institutions therefore face continuous
challenges in balancing detection sensitivity with
operational precision and investigation efficiency.
Cybersecurity and  adversarial  robustness
challenges further complicate the implementation
of intelligent financial crime detection systems. Al-
driven AML architectures remain vulnerable to
poisoning  attacks, evasion attacks, graph
manipulation attacks, adversarial transaction
perturbations, and malicious model updates
designed to bypass suspicious activity detection
mechanisms. Criminal organizations continuously
evolve  adversarial  strategies to  exploit
vulnerabilities within Machine Learning and
Graph Neural Network frameworks.
Consequently, financial institutions  must
integrate  robust cybersecurity mechanisms,
adversarial defense frameworks, secure
optimization strategies, and continuous anomaly
monitoring systems to strengthen operational
resilience against evolving cyberfinancial threats
[111]. Despite these practical challenges and
implementation constraints, ongoing
advancements in Artificial Intelligence, Federated
Learning, Graph Neural Networks, Explainable
Al, blockchain-enabled trust systems, adversarial
robustness  frameworks, and postquantum
cybersecurity mechanisms continue to strengthen
intelligent financial crime detection systems.
Future AML architectures are expected to become
more adaptive, scalable, explainable, privacy-
preserving, and cybersecurity-resilient through the
integration of advanced graph intelligence,

collaborative optimization, secure distributed
learning, and trust-aware financial analytics within
next-generation digital banking ecosystems.

10- Future Research
Directions:

The future development of intelligent Anti-Money
Laundering systems is expected to focus on
improving scalability, explainability, privacy
preservation, cybersecurity robustness, and real-
time financial intelligence capability. Several
important research directions and emerging
opportunities can significantly strengthen next-
generation Al-driven financial crime detection

systems.

The major future research directions are
following:

o Development of advanced Graph Neural

Networks and Dynamic Graph Neural Networks
for large-scale financial transaction analysis and
evolving suspicious activity detection.

D Integration of temporal graph intelligence
frameworks capable of analyzing continuously
changing transaction behaviors and dynamic
money laundering structures [112].

o Improvement of Federated Learning
architectures for secure and privacy-preserving
collaborative suspicious activity detection across
distributed financial institutions.

o Design  of  communication-efficient
Federated  Learning systems to  reduce
synchronization ~ overhead  and  improve
decentralized optimization stability.

o Development of adversarially robust AML
systems capable of defending against poisoning
attacks, evasion attacks, graph manipulation
attacks, and malicious transaction perturbations.
o Integration of Explainable Artificial
Intelligence (XAI) frameworks such as SHAP,
LIME, and graph attention visualization
mechanisms for transparent suspicious activity
analysis and regulatory compliance [113].

D Exploration of multimodal financial
intelligence  systems combining transaction
records, behavioral analytics, customer

communication  patterns, social  network

intelligence, and textual financial reports [114].
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Overall, future intelligent AML systems are
expected to evolve toward highly adaptive,
scalable, explainable, privacy-preserving,
adversarially robust, and quantum-resilient
financial intelligence architectures capable of
combating increasingly sophisticated money
laundering and cyberfinancial crime activities
within modern global digital banking ecosystems.

11- Public Datasets and Open-Source
Platforms for Intelligent AML Research:

The rapid advancement of Artificial Intelligence-
driven Anti-Money Laundering systems and
intelligent financial crime detection frameworks
has significantly increased the importance of
publicly available financial datasets and open-
source research platforms. Public datasets play a
critical role in the development, evaluation,
benchmarking, and comparative analysis of
Machine Learning, Deep Learning, Graph Neural
Network, Federated Learning, and Explainable
Artificial Intelligence-based AML systems. These
datasets provide researchers with realistic financial
transaction records, suspicious activity patterns,
graph transaction structures, and fraud-related
behavioral information necessary for training and
validating intelligent financial crime detection
models [115]. Similarly, open-source platforms
and research frameworks provide scalable
environments for implementing, testing, and
optimizing advanced AML algorithms and
cybersecurity architectures. One of the major
challenges in AML research is the limited
availability of largescale realworld financial
datasets because of strict banking confidentiality
laws, customer privacy regulations, and financial
cybersecurity restrictions. Consequently,
researchers often utilize publicly available fraud
detection datasets, synthetic transaction datasets,
graph-based financial intelligence datasets, and
benchmark cybersecurity datasets to evaluate

suspicious activity detection frameworks. These
datasets generally contain information related to
transaction histories, customer behavior patterns,
account activities, graph relationships, temporal
transaction flows, and fraudulent financial
operations [116]. Public datasets significantly
improve research reproducibility, benchmarking
consistency, and comparative performance
evaluation of Al-driven AML models.

Graph-based datasets have become increasingly
important in modern AML research because
Graph Neural Networks rely heavily on relational
transaction intelligence and hidden graph
structures for detecting suspicious financial
communities. Such datasets allow researchers to
analyze graph topology structures, transaction
neighborhoods, customer interactions, and
temporal financial dependencies associated with
money laundering operations [117]. In addition,
synthetic graph datasets are widely utilized to
simulate financial ~ transaction
environments and evolving suspicious activity
behaviors within large-scale banking ecosystems.
Open-source Machine Learning and Deep
Learning platforms also play an essential role in
intelligent AML research and development.
Frameworks such as TensorFlow, PyTorch, Scikit-
learn, DGL (Deep Graph Library), and PyTorch
Geometric provide powerful computational
environments for implementing Al-driven
suspicious activity detection systems and graph
intelligence architectures [118]. These platforms
support advanced Deep Learning optimization,
graph embedding generation, temporal graph
analysis, attention-based learning, adversarial
robustness evaluation, and explainable Al
integration within financial intelligence systems.
The major public datasets and open-source
platforms commonly used in intelligent AML
research are summarized in Table 11.
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Table 11: Public Datasets and Open-Source Platforms for Intelligent AML Research

Dataset / Platform | Research Application Major Features Research Importance

Elliptic Bitcoin | Cryptocurrency Graph-based Bitcoin | Widely used for AML

Dataset transaction analysis transaction network graph learning research

PaySim Dataset Mobile financial | Synthetic mobile money | Fraud  detection  and
transaction simulation transaction records anomaly analysis

IEEE-CIS Fraud | Financial fraud detection | Large-scale  transaction | Machine Learning

Detection Dataset features benchmarking

AMLSim Synthetic AML | Simulated suspicious | AML algorithm evaluation
transaction simulation transaction behaviors

Kaggle Fraud | Financial anomaly | Realistic fraud | Model benchmarking and

Detection Datasets detection transaction records experimentation

TensorFlow Deep Learning | Scalable Al  model | Advanced AML
implementation development optimization

PyTorch Deep Learning and | Flexible neural network | GNN and DGNN
graph learning framework implementation

Scikit-learn Machine Learning | Classification and | Baseline AML  model
experimentation anomaly detection tools | development

DGL (Deep Graph | Graph Neural Network | Large-scale graph | Financial graph intelligence

Library) research learning support modeling

PyTorch Geometric | Graph Deep Learning Efficient graph | Graph-based suspicious

embedding frameworks | activity analysis

The Elliptic Bitcoin Dataset and AMLSim are
among the most widely utilized datasets for graph-
based AML research because they provide
transaction network structures and suspicious

financial behavior simulation environments
suitable for Graph Neural Network analysis.
Similarly, TensorFlow, PyTorch, and graph

learning libraries such as DGL and PyTorch
Geometric  provide  powerful  open-source
environments for implementing advanced Al-
driven suspicious activity detection architectures
[119]. Despite the availability of these datasets and
platforms, several limitations still affect intelligent
AML research. Many publicly available datasets
fail to fully represent real-world large-scale banking
environments and evolving money laundering
strategies. In addition, most datasets contain
anonymized or synthetic transaction information
that may not accurately capture complex financial
behaviors observed within operational banking
systems. Dataset imbalance, missing financial
attributes, limited graph complexity, and
insufficient temporal transaction information also
remain important research challenges. Future

research is expected to focus on developing more
realistic large-scale AML benchmark datasets,
graph-oriented financial intelligence repositories,
privacy-preserving collaborative financial datasets,
and adversarially robust evaluation environments
capable of improving the practical deployment

capability =~ of  Aldriven @ AML  systems.
Furthermore,  integration  of  blockchain
transaction  datasets, cross-border financial
intelligence  records, multimodal financial
information, and quantum-aware cybersecurity
simulation environments may significantly

strengthen next-generation intelligent financial
crime detection research.

Conclusion:

The rapid digitalization of financial systems has
significantly increased the complexity of money
laundering and financial crime activities, creating
major challenges for traditional Anti-Money
Laundering systems. In response, Artificial
Intelligence-driven ~AML  frameworks
emerged as powerful solutions for improving
suspicious activity detection, anomaly analysis,

have
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and financial intelligence monitoring within
modern banking ecosystems. This review paper
presented a comprehensive analysis of advanced
Al-based AML technologies including Machine
Learning, Deep Learning, Graph Neural
Networks, Federated Learning, Explainable
Artificial Intelligence, adversarial robustness
frameworks, and Zero Trust cybersecurity
architectures. The study highlighted the
importance of graph-based financial intelligence,
privacy-preserving collaborative learning,
explainable suspicious activity detection, and
secure cybersecurity mechanisms for next
generation AML systems. The review also
identified several important challenges including
graph scalability, computational complexity,
privacy preservation, explainability limitations,
adversarial attacks, and realtime transaction
monitoring constraints. Despite these challenges,
continuous advancements in  Artificial
Intelligence, graph learning, collaborative
intelligence, and cybersecurity frameworks are
expected to significantly strengthen future
financial crime detection systems. Overall, the
integration of advanced Al technologies, Graph
Neural Networks, Federated Learning,
Explainable AI, and adversarially robust
cybersecurity architectures will play a critical role
in developing secure, scalable, adaptive, and
trustworthy AML systems capable of combating
increasingly sophisticated financial crime activities
within modern global digital financial ecosystems.
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