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Abstract

The S-Box is the non-linear element of a cryptographic system and is applied
to generate confusion and diffusion of a dataset. Generating confusion and
diffusion in the data makes it difficult for adversaries to extract credential
information. The generation of suitable S-boxes is one of the most important
issues in any cryptographic algorithm. We design a new algorithm to
generate suitable S-boxes by means of trigonometric orderings on Mordell
elliptic curves (MECs) over the prime field Fp. The generated S-boxes possess
excellent cryptographic properties and exhibit good resistance to various
types of attacks namely algebraic, differential, and linear.
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1. Introduction

In the modern era, a lot of information is
transmitted over an open channel. This
information can be text, video, audio, or image.
And a lot of people have access to this channel,
so they can try to harm our information. So,
when a message is transmitted from one place to
another, we want to secure our transmitted
message from adversaries [1],(2],[3]. This
requirement is fulfilled by cryptography [4],
which helps us to protect our
information from unauthorized persons. For the
purpose of security, we built a cryptosystem that
codes our transmitted message so that only
authorized person retrieve our message. Two
types of cryptosystems are used for encryption
purposes, such as symmetric and asymmetric key

sensitive

cryptosystems. In a symmetric key cryptosystem
(7], there is one secret key that can be used to
encrypt as well as decrypt the message. The
message that we wish to send through one
channel to another is combined with a key in
such a way that a cryptanalyst cannot decrypt our
message without the help of the key. In an
asymmetric key cryptosystem, there are two keys,
one of which is public and the other is secret.

The ECC and RSA algorithms belong to
asymmetric cryptography. As DES lacks security,
the NIST has deprecated DES in favor of AES [5],
which has now become the standard
cryptographic algorithm. AES and DES are both
block ciphers [5],[6]. In Block ciphers, plaintext is
broken into blocks to perform the cipher
algorithm on each block.

According to Shannon [8], introducing the
concept of confusion and diffusion in the
cryptosystem will enhance the level of security.
The main security of the cryptosystem depends
on the non-linear function, which is called a
substitution box (S-box) [8],[10]. The confusion [8]
and diffusion in the cryptosystem are introduced
by using the Sbox. A Boolean function S-box
takes an n-bits as an input and gives k-bits as an
output. Mathematically, it is

:{0,1} - {01} [10]

In classical ciphers such as AES [5] and DES [6],
these S-boxes are numerically fixed tables and
cannot be changed. In these cryptosystems, S-
boxes are independent of a key. In symmetric
ciphers, the only variable is a key. So the S-box
and the key are independent of each other. So
both factors have a series impact on the security

written  as
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of AES and DES cryptosystems. During the
cipher process, the Sbox is used to perform a
non-linear transformation on the message. Block
cipher’s S-boxes are not safe enough from the
cryptanalyst. Security in the cryptosystem lies
with the strength of the cryptography used in the
S-box. The stronger the S-box, the more secure
will be the cryptosystem. To construct a new
cryptosystem, one needs to construct the S-boxes,
which are flexible or dynamic [11]. These S-boxes
help to strengthen our cryptosystem.

S-box strength may be evaluated using a
cryptography test for security. The greater the
strength of the S-box, the greater will be the
difficulty in attacking the block ciphers [12].
Such tests involve non-inearity (NL)[13],[14],
differential approximation probability (DAP)
[16],[17], linear approximation probability (LAP)
[15], algebraic complexity [18],[19], and strict
avalanche criterion (SAC). High non-linearity
[13],[14] of the S-box increases resistance for the
cryptanalyst. Low LAP and DAP values prevent
the cipher from linear and differential attacks.
Values close to 0.5 indicate that SAC is achieved.

In the modern world, the elliptic curve
cryptography (ECC) [20], [21], [22], [23] offers an
equal level of security by using a small key size as
compared to AES, DES, and RSA. In recent years,
ECC has been used as a cryptosystem in different
fields of cryptography. The elliptic curve discrete
logarithm problem plays a main role in the
security of ECC, a cryptanalyst
exponential time to solve this problem. The ECC
is extensively used for S-box generation, the
pseudorandom  sequence generator, image
encryption, and key exchange protocols.

Several researchers proposed many kinds of
methods for the generation of the S-box. They
suggested methods that make the S-box resistant
to several kinds of attacks. Liu et al. [24]
suggested a methodology for the improvement of
the AES Sbox with the help of an algebraic
expression having non-zero terms from 9 to 255.
Cui et al. [25] designed an affine function that
exhibits higher algebraic complexity, which is
useful against the algebraic attacks. Tran et al. [26]
proposed the technique to construct the Gray S-
box by adding the AES S-box with the binary
Gray code transformation, which enhanced the
algebraic complexity. Khan et al. [27] created the
S-boxes by means of Gray codes and applied right
translation on the AES Sbox, and in [28]

takes an
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proposed a scheme to create the S-boxes by
means of affine functions. Some authors
generated the S-boxes by using chaos theory. In
chaos theory, authors constructed the S-boxes
using different chaotic maps like logistic, Bakar,
and Chebyshev that have strong cryptographic
properties [29],[30]. Similarly, elliptic curve
cryptography plays a crucial role in building a
secure cryptosystem.

A technique of generating efficient S-box using
mutation-based optimization to improve the
cryptography features of nonlinearity was put
forward by Ejaz et al. [31], which later was used to
encrypt images. An efficient S-box generator
having strong cryptographic properties was
designed by Haider et al. [32]. Their scheme
provided improved security measures while
keeping computation time very low. Khan et al.
[33] have created an efficient S-box generation
algorithm by using cubic Pell curves, which
produced highly secured S-boxes. These S-boxes
were used for image encryption applications.
S-box generation algorithm by using elliptic
curves was proposed by Khan et al. [35], which
could efficiently generate secure S-boxes. This
scheme showed strong cryptographic properties
and less computational complexity.

In (36], [37], [38], [39] proposed methods to
construct the cryptographically strong S-boxes by
using elliptic curves. In these papers, different
orderings are defined on the elliptic curves to
construct the Sbox from the x-coordinate [36],
[37] and in [38], [39] from the y-coordinate.
Miller [22] uses an elliptic curve to construct a
cryptosystem that exhibits stronger cryptographic
properties with a small key as compared to RSA.
Jung et al. [14] identify the difference between the
non-linear property of the S-box and the points
on the hyperelliptic curves. This paper is
distributed to 6 sections. The first section
describes the elliptic curve and its application to
cryptography. The second section gives a brief
definition of preliminaries. The third section
focuses on the construction of S-boxes by means
of a total order relation on the elliptic curves.
The fourth section provides the definition of
statistical tests and their outcomes. Section 5
gives an overview of the comparative security
analysis of proposed S-boxes and existing S-boxes.
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2. Preliminaries
The elliptic curve over the field F is defined as
the collection of all ordered pairs (x,y) € F x F
that satisfy the plane cubic equation
y'=x>+ax+b,
along with the constraint 4a’* + 27b*= 0.
If a = O, then the shape of the elliptic curve is
known as the Mordell Elliptic Curve (MEC).
There are p+1 points that lies on MEC over a
prime field F, with no repetition in the vy
coordinates. Notation for MEC E,=,, is used for
p = 2 (mod 3).
The largest and smallest numbers of points #Eg,
«» are determined by using Hasse’s inequality,
which is defined as follows
+1—-2 < < +1+2

An elliptic curve plays a major role in the field of
cryptography as it is used in key sharing
techniques, digital signatures, and helps to
construct a strong cryptosystem.
3. The Suggested Technique
Suitable S-boxes
The first step in the process described above is to
design the S-boxes using certain methods on the
MEC. For p > 256, the proposed approach
determines the methodology of constructing the
S-box for each parameter set. However, the design
of S-box techniques discussed in [36] and [37]
fails to produce the S-box for each parameter in
elliptic curves. The MEC over a prime field has
the property that there is always a pair of y-
coordinates for each value of x. Our purpose is to
define different total order relations on the MEC

= , to disperse the y-coordinates. After

to Construct

defining the total order on the MEC, we generate
the S-box by using the y-coordinates of the MEC.
After finding the Sbox, we perform some
security tests on the Sbox to measure its
cryptographic strength. The S-box construction
techniques proposed in [38], [39] do not have the
property to create an S-box that has high non-
linearity on small primes as compared to our
proposed scheme.

The number of S-boxes constructed in [36], [37],
(38], [39] is less than that of our proposed
scheme. Then, repeat the proposed method to
construct the S-box by using different MECs
until we get an optimal S-box. The optimal S-box
has strong resistance against different attacks,
such as differential, linear, and algebraic attacks.
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3.1 The proposed trigonometric orderings on
the MEC

In this section, in this paper, we introduce two
kinds of orderings on MEC E,=35, which are
based on the trigonometric functions and are
defined as follows

3.1.1 Trigonometric dispersion construction on
the MEC

Trigonometric ordering is used to create the
dispersion on the y-coordinates of the MEC. This
ordering helps to disperse the two values of y for
each value of x. Let ( 1, 1) and ( 2, 2) be any

two points on the MEC = and
[1, — 1], the disperse ordering < pis defined
to be

(Xl,yI) < D(Xz,yz)
either if mtan(x;)) + nsin(y;)) < mtan(x) +
& nsin(y,); or
if mtan(x;) + nsin(y;) = mtan(x;) + nsin(y,), x; <
X2 (1)
The purpose of defining these trigonometric
orders on the MEC =, is to diffuse or
disperse the y-coordinates of the MEC, and then
we pick up the Sbox from the y-coordinates of
the MEC by the proposed technique, which is
explained in the next section. This kind of
diffusion will assist in building the S-box that
possesses the cryptographic properties.
Lemma 3.1.1.1. < pis a total trigonometric order.
Proof. As for every order pair (xi,y1) € E,=2p, we
have mtan(x;) + msin(y;) = mtan(x;) + msin(y1), x;=x;
and therefore (xi,y1) < p (x1,y1). Hence, < p is
reflexive.
Now, to prove < pis antisymmetric. For any order
pairs (x1,y1),(x2,52) € Ep=25, assume that (xi,y1) < p
(x2,y2) and (x1,y1) = (x2,52) holds, we show that (xy,y;)
£ D(XI,yI).
Since (x1,31) < b (x2,32), implies either mtan(x;) +
nsin(y;) < mtan(x;)+nsin(y;), or mtan(x;)+nsin(y;) =
mtan(x;)+nsin(y2) and x; < x; since by supposition
x1 6= x3. Now if mtan(x;) + nsin(y;) < mtan(x;) +
nsin(yz), then mtan(x;) + nsin(y) € mtan(x;) +
nsin(y1), therefore (x;,3) € D (x1,y1). And if mtan(x;)
+ nsin(y;) = mtan(x;) + nsin(y;) and x; < x; , then
mtan(x) + nsin(y;)) = mtan(x)) +  nsin(y)
and?2 £ 71 Jhence (x2,y2) € D (x1,y1). This shows
that relation < pis Antisymmetric.
To prove the transitivity property, assume that
(x1,31) < b (x2,32) and (x2,y2) < p (x3,y3) holds, where
(x,y1) ,0,32) ,(x3,y3) € Ey=25. Now if mtan(x;) +

https://thesesjournal.com
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nsin(yl) < mtan(xy) + nsin(yz) and mtan(x;) + nsin(yz)
< mtan(xs)* nsin(ys) or mtan(x))+ nsin(y)
=mtan(x;)+nsin(y;) and mtan(x;)+ nsin(y)< mtan(xs)
+ nsin(y;) , then mtan(x;) + nsin(y;) < mtan(xs) +
nsin(y;), and therefore (x1,y1) < p (x3,y3). Similarly,
if mtan(x;)+nsin(y;)=mtan(xy)+
nsin(y,)=mtan(x;)+nsin(ys) , then x; < x; and x; < x3,
and hence mtan(x))+ nsin(y;) =mtan(xs) + nsin(ys)
and x1 < x3. Hence, the result was proved.

3.1.2 Trigonometric modular construction on

the MEC:

The relation < u which is given below, creates a

dispersion in the y coordinates of = . Let
(xbyl) 1(x2)y2) € =2, and y [1, - 1],
then

Gy < omxy2)

either if (mtan(x;) + nsin(y;) < mtan(x) +
& nsin(y2))(mod p); or if mtan(x;) + nsin(y;) =

mtan(x) + nsin(y2)(modp), x1 < x2 (2)
Lemma 3.1.1.2. The modulo order < y on the
MEC is a total order.
Proof. The arguments of the previous lemma can
be used to prove this lemma. Two orderings that
are defined as < p, < ycreate dispersion on the y-
coordinates of =p .
4. S — box Generation Technique
The structure of the S-Box formation is designed
on the elliptic curve over the prime field Fp. The
methodology includes the following procedure.
Step 1. Select the prime p and the positive
integer b € [1, p — 1], where p >257, to ensure
that the elliptic curve has 256 or more than 256
distinct ordered pairs. This condition is needed,
as every S-box has 256 elements over a GF(2%)
and these are distinct.
Step 2. Generate the MEC =
equation
(3" = %’ + b) (mod p)
where b € F,.
Step 3. By choosing suitable parameters such as

D [1, —1], the Sbox , where R
€ (M, D} is constructed by using the y-
coordinates of  =p , which are between 0 and
255, and defined by

:{0,1,2,3,...,255} — {0,1,2,3,...,255}

Lo 0= 0

=2, ,and ( g,

by using the

so that ( , ) 1) <&
( , ). For any given values of the input
parameters, the S-box is formed by using the
proposed methodology.
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S-boxes are

The 4194511 > 257,255,241,31
generated using the proposed technique, which

are shown in Tables [1] and [2], respectively.

Table 1: The proposed S-box ... generated by using dispersion order

29 180 255 218 162 47 11 58 8 150 222 55 2 54 185 138
120 39 18 19 174 142 193 66 160 179 109 191 32 168 159 7
223 104 26 94 190 132 201 144 38 226 172 136 83 8 139 187
196 195 24 155 33 250 82 227 212 18 115 97 203 131 6 40
119 181 130 99 141 50 28 49 252 44 246 182 16 90 106 232
88 43 84 192 116 204 211 107 56 53 208 214 243 46 70 129
63 238 112 4 253 80 123 209 145 31 200 9% 177 14 234 60
254 231 149 85 200 73 5 184 215 186 77 41 1 135 158 87
165 65 229 101 74 153 220 72 110 146 114 108 92 244 152 140
75 42 118 10 15 217 173 59 113 202 189 240 233 27 249 225
81 133 17 206 219 79 230 91 25 242 52 216 9 175 157 194
12 121 95 164 213 125 137 124 30 3 128 20 147 176 103 122
148 239 23 48 198 235 163 245 237 171 247 143 183 241 57 86
224 21 36 167 117 62 151 205 161 236 64 13 248 171 45 68
111 67 199 0 37 156 105 100 221 197 22 228 35 251 170 102
61 69 166 154 210 93 169 98 51 78 134 34 127 1718 76 126
Table 2: The proposed S-box .. generated by using modulo order

0 125 42 73 105 133 59 30 63 168 192 45 198 239 153 134
248 209 241 93 139 92 243 8 233 95 65 172 225 113 141 64
126 166 222 78 143 98 252 244 171 36 132 254 114 179 197 186
101 232 55 229 117 24 217 204 90 29 185 169 116 150 220 4
54 236 100 16 71 193 147 57 164 196 10 112 123 160 49 70
140 39 238 40 37 182 191 138 154 22 175 124 178 110 122 199
216 56 28 23 108 44 226 218 38 117 149 210 234 250 67 60
155 170 89 255 109 200 189 181 231 82 69 158 43 19 94 180
129 87 162 31 206 119 84 223 13 159 242 33 142 714 227 61
131 235 111 208 6 188 130 190 135 107 151 215 163 12 86 97
32 115 75 68 245 25 3 200 58 219 176 62 128 106 247 1
35 20 121 230 203 52 2 237 211 173 136 46 137 145 205 14
26 21 9 83 148 167 47 161 195 184 79 91 214 66 246 249
5 212 224 7 15 11 253 77 48 174 80 76 213 152 96 228
127 120 221 88 41 17 187 144 72 53 51 146 118 34 104 18
81 103 99 251 183 207 50 157 27 102 202 194 165 156 85 240

5. Comparative Security Analysis

This section involves the evaluation of the
proposed S-boxes. There are 8x8 two S-boxes that
are constructed by using trigonometric total
orders on the MEC. After constructing the S-
boxes, various cryptographic tests are applied on
them to check their cryptographic strengths
against different attacks namely algebraic,
differential, and linear. After that, comparisons
are made between the existing S-boxes and the
proposed S-boxes.

https://thesesjournal.com
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These tests are implemented on the suggested S-
boxes to examine the efficiency of the pr: the
presented algorithm. Performance results on
these proposed S-boxes 4194511, 257,255,241,31
are given as follows.

5.1 Non-linearity (NL)

The confusion created by an S-box on data is
calculated in terms of non-inearity (NL(S)).
NL(S), mathematically defined as the Hamming
distance between a set of all affine functions and
the Boolean functions

S;, where S:is defined as S;: GF(2%) — F,
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= ()
where 1 < i < m. The non-inearity of ()=
( 10), 20),..., g()) is defined as follows
() =min{ @) - () #
} 0

where u € GF(2%),v € GF2® - {0}, w € GF(2),
and v * x denotes the dot product of v and x over
GF(Q2).
The higher the NL(S), the greater the confusion
in the data. The proposed S-boxes 4194511 »

25725524131 has the non-inearity of 106, which
is enough to generate confusion.
5.2 Approximation attacks
Approximation attacks are employed to quantify
the strength of cryptographic properties of the S-
boxes. This kind of attack is concerned with
measuring the resistance of the S-boxes against
such attacks. Approximation attacks are of two
types, which are linear approximation attack and
differential approximation attack.
5.2.1 Linear approximation probability (LAP)
Matsui presented the idea of linear cryptanalysis
(15]. The LAP computes the chance of

identifying a linear relationship between an S-

indicator of its robustness linear

cryptanalysis. Mathematically,

against

LAP of the Sbox is defined as
follows|(#{ (28)| .= .0}

_ #{ 9. = . ()}

= ’ | 28

1

-3 |
where a € GF(2®%),8 € GF(2% - {0}. The LAP
values of the suggested S-Boxes 4194511 »

257255241 31 are depicted in Table [3]-{4].
The LAP in the tables is low, which is useful in
creating resistance against linear attack.
5.2.2 Differential approximation probability
(DAP)
Adi-Shamir and Eli-Biham presented the idea of
DAP [16]. It evaluates how a specific difference
introduced in a pair of plaintexts propagates to
produce a corresponding difference in the
resulting ciphertext pair. The DAP of S-box is the
highest probabilistic change vy of the output,
when there is a change x in the input bits.
Mathematically, it is calculated as follows.

box’s input and output bits, serving as an DAPS) = , i (28) ( +4)=
()+4 1}

Table 3: Results of the proposed S-box L

NL DAP LAP SAC-MIN  SAC-MAX  BIC-MAX BIC-MIN AC

106 0.046875 0.1328125 0.421875 0.578125 0.521484375  0.466796875 254

A lower DAP value indicates stronger resistance
against differential cryptanalysis. This resistance
can be further strengthened by incorporating
higher nonlinearity into the S-box design. Results
are presented in Table [3]{4]. Each S-Box has low
DAP, which is enough to create resistance against
the differential attack.

5.2.3 Strict avalanche criterion

The Strict Avalanche Criterion (SAC) of a
Boolean function S measures the extent to which
output bits change when a single bit flip occurs
in the input. Equivalently, SAC can be evaluated
by constructing a dependence matrix for the S-

box S, defined as
()=I[ 1 where

is defined by using each
a, € GF(2% - {0}

_1

=5 @ (C )

@)
where S;: GF(2%) — GF(2),1 <i<8.
The SAC requirement is considered fulfilled
when each entry in the dependence matrix is

https://thesesjournal.com
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close to 0.5. Results are presented in Table [3}{4].
We observed that these values are close to 0.5,
thus satisfying the SAC criterion. IC if for every
pair of outputs is independently changed with
the change of only one pair of inputs. The BIC
value for the S-box S is calculated by finding the
square matrix N(S) = [n;], and for each a; €
GF(2% - {0}

=%( (28)(( ) ()

(C ) )

where , |, {1,2,...,8}. The S-box has a good
cryptographic property if for each value of the
matrix, N is close to 0.5. The average maxima
and minima of the BIC matrix are listed in Table
[3H4]. The BIC values for each S-box are closer to
0.5, indicating that the proposed S-boxes fulfilled
the criteria of BIC.
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5.2.5 Algebraic complexity

Algebraic Complexity (AC) is employed in
determining the strength of the S-box against an
algebraic attack. The value is determined by the

polynomial of the S-boxes. The higher value of
AC indicates high cryptography strength, the
highest theoretical limit being 255. The algebraic

complexity of the suggested S-boxes 4194511

number of nonzero terms of the linear g 25725524131 are given in Table [314].
Table 4: Results of the proposed S-box o

NL DAP LAP SAC-MIN SAC-MAX BIC-MAX BIC-MIN AC
106 0.0390625 0.15625 0.40625 0.578125 0.54296875 0.4765625 254

5.2.4 Bit independence criterion

Bit Independence Criterion (BIC) is a term
proposed by Webster and Tavares [9]. A Boolean
function S:{0, 1 — {0, 1}® satisfies the criterion of
Each S-box has an algebraic complexity of 254,
which is enough to perform resistance against an
algebraic attack.

6 Comparison and Discussion

Now comparing the technique of our presented
scheme with the existing schemes that are based
on some mathematical structures. From our
analysis, it becomes clear that the proposed
scheme succeeds well in producing S-boxes which
have great resistance to differential, linear, and
algebraic attacks. Cryptographic strength offered
by the proposed S-boxes is found to be greater

A comparative study between the existing S-boxes
and the proposed S-box construction techniques
using various mathematical structures is shown in
Table [4], [5], it can be noted that the
nonlinearity of the proposed S-boxes is higher
than the nonlinearity of the schemes [16], [28],
[29], and [30], and hence gives adequate
confusion in the data. Also, the linear
approximation probability (LAP) of the suggested
S-box provides greater security than the schemes
(28] and [29]. The DAP of the proposed S-box is
also found to be better than the existing
techniques given in [16], [28], [29], and [30]. In
the same way, the values of BIC and SAC of the
proposed S-boxes are also better than those of the
schemes [29] and [30]. our proposed S-boxes have

than several existing S-box construction better cryptographic strength than other schemes.
techniques.
Table 5: Comparative Study between Proposed and Existing S-boxes
S=boxes NL DAP LAP SAC-MIN SAC-MAX BIC-MAX BIC-MIN AC
(5] 112 0.0156 0.062 0.453 0.562 0.504 0.480 9
(28] 103 0.0391 0.1328 0.4414 0.5703 0.5039 0.4961 255
[16] 104 0.0469 0.109 0.39 0.593 0.499 0.454 255
(29] 102 0.0391 0.1484 0.375 0.6094 0.5215 0.4707 254
(30] 104 0.0391 0.0391 0.3906 0.625 0.53125 0.4707 255
25725524131 106 0.0390625 0.15625 0.40625 0.578125 0.54296875  0.4765625 254
4104511 106 0.046875 0.1328125 0.421875 0.578125 0.521484375 0.466796875 254
Conclusion attacks like differential, linear, and algebraic

In this paper, new Sboxes are generated by
sorting the y-coordinates of MEC over a prime
field  where prime p is congruent to 2 modulo
3, after defining an ordering on the MEC. There
are different orderings that are defined on the
MEC to create the dispersion on the y-
coordinates of the MEC. After creating the
dispersion on the y-coordinates, we pick our
required S-box, which is our proposed S-box.
After constructing our proposed S-boxes, we
passed them through several standard security
tests. We have obtained the result from the
experiments that our proposed S-boxes have very
good cryptographic strength against various

https://thesesjournal.com | Talib &

attacks. Next, we compare the experimental
results with those from other S-boxes constructed
using various mathematical structures. From the
comparison, we can see that our proposed S-
boxes have better cryptographic strength than
other schemes.
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