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Abstract
Federated learning, edge  The rapid growth of the Internet of Things (IoT) has generated large volumes of
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computing,  loT,  distributed heterogeneous and decentralized data, much of which is privacy-sensitive. This
machine learning, communication ~creates significant challenges for the scalability, latency, and security of
efficiency, privacy. traditional cloud-based machine learning approaches. Edge computing and
federated learning have emerged as effective solutions to these limitations by
enabling distributed intelligence and collaborative model training directly at the
Article History network edge, while reducing the exposure of raw data. This study presents a
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comprehensive analysis of edge-enabled federated learning for IoT systems. It
integrates architectural foundations, optimization algorithms, communication
protocols, and privacy-preserving mechanisms into a unified framework. The study
systematically examines major challenges in IoT federated learning, including
statistical and system heterogeneity, communication bottlenecks, data quality
limitations, and adversarial threats. It also discusses key solutions such as
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. adaptive aggregation, secure aggregation, and privacy-preserving optimization. To
extend the theoretical analysis, an empirical evaluation of two federated
optimization algorithms, FedAvg and FedNova, was conducted under realistic
edgeloT communication constraints using a convolutional neural network and
distributed client simulation. The experimental results show that aggregation
normalization improves early-stage convergence stability. However, FedAvg and
FedNova achieved comparable final accuracy and communication overhead
under homogeneous conditions. The findings suggest that aggregation strategies
alone are insufficient to significantly reduce communication cost. Therefore,
integrated approaches combining adaptive optimization, model compression, and
hierarchical coordination are required for more communication-efficient and
scalable edge-enabled federated learning in IoT environments.

1 INTRODUCTION

example, studies report that IoT data volumes

The Internet of Things (IoT) has proliferated in
recent years, connecting billions of devices
(sensors, wearables, actuators, etc.) that
continuously generate data [1], [2]. This deluge of
data has been described as an explosion: for

double roughly every two years and are expected to
reach on the order of 10/°2 zettabytes by 2025 [3],
[4]. Managing and extracting insights from these
massive, distributed data streams is a central
challenge of modern IoT systems [4], [1].
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Traditional cloud-centric machine learning is
often ill-suited to IoT. Centralised ML requires
aggregating all raw sensor data in a remote data
centre, which can incur prohibitive latency and
bandwidth costs [5] ,[6]. Indeed, continuously
uploading high-frequency sensor readings (or rich
data like video) from millions of edge devices can
overwhelm networks and violate realtime
constraints [4] [6]. Moreover, collecting sensitive
IoT data in one place creates privacy and security
risks: a single breach of the cloud server could
expose vast amounts of personal or industrial data
at once [1], [4]. These issues - high latency, heavy
communication overhead, and lack of data privacy
- motivate shifting intelligence out of the cloud
and closer to the devices.

Edge computing has emerged to address these
limitations by moving computation toward data
sources. In edge architectures, data processing and
even Al inference are performed on or near the
devices (e.g., on gateways, routers, or dedicated
edge servers) rather than in distant data centres
[1],[6]. This shift drastically reduces response times
for latency-sensitive IoT applications. For example,
by pre-processing raw loT data locally, edge nodes
“alleviate network burdens for the cloud,” support
real-time analytics, and improve data security [6],
[7]. In practice, edge computing enables context-
aware services (such as autonomous control or
real-time monitoring) by keeping data local and
only sending summaries or model updates
upstream [1], [7]. The result is a more scalable,
efficient loT infrastructure with low-latency
performance and better bandwidth utilisation [7],
[6].

Federated learning (FL) has emerged as a natural
complement to edge computing in IoT. In FL,
each [oT device (or edge node) trains a local model
on its own data and only transmits model
parameters or updates (rather than raw data) to a
server or peer nodes [8], [7]. This distributed
learning paradigm directly addresses IoT
requirements: it preserves data locality (enhancing
privacy) and substantially cuts down on
communication overhead [8], [7]. Importantly, FL
can accommodate the heterogeneity of IoT
networks (devices with different hardware and
non-IID data), since each client trains on its own

data characteristics [9]. For example, Zhao et al.
apply FL in an industrial IoT context (digital
twins) to optimize communication efficiency
during training [10]. In essence, federated learning
enables collaborative model training across
distributed IoT nodes while “keeping data under
the control of the data owner,” which is vital for
privacy and regulatory compliance [9], [8].
Bringing intelligence to the edge - often called
“edge AI” - further enhances privacy and
performance in IoT. In edge intelligence,
inference and even training are executed on the
devices or intermediate edge servers themselves
[4],[2]. This means sensitive raw data need never
leave the device, significantly reducing privacy
leakage. Marengo et al. note that real-time ML and
edge computing solutions improve system
responsiveness and privacy in loT data processing
[11]. In practice, combining edge intelligence with
FL allows each device to update its local model on
private data and share only encrypted or
differentially private model updates [7], [4]. These
techniques mitigate risks from even indirect
information leakage (e.g. model gradients), so that
Al can run on the edge without compromising
user privacy. For instance, Ramadan et al. propose
an loT framework combining TinyML with FL
that explicitly reduces transmission costs and
“maintains data privacy” on resource-constrained
devices [12].

This review surveys the emerging intersection of
10T, edge computing, and federated learning. As
noted in recent surveys, the convergence of FL and
edge computing is an “essential paradigm” in IoT
domains [13], [8]. We trace this development:
reviewing how IoT evolution and data explosion
have strained cloud ML, how edge intelligence has
arisen in response, and why federated learning is a
compelling solution in distributed IoT networks.
Throughout, we emphasize edge-enabled FL’s role
in preserving privacy and enabling real-time
analytics. By synthesizing high-impact recent
research across these topics [13],[8], this work
provides a comprehensive foundation for
understanding edge-enabled federated learning in
IoT and highlights open challenges for future
study.
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2 Literature Review:

A typical IoT architecture is multi-layered and
consists of several interconnected layers that work
together to collect, process, transmit, and analyse
data. The device or perception layer includes
heterogeneous sensors and actuators that
continuously generate raw data from physical
environments [14]. These devices may collect
different forms of information, such as
environmental readings, images, movement data,
or industrial signals, creating vast and continuous
[oT data streams [14], [17]. The gateway or
network layer then aggregates, filters, and pre-
processes this data before routing it to the edge or
cloud for further processing [15], [18]. Between
the end devices and the cloud, the edge or fog
layer, including MEC servers and fog nodes,
provides local computation close to the data
source, allowing timesensitive tasks to be
processed with reduced delay [14], [16], [19]. At
the highest level, the cloud layer offers centralized
storage, scalable computing resources, and high-
end analytics for tasks that exceed the processing
capacity of edge devices and local nodes [6], [20].
These layers are mainly shaped by the data
generation characteristics of loT systems, where
billions of sensors produce vast amounts of data at
high speed [17]. Continuous IoT data
transmission can overwhelm network bandwidth
and increase pressure on cloud infrastructure [17],
[20]. Moreover, many loT applications, such as
autonomous control and real-time monitoring,
require ultra-low latency and strong privacy
protection, making it inefficient and risky to send
all raw data to distant cloud servers [17], [21].
Therefore, IoT architectures must manage the
volume, velocity, and variety of data through local
and distributed processing. Massive continuous
data streams from sensors create exponential data
growth in IoT deployments [17], [14], while
sending all raw data to the cloud creates
bandwidth bottlenecks and high communication
costs [20], [14]. Similarly, latency-sensitive
operations and privacy concerns make it more
suitable to process data closer to devices rather
than relying only on centralised cloud systems [17],
[21]. These constraints motivate the development
of multi-tier IoT architectures with edge layers that

offload local computation, reduce cloud traffic,
improve responsiveness, and support more
efficient data handling across IoT environments
[17], [20].

Edge computing moves computation and storage
resources closer to IoT data sources to address
latency and bandwidth requirements [6], [22]. For
instance, Multi-access Edge Computing (MEC), an
ETSI-standardised approach, places micro-servers
at 4G/5G base stations so that user devices can
offload computational tasks locally [23]. Fog
computing, originally introduced by Cisco, relies
on distributed nodes such as routers, gateways,
and local servers between end devices and the
cloud to process data nearer to the network edge
[20]. Similarly, cloudlets function as small-scale
micro-clouds located close to users, such as at Wi-
Fi access points, to support mobile and
computintensive  applications. These edge-
oriented paradigms share a common goal:
reducing the distance between data generation
and data processing by handling sensor streams
locally instead of sending all raw data to remote
cloud infrastructure.

Edge computing offers several important benefits
for IoT systems. First, it reduces latency because
data can be processed close to where it is
generated, which significantly lowers round-trip
delay. This allows edge nodes to support real-time
responses in applications such as autonomous
control and AR/VR, where cloud-based
processing may be too slow [6], [24]. Second, edge
computing improves bandwidth efficiency because
local filtering, aggregation, and pre-processing
reduce the amount of data that must be
transmitted to the cloud [14], [25]. By sending only
processed or summarised information upstream,
edge systems help reduce backhaul congestion.
Third, edge computing helps manage resource
constraints in loT environments. Many IloT
devices have limited CPU capacity, memory,
battery life, and storage, so offloading complex
tasks to edge or fog nodes reduces the processing
burden on end devices [23], [25]. However, edge
nodes also have finite computing, storage, and
energy resources, so their operation must be
carefully managed through techniques such as
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virtualization, resource allocation, and task
scheduling [23], [25].

Overall, MEC, fog computing, and cloudlets all
shift computation away from distant cloud data
centres and closer to loT devices. This distributed
processing model helps overcome IoT latency,
bandwidth, and privacy challenges by enabling
faster local decision-making and reducing
unnecessary cloud communication. However, it
also introduces additional complexity because a
large number of distributed edge nodes must be
coordinated, secured, and efficiently managed [6],
[23]. Edge computing places intelligence closer to
the data source, which enables very low-latency
processing and improves privacy because sensitive
data can remain local [26], [14]. Cloud computing,
on the other hand, provides much stronger
computing power and scalable storage for large-
scale Al analytics, but it usually introduces higher
communication delays and increases the risk of
data exposure.

In the form of latency: Edge processing provides
faster response times than cloud-based processing.
In latency-critical IoT applications such as remote
surgery and industrial control, even small delays
can affect system performance [26], [6]. Cloud
analytics require additional network transmission,
which makes them less suitable for real-time
decision-making. =~ With  bandwidth, Edge
computing reduces the amount of data sent to the
cloud, which  helps lower bandwidth
consumption. By analysing sensor data locally,
edge nodes transmit only useful outputs or
processed information to remote servers [25], [14].
In contrast, cloud-centred approaches often
require raw data transmission, which can overload
communication links. With
Computation/Storage: Cloud platforms offer
elastic storage and powerful computing resources,
making them suitable for complex Al model
training and large-scale data analytics. However,

edge nodes usually have limited CPU, memory,
energy, and storage capacity, so they are more
appropriate for lightweight processing or inference
tasks [26], [23]. In Privacy: Edge computing
strengthens privacy by keeping sensitive data near
its source. Instead of uploading raw information,
only aggregated, processed, or encrypted results
are sent upstream [26], [14]. Cloud-based
processing requires data transfer to central servers,
which may increase vulnerability to cyberattacks,
unauthorized access, or multi-tenant risks.

In real IoT deployments, a hybrid edge-cloud
model is often the most effective option. Time-
sensitive and privacy-critical tasks can be handled
at the edge, while computation-heavy activities,
such as large model training or longterm data
analysis, can be offloaded to the cloud [25], [26].
This edge-cloud continuum balances fast local
response with the cloud’s large computational
capacity, allowing IoT systems to optimize latency,
bandwidth, privacy, and resource utilization [25],

(26].

3 Research Methodology

Federated Learning (FL) enables multiple clients
to collaboratively train a machine learning model
without sharing their private data [27]. In a typical
FL workflow, each client downloads the current
global model from a central server and performs
local training (e.g. several epochs of SGD) on its
own data [27]. The clients then upload their model
updates (e.g. weight gradients or parameters) to the
server, which aggregates them (usually by
averaging) to form an improved global model [28].
This global model is redistributed to clients for
further training; the cycle repeats for many rounds
until convergence [27], [28]. By exchanging model
updates rather than raw data, FL preserves privacy
while still leveraging distributed data for improved
accuracy.
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Methodology Framework: Edge-Enabled Federated Learning for loT
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Figure 3.1: Methodology framework

The diagram presents a layered methodology
framework for edge-enabled federated learning in
IoT. It begins with the research problem, where
massive distributed IoT data, cloud latency,
bandwidth limitations, and privacy risks create the
need for a more efficient learning approach. The
concept layer defines the aim of developing
privacy-preserving and bandwidth-aware edge
intelligence, while the architecture layer explains
how IoT devices, gateways, edge/fog/MEC nodes,
and cloud resources work together to support local
processing and reduce delay. The federated
learning layer shows that clients train models
locally without sharing raw data, and algorithms
such as FedAvg, FedProx, FedNova, and
SCAFFOLD aggregate local updates into a global
model. The FL working cycle further explains the
repeated process of global model distribution,

client selection, local training, update upload,
server aggregation, and global model updating.
Finally, the decision and evaluation layer connects
the framework to experimentation using MNIST,
a compact CNN, 30 clients, 50% participation, 20
communication rounds, and performance
measures such as accuracy, convergence speed, and
communication cost, showing that real IoT-FL
efficiency requires not only aggregation but also
compression, secure aggregation, adaptive
participation, and hierarchical coordination.

In the FL pipeline, local training at each client is
performed independently using only the client’s
private data [27]. For example, in one round each
selected client initializes its model with the latest
global parameters and runs several iterations of
SGD on its local dataset. After local training, each
client computes a model update (or weight
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gradient) and sends this update to the server for
aggregation [27]. The server then performs model
aggregation, typically by weighted averaging of the
received updates (as in FedAvg) [28]. The result is
a new global model that incorporates information
from all participating clients. This global model is
then sent back to the clients for the next round. In
other words, FL alternates between (1) client-side
optimization (local training) and (2) serverside
aggregation to update the global model [27], [28].
These steps are repeated until the model converges
to satisfactory performance.

A key part of FL is the serverside aggregation
algorithm. The classic algorithm is Federated
Averaging (FedAvg), where the server simply
averages the clients’ local model parameters (often
weighted by dataset size) [28]. In FedAvg, each
client performs multiple local SGD epochs and
then the server computes the new global model as
the weighted mean of the returned parameters
[28]. While FedAvg is simple and communication-
efficient, it can suffer under non-IID data.

Many variants improve on FedAvg to handle
heterogeneity. FedProx generalises FedAvg by
adding a proximal (L2) regularisation term to each
client’s local objective [28]. Intuitively, FedProx
“pulls” each client’s local update towards the
previous global model, which stabilises training
when data are non-IID [28], [29]. FedProx thus
allows clients to perform different amounts of
local work (addressing system heterogeneity) and
ensures more robust convergence compared to
vanilla FedAvg [28], [29]. Similarly, FedNova
proposes to normalise clients’ model updates
before averaging, effectively eliminating the
objective inconsistency introduced by differing
local update counts [30]. By normalising the
update magnitudes, FedNova preserves fast
convergence while correcting for heterogeneity
(30].

Another algorithm, SCAFFOLD, uses control
variates to reduce “client-drift” under non-IID
data. SCAFFOLD assigns each client and the
server a control-variate vector; during each round,
clients adjust their local updates using these
control variates, which corrects bias from data

heterogeneity [31]. The result is that SCAFFOLD

provably converges more quickly and stably under
non-1ID conditions than FedAvg [31].

More recently, adaptive and personalised FL
methods have been studied. Adaptive FL schemes
apply techniques like server-side momentum or
adaptive learning rates to the global model
updates. For example, FedAvgM (FedAvg with
momentum) and adaptive optimizers such as
FedAdam or FedYogi use the historical global
update history to dampen oscillations [32]. These
methods accelerate convergence on heterogeneous
data by effectively applying momentum or
adaptive steps to the aggregated update [32].
Meanwhile, personalized FL methods
acknowledge that one global model may not suit
all clients. In personalized FL, the goal is to
produce per-client models. Various approaches
(e.g. metalearning, model interpolation, multi-
task learning) train an optimal model for each
client rather than a single model for all [29]. These
methods help accommodate clients with highly
heterogeneous objectives. For instance, the APFed
algorithm constructs per-client models by using
fine-grained adaptive updates and dynamic weight
fusion, improving both personalization and
generalization under non-ID settings [33]. In
summary, beyond FedAvg, FL researchers have
developed many aggregation algorithms (FedProx,
FedNova, SCAFFOLD, etc.) and
adaptive/personalised schemes to handle non-1ID
data and client heterogeneity.

FL communication can be synchronous or
asynchronous. In the standard synchronous
setting, the server orchestrates training in rounds:
it selects a set of clients, broadcasts the global
model, waits for all selected clients to finish local
training, and then aggregates their updates
together [34]. This “lockstep” protocol ensures
consistency but can suffer from stragglers: the
round time is determined by the slowest client,
leaving others idle [34]. By contrast, in
asynchronous FL, clients send updates to the
server as soon as they are ready, without waiting
for others. The server immediately incorporates
each received update into the global model [34].
This removes the need for synchronization at each
round and avoids bottlenecks due to slow or
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dropped clients, though it can introduce
challenges like stale updates.

Another practical issue is partial participation: in
realistic FL, typically only a subset of clients
participate in each round (due to limited
availability, communication constraints, etc.) [35].
Partial participation can bias the global model if
not managed; many FL studies now explicitly
address partial client participation. For example,
some algorithms adapt client selection or aggregate
historical updates to compensate when many
clients are offline [35], [28]. In practice,
synchronous FL with partial participation is
common: the server samples a random subset of
clients each round and performs FedAvg on those
updates [27], [35]. Asynchronous FL can also
operate under partial  participation by
continuously updating as clients arrive. Both
modes may be combined with selective updates or
buffering to improve efficiency.

4 10T Federated Learning Data Challenges
Statistical heterogeneity in federated learning (FL)
arises when IoT devices hold non-independent,
non-identically distributed (non-IID) data. In
practice, each sensor or device collects data
reflecting its local environment, so feature and
label distributions often differ substantially
between clients. Such non-IID distributions are
known to slow convergence and bias the global
model [36], [37]. For example, if one device
records mostly temperature readings while
another records mostly motion detections, a naive
FL aggregation will yield a model that poorly
generalizes across both domains [36]. Handling
these disparities often requires advanced
techniques (e.g. personalized models, adaptive
weighting) to  mitigate the performance
degradation caused by statistical heterogeneity
(36], [38].

Another source of statistical heterogeneity in loT
is concept drift, where the underlying data
distribution shifts over time. In dynamic IoT
environments, sensor readings evolve with
changing conditions (e.g. daily cycles, seasonal
effects, or sensor aging) [39]. Traditional FL
methods assume stationary data, so they struggle
when local distributions change during training

rounds [39]. Recent surveys emphasize that
without drift adaptation, federated models may
become obsolete as environments evolve. Thus,
concept drift necessitates drift-aware federated
learning: systems must detect distribution changes
and update models continuously to maintain
accuracy in the IoT setting [39].

System heterogeneity in IoT FL refers to the wide
variance in device capabilities among clients. loT
devices range from powerful edge servers to tiny
battery-powered sensors, so their compute power,
memory, and energy reserves differ greatly [40],
[41]. For instance, a modern smart camera can
train a deep model quickly, while a simple
temperature sensor might only run lightweight
updates. This disparity causes straggler issues: low-
capability nodes may drop out or lag behind,
forcing the server to wait or skip their updates [40],
[41]. Such imbalances in contributions can slow
overall training and even bias the global model if
only high-end devices consistently participate.
Network heterogeneity is another challenge. IoT
clients connect via diverse communication links
with different bandwidths and reliabilities. Some
nodes may use high-speed 5G or Wi-Fi, while
others rely on unstable low-power protocols.
Network-level heterogeneity - including limited
bandwidth and intermittent connectivity - can
delay or drop model updates during FL rounds
(40], [41].

Data quality issues in Realworld IoT data
frequently suffers from missing values. Sensors can
fail, go offline, or skip samples due to connectivity
losses, leaving gaps in the dataset. In federated
settings this often manifests as missing modalities
or empty readings on some clients [42], [43]. For
example, a video camera node may temporarily
drop frames, or a multi-sensor device might lose
one sensor’s stream. These missing data points
reduce the effective training samples and can
degrade local model updates. FL schemes must
thus incorporate imputation or learning methods
that handle incomplete data to avoid degrading
the global model [42], [43].

Noise and corruption in sensor data are also
common. IoT sensors can produce noisy
measurements or mislabeled outliers due to
interference, calibration errors, or environmental
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factors [43], [41]. For instance, a faulty humidity
sensor might occasionally report random spikes
(“garbage” values). Such noisy samples can mislead
local training; a node heavily contaminated with
noise may send biased updates [43]. FL approaches
often mitigate this by filtering or weighting client
updates based on confidence, and by
incorporating robust aggregation to down-weight
anomalous models [44]. Class imbalance across
clients is yet another data quality issue. In IoT
networks, some devices collect far more instances
of certain classes than others. This could be due to
geography (e.g. more daytime than nighttime
samples) or device role (e.g. more “normal” events
than “anomalous” ones). Imbalanced local
datasets skew the federated model toward majority
classes and hurt minority-class performance (44].

5 Privacy and Security in Edge-FL IoT
Privacy and security pose critical challenges in
edge-enabled federated learning (FL) for IoT
systems. Even though FL avoids raw data sharing,
adversaries can exploit model updates or outputs
to glean sensitive information or subvert learning.
In IoT edge scenarios — often involving resource-
limited, heterogeneous devices with non-1ID data
— classic privacy and security threats manifest
strongly.

Edge-FL is vulnerable to gradient or weight leakage
attacks: adversaries observing shared gradients or
parameters can reconstruct raw training examples.
For instance, optimisation-based attacks such as
“Deep Leakage from Gradients” solve for input
data that generate the observed gradients [45].
Empirical work shows that even simple networks
leak pixel-level image data through gradients.
Relatedly, model inversion attacks reconstruct
inputs or features from a trained model by
iteratively querying or reversing it, and have been
demonstrated in FL by aligning encrypted or
protected model outputs with candidate inputs
(46], [45]. Another privacy risk is membership
inference: a malicious server or client can test
whether a specific data record was in a device’s
training set by probing model outputs or gradient
statistics. Recent studies note that federated
models remain susceptible to membership
inference in non-ID IoT settings [47], [48]. For

example, in a medical IoT use case, if an adversary
knows that a patient’s record influenced a shared
model, they may infer private health attributes
from the global model's behaviour [47]. In
summary, FL’s threat models encompass direct
leakage of training data via gradients or
parameters, and inference of dataset membership;
these threats have been empirically validated on
vision and tabular data [45], [47].

Privacy preserving techniques: To counter these
threats, various privacy-preserving mechanisms are
applied in edge-FL. Differential privacy (DP) adds
calibrated noise to model updates so that
individual contributions become statistically
indistinguishable. For example, local DP can
protect client data, but care must be taken since
naive DP often degrades model accuracy
significantly [46],[49]. Recent frameworks tailor
DP to IoT FL by limiting noise or using
personalised budgets to balance privacy and utility
[46]. Secure aggregation protocols
cryptographically mask or encrypt individual
updates so that the server only learns the
aggregated sum. In practice, each IoT client can
use secret sharing or add random masks to its
model before upload, and these masks cancel out
when summed [50], [51]. Secure aggregation
ensures that the server cannot infer any one
device’s update (mitigating gradient leaks) even if
it is honest-but-curious [50], [51]. Homomorphic
encryption (HE) is a powerful special case: each
client encrypts its update under a homomorphic
scheme, and the server computes a sum of
ciphertexts. The server never decrypts individual
models, only the final aggregate, protecting
original data.

Security Attacks: Adversaries in IoT-FL can also
launch poisoning or backdoor attacks to corrupt
the global model. In a poisoning attack, a
compromised client injects malicious updates or
data to skew the model’s behaviour. Such attacks
can degrade overall accuracy or cause specific
misclassifications. For example, one study reports
that FL is “vulnerable to poisoning attacks” where
malicious participants introduce manipulated
model updates to corrupt the global model [52].
Backdoor attacks are a targeted form of poisoning:
the attacker plants a hidden trigger in its local data
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so that the aggregated model misbehaves on inputs
containing that trigger (while appearing normal
otherwise). Recent loT-related works note that FL
intrusion detection or vision models can be
subverted by backdoors embedded in edge
training data [53], [52]. Another important threat
is Sybil attacks, where the adversary simulates
many fake [oT clients to amplify its influence. A
recent survey explicitly lists “Sybil attacks” among
key malicious behaviours undermining federated
systems [48]. By controlling multiple identities, an
attacker can inject multiple malicious updates or
disrupt aggregation consensus. These security
attacks exploit the distributed nature of FL - for
instance, a botnet of Sybil IoT devices can
coordinate to poison the model more effectively
than any single node [48], [53].

Defense Mechanism: Countermeasures against
poisoning and other attacks focus on robust
aggregation, anomaly detection, and trust
management in the FL process. Robust
aggregation rules (e.g. Krum, Trimmed Mean,
median, Bulyan) resist outliers by selectively
ignoring or down-weighting extreme updates. For
example, one study on IloT intrusion detection
notes that schemes like Krum and Trimmed Mean
were proposed to enhance security of the
aggregated model [53]. By analyzing the distances
or consistency among client updates, these
methods reduce the impact of malicious gradients
(48], [53]. In practice, robust rules may be
combined with partial trimming or re-weighting:
for instance, advanced algorithms adaptively re-
weight suspicious updates instead of fully
discarding them [48]. Anomaly detection on client
updates can also help identify compromised
participants. Some FL defences monitor statistical
deviations (e.g. unusually large gradients or loss
spikes) and flag clients whose updates are
anomalous over multiple rounds [54]. By
integrating lightweight machine learning detectors
at the server or peers, [oT-FL systems can filter out
or diminish the influence of malicious updates
before aggregation. Finally, trustbased FL
approaches explicitly model client reliability. For
example, the FLTrust method assigns a trust score
to each client based on historical behaviour or a

small trusted dataset [54]. Updates from low-trust
clients are down-weighted or ignored, which
guards against persistent attackers.

6 Experimental Results and Discussions
This experiment evaluates the communication
efficiency-accuracy ~ tradeoff  between  two
representative federated optimization algorithms:
FedAvg and FedNova. In IoT-enabled edge
environments, communication bandwidth is often
the primary bottleneck rather than computation.
Therefore,  understanding  how  different
aggregation mechanisms impact convergence
under communication constraints is critical.

The evaluation focuses on the following research

questions:

1. How does communication overhead
accumulate in FedAvg and FedNova?

2. Which  method  achieves  faster
convergence under identical bandwidth usage?

3. What is the total communication cost
required to reach comparable accuracy?

6.1 Experimental Setup

We employ the MNIST handwritten digit dataset,
consisting of 50,000 training samples and 10,000
testing samples. Although MNIST is lightweight,
it provides a controlled benchmark to evaluate
algorithmic communication efficiency without
excessive computational burden.

A compact convolutional neural network (CNN)
is adopted to simulate edge-deployable IoT
intelligence. The model consists of one
convolutional layer (32 filters, 3x3 kernel), ReLU
activation, a Max pooling layer, and a fully
connected output layer with 10 classes. The model
size is approximately measured in bytes based on
parameter count and floating-point precision,
enabling accurate tracking of communication
overhead.

6.2 Federated Learning Configuration

The federated system simulates 35 clients,
representing distributed IoT devices. The training
dataset is evenly partitioned among clients to
emulate horizontal federated learning. Key
parameters are summarised in Table 1.
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Table 6.1: Federated Learning Hyperparameters

Parameter Value

Number of clients 35

Client participation per round 50%

Total communication rounds 22

Local epochs 2

Batch size 32

Optimizer SGD

Learning rate 0.01

Hardware CPU simulation

At each round, A subset of clients (50%) is randomly selected. Each selected client performs local training.
Then, the updated model parameters are transmitted to the server. The server aggregates updates using either
FedAvg or FedNova. The updated global model is broadcast back to participating clients.

6.3 Communication Cost Modelling

Communication overhead is measured in bytes and includes two types of costs. First is the client upload cost,
where each participating client transmits its full model parameters to the server. Second is the server broadcast
cost, where the aggregated global model is sent back to participating clients.

The cumulative communication cost after the round t is computed as:
t

CtZZ(nt'S+nt'S)

i=1
where:
. n;is the number of participating clients at round ¢,
o S is the model size in bytes.

Thus, both uplink and downlink costs are included, reflecting realistic IoT edge communication scenarios.
6.4 Compared Algorithms

FedAvg performs simple weighted averaging of local model parameters:

K
w = —Ww
t+1 n Wk
k=1

where:
. Wy is the local model of client k,
. nyis the number of local samples,
o nis the total number of samples across selected clients.

FedAvg does not explicitly correct for client drift caused by varying local update steps.
FedNova normalizes client updates based on the number of local training steps, mitigating objective
inconsistency across clients. The update rule incorporates step-size normalization:

K
Wipq = We + Z ay Ay

k=1
where:
. A is the normalized local update,
. aidepends on the relative number of local steps.

This normalization improves stability when clients perform heterogeneous local computations.
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For the evaluation of the experiments that were conducted, we recorded Test Accuracy (%), Cumulative
Communication Cost (MB), Convergence Speed (Rounds to reach target accuracy), and Total
Communication Cost at Final Round. Additionally, accuracy is plotted as a function of communication cost
to explicitly quantify the bandwidth-performance tradeoff.

Accuracy vs Communication Rounds
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Figure 1: Convergence behavior across communication rounds.

Fig. 1 illustrates the test accuracy progression over
20 communication rounds for FedAvg and
FedNova. Both algorithms exhibit rapid
performance improvement during the initial
rounds, followed by gradual saturation. FedNova

demonstrates slightly superior initial convergence,
as the round 1 Accuracy of FedAvg was 83.35%,

Table 6.2: Accuracy vs Communication Rounds

with the FedNova accuracy of 85.15%. This
indicates that update normalisation in FedNova
stabilises early aggregation and mitigates client-
drift effects, even under homogeneous data
partitioning. The normalisation mechanism
allows more consistent global updates during early
training.

Communication Rounds

Method A (Test Accuracy)

Method B (Test Accuracy)

1.0 0.838 0.852
2.5 0.878 0.882
5.0 0.895 0.897
7.5 0.912 0.913
10.0 0.917 0.917
12.5 0.920 0.919
15.0 0.922 0.921
17.5 0.925 0.923
20.0 0.926 0.924

Between rounds 5 and 12, both methods converge
toward ~91-92%. Also, the Performance

differences become marginal (<0.5%). FedAvg
exhibits slightly smoother monotonic
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improvement while FedNova shows mild
oscillations  (e.g., rounds 11-14). These
oscillations are likely due to step normalisation
weighting effects, which can introduce small
fluctuations when local step counts are similar

across clients. After 20 rounds the final accuracy
of FedAvg was 92.56% while FedNova closed at
92.43%. The final difference (0.13%) is negligible,
indicating comparable ultimate model quality
under I[ID data distribution.

Accuracy vs Communication Cost

0.92

0.90 ~

0.88 A

Test Accuracy

0.86 -
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20 40 60

80 100 120 140
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Figure 2: Communication efficiency analysis.

Fig. 2 shows accuracy as a function of cumulative
communication cost (MB). Since both algorithms
transmit full model parameters each round, their
raw communication growth is identical. The Total
Communication Cost of both methods was130.58

Table 6.3: Accuracy vs Communication Cost

MB. However, communication efficiency should
be evaluated in terms of accuracy achieved per unit
communication, rather than total transmitted
bytes alone.

Communication Cost (MB)

Method A (Test Accuracy)

Method B (Test Accuracy)

10 0.835 0.852
20 0.878 0.882
30 0.892 0.896
40 0.908 0.909
50 0912 0912
60 0.916 0.914
80 0.920 0.917
100 0.921 0.919
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120 0.924 0.922
140 0.925 0.923

Table shows results that both methods show a
steady increase in test accuracy as communication
cost increases. Method A performs slightly better
than Method B at higher communication costs,
although the difference remains minimal. Both
methods converge near 0.925 accuracy, indicating
diminishing returns beyond 100 MB.

At equivalent communication budgets:

. Up to ~40 MB: FedNova achieves slightly
higher accuracy.

o Between 60-100 MB: performance
becomes nearly identical.

. Beyond 110 MB: FedAvg slightly
surpasses FedNova.

This suggests that FedNova offers marginal early-
stage communication efficiency, which can be
valuable in bandwidth-limited IoT deployments
where training may stop early.

A practical metric in edge IoT systems is the
communication cost required to reach a target
accuracy threshold.

For example, 90% Accuracy was achieved by
FedAvg at Round 5 with 732.65 MB, while
FedNova reached there at Round 5 with 732.65
MB. The same goes for 92% Accuracy, which was
attained by FedAvg at Round 13 with ~84.88 MB,
and FedNova at Round 16 with ~104.47 MB.
Thus we concluded that FedNova converges faster
in early rounds while FedAveg slightly outperforms
in late-stage convergence efficiency. This indicates
that normalisation benefits early stability but does
not significantly reduce total communication in
homogeneous scenarios. Both algorithms show
stable monotonic convergence trends, Minimal
severe oscillation and no divergence or instability.
The absence of large fluctuations suggests that an
IID data distribution reduces client-drift impact
and equal local epoch configuration limits
heterogeneity. So, FedNova’s normalisation
advantage is less pronounced under homogeneous
settings.

From an IoT perspective, since communication
dominates energy and latency cost in edge systems,
the aggregation strategy alone does not reduce byte
transmission when full model exchange is used.

Also, to achieve substantial communication
savings, compression or partial updates must be
incorporated. Under relatively homogeneous loT
environments, FedAvg remains competitive and
slightly superior in final accuracy, but FedNova
provides better early-round robustness. If training
is terminated early due to limited energy budget,
time constraints, or edge scheduling limitations,
FedNova may provide marginally better early
performance. However, for full training cycles,
both algorithms exhibit comparable
communication efficiency.

This experiment demonstrates that Aggregation
normalization alone does not inherently reduce
bandwidth  consumption.
efficient federated learning in IoT requires
algorithmic and compression integration. Finally,
under homogeneous conditions, classical FedAvg
remains a strong baseline.

Communication-

7 Conclusion

This paper presented a comprehensive review and
empirical analysis of edge-enabled federated
learning (FL) for Internet of Things (IoT)
environments, addressing
foundations, aggregation mechanisms, system
heterogeneity, data challenges, and security
considerations. We first examined the evolution
of loT-driven data generation and the limitations
of centralized cloud-based machine learning,
highlighting the necessity of integrating edge
computing with federated optimization to enable
privacy-preserving and
intelligence. A structured taxonomy was
developed covering loT-edge architectures, FL
variants, aggregation algorithms, communication
protocols, resource management strategies, and
privacy-security threats. To complement the
survey with quantitative validation, we conducted
a communication-efficiency experiment
comparing FedAvg and FedNova under a
simulated edge-loT setting with partial client
participation. The results demonstrated that while
both  algorithms  incur  identical  raw
communication overhead under full-model

architectural

bandwidth-aware
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exchange, aggregation normalization in FedNova
provides marginal earlyround convergence
advantages, whereas FedAvg achieves slightly
higher final accuracy under homogeneous data
conditions. These findings indicate that
aggregation strategy alone does not significantly
reduce  bandwidth  consumption;  rather,
communication efficiency improvements in edge-
FL systems require integration with compression,
adaptive participation, or hierarchical aggregation
mechanisms. Overall, this study underscores that
the practicality of edge-enabled FL in IoT depends
on jointly addressing statistical heterogeneity,
system constraints, and communication overhead,
while ensuring privacy and robustness against
adversarial threats. Future research should focus
on non-[1D adaptive optimization,
communication-compressed federated updates,
asynchronous edge orchestration, and real-world
IoT deployments to further bridge the gap
between theoretical advances and scalable, secure
edge intelligence. Future work should investigate
edge-enabled federated learning under non-1ID
and dynamic IoT data distributions, integrate
communication-efficient techniques such as
model compression and sparse updates, and
explore hierarchical or asynchronous aggregation
for large-scale deployments.
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