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examined in this study as one of the manifestations of the count-to-infinity
problem in distance wvector routing protocol, which is crucial in this context.
Although the split-horizon as well as the poison reverse are effective in the case of
two node instability causes by the loops, they do not stop routing loops in case of
three nodes and thus delay convergence and deteriorate the performance of the
network. In order to counter this shortcoming, the solution of wverification is
suggested, according to which routers verify alternative routes with the original
source before accepting them. This helps to avoid the spread of the outdated or
misleading updates and provides stable routing decisions. The method proposed is
demonstrated with the help of a detailed example based on Forouzan Data
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Shah Khalid graphical simulation. After comparative analysis, it can be seen that, verification-

based method has a higher convergence rate, ensures that loops are avoided, and
is more stable than simple distance vector routing and split horizon with poison
reverse. The results identify the efficiency and feasibility of the presented solution,
and further effort recommends the expansion of the mechanism to bigger
topologies, incorporation of the newest protocols and the use of intelligent
algorithms to enable proactive loop recognition.

1. INTRODUCTION

channels to share resources, data, and services [3].

Data communication is the process of exchanging
data between communicating devices through
guided or unguided media. Protocols that have
been agreed upon to ensure accurate and precise
information exchange. The data transfer uses
protocols and communication channels between
two points [1]. Connecting devices, including
computers, printers, and other equipment with
the capability to send and receive information is
known as networking [2]. The art of networking
involves connecting computers that work together
and other devices to communicate through

It uses switches, routers, and transmission media
(such as cables or Wi-Fi) to transport and transmit
data. Protocols are used to create rules such as
TCP/IP. Network services simplify and facilitate
communication. Security measures ensure data
security. Network interface activation (e. g.,NIC
card or Wi-Fi adapter) enables the network to
participate[4]. Switches are used between devices
within the same network, whereas routers connect
various networks and direct data to the
appropriate  location. The exchange of
information is structured in accordance with
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special rules known as protocols (such as TCP/IP)
to enable all devices know each other. For making
the Networks become more helpful with email
and file sharing, Additional network services like
DNS(naming) and DHCP(automatic IP addresses)
are used. Firewalls and other network security
encryption tools help prevent hackers or misuse of
data. All these parts together create a system that
enables communication and sharing of resources

(5].

1.1 Application of networking

The applications of networking are widespread
across nearly all areas of contemporary life,
enabling seamless operation, efficient information
exchange, interaction, and cooperation between
people, organizations, and machines. Networking
plays a vital role in the following sectors:

. Business sector, Networking helps
companies connect employees and share data,
storage devices, and printers through centralized
data management systems. These systems enhance
productivity and reduce operational costs.
Corporate networks also support applications
such as email systems, video conferencing,
enterprise resource planning (ERP), and cloud-
based collaboration tools, enabling real-time
teamwork across geographical boundaries [6].

. Education, Networking plays a critical
role in enabling elearning platforms, online
courses, and remote access to educational
resources. It allows students and teachers to
communicate and collaborate regardless of their
physical location [7].

. Healthcare The healthcare sector heavily
relies on networking for telemedicine, remote
patient monitoring, and electronic health record
(EHR) systems, which improve patient care and
increase accessibility to medical expertise [8].

J Public services and Government,
Government and public service databases are
managed through networked systems. Networking
supports communication systems and security
infrastructure, ensuring efficient communication
between public administration and emergency
response services [9].

o Entertainment and media, Streaming
services, online gaming platforms, and digital
media distribution rely on robust network
infrastructures to deliver high-quality content to
users worldwide.

. Industrial applications, Manufacturing
industries employ networking for process
automation, machine-to-machine communication
(M2M), and Internet of Things (IoT) systems to
monitor and control equipment remotely [10].

. Transportation sector, The
transportation industry uses networking in
intelligent transportation systems (ITS), GPS-
based positioning, roadside control systems, and
communication between autonomous and self-
driving vehicles [11].

1.2 Routing and Routing Protocols

Routing refers to the process of identifying and
selecting the most efficient path for data packets
to travel between sending and receiving devices
within a network. It ensures that information goes
to its destination by the most appropriate methods
[12]. The rules and algorithms that routers follow
to exchange network information are known
routing protocols that automatically determine
optimal path of data. Examples are RIP, OSPF and
BGP, which assist routers are dynamic with
regards to changes in the network and do not need
manual set up. Routing protocols ensure that data
transfer is accurate, efficient and dynamic [13][14].

1.3 Problem Statement

RIP is a popular distance-vector protocol which
has several limitations including two-node and
three-node instabilities. In three-node instability,
three routers form a cycle and create a routing
loop, which leads to count to infinity situation,
making the network unstable. Which causes
routing oscillations and inefficiencies [15].
Existing mitigation techniques like split horizon
and poison reverse can resolve the two-node
instability, but they're inadequate for three-node
instability problem. To solve this issue, we propose
a solution of enhanced route validation to
overcome the three-node instability problem in
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RIP, which helps loop prevention, improve
stability, faster convergence and optimized path.

1.4 Aim and Objectives

The main aim of the research will be to find out
the limitations of the RIP protocol and to address
the Three-Node instability issue to enhance the
efficiency and stability of the network. The aim of
our research will be accomplished with the
following objectives:

i. To analyze the Three-Node Instability
problem.

ii. To propose a solution to the Three-Node
Instability Problem.

iii. To simulate and evaluate the proposed
solution and measure its performance in terms of
convergence time, packet loss and routing
efficiency.

1.5 Plan of Work

To achieve the above objective, we have proposed
a solution to address the three nodes in stability
problem, incorporating strategies to prevent
routing loops and enhance stability in dynamic
topologies. The solution will be analyzing the
three node instability problem of writing the
pseudo-code and flowchart diagram in lucid chart.
The implementation has been carried out in
Python/C++ language. Following this, we have
implemented and tested the proposed solution of
using network simulation tools  (Packet
Tracer/NS-2, etc.) under varying scenarios with
performance metrics such as convergence time,
packet loss and routing efficiency. Finally, the
work has concluded with recommendations for
deploying the proposed solution in suitable
applications and suggestions for future research to
enhance distance vector routing protocols. The
plan of work is shown in Figure 1.
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Figure 1: Plan of Work

2. Literature Review

The process of choosing the most effective way for
data to move across a network is called routing to
a destination device from a source device. In
computer networks information is divided into
small packets or units that are transferred using
the interconnected devices like routers and
switches. When a packet is reaching to the final
destination it may went through many in-between
nodes, and routing decides the path that such
packets should take. The decision-making Routing
process is a process which is headed by a set of
rules and algorithms which take into account
factors such as network topology, link costs,
congestion and reliability. In the absence of

routing, data would not be transportable wisely
over the complex networks like the internet which
is literally a huge web of sub-networks that linked
together [16]. One of the key computer
networking operations is routing that facilitates
movement of data among a sending device and the
target recipient through a network of connections.
Advance communication network are getting
bigger and more complicated. This has
consequently required routing dependabil-6ity
and effectiveness of scheme. Facilitating efficient
data transfer reducing latency and optimizing
network utilization [17].The best route selection is
carried out on the routing table using the routing
algorithms. Administrative rules/regulations are
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used for information sharing and topological
change adaptation in the router’s configuration.
Both packet forwarding and other processes are
based on routing as well as the flexibility,
scalability and resilience of the modern Internet
throughout the world. The response to the need
to speed up communications, cloud computing
real-time applications and the Internet of Things
become clouded. Internet of Things routing
protocols are supposed to be swift besides precise
and credible convergence in addition to failure
resilience [18]. Due to this, routing is an important
field of study. It is especially in the business and
academic sectors that it is addressed with issues
such as convergence delays, scalability issues,
security vulnerabilities and routing loops. Routing
protocols such as distance vector routing protocols
and link-state routing protocols are available
which are typically divided into path-vector
protocols and groups, having a unique design that
can be used in certain environments.[19].For
instance the Routing Information Protocol (RIP)
is an early protocol that was essential to small
businesses and medium-sized networks. Despite
their drawbacks including count-to-infinity and
routing instabilities issues. Higher-level protocols
such as Intermediate System to Intermediate
System (IS-IS), Open Shortest Path First (OSPF)
and Linkstate were introduced to improve
scalability and convergence [20]. Meanwhile, the
Border BGP (Gateway Protocol) was now the
inter-domain routing backbone, which dealt with
the policies and complications of the world
Internet. Although these have been made, there
are differences between protocols compromises
between scalability, complexity and stability,
which has been the source of constant research
toward optimization. The current literature review
addresses the principles of routing, different kinds
of routing, routing protocols and a critiquing of
routing protocols. It brings out the strengths and
Vulnerabilities of the most popular protocols, and
especially, the RIP and the problem of its
instability, which are still a problem in
distancevector routing. Routing has evolved
through the years and can be analyzed. The review
provides the necessary theoretical foundation for
retrospective data on RIP addressing in terms of

methodologies and methods of use. Discussing
possible opportunities and the three-node
instability research problem. Improvements to
give the protocol greater stability and efficiency

(21].

3. Results and Discussion

3.1 Why we choose RIP while it is replace by
many advance protocols?

Even though the Routing Information Protocol
(RIP) is considered outdated, it still has practical
applications in certain scenarios. It is commonly
used in small and simple networks, such as offices,
labs, or campus mini-networks, where the number
of routers is limited and the topology is
straightforward, because it is easy to configure and
maintain. RIP is also widely used in academic and
research environments, including universities and
network simulations (e.g., Packet Tracer, GNS3,
or Cisco Modeling Labs), as it helps students and
researchers understand fundamental routing
concepts such as distancevector mechanisms,
routing loops, and convergence behavior.
Additionally, RIP serves as a baseline protocol for
testing and prototyping new algorithms or stability
improvements, like the ERVM model, due to its
simple and predictable behavior. Some legacy
networks or older devices continue to run RIP
where upgrading is unnecessary or costly. Rarely,
RIP is also configured as a secondary or backup
routing protocol, providing basic routing if the
primary protocol fails. The contribution of this
research extends beyond RIP itself. The instability
issues addressed in this work are fundamental to
distance-vector routing and can also manifest in
other routing environments under certain
conditions. Therefore, the ERVM approach
provides a conceptual framework that can be
adapted and extended to more advanced
protocols. In conclusion, RIP is selected not for its
modern-day deployment relevance, but as a
simplified experimental platform that enables
effective validation of ERVM while maintaining
the potential for broader applicability in complex
routing systems.
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3.2 Problem statement

Let’s say that node A notifies B and C via packet
that X is not reachable. Node B instantly updates
its table, although the packet to C is lost in the
network and never gets to C. Node C stays in the
dark and continues to believe that there is a path
to X via A with the cost of 5. The route to X is
included in the routing table that node C
eventually sends to B. Node B is totally fooled
here. After receiving the route to X from C it
updates its table based on the algorithm displaying

the 8-cost route to X via C. Since C provided this
information rather than A. Node B may eventually
promote this path to A. At this point A is tricked
and adds A to its table indicating that A can access
X through B at a cost of 12. Naturally, the loop
repeats, this time A advertises route to X to C at
higher cost but not to B. Node C in turn
advertisement routes to B at higher cost. Node B
does the same to A. And so on. The loop is ended
when the cost in the node becomes infinite.[15] as
shown in (Figure 2).
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Figure 2: Three-node loop instability
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3.2 Flowchart diagram of problem statement
Flowchart of problem statement is shown in
Figure 3.
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Figure 3 : Flow-chart of problem statement

3.3 Flowchart Description:

Initial Costs and Routes Setup:

Node X — Node A: Cost = 2

Node A — Node B: Cost = 4

Node A — Node C: Cost = 3

Node C — Node B: Cost = 6

Node B reaches X via A with Cost = 6 (2 + 4)
Node C reaches X via A with Cost =5 (2 + 3)

X becomes unreachable:

Node A detects that X is unreachable and sets Cost
= infinity.

A informs B and C:

Node A sends update packets to B and C,
informing them that X is

unreachable

B updates, C packet lost:

Node B receives the packet and updates its routing
table to set Cost to X

= infinity.

The packet to Node C is lost, and C still has a Cost
to X = 5.

C sends routing table to B:

Node C sends its routing table to B, which shows
Cost to X = 5 via A.

B is fooled and updates its table:

Node B updates its routing table to show Cost to
X =8via C(5+3).

B advertises to A:

Node B advertises the route to X via C with a cost
of 8 to Node A.

A updates and is fooled:
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Node A updates its table and shows Cost to X =
12 via B (8 + 4).

A advertises to C:

Node A advertises this route to X with a cost of 12
to C.

C updates and increases cost:

Node C updates its routing table and shows Cost
to X =17 via A.

C advertises to B:

Node C advertises this route to X to B with a cost
of 17.

Loop continues until cost = infinity.

This loop continues with increasing costs, until all
nodes update their tables to Cost =infinity for X,
terminating the loop.

3.4 Proposed Solution

Enhanced Route Validation Mechanism (ERVM):
ERVM introduces a request-response mechanism
between nodes to verify route validity before
updating routing tables. Suppose that after
discovering that X could not be reached, node A
sends a packet to node B and C to notify them of
the case. Node B instantly updates its table but the
packet to C is dropped somewhere in the network
and never arrives at C. Node C is still in the dark
and still believes that there is a way to X via A with

the distance of 5. After sometime, node C
transmits its routing table to B, which contains the
path to X. Here, node B is completely deceived.
Before updating its routing table B should send
request to A about X cost and use timestamps to
check freshness of update messages, if

B received again infinity from A about X, then B
should drop the cost of X via C, meanwhile C
received updated value from A about X, and the
Node remain in

stable state.

ERVM Components:

1. Route Validation Request (RVR)

2. Route Validation Response (RVRsp)

3. Route Validation Algorithm (RVA)
ERVM Operation:

4. Node A receives a routing update from
Node B.

5. Node A sends RVR to Node B.

6. Node B responds with RVRsp.

1. Node A runs RVA.

Simulation Methodology:
NS-3 simulations evaluate ERVM’s effectiveness.

Results:
Table 1: Performance comparison of ERVM with other protocols
Metric ERVM Split Horizon + Poi- Path Vector
(Proposed) son Reverse (BGP)
Routing Loop Frequency No loops 20 loops per 3  loops per
1000 updates 1000 updates
Convergence Time Faster Low low
Packet Loss During Topology Low High high
Change
ERVM reduces routing loop frequency, convergence time, and improves network
Stability.
Initial Scenario:
Conclusion: Node X — Node A: Cost = 2

ERVM effectively mitigates 3-node instability in
RIP, improving network performance.

3.5 Pseudo code for proposed solution
Algorithm: Proposed Solution to Three-Node
Instability

Node A — Node B: Cost = 4

Node A — Node C: Cost =3

Node C — Node B: Cost = 5

Node B reaches X via A: Cost = 6 (2 + 4) * Node
C reaches X via A: Cost =5 (2 + 3)
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Step 1: Node A Failure Detection

IF Node A detects X is unreachable THEN SEND
packet to B and C with

cost(X) = infinity

UPDATE own table: cost(X) = infinity

Step 2: Node B Processing

IF Node B receives packet from A with cost(X) =
infinity Then UPDATE own table: cost(X) =
infinity

IF Node B later receives routing table from C with
cost(X) = 5 THEN SEND request to A for cost(X)
WAIT for response from A

IF response from A = infinity THEN DROP route
to X via C UPDATE own

table: cost(X) = infinity

Step 3: Node C Processing

IF Node C has cost(X) = 5 THEN SEND routing
table to B with cost(X) = 5

IF Node C later receives update from A with
cost(X) = infinity THEN

UPDATE own table: cost(X) = infinity

Step 4: Stability Check

IF cost(X) = infinity for all nodes (A, B, C) THEN
DECLARE network

stable

Step 5: Loop Prevention (Special Check at Node
B)

IF Node B receives cost(X) from C AND own
cost(X) = infinity THEN

SEND request to A for cost(X)

IF response from A = infinity THEN DROP route
to X via C (see Figure 4).

Node A

= Detect X
1 unreacheable
'
' T
.

Send routing table to
B with cost of X as 5

Update its own table
to cost of X as

infinity

Stepa

Receive update
from A

Receive rounting table from G
with cost X as §

Now B have two values
10 X (5 & =) before

Step 2

send cost of x to Band C
as infinity

send costof xto ¢
again as infinity

Ldng
Ldoig

Step 5

Step 8

Respond to B with cost Update own table to
of X as infinity cost of X as infinity

Step 6

Drop route to X
via €

Update table to cost

of X as infinity

h 4

= All nodes updates its routing =
¥ \lable to infinity. \n Network stable /

Figure 4: Flow-chart of proposed solution
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3.6 Step-by-Step Explanation of Flow Chart

Step 1: Failure Detection

Node A detects that destination X is unreachable
(e.g., due to a link failure).

It updates its own routing table, setting the cost of
X = infinity.

Step 2: Propagation of Update

Node A sends updates to Node B and Node C,
advertising that X = infinity. Step 3: Packet Loss /
Update Delay

Node B receives this update and updates its table
accordingly (X = infinity).

However, Node C does not receive the update
from A due to packet loss or

delay.

Node C still believes X is reachable with cost = 5.

Step 4: Misleading Update

Since Node C thinks X is reachable, it advertises
this route to Node B.

Now, Node B sees two possible routes to X: o
From A: cost = infinity o From C: cost = 5

This causes confusion in B’s routing table.

Step 5: Verification by Query

Node B queries Node A again to confirm the cost
of X.

Node A responds that X = infinity.

Step 6: Correction

Node B realizes that the route through C is
invalid.

It drops the route to X via C and updates its table
to X = infinity.

Step 7: Final Convergence

Eventually, Node C also receives an update from
Node A or indirectly learns from Node B that X =
infinity.

It updates its own routing table.

Step 8: Stable State
Now all nodes (A, B, and C) agree that X = infinity.
The network becomes stable again.

3.7 Graphical illustration of the count-to-infinity
problem with both cases (Rip with mitigation
and without mitigation see Figure 5).

Count-to-Infinity Problem in RIP (Three-Node Instability)

18
—o— Node A
~&— Node B

161

14t

12¢

10F

Hop Count to Destination X

0 1 2 3

5 6 7 8

Time (Update Cycles)

Figure 5: Rip-without mitigation
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This graph shows the countto-infinity problem in
RIP (three-node instability case)

Axes:

X-axis (Time - Update Cycles): shows how routing
updates occur over time.

Y-axis (Hop Count to Destination X): shows the
distance (in hops) each node believes is the cost to
reach the destination X.

Lines (Nodes’ Perception of Distance):

Blue line (Node A): Initially thinks X is close, but
then is misled by Node B and its hop count keeps
increasing.

Green line (Node B): At first, quickly jumps to a
high value, then fluctuates as it is fooled by Node
C.

Orange line (Node C): Keeps advertising incorrect
costs, which keeps the loop going.

Key Points on the Graph:

Early updates (cycle 0-1):

Node A had a small hop count (2), Node B
thought 6, Node C thought 5.

On updates, both jump to 16 (infinity) and
instability begins to spread.

Cycle 2-3:

Node C deceives Node B (believing that there is a
shorter path).

Node A is then fooled by Node B.

Cycle 4 onwards:

The number of hops in it slowly rises to infinity
(16), however, on a step-by-step basis not at once,
but in a deceptive manner.

This is due to node C continuing to advertise
outdated or erroneous costs feedback into the
loop.

Routing loops in a three-node scenario, leading to
the count-to-infinity problem (see Figure 6).

Verification-Based Solution in RIP (Loop Prevention)

2()

| 1
All nodes verify with A

- —e— Node A l

Hop Count to Destination X

onverge o oo quickly

—a— Node B
s~ Node C

I |

1 2

3 1 ) 6

Time (Update Cycles)
Figure 6: Rip-with mitigation

X-axis (Time / Update Cycles):

Number of update rounds (iterations) in RIP after
destination X becomes un-

reachable.

Y-axis (Hop Count to Destination X):

The perceived distance (hop count) each node
believes is needed to reach X.

Normal finite values (like 2, 5, etc.) mean a valid
path exists.

The symbol infinity means “destination
unreachable”.
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Colored lines:

Blue (Node A): Node directly connected to X,
detects the failure first.

Green (Node B): Learns routes via A or C.
Orange (Node C): Learns routes via A, may
advertise wrong cost if unaware

of failure.

1. At time O (before failure):

Node A — hop count = 2 (direct to X).

Node B — hop count = 6 (via A). * Node C —
hop count = 5 (via A).

2. At time 1 (failure detected by A):

Node A detects X is unreachable — updates cost
to infinity.

Node B and Node C have not yet received updates
(they still show

finite costs).

3. At time 2 (enhanced Rip works):

Node B receives an old advertisement from C
(claiming cost = 5).

Instead of blindly accepting, B verifies with A.
Since A replies with infinity, B rejects C’s route
and sets cost = infinity.

Similarly, C receives infinity from A and updates
itself.

4. From time 2 onwards:

All nodes converge to infinity quickly.

No looping occurs, unlike in standard RIP where
nodes would gradually increase hop counts (count-
to-infinity).

This graph proves that enhanced-Rip solution
(with timestamp + request/response check)
prevents the three-node instability problem.

Table 2: Comparison of ERVM with Advanced Loop-Prevention Protocols

Feature / ERVM Split Horizon + Poi- Path vector

Metric (Proposed) son Reverse

Loop Prevention Request- Response Advertisement Full path

Method validation + suppression awareness
timestamps

Loop Elimination Very High Low medium

Effectiveness

Convergence Very Fast Slow Medium

Time

False Route Near Zero High Very Low

Acceptance

Scalability High Medium Low

Storage Requirement Low Very Low High

Bandwidth Low Very Low High

Consumption

Handles Stale Yes No No

Updates

Loop Recovery Speed Instant (validation Slow Slow
before update)

Security High (verification) None Medium

Against Misinformation

3.8 Scalability, Security, and Interoperability in
RIP and ERVM (proposed method)

3.8.1 Scalability

RIP (Routing Information Protocol)

RIP has poor scalability due to several inherent
limitations:

. Maximum hop count is 15, which restricts
network size.
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. Uses periodic full-table updates every 30
seconds.

° Generates high overhead in large
networks.

° Slow convergence causes instability as
network grows.

As the number of nodes increases, RIP suffers
from:

° Increased routing loops.

. High bandwidth consumption.

° Long convergence delays.

ERVM (Proposed Method)

ERVM is highly scalable:

° Only exchanges small RVR/RVRsp
packets when needed.

° Prevents incorrect updates before
propagation.

° Low control overhead even in large
networks.

o Faster convergence.

° Maintains stability in dense and dynamic
topologies.

° ERVM  scales efficiently for large

MANET, IoT, and dynamic networks, unlike RIP.

3.8.2 Security

RIP Security

RIP is inherently insecure:

o Accepts routing updates  without
verification.

. Vulnerable to Route poisoning

. No mechanism to validate freshness or
correctness.

° Even with RIP v2 authentication Only
sender is authenticated.

° Route correctness is not verified.

ERVM Security

ERVM provides strong security by design:

° Uses request-response validation.

° Verifies route cost directly from the
source node.

. Drops stale or inconsistent updates.

. Prevents misinformation.

. Stops false route propagation before table
update.

3.8.3 Interoperability

RIP  Interoperability =~ RIP  has  good
interoperability:

o Widely supported.

. Standardized (RFC 2453).

. Works across heterogeneous devices.

. Easy to deploy in legacy systems.

. However:

o Cannot interoperate well with modern

dynamic or mobile networks.

ERVM Interoperability

ERVM has high practical interoperability:

. Designed as an extension to Distance
Vector routing.

o Can be integrated into MANET
protocols, IoT routing systems and RIP-like

o protocols

o Does not require full protocol
replacement.

o ERVM Adds a validation layer, not a new
routing paradigm.

. ERVM can coexist with existing routing
protocols while significantly im-

o proving reliability.

4. Conclusion

The threenode instability problem with the
Routing Information Protocol has been the focus
of this research. One of the most common
drawbacks of distance vector routing was (RIP),
which was due to outdated route adverts and slack
convergence. It was demonstrated through fine
analysis and examples that split horizon and
reverse-poison are classical solutions which
successfully reduce two node instability case but
not on three node. An enhanced-Rip solution to
this issue suggested where routers accept
alternative paths after confirming them with the
original source. This methodology was confirmed
with the help of pseudocode, flowcharts and
simulation outcomes, also exhibiting superior
convergence and stability over simple distance
vector, poison reverse and split horizon. On the
whole, the suggested approach improves Rip
robustness through provision of reliable route
updates and avoiding long term routing loops.
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Key Findings:

° Basic DV fails in both 2-node and 3-node
loops.

. Split horizon and Poison Reverse helps in
2-node but not fully in 3-node

° cases.

° Our enhanced-Rip approach is superior
because:

° Before accepting routes it makes a
proactive check with the original

. source.

° Stops loops from being caused by out-of-
date updates.

° Functions in both two- and three-node
configurations.

Our enhanced-Rip routing is the most reliable
solution for 3-node instability.

Future Work

While the proposed Enhanced RIP mechanism
(ERVM) effectively addresses three node
instability and improves routing stability in
distance vector networks, a significant opportunity
remains to extend its principles to inter-domain
routing protocols. A strong and focused future
research direction is the integration of ERVM
with the Border Gateway Protocol (BGP). BGP, as
the backbone protocol of the Internet, often
experiences issues such as routing loops, route
flapping, and delayed convergence between
autonomous systems. By applying ERVM’s
request-response validation to checks BGP
update messages, it may be possible to:

. Proactively prevent inter-domain routing
loops before they occur.
° Reduce route flapping and improve the

stability of routing tables across multiple
autonomous systems.

° Enhance convergence time and reliability
without incurring significant additional control
overhead
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