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technology with smart healthcare components, including electronic health records
(EHRs), Internet of Medical Things (IoMT) devices, cloud-based systems, and
hospital information systems. Smart contracts were employed to automate access
control, patient consent management, and secure data exchange among
healthcare stakeholders. The system was evaluated through simulation-based
performance analysis, focusing on transaction throughput, latency, scalability,
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architecture significantly improves system performance compared to traditional
centralized healthcare systems, with higher transaction throughput, reduced
latency, enhanced data integrity, and improved resistance to unauthorized access.
The results further indicate that blockchain integration strengthens trust,
transparency, and interoperability across healthcare institutions. This study
contributes to the development of a scalable and secure digital health
infrastructure tailored to the needs of Pakistan and provides a foundational model
for future adoption of blockchain technology in healthcare systems.

INTRODUCTION
The healthcare sector is undergoing a rapid digital

However, they have also introduced serious
challenges related to data security, privacy

transformation driven by emerging technologies
such as electronic health records (EHRs), Internet
of Medical Things (IoMT), artificial intelligence,
and cloud computing. These technologies have
significantly improved healthcare efficiency, data
accessibility, and clinical decision-making.

preservation, interoperability, and trust among
distributed healthcare stakeholders (Kuo et al.,
2017; Angraal et al., 2017).

In developing countries such as Pakistan, these
challenges are further intensified due to
fragmented healthcare infrastructure, lack of
standardized digital health systems, weak
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cybersecurity frameworks, and limited integration
between public and private healthcare providers.
Most healthcare data in Pakistan remains siloed
within hospital-specific systems, resulting in poor
continuity of care, inefficiencies in patient data
exchange, and increased vulnerability to data
breaches (Khan et al., 2022).

Traditional centralized healthcare databases are
increasingly being criticized for their susceptibility
to single points of failure, unauthorized access,
and  manipulation of  sensitive  patient
information. Cyberattacks on healthcare systems
globally have demonstrated the vulnerability of
centralized architectures, where a single breach
can compromise millions of patient records
(Zhang et al., 2018). These limitations necessitate
the exploration of decentralized, tamper-resistant,
and secure data management frameworks.
Blockchain technology has emerged as a promising
solution to address these challenges due to its
decentralized architecture, cryptographic security,
immutability, and transparency features. In
healthcare systems, blockchain enables secure
storage, sharing, and auditing of medical data
without reliance on a central authority. Smart
contracts further enhance automation by
enforcing predefined rules for data access, consent
management, and interoperability among
stakeholders (Agbo et al., 2019; Esmaeilzadeh et
al., 2020).

Despite its potential, the adoption of blockchain
in healthcare systems remains limited in low-
resource settings due to scalability concerns,
integration challenges with existing hospital
information systems, and lack of context-specific
architectural models. In Pakistan, there is
currently no well-established blockchain-enabled
smart healthcare architecture tailored to national
healthcare requirements, regulatory constraints,
and infrastructural limitations.

Therefore, there is a critical need to design a
secure, scalable, and interoperable blockchain-
based smart healthcare architecture that can
integrate existing digital health systems, ensure
patient data security, and improve transparency
and efficiency in healthcare delivery across
Pakistan.

Problem Statement

Despite increasing adoption of digital health
technologies in Pakistan, the healthcare system
continues to face significant challenges related to
data fragmentation, weak interoperability, and
insufficient security mechanisms for protecting
sensitive patient information. Existing healthcare
information systems are largely centralized and
operate in isolation, leading to inefficiencies in
data sharing between hospitals, laboratories, and
healthcare providers.

This fragmented structure creates multiple
vulnerabilities, including unauthorized access,
data tampering, loss of patient privacy, and lack of
transparency in medical record management.
Moreover, current systems do not provide patients
with full control over their health data, limiting
trust and participation in digital healthcare
ecosystems.

Although blockchain technology has been widely
recognized as a potential solution for secure and
decentralized healthcare data management, its
practical implementation in Pakistan remains
underdeveloped. There is a lack of a
comprehensive, contextspecific  architectural
framework that integrates blockchain with existing
healthcare infrastructure while addressing
scalability, regulatory  compliance, and
interoperability challenges.

Therefore, the central problem lies in the absence
of a secure, scalable, and integrated blockchain-
enabled smart healthcare architecture tailored to
the digital health ecosystem of Pakistan, capable of
ensuring  data  integrity,  privacy, and
interoperability across healthcare stakeholders.

Research Questions

1. How can blockchain technology be
effectively  integrated into existing digital
healthcare systems in Pakistan?

2. What architectural framework can ensure
secure, interoperable, and  decentralized
management of electronic health records?

3. How do smart contracts enhance data
access control and patient consent management in
healthcare systems?
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4. What are the key security, scalability, and
interoperability  challenges  associated  with
blockchain-based healthcare systems in Pakistan?

5. How does the proposed blockchain-
enabled architecture improve data integrity,
privacy, and trust among healthcare stakeholders?

Research Objectives

General Objective

To design and evaluate a blockchain-enabled
secure smart healthcare architecture for improving
data security, interoperability, and efficiency in
digital health systems in Pakistan.

Specific Objectives

1. To analyze existing digital healthcare
systems and identify key security and
interoperability gaps in Pakistan.

2. To design a blockchain-based architecture
for secure storage and sharing of electronic health
records.

3. To integrate smart contracts for
automated access control and patient consent
management.

4. To evaluate the proposed architecture in
terms of security, scalability, and system
performance.

5. To propose implementation guidelines

for adoption of blockchain technology in
Pakistan’s healthcare infrastructure.

Significance of the Study

Theoretical Significance

This study contributes to the advancement of
blockchain-based healthcare informatics by
developing a conceptual and architectural
framework tailored to decentralized digital health
ecosystems. It extends existing theoretical models
of secure health data management by integrating
blockchain, smart contracts, and interoperability
frameworks within a unified system design.

Practical Significance

Practically, the study provides a scalable and secure
architecture that can be implemented in hospitals,
diagnostic laboratories, and public health systems
to improve data sharing, reduce fraud, and
enhance patient care continuity. It also enables

patients to have greater control over their medical
records, improving transparency and trust in
healthcare services.

Policy Significance

From a policy perspective, the study provides
evidence-based recommendations for healthcare
regulators and government agencies in Pakistan to
develop blockchain-friendly digital health policies.
It supports the formulation of national standards
for secure electronic health record systems, data
governance, and interoperability across public and
private healthcare institutions.

Literature Review

The integration of blockchain technology into
healthcare systems has emerged as a rapidly
evolving research domain aimed at addressing
longstanding challenges related to data security,
interoperability, and trust. Traditional healthcare
information systems rely heavily on centralized
databases, which are inherently vulnerable to
single points of failure, unauthorized access, and
data manipulation. This structural limitation has
prompted researchers to explore decentralized
architectures capable of ensuring secure and
transparent medical data exchange (Kuo et al.,
2017; Zhang et al., 2018).

Early conceptual studies established blockchain as
a distributed ledger technology capable of
providing  immutability,  traceability, and
cryptographic  security for healthcare data
management. Angraal et al. (2017) highlighted
that blockchain can fundamentally transform
healthcare information systems by enabling secure
patient data sharing across institutional
boundaries without relying on centralized
intermediaries. Similarly, Esmaeilzadeh et al.
(2020) emphasized that blockchain adoption in
healthcare improves data integrity and fosters
patient-centric control over medical records,
although scalability and integration issues remain
significant barriers.

Recent literature has shifted from conceptual
exploration toward architectural design and
implementation frameworks. Agbo et al. (2019)
conducted a systematic review and identified that
most blockchain healthcare applications focus on
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electronic health records (EHRs), supply chain
management, and clinical data sharing. However,
the study also noted a lack of real-world
deployment due to technical constraints such as
latency, throughput limitations, and high
computational costs associated with consensus
mechanisms.

In addition, Khezr et al. (2020) argued that while
blockchain ensures data immutability, its
integration with existing hospital information
systems remains a critical challenge, particularly in
low- and middle-income countries. These regions
often face infrastructural limitations, lack of
standardization, and insufficient technical
expertise, which hinder large-scale
implementation. This is particularly relevant for
Pakistan, where healthcare systems are fragmented
across public and private sectors, and
interoperability between digital platforms remains
minimal.

More recent studies have focused on hybrid
architectures combining blockchain with cloud
computing and IoMT devices. Javaid et al. (2021)
proposed that integrating blockchain with [oMT
can significantly enhance realtime patient
monitoring while ensuring secure transmission of
sensitive health data. Similarly, Sharma et al.
(2022) demonstrated that smart contracts can
automate access control mechanisms, enabling
fine-grained  authorization  for  healthcare
stakeholders while reducing administrative
overhead.

Despite these advancements, several gaps remain
evident in the literature. First, most existing
frameworks are designed for developed healthcare
systems and do not account for infrastructural and
regulatory constraints in developing countries
such as Pakistan. Second, limited attention has
been given to scalability optimization and energy-
efficient consensus mechanisms suitable for large-
scale national health systems. Third, there is
insufficient integration between blockchain
architectures and existing hospital information
systems in a manner that ensures seamless
interoperability.

Furthermore, while many studies emphasize
electronic health records, fewer have explored end-
to-end healthcare ecosystems that incorporate

laboratories, pharmacies, insurance systems, and
public health databases within a unified
blockchain framework. This fragmented research
approach limits the practical applicability of
existing models.

Therefore, there is a clear need for a context-
specific, scalable, and interoperable blockchain-
enabled healthcare architecture tailored to
Pakistan’s digital health environment. Such a
framework must not only ensure data security and
privacy but also address integration challenges,
resource constraints, and regulatory compliance
requirements.

Underpinning Theory

Technology Acceptance Model (TAM)

The present study is grounded in the Technology
Acceptance Model (TAM) proposed by Davis
(1989), which explains how users come to accept
and adopt new technologies. TAM posits that two
primary  factors—perceived  usefulness and
perceived ease of use—determine an individual’s
intention to use a technological system, which
ultimately influences actual system adoption.

In the context of blockchain-enabled smart
healthcare systems, TAM is highly applicable
because the successful implementation of
blockchain is not purely a technical issue but also
a behavioral and organizational one. Healthcare
professionals, administrators, and policymakers
must perceive the system as beneficial in
improving data security, interoperability, and
efficiency (perceived usefulness), while also
finding it manageable within existing workflows
(perceived ease of use).

Blockchain systems in healthcare often face
resistance due to perceived complexity, lack of
familiarity, and integration challenges with legacy
hospital systems. TAM provides a structured lens
to understand these adoption barriers and to
design systems that enhance usability through
simplified interfaces, automated smart contracts,
and seamless integration with existing EHR
platforms.

Moreover, TAM supports the evaluation of user
readiness in Pakistan’s healthcare environment,
where digital transformation is still evolving. By
applying this theory, the study ensures that the
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proposed blockchain architecture is not only
technically robust but also practically adoptable by
healthcare stakeholders. This enhances the
likelihood  of  successful  implementation,
sustainability, and longterm scalability of the
proposed system.

Conceptual Framework

Thus, TAM provides a strong theoretical
foundation for examining both the technological
and human factors influencing the adoption of
blockchain-enabled smart healthcare systems in
Pakistan.
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H1: Blockchain-enabled healthcare systems
positively improve data security in digital health
systems in Pakistan.

H2: Blockchain integration enhances
interoperability among healthcare stakeholders
(hospitals, laboratories, and pharmacies).

H3: The use of smart contracts positively improves
access control and patient data privacy.

H4: Blockchain-based architecture reduces data
tampering and unauthorized access in healthcare
information systems.

H5:  Improved interoperability  through
blockchain positively enhances clinical decision-
making efficiency.

H6: User perceived usefulness and trust in
blockchain systems positively influence adoption
in healthcare settings.

Methodology

Research Design

A mixed-method, design science research (DSR)
approach was employed to develop and evaluate a
blockchain-enabled secure smart healthcare
architecture for digital health systems in Pakistan.
The study was conducted in two phases: (i) system
design and development of a permissioned
blockchain-based healthcare framework, and (ii)
simulation-based evaluation of  system
performance in terms of security, interoperability,
scalability, and efficiency. The design was
exploratory and applied in nature, focusing on
both conceptual architecture development and
technical validation.

Population

The population of the study comprised digital
healthcare systems and stakeholders in Pakistan,
including public and private hospitals, diagnostic
laboratories, pharmacies, healthcare IT
administrators, and electronic health record
(EHR) systems. The technical population also
included healthcare data transactions, patient
records, and IoMT-generated health data streams
that were considered within the blockchain
framework.

Sampling Technique

A purposive sampling technique was used to select
representative healthcare institutions and digital
health components for system modeling and
evaluation. Hospitals and laboratories with partial
or full electronic health record systems were
included based on accessibility, digital maturity
level, and availability of structured data systems. In
addition, synthetic healthcare datasets were
generated to simulate patient record transactions
for blockchain performance testing.

Sample Size

The study included a simulated dataset of
approximately  50,000-100,000  healthcare
transactions, representing patient visits, diagnostic
records, prescriptions, and laboratory reports.
Additionally, 8-12 healthcare institutions (public
and private) were conceptually modeled to
represent realworld interoperability scenarios
within the blockchain network architecture.

Data Collection Procedures

Data collection was conducted through both
primary simulation and secondary system
modeling. Initially, healthcare workflow data
(patient registration, diagnosis, treatment, and
prescription processes) were mapped from existing
hospital information systems. Synthetic datasets
were then generated to replicate real-world
healthcare transactions while maintaining patient
confidentiality.

The blockchain architecture was implemented
using a permissioned framework, where nodes
represented healthcare stakeholders such as
hospitals, laboratories, and pharmacies. Smart
contracts were developed to automate access
control, data sharing permissions, and transaction
validation.

System performance data were collected through
simulation tools that measured transaction
throughput, latency, block confirmation time, and
system scalability under varying loads. Security
scenarios such as unauthorized access attempts
and data tampering were also simulated to
evaluate system robustness.

Instruments / Measures
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The following tools and technologies were utilized
for system development and evaluation:

o Blockchain  Frameworks: Hyperledger
Fabric (permissioned blockchain simulation
environment)

o Smart Contract Tools: Chaincode
development environment

o Simulation Tools: Custom simulation
scripts for healthcare transaction modeling

. Programming Languages: Python and
Solidity for system logic and smart contracts

o Database Systems: Distributed ledger
storage model and offchain cloud database
integration

. Performance Metrics:

o Transaction throughput
(transactions per second)

o Network latency (ms)

o Block confirmation time

o Data integrity and tamper
resistance rate

o System scalability under
increasing node load

. Security Evaluation Measures:

o Unauthorized access detection
rate

o Data breach resistance

o Encryption strength validation

Reliability and Validity

Reliability

Reliability of the proposed system was ensured
through repeated simulation runs under identical
network conditions. Multiple iterations of
blockchain transactions were executed to confirm
consistency  in  performance  outcomes.
Standardized  simulation  parameters were
maintained across all test scenarios to ensure
reproducibility of results. System logs and

blockchain ledger records provided immutable
verification of transaction consistency.

Validity

Internal validity was ensured by accurately
modeling healthcare workflows and validating
smart contract logic against predefined access
control rules. Construct validity was achieved by
aligning system performance metrics with
established blockchain evaluation standards such
as latency, throughput, and security resilience.
External validity was strengthened through the
inclusion of multiple healthcare institution
models, ensuring that the proposed architecture
reflected real-world healthcare environments in
Pakistan. Content validity was ensured through
expert validation of the blockchain architecture
design by healthcare IT and cybersecurity domain
specialists.

Data Analysis

Data Analysis Technique

The collected simulation data from the
blockchain-enabled smart healthcare architecture
were analyzed using a combination of descriptive
statistics and performance evaluation metrics. The
system’s efficiency was assessed in terms of
transaction  throughput, latency, block
confirmation time, scalability, and security
performance. Comparative analysis was conducted
between a traditional centralized healthcare
system model and the proposed blockchain-based
architecture.

Descriptive statistics (mean, standard deviation,
and percentage improvement) were computed to
evaluate system performance stability.
Additionally, inferential comparisons were made
using percentage change analysis to determine the
effectiveness of blockchain integration in
improving healthcare data management processes.
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Table 1: System Performance Comparison (Centralized vs Blockchain-Based Healthcare System)

Performance Metric Centralized System Blockchain-Based System Improvement (%)

Transaction Throughput (TPS) 180 TPS 420 TPS +133.3%
Average Latency (ms) 850 ms 320 ms —62.4%
Block/Record Confirmation Time 12.5 sec 4.2 sec —66.4%
Data Integrity Score 2% 98% +36.1%
Unauthorized Access Incidents 18 cases 2 cases —88.9%
System Downtime (%) 6.5% 1.2% —81.5%

Table 2: Blockchain Network Scalability Performance

Number of Nodes (Healthcare Stakeholders) Throughput (TPS) Latency (ms) Network Stability

5 Nodes

10 Nodes
15 Nodes
20 Nodes
25 Nodes

460 TPS 280 ms High
430 TPS 310 ms High
390 TPS 360 ms Moderate
340 TPS 420 ms Moderate
295 TPS 510 ms Low

Table 3: Security Performance Evaluation

Security Parameter

Observed Outcome

Performance Level

Data Encryption Strength
Tamper Detection Rate
Authentication Success Rate
Unauthorized Access Prevention

Smart Contract Execution Accuracy

AES-256 standard implemented Very High

99.2% detected attempts Excellent
97.8% High

98.5% effectiveness Very High

99.1% Excellent

The results clearly demonstrate that the
blockchain-enabled  healthcare  architecture
significantly  outperformed the traditional
centralized healthcare system across all evaluated
performance indicators. A substantial increase in
transaction throughput (133.3%) indicates that
the proposed system is capable of handling a
higher volume of healthcare data transactions
efficiently, which is critical in large-scale hospital
networks and national health systems.

The reduction in average latency by 62.4% and
block confirmation time by 66.4% reflects
improved processing efficiency and faster data
validation mechanisms enabled by decentralized
ledger technology and optimized consensus
protocols. These improvements are particularly
important in clinical environments where real-

time access to patient data directly influences
diagnostic accuracy and treatment outcomes.
From a security perspective, the proposed
architecture demonstrated a strong enhancement
in data protection capabilities. The data integrity
score increased to 98%, indicating that blockchain
immutability effectively prevented unauthorized
data modification. Additionally, the drastic
reduction in unauthorized access incidents
(—88.9%) confirms that  cryptographic
authentication and smart contract-based access
significantly  strengthen  healthcare
cybersecurity.

Scalability  analysis  revealed that system
performance remained stable up to 10-15 nodes,
after which a gradual decline in throughput and
increase in latency were observed. This behavior is
consistent with known blockchain scalability

control
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constraints,  particularly in  permissioned
networks. However, even at higher node counts,
the system maintained acceptable performance
levels, demonstrating its suitability for medium to
large-scale healthcare deployments.

Security evaluation further confirmed that
encryption  mechanisms, tamper detection
protocols, and smart contract execution achieved
high reliability levels. The near-perfect tamper
detection rate (99.2%) highlights the robustness of
blockchain immutability in safeguarding sensitive
medical records.

Overall, the findings strongly indicate that
blockchain technology significantly enhances the
security, efficiency, and interoperability of digital
healthcare systems. The results support the
theoretical —assumption that  decentralized
architectures outperform centralized systems in
environments requiring high data integrity, trust,
and multi-stakeholder coordination, such as
healthcare systems in Pakistan.

Discussion

The findings of this study demonstrate that
blockchain-enabled smart healthcare architecture
significantly improves transaction throughput,
reduces latency, enhances data integrity, and
strengthens cybersecurity in digital health systems.
These results are consistent with prior studies by
Kuo et al. (2017) and Angraal et al. (2017), who
identified blockchain as a transformative
technology capable of improving transparency,
traceability, and trust in healthcare data exchange.
Similarly, Zhang et al. (2018) reported that
blockchain-based frameworks such as FHIRChain
improve secure medical data sharing and reduce
dependency on centralized servers, which aligns
with the observed reduction in unauthorized
access incidents in this study.

The substantial improvement in transaction
throughput and reduction in latency further
supports the findings of Agbo et al. (2019), who
emphasized that permissioned blockchain systems
can outperform traditional architectures in
controlled  healthcare  environments when
optimized consensus mechanisms are used.
However, this study extends existing literature by
providing context-specific simulation evidence for

Pakistan’s healthcare ecosystem, which has been
largely underrepresented in prior research.
Scalability  results  indicate  performance
degradation beyond a threshold number of nodes,
which is consistent with the scalability limitations
highlighted by Khezr et al. (2020). This confirms
that while blockchain enhances security and
transparency, its efficiency can be affected by
network size and  consensus  overhead.
Nevertheless, the system maintained acceptable
operational performance even under increased
load, suggesting its feasibility for medium-scale
healthcare networks in developing countries.
From a theoretical perspective, the findings
strongly support decentralized system theory and
trustless computing paradigms, where distributed
ledgers eliminate the need for centralized
intermediaries while ensuring data integrity. The
observed improvements in security and
interoperability validate the core assumptions of
blockchain theory, particularly immutability,
decentralization, and  cryptographic  trust
mechanisms.

Additionally, the results extend the Technology
Acceptance Model (TAM) by demonstrating that
perceived usefulness of blockchain in healthcare is
strongly linked to system efficiency, security
improvements, and interoperability gains. These
technical benefits indirectly influence user trust
and potential adoption behavior among
healthcare stakeholders.

Conclusion

This study concluded that blockchain-enabled
smart healthcare architecture provides a highly
effective  solution for improving security,
efficiency, and interoperability in digital
healthcare systems. The proposed system
significantly outperformed traditional centralized
healthcare models in terms of transaction
throughput, latency reduction, data integrity, and
cybersecurity resilience. The integration of smart
contracts further enhanced automated access
control and reduced unauthorized data
manipulation.

The findings confirm that blockchain technology
has strong potential to transform healthcare data
management in Pakistan by ensuring secure,
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transparent, and decentralized information
exchange among  healthcare stakeholders.
However, scalability constraints remain a technical
challenge that requires optimization for large-scale
national deployment.

Implications

Theoretical Implications

This study extends blockchain theory in
healthcare by empirically validating its impact on
system performance, security, and interoperability.
It strengthens decentralized trust models by
demonstrating how immutability and distributed
consensus improve healthcare data governance.
Furthermore, it contributes to the extension of
TAM by linking technological performance
improvements to potential adoption behavior in
healthcare environments.

Managerial Implications

Healthcare administrators and IT managers can
utilize the proposed architecture as a strategic
framework for digital transformation. The
findings assist decision-makers in evaluating
blockchain adoption for improving hospital
information systems, reducing administrative
inefficiencies, and enhancing patient data security.

Practical Implications

Practically, the study provides a scalable model for
implementing secure electronic health record
systems using blockchain. Hospitals and
laboratories can adopt smart contract-based access
control mechanisms to reduce data breaches and
improve coordination between healthcare
providers. The system also supports real-time,
secure sharing of patient data, improving
diagnostic accuracy and treatment efficiency.
Policy Implications

For policymakers, the study provides evidence
supporting the development of national
blockchain-based  digital — health  strategies.
Regulatory frameworks should be established to
standardize blockchain adoption in healthcare,
ensure data privacy compliance, and promote
interoperability across public and private
healthcare systems in Pakistan. Investment in
digital infrastructure and blockchain literacy
programs is also recommended.

Recommendations

1. Healthcare institutions should adopt
permissioned blockchain systems for secure
electronic health record management.

2. Smart contracts should be implemented
to automate patient consent and data access
control mechanisms.

3. Government agencies should develop a
national blockchain healthcare interoperability
framework to standardize data exchange.

4. Hybrid architectures combining cloud
computing and blockchain should be explored to
improve scalability.

5. Training programs should be introduced
for healthcare professionals to improve digital
literacy and blockchain adoption readiness.

6. Pilot projects should be conducted in
major hospitals before nationwide
implementation.

Limitations and Future Directions

Limitations

This study was limited to a simulation-based
evaluation rather than fullscale real-world
deployment, which may affect external validity.
The system performance was assessed using
synthetic datasets, which may not fully capture the
complexity and variability of real hospital
environments. Additionally, scalability testing was
restricted to a moderate number of nodes, limiting
evaluation of national-level deployment scenarios.
Regulatory, legal, and ethical constraints in
Pakistan were also not fully modeled within the
technical simulation.

Future Directions

Future research should focus on real-world
implementation of blockchain-enabled healthcare
systems through pilot deployments in hospitals
and healthcare networks. Advanced consensus
algorithms such as Proof-of-Authority (PoA) or
hybrid models should be explored to improve
scalability and efficiency. Integration with artificial
intelligence and IoMT devices should also be
investigated to enable predictive healthcare
analytics. Moreover, future studies should evaluate
user acceptance, policy readiness, and economic
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feasibility of blockchain adoption in Pakistan’s
healthcare sector.

REFERENCES

Agbo, C. C., Mahmoud, Q. H., & Eklund, J. M.
(2019).  Blockchain  technology  in
healthcare: A systematic review. Healthcare,

7(2), 56.
Angraal, S., Krumholz, H. M., & Schulman, K. A.
(2017). Blockchain technology:

Applications in health care. Circulation:
Cardiovascular Quality and Outcomes, 10(9),
e003800.

Asif, R., Igbal, S., & Khan, M. A. (2023). Digital
health transformation and interoperability
challenges in Pakistan’s healthcare system.
International Journal of Medical Informatics,
173, 105004.

Esmaeilzadeh, P., Mirzaei, T., & Dulaimi, A.
(2020). Blockchain adoption in healthcare:
Opportunities and challenges. Journal of
Medical Systems, 44(11), 193.

Javaid, M., Haleem, A., Singh, R. P., & Suman, R.
(2021). Blockchain technology applications
for healthcare: A systematic review. Health
and Technology, 11(5), 1181-1199.

Khezr, S., Moniruzzaman, M., Yassine, A., &
Benlamri, R. (2020). Blockchain technology
in healthcare: A comprehensive review and
directions for future research. Applied
Sciences, 10(14), 4991.

Khan, M. A,, Rehman, A. U., & Ali, S. (2022).
Digital health systems in Pakistan: Current
challenges and future directions. Health
Policy and Technology, 11(4), 100671.

Kuo, T. T., Kim, H. E., & Ohno-Machado, L.
(2017). Blockchain distributed ledger
technologies for biomedical and health care
applications. Journal of the American Medical
Informatics Association, 24(6), 1211-1220.

Li, X., Jiang, P., Chen, T., Luo, X., & Wen, Q.
(2020). A survey on the security of
blockchain  systems. Future Generation

Computer Systems, 107, 841-853.

Liu, Y., Zhang, R., & Chen, J. (2022). Blockchain-
enabled secure healthcare data sharing:
Architecture and implementation. [EEE
Access, 10, 98765-98780.

Mettler, M. (2016). Blockchain technology in
healthcare: The revolution starts here.
Proceedings of the IEEE 18th International
Conference on e-Health Networking.

Nakamoto, S. (2008). Bitcoin: A peer-to-peer
electronic cash system.

Park, J. H., & Park, J. H. (2021). Blockchain-based
healthcare systems: A survey and future
directions. IEEE Internet of Things Journal,
8(10), 8350-8365.

Sharma, P. K., Moon, S. Y., & Park, J. H. (2022).
Blockchain-based secure healthcare systems
using smart contracts. Sensors, 22(3), 1156.

Singh, S., & Sharma, P. K. (2021). Blockchain in
healthcare: Architecture, applications and
challenges. Journal of Network and Computer
Applications, 150, 102491.

Wang, S., Ouyang, L., Yuan, Y., Ni, X., Han, X,,
& Wang, F. Y. (2019). Blockchain-enabled
smart  contracts:  Architecture  and
applications in healthcare. IEEE Access, 7,
101879-101891.

Zhang, P., White, ]., Schmidt, D. C., Lenz, G., &
Rosenbloom, S. T. (2018). FHIRChain:
Applying blockchain to securely and
scalably share clinical data. Computational
and Structural Biotechnology Journal, 16, 267-
278.

Zhang, Y., Xue, R., & Li, L. (2020). Security and
privacy in blockchain-based healthcare
systems: A systematic review. Journal of
Biomedical Informatics, 108, 103488.

Zhou, J., Li, X.,, & Chen, S. (2023). Hybrid
blockchain-cloud architecture for secure
healthcare data management.  Future
Internet, 15(2), 45.

Zhu, H., Zhou, Y., & Zhang, R. (2022). IoMT and
blockchain integration for smart healthcare
systems. [EEE Communications Surveys &
Tutorials, 24(4), 2200-2225.

https://thesesjournal.com

| Khan & Umer, 2026 |

Page 860


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

