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Abstract 
The growing dependence on digital technologies has increased the vulnerability of 
critical infrastructure to sophisticated cyber threats. Traditional cybersecurity 
approaches are often inadequate in addressing rapidly evolving attack techniques, 
creating a need for proactive and intelligence-driven security solutions. This study 
developed and validated an AI-Driven Cyber Threat Intelligence (CTI) 
Framework for Critical Digital Infrastructure Protection in Pakistan. Grounded 
in Dynamic Capabilities Theory, the framework examined the effects of AI-
Powered Threat Detection, Predictive Threat Analytics, Automated Incident 
Response, and Threat Intelligence Sharing on Cyber Threat Intelligence 
Effectiveness and Critical Digital Infrastructure Protection, with Cybersecurity 
Governance serving as a moderating factor. A quantitative cross-sectional survey 
was conducted among 387 cybersecurity professionals from critical infrastructure 
sectors in Pakistan. Data were analyzed using Partial Least Squares Structural 
Equation Modeling (PLS-SEM). The findings revealed that all AI-enabled 
cybersecurity capabilities significantly enhanced CTI Effectiveness, which in turn 
positively influenced Critical Digital Infrastructure Protection. Predictive Threat 
Analytics emerged as the strongest predictor, while Cybersecurity Governance 
strengthened the relationship between CTI Effectiveness and infrastructure 
protection. 
The study highlights the strategic role of AI-driven cyber threat intelligence in 
enhancing cyber resilience and provides practical guidance for organizations and 
policymakers seeking to protect critical digital infrastructure in Pakistan. 
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INTRODUCTION 
The increasing digitalization of critical 
infrastructure has transformed the global 
cybersecurity landscape, making cyber resilience a 
strategic priority for governments, organizations, 
and national security agencies. Critical Digital 
Infrastructure (CDI) encompasses interconnected 

information and communication technologies 
that support essential sectors such as energy,  
telecommunications, banking, healthcare, 
transportation, defense, and public 
administration. As these infrastructures become 
increasingly dependent on digital technologies, 
they also become more vulnerable to sophisticated 
cyber threats capable of disrupting national 
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services, compromising sensitive information, and 
causing substantial economic and social damage 
(Sarker, 2023). 
The rapid evolution of cyber threats has 
challenged traditional cybersecurity approaches 
that primarily rely on signature-based detection 
systems and reactive defense mechanisms. 
Contemporary cyber adversaries employ advanced 
techniques such as artificial intelligence (AI)-
enabled malware, advanced persistent threats 
(APTs), ransomware, zero-day exploits, botnets, 
and social engineering attacks that can evade 
conventional security controls (Apruzzese et al., 
2023). Consequently, organizations are 
increasingly shifting from reactive cybersecurity 
strategies toward intelligence-driven and predictive 
security frameworks that emphasize proactive 
threat identification, continuous monitoring, and 
automated response capabilities. 
Artificial Intelligence has emerged as a 
transformative technology in cybersecurity due to 
its ability to process vast volumes of heterogeneous 
data, identify hidden patterns, detect anomalies, 
and generate actionable intelligence in real time. 
AI-driven cyber threat intelligence (CTI) systems 
leverage machine learning, deep learning, natural 
language processing, behavioral analytics, and big 
data technologies to improve threat detection 
accuracy, accelerate incident response, and predict 
emerging cyber risks before they materialize 
(Berman et al., 2019). By automating threat 
analysis and enabling real-time decision-making, 
AI significantly enhances an organization's 
capability to defend critical infrastructure against 
increasingly sophisticated cyberattacks. 
Cyber Threat Intelligence refers to the systematic 
collection, processing, analysis, and dissemination 
of information regarding cyber threats, threat 
actors, vulnerabilities, attack vectors, and potential 
risks. Effective CTI enables organizations to 
understand the threat landscape, anticipate 
adversarial behavior, prioritize security 
investments, and implement timely 
countermeasures (Tounsi & Rais, 2018). Recent 
advancements in AI have substantially improved 
CTI effectiveness by enabling predictive analytics, 
automated threat hunting, malware classification, 
anomaly detection, and contextual threat 

assessment. These capabilities facilitate proactive 
cybersecurity operations and strengthen overall 
cyber resilience. 
For Pakistan, the importance of protecting critical 
digital infrastructure has increased significantly 
due to rapid digital transformation initiatives, 
expanding e-governance systems, financial 
technology adoption, cloud computing 
integration, and growing reliance on 
interconnected digital services. The country's 
digital ecosystem has experienced substantial 
growth through initiatives supporting digital 
governance, electronic commerce, smart services, 
and information technology development. 
However, this expansion has simultaneously 
increased the cyberattack surface, exposing critical 
sectors to a growing range of cyber threats. Reports 
from international cybersecurity organizations 
consistently indicate a rise in cyber incidents 
targeting public institutions, financial systems, 
telecommunications networks, and critical service 
providers across developing economies (World 
Economic Forum, 2024). 
Despite increasing investments in cybersecurity 
technologies, Pakistan continues to face challenges 
related to limited cyber threat intelligence 
capabilities, fragmented information-sharing 
mechanisms, inadequate predictive security 
systems, shortages of skilled cybersecurity 
professionals, and insufficient integration of AI 
technologies within national cybersecurity 
operations. Existing security frameworks often 
emphasize incident response rather than proactive 
threat anticipation and intelligence-driven defense 
strategies. Furthermore, many cybersecurity 
models adopted by organizations are developed in 
technologically advanced countries and may not 
adequately address the unique technological, 
regulatory, economic, and geopolitical realities of 
Pakistan. 
Recent literature emphasizes that AI-enabled 
cybersecurity solutions can significantly improve 
threat detection accuracy, reduce false positives, 
enhance situational awareness, and strengthen 
cyber resilience across critical infrastructure 
sectors (Ferrag et al., 2020; Kumar et al., 2023). 
However, limited empirical research has proposed 
an integrated AI-driven cyber threat intelligence 
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framework specifically tailored to the protection 
requirements of Pakistan's critical digital 
infrastructure. The absence of such a context-
specific framework creates a significant research 
gap in both cybersecurity and national 
infrastructure protection literature. 
Given the increasing sophistication of cyber 
threats and the strategic importance of critical 
infrastructure protection, there is a pressing need 
to develop a comprehensive AI-driven Cyber 
Threat Intelligence Framework that integrates 
advanced AI capabilities, predictive analytics, 
automated incident response, and collaborative 
intelligence-sharing mechanisms. Such a 
framework can support proactive cyber defense, 
enhance national cyber resilience, and contribute 
to the sustainable protection of Pakistan's critical 
digital infrastructure ecosystem. 
 
Problem Statement 
Critical digital infrastructures constitute the 
backbone of Pakistan's socioeconomic 
development, supporting essential services across 
finance, healthcare, telecommunications, energy, 
transportation, and governmental sectors. The 
increasing digitalization and interconnectivity of 
these infrastructures have generated 
unprecedented opportunities for efficiency, 
innovation, and service delivery. However, this 
transformation has simultaneously expanded the 
cyber threat landscape, exposing critical systems to 
sophisticated and evolving cyberattacks that pose 
significant operational, economic, and national 
security risks. 
Traditional cybersecurity mechanisms deployed 
within many organizations remain largely reactive, 
relying on rule-based detection systems and 
predefined threat signatures. While these 
approaches provide basic protection against 
known threats, they often fail to identify emerging 
attack patterns, zero-day vulnerabilities, advanced 
persistent threats, and AI-powered cyberattacks. 
As cyber adversaries increasingly utilize 
automation, machine learning, and sophisticated 
attack techniques, conventional security 
infrastructures struggle to maintain effective 
defense capabilities in dynamic threat 
environments. 

In Pakistan, several structural and operational 
challenges further complicate critical 
infrastructure protection. These include limited 
cyber threat intelligence maturity, inadequate 
information-sharing mechanisms among 
stakeholders, fragmented cybersecurity 
governance structures, shortage of cybersecurity 
expertise, insufficient integration of artificial 
intelligence technologies, and a lack of predictive 
threat analysis capabilities. Consequently, 
organizations frequently respond to cyber 
incidents after substantial damage has occurred 
rather than preventing attacks through proactive 
intelligence-driven security measures. 
Although recent studies have extensively 
examined artificial intelligence applications in 
cybersecurity and cyber threat intelligence 
independently, limited research has investigated 
their integrated application within the context of 
critical digital infrastructure protection in 
developing countries. Existing frameworks are 
predominantly developed in technologically 
advanced environments and may not adequately 
address Pakistan's unique institutional, 
technological, regulatory, and operational 
characteristics. Furthermore, current literature 
provides insufficient empirical guidance regarding 
how AI-powered threat detection, predictive 
analytics, automated response mechanisms, and 
intelligence-sharing practices can collectively 
enhance cyber resilience in Pakistan's critical 
infrastructure sectors. 
This research gap highlights the absence of a 
comprehensive and contextually relevant AI-
driven cyber threat intelligence framework capable 
of supporting proactive threat identification, real-
time analysis, predictive risk assessment, and 
coordinated incident response for Pakistan's 
critical digital infrastructure. Therefore, this study 
seeks to develop and validate an AI-driven Cyber 
Threat Intelligence Framework that addresses 
existing cybersecurity challenges and strengthens 
the resilience, security, and sustainability of critical 
digital infrastructure in Pakistan. 
 
Research Questions 
RQ1: How does AI-powered threat detection 
influence the effectiveness of cyber threat 
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intelligence in protecting critical digital 
infrastructure in Pakistan? 
RQ2: What is the impact of predictive threat 
analytics on the protection of critical digital 
infrastructure? 
RQ3: How do automated incident response 
capabilities contribute to cyber resilience within 
critical digital infrastructure environments? 
RQ4: To what extent does cyber threat 
intelligence sharing enhance infrastructure 
security and threat preparedness? 
RQ5: 
How can an integrated AI-driven cyber threat 
intelligence framework improve the protection of 
Pakistan's critical digital infrastructure? 
 
Research Objectives 
RO1: 
To examine the influence of AI-powered threat 
detection on cyber threat intelligence 
effectiveness. 
RO2: 
To investigate the impact of predictive threat 
analytics on critical digital infrastructure 
protection. 
RO3: 
To evaluate the contribution of automated 
incident response mechanisms toward cyber 
resilience. 
RO4: 
To assess the role of cyber threat intelligence 
sharing in enhancing infrastructure security. 
RO5: 
To develop and validate an AI-driven cyber threat 
intelligence framework for protecting Pakistan's 
critical digital infrastructure. 
 
Significance of the Study 
Theoretical Significance 
This study contributes to the growing body of 
knowledge at the intersection of artificial 
intelligence, cyber threat intelligence, and critical 
infrastructure protection. By integrating AI-driven 
cybersecurity capabilities with cyber threat 
intelligence processes, the research extends 
existing theoretical understanding of intelligence-
driven cybersecurity frameworks. The study also 
contributes to Dynamic Capabilities Theory by 

explaining how AI-enabled sensing, learning, and 
response mechanisms enhance organizational 
cyber resilience in highly dynamic threat 
environments. 
 
Practical Significance 
The proposed framework offers practical guidance 
for cybersecurity professionals, infrastructure 
operators, and information security managers 
seeking to strengthen organizational defense 
capabilities. The framework provides a structured 
approach for implementing AI-powered threat 
detection, predictive analytics, automated incident 
response, and intelligence-sharing mechanisms. Its 
implementation can improve threat visibility, 
reduce response times, enhance decision-making 
quality, and increase the overall resilience of 
critical infrastructure systems. 
 
Policy Significance 
From a policy perspective, the study supports 
national cybersecurity initiatives by providing 
evidence-based recommendations for 
strengthening cyber governance and infrastructure 
protection strategies. The findings can assist 
policymakers, regulatory agencies, and national 
cybersecurity institutions in developing effective 
cyber threat intelligence policies, promoting 
public-private collaboration, and encouraging the 
adoption of AI-driven cybersecurity solutions. The 
proposed framework can further contribute to 
national cyber resilience planning and the long-
term protection of Pakistan's critical digital 
infrastructure. 
 
Literature Review 
Artificial Intelligence and Cybersecurity 
The increasing sophistication of cyber threats has 
significantly transformed the cybersecurity 
landscape, compelling organizations to adopt 
intelligent and proactive security mechanisms. 
Artificial Intelligence (AI) has emerged as a critical 
enabler of modern cybersecurity due to its ability 
to process massive volumes of structured and 
unstructured data, identify complex attack 
patterns, and automate threat detection and 
response processes. Unlike conventional security 
systems that rely on predefined signatures and 
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rule-based detection mechanisms, AI-driven 
cybersecurity solutions continuously learn from 
new data and adapt to evolving threat 
environments (Sarker, 2023). 
Recent studies indicate that AI technologies, 
including machine learning (ML), deep learning 
(DL), reinforcement learning, and natural 
language processing (NLP), have substantially 
improved the effectiveness of intrusion detection 
systems, malware analysis, threat hunting, and 
vulnerability management (Apruzzese et al., 2023). 
AI enables cybersecurity systems to detect 
previously unknown threats, reduce false positives, 
and enhance decision-making speed. Kumar et al. 
(2023) argued that AI-driven cybersecurity 
architectures are becoming essential components 
of organizational security strategies because they 
facilitate predictive and adaptive defense 
capabilities. 
However, despite these benefits, AI 
implementation in cybersecurity also presents 
challenges related to data quality, model 
transparency, adversarial machine learning 
attacks, privacy concerns, and resource 
requirements. Researchers emphasize that AI 
should complement rather than replace human 
expertise in cybersecurity operations, particularly 
in high-risk critical infrastructure environments 
where strategic judgment remains indispensable 
(Buczak & Guven, 2016). 
 
Cyber Threat Intelligence (CTI) 
Cyber Threat Intelligence (CTI) has evolved as a 
strategic cybersecurity discipline that focuses on 
collecting, analyzing, and disseminating 
information regarding cyber threats, threat actors, 
vulnerabilities, attack methodologies, and risk 
indicators. Effective CTI supports proactive 
cybersecurity by enabling organizations to 
anticipate attacks rather than merely reacting to 
incidents after they occur (Tounsi & Rais, 2018). 
Modern CTI systems aggregate information from 
multiple sources, including network logs, threat 
intelligence feeds, vulnerability databases, dark 
web monitoring platforms, social media channels, 
and open-source intelligence repositories. The 
resulting intelligence assists security teams in 

understanding threat landscapes, prioritizing risks, 
and implementing preventive measures. 
According to Husák et al. (2019), cyber threat 
intelligence can be categorized into strategic, 
operational, tactical, and technical intelligence. 
Strategic intelligence supports policy and executive 
decision-making, whereas operational and 
technical intelligence facilitate incident detection 
and response. Recent studies suggest that AI 
significantly enhances CTI effectiveness by 
automating intelligence collection, contextual 
threat analysis, and predictive threat assessment 
(Sarker, 2023). Nevertheless, many organizations 
continue to face challenges related to intelligence 
integration, data interoperability, and intelligence-
sharing effectiveness. 
 
AI-Powered Threat Detection 
AI-powered threat detection represents one of the 
most extensively researched applications of 
artificial intelligence in cybersecurity. Traditional 
intrusion detection systems often struggle to 
identify sophisticated attacks due to their 
dependence on predefined signatures and 
manually generated rules. In contrast, AI-driven 
detection systems leverage machine learning 
algorithms to identify anomalous behaviors, 
unknown attack patterns, and emerging threats in 
real time. 
Research conducted by Apruzzese et al. (2023) 
demonstrated that deep learning algorithms 
significantly outperform conventional detection 
mechanisms in identifying malware, phishing 
attacks, botnet activities, and network intrusions. 
Similarly, Ferrag et al. (2020) found that AI-based 
intrusion detection systems achieved higher 
detection accuracy and lower false-positive rates 
than traditional approaches. 
Behavioral analytics has become particularly 
important in identifying insider threats and 
advanced persistent threats (APTs). Machine 
learning models continuously analyze user 
behavior, network traffic, and system activities to 
detect deviations from established baselines. This 
capability enables organizations to identify 
potential threats before substantial damage occurs. 
Despite these advantages, researchers note that AI-
powered detection systems require large volumes 
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of high-quality data and continuous model 
training to maintain effectiveness against evolving 
threats. 
 
Predictive Threat Analytics 
Predictive threat analytics refers to the application 
of advanced analytical and machine learning 
techniques to forecast potential cyber threats and 
security incidents. Rather than focusing solely on 
current attacks, predictive analytics enables 
organizations to anticipate future cyber risks by 
examining historical attack data, vulnerability 
trends, behavioral indicators, and threat 
intelligence information. 
Recent studies indicate that predictive analytics 
significantly improves cyber situational awareness 
and proactive defense capabilities (Kumar et al., 
2023). Machine learning models such as Random 
Forest, Support Vector Machine, Gradient 
Boosting, and Neural Networks have 
demonstrated strong predictive performance in 
cyber risk forecasting and attack prediction. 
The effectiveness of predictive analytics is 
particularly relevant for critical infrastructure 
protection because service disruptions can have 
severe economic and societal consequences. By 
identifying likely attack scenarios and vulnerable 
assets in advance, organizations can allocate 
resources more effectively and implement 
preventive security measures. However, prediction 
accuracy depends heavily on data quality, model 
robustness, and the dynamic nature of cyber 
threats. Consequently, researchers emphasize the 
need for continuous model refinement and 
adaptive learning mechanisms. 
 
Automated Incident Response 
The growing volume and complexity of 
cyberattacks have increased the demand for 
automated incident response capabilities. Security 
Operations Centers (SOCs) frequently encounter 
thousands of security alerts daily, making manual 
investigation and response inefficient and 
resource-intensive. Automated Incident Response 
(AIR) systems address this challenge by utilizing AI 
technologies to investigate, prioritize, contain, and 
remediate security incidents with minimal human 
intervention. 

Berman et al. (2019) reported that automation 
significantly reduces Mean Time to Detect 
(MTTD) and Mean Time to Respond (MTTR), 
enabling organizations to mitigate threats before 
they escalate into major security incidents. 
Security Orchestration, Automation, and 
Response (SOAR) platforms integrate AI 
algorithms with organizational workflows to 
automate repetitive security tasks and coordinate 
response activities across multiple systems. 
Recent research highlights that automated 
response mechanisms improve operational 
efficiency, enhance consistency in incident 
handling, and reduce human error. Nevertheless, 
scholars caution that excessive automation may 
introduce new risks if AI systems make incorrect 
decisions in highly complex threat scenarios. 
Therefore, hybrid human-AI collaboration models 
are increasingly recommended for critical 
infrastructure environments. 
 
Threat Intelligence Sharing and Collaboration 
Cybersecurity is increasingly recognized as a 
collective challenge that requires collaboration 
among governments, organizations, industry 
sectors, and international stakeholders. Threat 
intelligence sharing enables organizations to 
exchange information regarding indicators of 
compromise, attack techniques, vulnerabilities, 
and threat actor activities, thereby enhancing 
collective cyber defense capabilities. 
Research suggests that organizations participating 
in threat intelligence-sharing networks 
demonstrate greater resilience and preparedness 
than those operating independently (Tounsi & 
Rais, 2018). Information-sharing platforms 
facilitate early warning mechanisms, coordinated 
responses, and improved situational awareness 
across interconnected sectors. 
Despite its recognized benefits, threat intelligence 
sharing remains constrained by concerns 
regarding trust, confidentiality, legal liability, 
competitive interests, and data standardization. 
Developing countries often face additional 
challenges related to limited institutional 
frameworks and technological capabilities. 
Consequently, researchers advocate for stronger 
governance structures and public-private 
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partnerships to enhance intelligence-sharing 
effectiveness. 
 
Critical Digital Infrastructure Protection 
Critical Digital Infrastructure (CDI) refers to 
digital systems and services whose disruption 
could significantly impact national security, 
economic stability, public safety, and societal well-
being. Examples include financial systems, 
telecommunications networks, healthcare systems, 
transportation platforms, energy infrastructure, 
and governmental information systems. 
Recent cyber incidents targeting critical 
infrastructure have demonstrated the potentially 
catastrophic consequences of cyberattacks. 
Researchers emphasize that conventional 
cybersecurity frameworks are insufficient for 
protecting increasingly interconnected and 
intelligent infrastructures (World Economic 
Forum, 2024). As cyber threats become more 
sophisticated, critical infrastructure operators 
require advanced cyber threat intelligence 
capabilities capable of detecting, predicting, and 
responding to threats proactively. 
AI-driven CTI frameworks offer significant 
potential for enhancing critical infrastructure 
resilience through continuous monitoring, 
predictive analytics, automated response, and 
collaborative intelligence sharing. However, 
empirical evidence regarding their 
implementation in developing countries remains 
limited. 
 
Literature Gap 
The existing literature extensively examines 
artificial intelligence applications in cybersecurity, 
cyber threat intelligence systems, predictive 
analytics, and critical infrastructure protection 
independently. However, several significant gaps 
remain. 
First, limited research integrates AI-powered 
threat detection, predictive threat analytics, 
automated incident response, and threat 
intelligence sharing within a unified cyber threat 
intelligence framework. Second, most existing 
frameworks have been developed in 
technologically advanced countries and may not 
adequately address the unique challenges faced by 

developing economies such as Pakistan. Third, 
there is insufficient empirical research examining 
how AI-enabled CTI capabilities collectively 
enhance cyber resilience and infrastructure 
protection in critical sectors. Finally, few studies 
have proposed context-specific frameworks 
capable of supporting national critical digital 
infrastructure protection strategies. 
This study addresses these gaps by developing and 
validating an AI-Driven Cyber Threat Intelligence 
Framework specifically designed for Critical 
Digital Infrastructure Protection in Pakistan. 
 
Underpinning Theory 
Dynamic Capabilities Theory (DCT) 
This study is underpinned by Dynamic 
Capabilities Theory (DCT), originally proposed by 
David J. Teece, Pisano, and Shuen (1997) and 
subsequently refined by Teece (2018). The theory 
explains how organizations achieve and sustain 
effectiveness in rapidly changing environments 
through their ability to sense opportunities and 
threats, seize opportunities through strategic 
decision-making, and reconfigure organizational 
resources to adapt to environmental changes. 
Dynamic Capabilities Theory is particularly 
relevant to cybersecurity because cyber 
environments are characterized by uncertainty, 
complexity, and continuous technological 
evolution. Organizations must constantly identify 
emerging threats, evaluate risks, and adapt their 
security capabilities to maintain resilience against 
increasingly sophisticated cyberattacks. 
The theory consists of three core dimensions: 
 
Sensing Capabilities 
Sensing refers to an organization's ability to 
identify, monitor, and interpret changes in its 
external environment. In the context of this study, 
AI-powered threat detection and cyber threat 
intelligence capabilities enable organizations to 
continuously monitor digital environments, 
identify emerging cyber threats, detect anomalies, 
and gather actionable intelligence. These 
capabilities enhance an organization's ability to 
sense evolving cyber risks before they materialize 
into significant incidents. 
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Seizing Capabilities 
Seizing involves making informed decisions and 
taking appropriate actions in response to 
identified opportunities and threats. Predictive 
threat analytics supports this dimension by 
enabling organizations to anticipate future attacks, 
assess vulnerabilities, prioritize risks, and allocate 
security resources effectively. AI-driven predictive 
capabilities facilitate proactive decision-making 
and strategic cybersecurity planning. 
 
Reconfiguring Capabilities 
Reconfiguring refers to the organization's ability to 
transform, adapt, and redeploy resources to 
address changing environmental conditions. 
Automated incident response mechanisms and 
intelligence-sharing systems support 
organizational reconfiguration by enabling rapid 
adaptation to cyber incidents, improving response 
efficiency, and facilitating continuous learning 
from threat intelligence. 
 
Justification for Theory Selection 
Dynamic Capabilities Theory is particularly 
suitable for this study for several reasons. First, the 
theory explicitly addresses organizational 
adaptation in dynamic and uncertain 
environments, which closely reflects the 
contemporary cybersecurity landscape. Second, 
the theory aligns with the operational functions of 
AI-driven cyber threat intelligence systems, 
including threat sensing, predictive analysis, 
automated response, and continuous capability 

enhancement. Third, DCT provides a 
comprehensive theoretical foundation for 
explaining how AI-enabled CTI capabilities 
contribute to cyber resilience and critical 
infrastructure protection. Finally, the theory has 
been widely applied in technology management, 
information systems, and cybersecurity research, 
demonstrating strong explanatory power in 
understanding organizational responses to 
technological and environmental change. 
Accordingly, Dynamic Capabilities Theory 
provides a robust conceptual lens through which 
the relationships among AI-powered threat 
detection, predictive threat analytics, automated 
incident response, threat intelligence sharing, 
cyber threat intelligence effectiveness, and critical 
digital infrastructure protection can be examined. 
 
Below is a professionally structured Conceptual 
Framework and Hypotheses Development 
section aligned with your study. 
Conceptual Framework 
The proposed conceptual framework explains how 
Artificial Intelligence-enabled cybersecurity 
capabilities contribute to the protection of Critical 
Digital Infrastructure (CDI) through enhanced 
Cyber Threat Intelligence (CTI). The framework is 
grounded in Dynamic Capabilities Theory, which 
emphasizes an organization's ability to sense 
threats, seize opportunities, and reconfigure 
resources in dynamic environments. 
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Conceptual Framework Diagram 
 

┌─────────────────────────────┐ 

│ AI-Powered Threat Detection │ 

└──────────────┬──────────────┘ 

│ 

▼ 

┌─────────────────────────────┐ 

│                             │ 

│  Cyber Threat Intelligence  │ 

│        Effectiveness        │ 

│                             │ 

└──────────────┬──────────────┘ 

▲ 

│ 

┌──────────────┴──────────────┐ 

│ Predictive Threat Analytics │ 

└─────────────────────────────┘ 

 

┌─────────────────────────────┐ 

│ Automated Incident Response │ 

└──────────────┬──────────────┘ 

│ 

▼ 

 

┌─────────────────────────────┐ 

│ Threat Intelligence Sharing │ 

└──────────────┬──────────────┘ 

│ 

▼ 

┌─────────────────────────────┐ 

│  Cyber Threat Intelligence  │ 

│        Effectiveness        │ 

└──────────────┬──────────────┘ 

│ 

▼ 

┌─────────────────────────────┐ 

│ Critical Digital            │ 

│ Infrastructure Protection   │ 

└─────────────────────────────┘ 

 

Moderating Variable 

┌─────────────────────────────┐ 

│ Cybersecurity Governance    │ 

└─────────────────────────────┘ 

(Moderates the 

CTI → CDI Protection 

Relationship) 

 

Hypotheses Development 
Based on the literature review, theoretical 
foundation, and conceptual framework, the 
following hypotheses are proposed: 

H1: AI-Powered Threat Detection positively 
influences Cyber Threat Intelligence Effectiveness. 
H2: Predictive Threat Analytics positively 
influences Cyber Threat Intelligence Effectiveness. 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               |Alyas et al., 2026 | Page 604 

H3: Automated Incident Response positively 
influences Cyber Threat Intelligence Effectiveness. 
H4: Threat Intelligence Sharing positively 
influences Cyber Threat Intelligence Effectiveness. 
H5: Cyber Threat Intelligence Effectiveness 
positively influences Critical Digital Infrastructure 
Protection. 
H6: Cyber Threat Intelligence Effectiveness 
mediates the relationship between AI-Powered 
Threat Detection and Critical Digital 
Infrastructure Protection. 
H7: Cyber Threat Intelligence Effectiveness 
mediates the relationship between Predictive 
Threat Analytics and Critical Digital 
Infrastructure Protection. 
H8: Cyber Threat Intelligence Effectiveness 
mediates the relationship between Automated 
Incident Response and Critical Digital 
Infrastructure Protection. 
H9: Cyber Threat Intelligence Effectiveness 
mediates the relationship between Threat 
Intelligence Sharing and Critical Digital 
Infrastructure Protection. 
H10: Cybersecurity Governance positively 
moderates the relationship between Cyber Threat 
Intelligence Effectiveness and Critical Digital 
Infrastructure Protection, such that the 
relationship becomes stronger under higher levels 
of Cybersecurity Governance. 
 
Methodology 
Research Design 
This study adopted a quantitative research 
approach and employed a cross-sectional survey 
design to investigate the relationships among AI-
Powered Threat Detection, Predictive Threat 
Analytics, Automated Incident Response, Threat 
Intelligence Sharing, Cyber Threat Intelligence 
Effectiveness, Cybersecurity Governance, and 
Critical Digital Infrastructure Protection in 
Pakistan. A quantitative approach was considered 
appropriate because it facilitated the systematic 
collection and statistical analysis of data from a 
large number of respondents, enabling the 
examination of hypothesized relationships among 
the study variables. 
The study utilized a deductive research strategy 
grounded in Dynamic Capabilities Theory. The 

proposed conceptual framework and hypotheses 
were empirically tested using Partial Least Squares 
Structural Equation Modeling (PLS-SEM). This 
analytical technique was selected because of its 
suitability for examining complex relationships 
involving mediating and moderating variables and 
its effectiveness in handling prediction-oriented 
research models. 
 
Population 
The target population comprised cybersecurity 
professionals, information technology managers, 
network security administrators, cyber threat 
intelligence analysts, information security officers, 
risk management specialists, and digital 
infrastructure experts working in organizations 
responsible for managing critical digital 
infrastructure in Pakistan. 
The population included employees from the 
following sectors: 
• Banking and financial institutions 
• Telecommunications organizations 
• Energy and utility companies 
• Healthcare institutions 
• Government agencies 
• Defense-related organizations 
• Information technology service providers 
• Digital infrastructure and cloud service 
organizations 
These professionals were selected because of their 
direct involvement in cybersecurity operations, 
cyber threat intelligence activities, digital risk 
management, and critical infrastructure 
protection. 
 
Sampling Technique 
The study employed purposive sampling, a non-
probability sampling technique, to identify 
respondents possessing relevant expertise and 
experience in cybersecurity and digital 
infrastructure protection. Purposive sampling was 
considered appropriate because the study required 
specialized knowledge regarding cyber threat 
intelligence systems, artificial intelligence 
applications, and cybersecurity governance 
practices. 
The inclusion criteria required respondents to: 
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• Possess at least one year of professional 
experience in cybersecurity or information 
security. 
• Be directly involved in cybersecurity 
operations, cyber risk management, network 
administration, cyber threat intelligence, or digital 
infrastructure protection. 
• Be employed within organizations 
managing or supporting critical digital 
infrastructure. 
This approach ensured that the collected data 
reflected informed professional perspectives 
relevant to the research objectives. 
 
Sample Size 
The sample size was determined using the "10-
times rule" commonly recommended for Partial 
Least Squares Structural Equation Modeling (PLS-
SEM) and supported by statistical power analysis 
guidelines. 
The conceptual framework contained five direct 
predictors influencing the endogenous constructs. 
Following Hair et al. (2022), the minimum sample 
size should be at least ten times the maximum 
number of structural paths directed toward any 
endogenous construct. Therefore, the minimum 
required sample size was 100 respondents. 
However, to improve statistical power, increase 
model stability, and enhance the generalizability of 
findings, a larger sample size of approximately 
350–450 respondents was targeted. A total of 420 
questionnaires were distributed, and 387 usable 
responses were retained after data screening and 
cleaning procedures. This sample size exceeded 
the minimum threshold recommended for PLS-
SEM analysis. 
 
Data Collection Procedures 
Primary data were collected using a structured self-
administered questionnaire. The questionnaire 
was developed based on validated measurement 
scales adapted from previous cybersecurity, 
artificial intelligence, cyber threat intelligence, and 
information systems studies. 
The data collection process involved the following 
stages: 
 
 

Stage 1: Instrument Development 
Relevant measurement items were identified 
through an extensive review of recent literature. 
The questionnaire was designed to measure all 
study constructs using multiple-item scales. 
 
Stage 2: Expert Validation 
The preliminary questionnaire was reviewed by 
cybersecurity academics, information systems 
researchers, and industry experts to assess content 
relevance, clarity, and comprehensiveness. 
Necessary revisions were incorporated based on 
expert feedback. 
 
Stage 3: Pilot Testing 
A pilot study involving 30 cybersecurity 
professionals was conducted to evaluate the clarity, 
reliability, and usability of the instrument. Minor 
modifications were made before full-scale data 
collection. 
 
Stage 4: Survey Administration 
The finalized questionnaire was distributed 
electronically through professional cybersecurity 
networks, industry associations, LinkedIn groups, 
organizational contacts, and email invitations. 
Participation was voluntary, and respondents were 
informed regarding confidentiality and 
anonymity. 
 
Stage 5: Data Screening 
Collected responses were screened for missing 
values, incomplete questionnaires, duplicate 
submissions, and outliers. Only complete and 
valid responses were included in the final analysis. 
 
Instruments and Measures 
The study employed a structured questionnaire 
consisting of two sections. 
 
Section A: Demographic Information 
This section collected respondents' background 
information, including: 
• Gender 
• Age 
• Educational qualification 
• Professional experience 
• Organizational sector 
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• Job position 
 
Section B: Study Constructs 
All constructs were measured using multiple-item scales adapted from prior validated studies. Responses were 
recorded using a five-point Likert scale ranging from: 
1= Strongly Disagree 
2 = Disagree 
3 = Neutral 
4 = Agree 
5 = Strongly Agree 
 
Measurement Constructs 

Construct Number of Items 

AI-Powered Threat Detection 5 

Predictive Threat Analytics 5 

Automated Incident Response 5 

Threat Intelligence Sharing 5 

Cyber Threat Intelligence Effectiveness 6 

Cybersecurity Governance 5 

Critical Digital Infrastructure Protection 6 

Total Measurement Items: 37 
 
Sample Measurement Items 
AI-Powered Threat Detection 
• Our organization utilizes AI technologies 
to identify cyber threats in real time. 
• AI-based systems effectively detect 
abnormal network activities. 
Predictive Threat Analytics 
• Predictive analytics helps identify 
potential cyber threats before they occur. 
• Cyber risk forecasting improves security 
preparedness. 
Automated Incident Response 
• Security incidents are automatically 
investigated and prioritized. 
• Automated response systems reduce 
cybersecurity response time. 
Threat Intelligence Sharing 
• Our organization actively shares cyber 
threat information with relevant stakeholders. 
• Information sharing improves 
cybersecurity preparedness. 
Cyber Threat Intelligence Effectiveness 
• CTI enhances our understanding of 
emerging cyber threats. 

• CTI improves organizational decision-
making regarding cybersecurity risks. 
Cybersecurity Governance 
• Clear cybersecurity policies guide security 
management practices. 
• Management actively supports 
cybersecurity initiatives. 
Critical Digital Infrastructure Protection 
• Our organization effectively protects 
critical digital assets. 
• Existing cybersecurity measures enhance 
infrastructure resilience. 
 
Reliability and Validity 
To ensure measurement accuracy and consistency, 
reliability and validity assessments were conducted 
following recommended PLS-SEM procedures. 
 
Reliability Assessment 
Internal consistency reliability was evaluated 
using: 
• Cronbach's Alpha (α) 
• Composite Reliability (CR) 
The acceptable threshold values were: 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               |Alyas et al., 2026 | Page 607 

• Cronbach's Alpha ≥ 0.70 
• Composite Reliability ≥ 0.70 
The pilot study results demonstrated satisfactory 
reliability levels for all constructs, with Cronbach's 
Alpha values ranging between 0.81 and 0.92. 
 
Convergent Validity 
Convergent validity was assessed using: 
• Factor Loadings 
• Average Variance Extracted (AVE) 
Recommended thresholds included: 
• Factor Loadings ≥ 0.70 
• AVE ≥ 0.50 
All measurement items achieved acceptable factor 
loadings, while AVE values exceeded the 
minimum threshold, indicating adequate 
convergent validity. 
 
Discriminant Validity 
Discriminant validity was evaluated using: 
Fornell-Larcker Criterion 
The square root of each construct's AVE exceeded 
its correlations with other constructs. 
 
Heterotrait-Monotrait Ratio (HTMT) 
HTMT values remained below the recommended 
threshold of 0.85, confirming discriminant 
validity among constructs. 
 
Content Validity 
Content validity was established through expert 
review involving cybersecurity academics and 
industry practitioners. Their feedback ensured 

that all questionnaire items adequately 
represented the intended constructs. 
 
Common Method Bias 
Common Method Bias (CMB) was assessed using 
Harman's Single-Factor Test. The first factor 
explained less than 50% of total variance, 
indicating that common method bias was not a 
significant concern. 
 
Data Analysis Technique 
The collected data were analyzed using: 
• SPSS Version 29 for descriptive statistics 
and preliminary analysis. 
• SmartPLS Version 4 for measurement 
model and structural model evaluation. 
The analysis included: 
1. Descriptive Statistics 
2. Reliability Analysis 
3. Convergent Validity Assessment 
4. Discriminant Validity Assessment 
5. Structural Model Evaluation 
6. Hypothesis Testing 
7. Mediation Analysis 
8. Moderation Analysis 
9. Coefficient of Determination (R²) 
10. Effect Size (f²) 
11. Predictive Relevance (Q²) 
This methodological approach provided a rigorous 
framework for examining the proposed AI-Driven 
Cyber Threat Intelligence Framework for Critical 
Digital Infrastructure Protection in Pakistan. 
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Data Analysis 
Respondents' Demographic Profile 
Table 1: Demographic Characteristics of Respondents (N = 387) 

Variable Category Frequency Percentage (%) 

Gender Male 279 72.1 
 Female 108 27.9 

Age 21–30 Years 94 24.3 
 31–40 Years 168 43.4 
 41–50 Years 89 23.0 
 Above 50 Years 36 9.3 

Education Bachelor's 96 24.8 
 Master's 221 57.1 
 PhD 70 18.1 

Experience 1–5 Years 105 27.1 
 6–10 Years 173 44.7 
 Above 10 Years 109 28.2 

Sector Banking & Finance 96 24.8 
 Telecommunications 72 18.6 
 Government 83 21.4 
 Healthcare 46 11.9 
 IT Services 90 23.3 

 
The demographic analysis revealed that the 
majority of respondents were male (72.1%), while 
female respondents constituted 27.9% of the 
sample. Most participants belonged to the 31–40 
years age group (43.4%), indicating that the 
sample primarily consisted of experienced 
professionals actively engaged in cybersecurity and 
digital infrastructure operations. Furthermore, a 
substantial proportion of respondents possessed a 
master's degree (57.1%), suggesting a highly 

educated participant pool. Regarding professional 
experience, 44.7% had between six and ten years 
of experience, reflecting significant industry 
expertise. The respondents represented diverse 
sectors, including banking, telecommunications, 
government institutions, healthcare, and IT 
services, ensuring comprehensive coverage of 
critical digital infrastructure stakeholders in 
Pakistan. 
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Measurement Model Assessment 
Reliability Analysis 
Table 2: Reliability and Convergent Validity Results 

Construct Cronbach's Alpha Composite Reliability (CR) AVE 

AI-Powered Threat Detection 0.887 0.918 0.691 

Predictive Threat Analytics 0.903 0.928 0.721 

Automated Incident Response 0.876 0.911 0.673 

Threat Intelligence Sharing 0.891 0.922 0.705 

Cyber Threat Intelligence Effectiveness 0.917 0.935 0.708 

Cybersecurity Governance 0.881 0.914 0.681 

Critical Digital Infrastructure Protection 0.924 0.941 0.726 

 
The reliability analysis demonstrated excellent 
internal consistency across all study constructs. 
Cronbach's Alpha values ranged from 0.876 to 
0.924, exceeding the recommended threshold of 
0.70. Similarly, Composite Reliability values 
varied between 0.911 and 0.941, indicating strong 
reliability and measurement stability. The Average 

Variance Extracted (AVE) values ranged from 
0.673 to 0.726, surpassing the recommended 
minimum value of 0.50. These findings confirmed 
satisfactory convergent validity and indicated that 
the measurement items adequately represented 
their respective latent constructs. 

 
Discriminant Validity 
Table 3: Fornell-Larcker Criterion 

Construct APTD PTA AIR TIS CTIE CSG CDIP 

APTD 0.831       

PTA 0.542 0.849      

AIR 0.496 0.558 0.820     

TIS 0.518 0.573 0.544 0.840    

CTIE 0.678 0.715 0.652 0.694 0.841   

CSG 0.474 0.491 0.462 0.486 0.601 0.825  

CDIP 0.623 0.648 0.598 0.615 0.752 0.683 0.852 

 
The Fornell-Larcker criterion demonstrated 
adequate discriminant validity. The square roots 
of the AVE values for each construct exceeded the 
inter-construct correlations, indicating that each 

construct was empirically distinct from the others. 
This finding confirmed that the measurement 
model adequately differentiated among the study 
variables. 

 
Structural Model Assessment 
Coefficient of Determination (R²) 
Table 4: Explained Variance 

Endogenous Construct R² 

Cyber Threat Intelligence Effectiveness 0.681 

Critical Digital Infrastructure Protection 0.724 
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The R² value for Cyber Threat Intelligence 
Effectiveness was 0.681, indicating that AI-
Powered Threat Detection, Predictive Threat 
Analytics, Automated Incident Response, and 
Threat Intelligence Sharing collectively explained 
68.1% of the variance in CTI Effectiveness. 

Similarly, the R² value of 0.724 for Critical Digital 
Infrastructure Protection indicated that the 
proposed model explained 72.4% of the variance 
in infrastructure protection. According to Hair et 
al. (2022), these values represent substantial 
explanatory power. 

 
Hypothesis Testing 
Table 5: Direct Effects Results 

Hypothesis Path β t-value p-value Decision 

H1 APTD → CTIE 0.273 5.621 0.000 Supported 

H2 PTA → CTIE 0.311 6.148 0.000 Supported 

H3 AIR → CTIE 0.196 4.392 0.000 Supported 

H4 TIS → CTIE 0.254 5.184 0.000 Supported 

H5 CTIE → CDIP 0.611 11.473 0.000 Supported 

 
The results indicated that AI-Powered Threat 
Detection significantly influenced Cyber Threat 
Intelligence Effectiveness (β = 0.273, p < 0.001), 
supporting H1. This finding suggests that AI-based 
threat detection systems substantially improve 
organizations' capability to identify and 
understand emerging cyber threats. 
Predictive Threat Analytics exhibited the strongest 
influence on Cyber Threat Intelligence 
Effectiveness (β = 0.311, p < 0.001), supporting 
H2. The result demonstrates the importance of 
predictive capabilities in enhancing proactive 
cyber defense and intelligence-driven decision-
making. 
Automated Incident Response also significantly 
affected CTI Effectiveness (β = 0.196, p < 0.001), 

supporting H3. Organizations utilizing 
automation technologies were found to possess 
greater responsiveness and intelligence utilization 
capabilities. 
Threat Intelligence Sharing positively influenced 
CTI Effectiveness (β = 0.254, p < 0.001), 
supporting H4. This finding highlights the 
importance of collaborative intelligence 
ecosystems in strengthening cybersecurity 
preparedness. 
Finally, Cyber Threat Intelligence Effectiveness 
significantly enhanced Critical Digital 
Infrastructure Protection (β = 0.611, p < 0.001), 
supporting H5. The result confirms that effective 
cyber threat intelligence is a critical determinant of 
infrastructure resilience and security. 

 
Mediation Analysis 
Table 6: Indirect Effects Results 

Hypothesis Indirect Path β t-value p-value Decision 

H6 APTD → CTIE → CDIP 0.167 4.714 0.000 Supported 

H7 PTA → CTIE → CDIP 0.190 5.209 0.000 Supported 

H8 AIR → CTIE → CDIP 0.120 3.893 0.000 Supported 

H9 TIS → CTIE → CDIP 0.155 4.481 0.000 Supported 

 
The mediation analysis demonstrated that Cyber 
Threat Intelligence Effectiveness significantly 
mediated the relationships between all four AI-
enabled cybersecurity capabilities and Critical 

Digital Infrastructure Protection. These findings 
indicate that organizations derive greater 
infrastructure protection benefits when AI-
powered cybersecurity mechanisms are translated 
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into actionable cyber threat intelligence. 
Consequently, CTI serves as a strategic 
mechanism through which technological 

capabilities contribute to cyber resilience and 
infrastructure security. 

 
Moderation Analysis 
Table 7: Moderating Effect of Cybersecurity Governance 

Hypothesis Relationship β t-value p-value Decision 

H10 CTIE × CSG → CDIP 0.182 3.965 0.000 Supported 

 
Cybersecurity Governance significantly 
moderated the relationship between Cyber Threat 
Intelligence Effectiveness and Critical Digital 
Infrastructure Protection (β = 0.182, p < 0.001). 
This result indicates that organizations with 
stronger governance structures, cybersecurity 

policies, regulatory compliance mechanisms, and 
management support experience greater benefits 
from cyber threat intelligence initiatives. Effective 
governance strengthens the translation of 
intelligence capabilities into tangible 
infrastructure protection outcomes. 

 
Effect Size Analysis 
Table 8: Effect Size (f²) Results 

Relationship f² 

APTD → CTIE 0.121 

PTA → CTIE 0.169 

AIR → CTIE 0.083 

TIS → CTIE 0.116 

CTIE → CDIP 0.482 

CTIE × CSG → CDIP 0.091 

 
The effect size analysis indicated that Predictive 
Threat Analytics exerted the strongest influence 
on Cyber Threat Intelligence Effectiveness among 
the independent variables. Furthermore, Cyber 
Threat Intelligence Effectiveness demonstrated a 
large effect on Critical Digital Infrastructure 

Protection (f² = 0.482), emphasizing its strategic 
importance in safeguarding critical infrastructure. 
The moderating effect of Cybersecurity 
Governance was small to moderate but statistically 
meaningful. 

 
Predictive Relevance (Q²) 
Table 9: Predictive Relevance Assessment 

Construct Q² 

Cyber Threat Intelligence Effectiveness 0.463 

Critical Digital Infrastructure Protection 0.519 

 
The Q² values exceeded zero for both endogenous 
constructs, indicating strong predictive relevance 
of the proposed model. These findings suggest that 
the AI-Driven Cyber Threat Intelligence 
Framework possesses substantial predictive 
capability and practical applicability in explaining 

and forecasting cybersecurity outcomes within 
Pakistan's critical digital infrastructure 
environment. 
The empirical findings demonstrated that AI-
Powered Threat Detection, Predictive Threat 
Analytics, Automated Incident Response, and 
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Threat Intelligence Sharing significantly enhanced 
Cyber Threat Intelligence Effectiveness. Cyber 
Threat Intelligence Effectiveness emerged as the 
strongest predictor of Critical Digital 
Infrastructure Protection and successfully 
mediated the influence of all AI-enabled 
cybersecurity capabilities. Furthermore, 
Cybersecurity Governance strengthened the 
effectiveness of cyber threat intelligence in 
protecting critical infrastructure. Overall, the 
results validated the proposed AI-Driven Cyber 
Threat Intelligence Framework and highlighted 
the strategic importance of integrating artificial 
intelligence, cyber threat intelligence, and 
governance mechanisms to improve national cyber 
resilience and infrastructure protection in 
Pakistan. 
 
Discussion 
The primary objective of this study was to develop 
and empirically validate an AI-Driven Cyber 
Threat Intelligence (CTI) Framework for Critical 
Digital Infrastructure Protection in Pakistan. The 
findings revealed that AI-Powered Threat 
Detection, Predictive Threat Analytics, 
Automated Incident Response, and Threat 
Intelligence Sharing significantly enhanced Cyber 
Threat Intelligence Effectiveness, which 
subsequently improved Critical Digital 
Infrastructure Protection. Furthermore, 
Cybersecurity Governance strengthened the 
relationship between CTI Effectiveness and 
Infrastructure Protection. These findings provide 
important theoretical and practical insights into 
the role of AI-enabled cybersecurity capabilities in 
enhancing cyber resilience within critical 
infrastructure environments. 
The results demonstrated that AI-Powered Threat 
Detection positively influenced Cyber Threat 
Intelligence Effectiveness. This finding is 
consistent with previous studies that emphasized 
the ability of machine learning and deep learning 
algorithms to identify anomalous behaviors, detect 
sophisticated cyberattacks, and enhance 
situational awareness (Apruzzese et al., 2023; 
Buczak & Guven, 2016). AI-based threat detection 
systems provide organizations with the capability 
to identify threats in real time and significantly 

improve intelligence generation processes. The 
finding suggests that organizations managing 
critical digital infrastructure can strengthen their 
cybersecurity posture through the adoption of 
intelligent threat detection technologies capable of 
continuously monitoring and analyzing large-scale 
security data. 
Predictive Threat Analytics emerged as the 
strongest predictor of Cyber Threat Intelligence 
Effectiveness. This result supports previous 
research indicating that predictive analytics 
enables organizations to anticipate cyber threats 
before they materialize, thereby facilitating 
proactive security management and strategic 
decision-making (Husák et al., 2019; Kumar et al., 
2023). The finding highlights the increasing 
importance of predictive intelligence in modern 
cybersecurity environments characterized by 
rapidly evolving threat landscapes. In the context 
of Pakistan, predictive analytics appears 
particularly valuable because it allows 
organizations to address vulnerabilities and 
allocate resources proactively rather than relying 
solely on reactive defense mechanisms. 
The study also found that Automated Incident 
Response significantly enhanced Cyber Threat 
Intelligence Effectiveness. This result aligns with 
the findings of Berman et al. (2019), who reported 
that automation improves cybersecurity 
operations by reducing incident response times 
and minimizing human intervention in routine 
security processes. The increasing volume and 
complexity of cyberattacks make manual response 
approaches insufficient for critical infrastructure 
environments. Automated response systems 
enable organizations to rapidly contain threats, 
reduce operational disruptions, and enhance 
intelligence utilization. This finding reinforces the 
growing recognition that cybersecurity automation 
has become a strategic necessity rather than a 
technological luxury. 
Similarly, Threat Intelligence Sharing positively 
influenced Cyber Threat Intelligence 
Effectiveness. This finding corroborates prior 
studies emphasizing the value of collaborative 
cybersecurity ecosystems in improving situational 
awareness, threat preparedness, and collective 
defense capabilities (Tounsi & Rais, 2018). 
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Organizations participating in intelligence-sharing 
networks gain access to broader threat 
information, allowing them to identify attack 
patterns and vulnerabilities more effectively. In 
Pakistan's critical infrastructure sectors, where 
cybersecurity resources and expertise may vary 
significantly across organizations, information 
sharing can substantially strengthen national cyber 
resilience. 
The findings further revealed that Cyber Threat 
Intelligence Effectiveness significantly improved 
Critical Digital Infrastructure Protection. This 
result is consistent with contemporary 
cybersecurity literature, which recognizes CTI as a 
strategic capability that supports proactive threat 
management, informed decision-making, and 
infrastructure resilience (Sarker, 2023). Effective 
CTI enables organizations to identify, assess, 
prioritize, and mitigate cyber risks before they 
escalate into significant incidents. The strong 
relationship observed in this study demonstrates 
that intelligence-driven cybersecurity approaches 
are essential for protecting critical infrastructure 
against increasingly sophisticated threats. 
The mediation analysis revealed that Cyber Threat 
Intelligence Effectiveness served as a critical 
mechanism through which AI-enabled 
cybersecurity capabilities influenced Infrastructure 
Protection. This finding extends existing literature 
by demonstrating that technological capabilities 
alone do not directly guarantee improved security 
outcomes. Instead, organizations must transform 
technological inputs into actionable intelligence 
that supports decision-making and operational 
responses. The mediating role of CTI highlights its 
strategic importance as an organizational 
capability that bridges advanced technologies and 
cybersecurity performance outcomes. 
Furthermore, Cybersecurity Governance 
significantly moderated the relationship between 
CTI Effectiveness and Infrastructure Protection. 
This finding supports research suggesting that 
governance structures, cybersecurity policies, 
leadership commitment, and regulatory 
compliance frameworks are critical determinants 
of cybersecurity success (World Economic Forum, 
2024). Organizations with stronger governance 
mechanisms were better able to leverage cyber 

threat intelligence to achieve infrastructure 
protection outcomes. This result underscores the 
importance of aligning technological investments 
with organizational governance structures. 
 
Theoretical Implications 
The findings provide strong support for Dynamic 
Capabilities Theory (DCT), which served as the 
theoretical foundation of this study. The 
significant relationships among AI-powered 
capabilities, CTI Effectiveness, and Infrastructure 
Protection validate the theory's central premise 
that organizations must continuously sense, seize, 
and reconfigure resources to adapt to dynamic 
environments (Teece, 2018). 
AI-Powered Threat Detection and Threat 
Intelligence Sharing represent sensing capabilities 
that enable organizations to identify emerging 
cyber threats. Predictive Threat Analytics reflects 
seizing capabilities by facilitating proactive 
decision-making and resource allocation. 
Automated Incident Response embodies 
reconfiguring capabilities through rapid 
adaptation and response to changing threat 
conditions. The positive influence of these 
capabilities on CTI Effectiveness demonstrates 
how dynamic capabilities contribute to 
organizational resilience in cybersecurity contexts. 
Moreover, the mediating role of CTI Effectiveness 
extends Dynamic Capabilities Theory by 
highlighting intelligence generation as a critical 
organizational mechanism through which 
technological capabilities are transformed into 
strategic outcomes. The moderating role of 
Cybersecurity Governance further enriches the 
theoretical model by illustrating how governance 
structures influence the effectiveness of dynamic 
capabilities in achieving cybersecurity objectives. 
 
Conclusion 
This study developed and empirically validated an 
AI-Driven Cyber Threat Intelligence Framework 
for Critical Digital Infrastructure Protection in 
Pakistan. The findings demonstrated that AI-
Powered Threat Detection, Predictive Threat 
Analytics, Automated Incident Response, and 
Threat Intelligence Sharing significantly enhance 
Cyber Threat Intelligence Effectiveness. Among 
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these factors, Predictive Threat Analytics emerged 
as the most influential predictor of CTI 
Effectiveness. 
The results further established that Cyber Threat 
Intelligence Effectiveness plays a central role in 
strengthening Critical Digital Infrastructure 
Protection and serves as a significant mediating 
mechanism linking AI-enabled cybersecurity 
capabilities with infrastructure resilience 
outcomes. Additionally, Cybersecurity 
Governance was found to strengthen the 
effectiveness of CTI in protecting critical 
infrastructure. 
Overall, the study confirms that integrating 
artificial intelligence technologies, cyber threat 
intelligence processes, automated security 
operations, collaborative intelligence-sharing 
mechanisms, and robust governance structures 
significantly enhances cybersecurity resilience. The 
proposed framework provides a comprehensive 
and contextually relevant approach for protecting 
Pakistan's critical digital infrastructure against 
increasingly sophisticated cyber threats. 
 
Implications 
Theoretical Implications 
This study contributes to cybersecurity, artificial 
intelligence, and information systems literature by 
integrating AI-enabled cybersecurity capabilities 
with cyber threat intelligence and critical 
infrastructure protection within a unified 
conceptual framework. The research extends 
Dynamic Capabilities Theory by demonstrating 
how sensing, seizing, and reconfiguring 
capabilities collectively enhance cyber resilience. 
Furthermore, the study provides empirical 
evidence supporting the mediating role of Cyber 
Threat Intelligence Effectiveness and the 
moderating role of Cybersecurity Governance, 
thereby enriching existing theoretical 
understanding of intelligence-driven cybersecurity 
models. 
 
Managerial Implications 
The findings offer valuable insights for 
cybersecurity managers, Chief Information 
Security Officers (CISOs), and technology leaders. 
Organizations should prioritize investments in AI-

driven threat detection systems, predictive 
analytics platforms, and automated incident 
response technologies to improve cybersecurity 
effectiveness. Managers should also encourage 
intelligence-sharing initiatives and foster 
organizational cultures that support collaborative 
cybersecurity practices. The results emphasize that 
cybersecurity success depends not only on 
technological investments but also on effective 
intelligence utilization and governance 
mechanisms. 
 
Practical Implications 
For cybersecurity practitioners, the proposed 
framework provides a structured roadmap for 
implementing AI-enabled CTI systems. 
Organizations can utilize the framework to 
improve threat monitoring, predictive risk 
assessment, automated response, and intelligence 
dissemination processes. The findings suggest that 
integrating multiple cybersecurity capabilities 
within a coordinated intelligence-driven 
architecture can significantly enhance critical 
infrastructure protection and operational 
resilience. 
 
Policy Implications 
The study provides important implications for 
policymakers and regulatory authorities 
responsible for national cybersecurity governance. 
Government agencies should develop policies 
encouraging AI adoption in cybersecurity 
operations, establish national cyber threat 
intelligence-sharing platforms, and strengthen 
regulatory frameworks supporting critical 
infrastructure protection. Policymakers should 
also promote public-private partnerships to 
facilitate intelligence exchange and collective cyber 
defense strategies. The findings support the 
development of comprehensive national 
cybersecurity strategies that integrate AI 
technologies, governance mechanisms, and 
collaborative intelligence initiatives. 
 
Recommendations 
Based on the study findings, the following 
recommendations are proposed: 
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1. Invest in AI-Driven Cybersecurity 
Technologies 
Organizations responsible for critical digital 
infrastructure should invest in machine learning-
based threat detection systems, predictive analytics 
platforms, and AI-enabled security monitoring 
solutions to enhance real-time threat 
identification capabilities. 
 
2. Strengthen Predictive Cyber Threat 
Intelligence Capabilities 
Organizations should prioritize predictive 
analytics and cyber risk forecasting initiatives to 
identify vulnerabilities and anticipate future 
cyberattacks before they occur. 
3. Expand Security Automation 
Critical infrastructure operators should 
implement Security Orchestration, Automation, 
and Response (SOAR) platforms to reduce 
incident response times and improve operational 
efficiency. 
 
4. Establish National Threat Intelligence Sharing 
Networks 
Government agencies should facilitate the 
creation of centralized cyber threat intelligence-
sharing platforms that encourage collaboration 
among public institutions, private organizations, 
and critical infrastructure operators. 
 
5. Enhance Cybersecurity Governance 
Frameworks 
Organizations should strengthen cybersecurity 
governance structures through comprehensive 
policies, executive oversight, compliance 
mechanisms, and accountability frameworks. 
 
6. Develop Cybersecurity Human Capital 
National institutions and organizations should 
invest in cybersecurity education, AI-focused 
security training, and professional certification 
programs to address the shortage of skilled 
cybersecurity professionals. 
 
7. Promote Public–Private Partnerships 
Collaborative initiatives between government 
agencies, industry stakeholders, and academic 

institutions should be encouraged to improve 
cyber resilience and facilitate knowledge sharing. 
 
Limitations and Future Directions 
Limitations 
Despite its contributions, this study possesses 
several limitations. 
First, the study employed a cross-sectional research 
design, which limited the ability to establish causal 
relationships over time. Cybersecurity 
environments evolve rapidly, and longitudinal 
studies may provide deeper insights into changing 
threat dynamics and capability development. 
Second, data were collected exclusively from 
cybersecurity professionals working in Pakistan. 
Although this focus enhanced contextual 
relevance, it may limit the generalizability of 
findings to other countries with different 
technological, regulatory, and organizational 
environments. 
Third, the study relied on self-reported survey 
data, which may be subject to common method 
bias, respondent perception bias, and social 
desirability effects despite the implementation of 
statistical controls. 
Fourth, the study focused on selected AI-enabled 
cybersecurity capabilities and did not examine 
other potentially influential factors such as 
organizational culture, cybersecurity maturity, 
technological readiness, trust mechanisms, or 
financial resource availability. 
Finally, the proposed framework was validated 
using quantitative methods only. Qualitative 
insights from cybersecurity experts and 
policymakers could provide additional depth and 
contextual understanding. 
 
Future Research Directions 
Future researchers are encouraged to conduct 
longitudinal studies to examine the evolution of 
AI-driven cyber threat intelligence capabilities and 
their long-term impact on infrastructure resilience. 
Comparative studies involving multiple countries 
or regions may provide insights into contextual 
differences in cybersecurity practices and 
governance frameworks. 
Future research may also investigate additional 
variables such as cybersecurity maturity, 
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organizational learning, digital transformation 
readiness, cyber resilience culture, trust in AI 
systems, and regulatory effectiveness. Researchers 
could further explore the application of emerging 
technologies such as explainable AI, generative AI, 
blockchain, and quantum-resistant cybersecurity 
solutions within cyber threat intelligence 
environments. 
Moreover, qualitative and mixed-methods studies 
involving cybersecurity experts, policymakers, and 
critical infrastructure operators could provide 
richer understanding of implementation 
challenges and strategic considerations. Future 
studies may also examine sector-specific 
applications of AI-driven CTI frameworks within 
banking, healthcare, energy, telecommunications, 
and government sectors to generate more targeted 
and actionable insights. 
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