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Abstract

The rapid growth of Internet of Things (IoT) en vironments has increased
the vulnerability of connected devices to malware, botnets, credential
abuse, and distributed attacks. Honeypots are widely used to monitor
attacker behavior and collect threat intelligence; however, many existing
solutions re main static, are vulnerable to fingerprinting, or provide
limited interaction realism. This paper presents an adaptive SSH-based
honeypot framework for IoT-oriented deception environments using Q-
learning with a Normalized Advantage Function (NAF) enhanced action-
value formulation. The proposed system models attacker behavior at the
command level and: dynamically selects deception actions such as
allowing, blocking, delaying, or gen erating fake outputs. To support
efficient operation and forensic analysis, the framework employs a dual-
layer storage design consisting of lightweight XML event logs and
extended MySQL session records. The prototype was implemented in
Python and evaluated in a controlled environment using simulated
adversarial SSH interactions. Experimental results show that the system
sup ports scalable deployment and sustained up to 28 simultaneous
honeypot instances on the tested hardware configuration, while also
enabling adaptive command handling and reverse-Turing test-oriented
interaction logic. The main contribution of this work is a practical
command-level adaptive deception mechanism for SSH honeypots that
moves beyond static or rule-based decoy models. The findings provide a
basis for future work on real world validation, anti-fingerprinting
strategies, and coordinated multi-honeypot deployment for IoT security.
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L. Introduction

Internet of Things (IoT) systems are increasingly used in
smart homes, healthcare, industry, agriculture, and urban
infrastructure, creating a tremendous surface of cyber-
attacks. loT ecosystems
interdependent devices, which can often be built on
different types of firmware, with widely varying
communication stacks and varying security settings. Due to
their access to the internet, substandard credential practices,
and software updates, they are tempting targets for botnets,
malware propagation, creden- tial abuse, and distributed
denial-of-service (DDoS) attacks. [1]-[3].

While essential cybersecurity tools like firewalls and intru-
ion detection systems (IDSs) continue to play a critical role
in cyber defense, they currently lack sufficient visibility into
the intent of attackers and their post-compromise activities.
In many cases, these defenses are geared to prevent or de-
tect malicious traffic rather than investigating the adversary
interactions with the system when access attempts start. In
consequence, they provide only minimal information about
attacker strategies, command execution patterns, malware
de- ployment and system probing behaviour. This is where
honey- pots come in: they are controlled decoy systems that
can draw in malicious traffic, allowing for in-depth analysis
of attacker behavior in a controlled environment [4]-[6].

A honeypot is a security resource whose value lies in being
probed, attacked, or compromised under controlled
conditions [3]. By emulating legitimate systems, services, or
devices, hon- eypots provide valuable intelligence regarding
attacker tools, techniques, and objectives. They are
commonly categorized according to their interaction level,
such as low-interaction and high-interaction honeypots, and
according to their deployment purpose, such as production
and research honeypots [4]. As shown in Fig. 1, a honeypot
can be positioned within a network infrastructure as a
concealed server that appears to be a normal node. In such
a setting, suspicious traffic may be diverted toward the
honeypot, allowing malicious behavior to be observed while
reducing direct exposure of production resources.

Despite their practical relevance, many existing honeypot
systems remain static in nature. They expose fixed con-
figurations, predefined responses, and predictable
interaction patterns regardless of the attacker’s behavior.
Such limitations reduce realism and increase the likelihood
of fingerprinting by skilled adversaries. Resource-
constrained networked en- vironments beyond IoT, such as

involve massive numbers of

wireless sensor networks, have also motivated deception-
oriented protection strategies, including camouflage and
concealment mechanisms for de- fending critical nodes
against targeted attacks [7].Over time, honeypot research
has evolved from basic trap-based sys- tems toward
virtualized, high-interaction, and more recently adaptive
deception capable of modifying their
behavior according to attack context [5], [8]. This transition
is particularly important in loT environments, where large-
scale automated probing and bot-driven interactions are
common.

environments

To improve realism and engagement, recent research has
explored self-adaptive honeypots that employ machine
learn- ing and reinforcement learning techniques to select
responses dynamically. Instead of relying solely on
handcrafted rules, adaptive honeypots evaluate attacker
actions, infer behavioral context, and choose suitable
responses to prolong
informative attack traces. This capability is especially useful
in SSH-based IoT attack scenarios, where adversaries

interaction and collect more

commonly perform reconnaissance, issue shell commands,
attempt malware downloads, and probe system behavior to
determine whether the target is real or deceptive. This
paper_proposes an enhanced adaptive honeypot frame-
work that integrates continuous Q-learning with
Normalized Advantage Functions (NAF) to improve the
learning capabil- ity, scalability, and deception effectiveness
of IoT honeypots. The proposed framework consists of
three principal modules: a Honeypot Module, an Action
Module, and a Q-learning with NAF Module. The
Honeypot Module manages attacker inter- action and
command handling, the Action Module executes deception
responses such as allow, block, delay, and fake out- put, and
the Q-learning with NAF Module performs intelligent
action selection based on observed system state. In addition,
the framework incorporates duallevel attack logging
through XML and MySQL storage to support efficient
monitoring and

forensic analysis. The key contributions include:
eintegration of NAF-enhanced Q-learning for optimized
response strategies

*a modular architecture with honeypot, actions, and NAF
modules

e dual-level attack logging using XML and MySQL storage

e improved reverse Turing test capabilities for distinguish-
ing human attackers from automated bots.
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Fig. 1. Honeypot deployment within a network infrastructure: the server concealed as honeypot attracts and diverts
malicious traffic away from production servers

II. Related Work
Honeypots have evolved from static decoy services into
adaptive  deception  platforms. Foundational = work

established the role of deception in information protection
and demon- strated how monitored decoys can be used to
study adversarial behavior in controlled settings [4]-[6].
Over time, research shifted from simple low-interaction
traps toward virtualization, service emulation, and high-
interaction designs that expose richer attacker behavior
while attempting to limit risk to production systems [8].

In the IoT domain, several notable systems have shaped the
literature. SIPHON proposed a scalable high-interaction
physical honeypot architecture that exposes a small num-
ber of real IoT devices through globally distributed worm-
holes [9]. ThingPot demonstrated an interactive IoT
honeypot that emulates not only application protocols but
an entire [oT platform using XMPP and REST interfaces
[10]. U- PoT addressed UPnP-based IoT devices through
protocol- aware emulation [11], while loTCandyJar explored
intelligent- interaction honeypots that learn behavioral
responses for het- erogeneous loT devices [12]. These
systems increased realism, but many still rely on relatively
fixed interaction logic or target only specific device classes.
A parallel line of work has focused on adaptive honey- pots
driven by reinforcement learning. RASSH introduced an
adaptive SSH honeypot that uses reinforcement learning to
interact with attackers [13]. QRASSH extended this
direction using Deep Q-Learning for response selection
during live SSH sessions [14]. Pauna et al. later studied
reward design in self- adaptive IoT honeypots and showed
that reward functions have a strong influence on
engagement quality and malware collec- tion [15]. Heliza
explored adaptive command blocking, error return, and
attacker provocation in high-interaction environ- ments,
highlighting the promise of behavior-driven deception but
also its limitations in realism and linguistic scope [16].

Additional work has examined hiding honeypot
functionality through reinforcement learning so as to
reduce early attacker abandonment [17]. Related adaptive-
system research in wire- less sensor networks has also
explored memory- and context- enriched models that
future responses by reusing prior
observations, which conceptually supports the learning-
oriented direction taken in this work [18].

More recent literature reinforces the relevance of learning-
based IoT deception. Javadpour and Conti surveyed cyber-
deception techniques and identified realism, stealth, adapt-
ability, and integration with broader detection pipelines as
persistent challenges [1]. Ilg et al. surveyed contemporary
open-source honeypots and discussed detection and evasion
techniques that affect real deployments [8]. Morozov et al.
proposed an adaptive framework for design and evaluation
in IoT environments [2], while Lanz et al. reviewed
machine- learning optimization strategies for loT honeypots
and high- lighted the need for efficient adaptive behavior
under re- source constraints [19]. Guan et al. presented
learning-based IoT honeypots for cyber deception in IEEE
Security & Pri- vacy [20], and Guan and Cao further
proposed coordinated cyber-physical deception through IoT
honeypots at USENIX Security 2025 [21].

Related work also connects honeypot telemetry with ma-
chine learning for downstream detection and profiling. Lee
et al. combined honeypots with machine learning for
classifying IoT botnet attacks in a smartfactory setting [3].
Ahmed et al. similarly used honeypot-driven data for attack
detection in IoT ecosystems [22]. Kristyanto et al. compared
reinforcement learning algorithms for adaptive SSH
honeypots and reported that Q-learning variants remain a
useful design space for response optimization [23]. Together,
these studies suggest that adaptive honeypot research now
sits at the intersection of cyber deception, protocol realism,
machine learning, and scalable deployment.

improve system
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Despite these advances, existing honeypots either remain
too static, depend heavily on handcrafted policies or reward
tuning, or lack a practical command-level adaptive
deception mechanism that is lightweight enough for
operational deploy- ment while still supporting session-
aware analysis. This paper addresses these limitations by
combining attacker terpretation, NAF-
enhanced Q-learning, and duallayer storage in a
medium/high-interaction SSH honeypot.

III. Proposed Method

A. System Architecture

The proposed system is an adaptive SSH honeypot designed
controlled

behavior in-

for loT-oriented threat observation in a
environment. It is implemented in Python and organized
into five major layers: command interpretation, attacker
behavior modeling, NAF-enhanced Q-learning decision
making, action execution, and duallayer logging. The
overall objective is to keep intrud- ers engaged long enough
to reveal useful behavioral patterns while reducing risk to
the underlying system. The proposed
integerates three core modules: Honeypot Module, Q-
Learning with NAF Module and Action Module as shown
in Fig 2.

Honeypot Module: This module extends existing SSH hon-
eypot capabilities with additional commands (e.g., useradd,
userdel, ifconfig, wget, ping, etc.) and operates in a proxy
mode between the Linux OS shell and the emulated shell
accessed by attackers.In this proxy mode, the honeypot
module functions as an intermediary—before executing any
command at the operating system level, it waits for action
decisions from the NAF module. This ensures that every
attacker interaction is governed by the learned policy rather
than default system behavior.

Action Module: This intermediary module bridges the
NAF decision engine and the honeypot’s command
execution layer. It implements four distinct response types
determined by the NAF module, each designed to serve
different deception objectives:

* Allow—permits full command execution, enabling the
attacker to proceed and reveal further intentions.
eBlock—returns a contextual error message from the
database without executing the command, frustrating the
attacker while maintaining the illusion of a real system;

e Fake Output—prints a fabricated response stored in the
XML database, deceiving the attacker into believing the
command succeeded.

architecture

* Delay—introduces a configurable timed pause before
execution, simulating system load while buying time for
analysis.

Q-Learning with NAF Module: This module implements
Qearning with Normalized Advantage
Functions to optimize the honeypot’s response strategy.
NAF is a com- plementary approach to model-based
algorithms that reduces sample complexity for continuous
control tasks. Unlike tra- ditional DQN approaches that
require discretization of the action space, NAF uses a single
neural network to handle continuous state-action spaces,
providing better performance with fewer training samples.
The module maps honeypot states to the general
reinforcement learning components: Agent (hon- eypot),
(attackers), States (current
context), Reward function (payoff from responses), and Q-
values (learned action-value estimates)

B.Intrder Behavior Modeling

Effective deception requires accurate modeling of attacker
behavior. The system identifies intruder actions through
three sequential stages that progressively reveal attack intent:
*CheckHWConf: The intruder examines
configu- ration files of the system. This
reconnaissance helps the attacker determine whether to
continue or abort the attack based on the target’s hardware
capabilities. The honeypot monitors and logs all hardware-
related queries to build an attacker profile.

¢ CheckSWConf: The intruder inspects software settings to
understand the compromised system. Current software
configurations may reveal password storage locations, ease
information theft, or enable system lockout. Attackers at
this stage may also attempt to block system administrators
or other competing hackers. The honeypot captures all
software-related queries for behavioral analysis.

* ChangeSysConf: The intruder attempts to modify system
configurations. This represents the most aggressive phase
where attackers actively alter system settings. The honeypot
tracks all modification attempts to understand the
attacker’s ultimate objectives. Fig. 3 illustrates the complete
intruder behavior identification model.

continuous

Environment interaction

hardware
initial

C.Attack Logging & Data Storage

The framework employs a dual-level storage architecture de-
signed to balance processing speed with comprehensive
data retention. This split architecture is critical for
maintaining hon- eypot efficiency during
engagements while preserving complete attack records for
post-incident analysis.

active
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Primary Storage (XML): An initial XML file with .ews
extension serves as a lightweight data store recording times-
tamps, IP addresses, port IDs, and executed commands.
This file functions as an enhanced log with rapid lookup
capability.

When a new IP address connects, this lightweight
repository is searched first for quick determination of
whether the IP has been involved in previous attacks,
enabling immediate behavioral classification without the
overhead of querying the full database.

Secondary Storage (MySQL): A comprehensive relational
database stores complete session-level data including full in-
teraction sequences between the honeypot and intruders.
Each session captures the complete attack trace—every
command issued, every response given, timing data, and
behavioral classifications. This repository supports complex
queries for pattern analysis across multiple attack sessions
and serves as the training data source for the NAF learning
module. Table III details the data elements captured at each
storage level.

Adaptive Honeypot Framework

Honeypot Module

commands /
Responses
P | > | « Command Handling
= > _ « Emulated Shell
» Intermediary Proxy mode

emutated outputs

. O

Environment

proxyfintermediary mode Fake File

< System
logging events
o [o00 — |

command features

.
session state /
Attackers

Q-Learning with NAF Module

Host OS Shell /

File System
@ = State evaluation
= Action selection
= Experience Replay
selected action feedback for learning
action
i .
S Action Module
fake output /
O delays
@ = Allow
I\ « Block
h « Fake Output
« Delay
Fig. 2. Proposed Architecture: Q-Learning with NAF
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Fig. 3. Intruder Behavior Identification

D. QLearning with Normalized Advantage Functions
(NAF)
To support adaptive response selection in continuous-
control settings, the proposed framework employs Q-
learning with Normalized Advantage Functions (NAF).
Unlike conventional Deep Q-Networks (DQN), which are
mainly designed for discrete action spaces, NAF provides a
continuous-action formulation of Q-learning using a single
neural network. This makes it suitable for adaptive
honeypot environments, where the system must select
response actions dynamically according to the observed
attacker state.
In NAF, the action-value function is decomposed into a
value term and an advantage term as

Qx, u) =V (x) + Alx, u), (1)
where x denotes the current state and u denotes the
selected action. This formulation enables efficient learning
in continu- ous state-action spaces while avoiding the need
for a separate actor network.

Table I:

Data Elements Captured At Each Storage Level

During training, the model maintains a normalized Q-
network Q(x, u | 8Q) and a target network Q" (x, u | 8Q).
Transitions are stored in a replay buffer and sampled in
minibatches to stabilize learning. The Q-network is updated
by minimizing the loss
1=
w
=1

L= yi—ale, u | ) 7, @

where yi is the target value computed from the observed
reward and the estimated nextstate value. The target
network is updated using a softupdate rule to improve
convergence stability. The overall NAF-based learning
procédure used in the proposed framework is summarized
in Algorithm 1.

In the proposed honeypot, this module is responsible for
evalu- ating attacker interaction states and selecting suitable
response actions that improve deception quality, sustain
engagement, and support adaptive command-level behavior.

Data Element

XML (Primary)

MySQL (Secondary)

Timestamp

IP Address

Port ID

Executed Command
Command Sequence
Session Data
Honeypot Response -
Intruder Response -
Repeat Commands -
Behavioral Classification -

AN NN

\

\

SSSSNSNSSNASNANN
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Algorithm 1 ()-Lzaming with Normalizad Advantags Fune-
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#ls

146 end for
IS end for
15: end for
Unknown & Harmiul command?
known command?
download command?
Response List

{Allow,

<:J Interpret Command ]1—

)

F
E. Operational Workflow
Fig. 4 illustrates the complete
proposed honeypot system. U
connection from an attacker, the system initiates
command console and begins interpreting each received
command. Commands are classified as known,
unknown/harmful, or download instructions. For each
command, the system consults a response list comprising
Allow, Block, Delay, Fake, and Insult options.
The response decision is driven by the NAF module’s
learned policy based on the current state (attacker behavior
clas- sification) and historical payoff data. After responding,
the system interprets the next command. If a repeated
command is detected, indicating potential DDoS or
flooding behavior, the system may terminate the session to

Block, nd { Decide R
Delay,
Fake,
Insult}

Act Response
Blocki Allow?

___ L

Interpret Next Command

Act Response |

| Close Session |
a collected.

Response:
No command Found
Block

Blocks Allow?

211]

tion. Otherwise, the interaction
ker issues an exit command or the
t maximum intelligence has been

Repeat Command?
Exit Command?

IV: Experimental Setup

The prototype was implemented in Python and evaluated in
a controlled environment using simulated adversarial SSH
interactions. The implementation environment includes
Python libraries, XML-based logging, MySQL-backed
extended stor- age, and isolated deployment mechanisms.
Harmful commands such as download, installation, and
system-query actions were permitted only under controlled
conditions so that realistic in- teraction could be stimulated
without exposing the underlying host to unacceptable risk.
This experimental framing is aligned with common
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evaluation practices in prior adaptive and IoT- oriented
honeypot research (2], [10], [11].

The tested hardware configuration consisted of an Intel
Core i7 processor with 8 GB of RAM. This hardware
context is important because the observed scalability of the
system is bounded by the available local resources rather
than by a high- capacity server environment.

The evaluation was organized around three aspects:
1)Scalability: concurrent honeypot instantiation under the
tested hardware constraints.

2)Reverse-Turing-Test-Oriented Interaction: the ability to
support interaction patterns that help distinguish repetitive
automated behavior from more deliberate attacker activity.
3)Adaptive Learning Capability: the system’s ability to
choose responses according to attacker behavior and main-
tain useful engagement.

V. Results and Discussion

The experimental results indicate that the proposed
adaptive SSH honeypot is operationally feasible and capable
of support- ing behavior-aware deception in a controlled
loT-oriented en- vironment. In contrast to a purely static
decoy, the framework supports scalable deployment,
command-level interaction anal- ysis, adaptive response
handling, and dual-layer logging. The findings are discussed
with respect to scalability, incoming instruction patterns,
interaction statistics, reverse-Turingtest- oriented behavior,
and adaptive learning capability.

A.Scalability Analysis
Table II:

Scalability is an important requirement for any honeypot
system intended to operate under varying request loads. A
honeypot can be considered scalable if it is capable of
evolving according to incoming requests without being
limited to a fixed number of instances. In the proposed
system, honeypot logging is automatic and does not require
additional configuration after the first startup. The
prototype includes a logging driver that interacts directly
with the monitoring environment, which enables multiple
honeypot instances to be executed without manual
monitoring reconfiguration.

To evaluate this capability, a bash-script-driven docker run
cycle was used to launch repeated honeypot instantiations.
Un- der the tested hardware configuration, the prototype
sustained up to 28 simultaneous honeypot instances. This
limit was not predefined by the architecture itself; rather, it
depended on the computational resources available at the
host side. The experiment was conducted on an Intel Core
i7 laptop with 8 GB RAM, and therefore the observed limit
should be interpreted as a hardware-bounded scalability
result rather than a hard system constraint.

This result shows that the proposed honeypot can support
multi-instance deployment in a resource-constrained local
en- vironment. Although this does not yet establish large-
scale cloud readiness, it provides clear evidence that the
system is capable of evolving according to incoming request
load and available host resources.

Observed Scalability Result of the Proposed Prototype

Hardware Deployment Style Max. Concurrent Instances
Intel Core i7, 8 GB RAM Bash-script-driven container deployment 28
Table II1: Incoming Instruction Frequency
St. No. Instruction Frequency (%)
1 id 18.7
2 exit 16.9
3 wget 12.9
4 cd 9.6
5 last 7.5
6 w 8.2
7 ps 6.6
8 uname 5.1
9 Other 14.3
1§.7 I
=i
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Fig. 5. Frequency analysis of incoming SSH instructions observed by the honeypot.

B.Incoming Instruction Frequency

The developed honeypot was also evaluated in terms of the
frequency of incoming attacker instructions. The observed
instruction distribution provides insight into the types of
ac- tions most commonly attempted during SSH-based
attacks. As shown in Table III, the most frequent incoming

instruction was id (18.7%), followed by exit (16.9%) and

commands, followed by
download external content or tools.

These findings are useful because they confirm that the
hon- eypot is capturing realistic attacker interaction patterns
rather than only artificial or The
prominence of reconnaissance-oriented commands also
supports the need for command-level adaptive response

reconnaissance attempts to

isolated events.

wget  (12.9%). These results suggest that attackers handling in the proposed framework.

commonly begin with system identification and

Table IV: General Evaluation Statistics

Sr. No. Parameter Value

1 Total attacks performed 250
2 Minimum duration of attack is
3 Maximum duration of attack 2558
B Average duration of interaction 125
5 Actions allowed 37%
6 Actions blocked 17%
7 Actions altered 29%
B Response messages to attacker 19%

Fig. 6. Distribution of honeypot responses during evaluation.

C.General Evaluation Statistics

The evaluation further reports general statistics obtained
from

250 SSH attack attempts observed by the honeypot. The
minimum recorded interaction duration was 3 s, the
maximum duration was 25 s, and the average duration of
interaction was 12 s. These values indicate that the system
was able to engage attackers for measurable interaction
periods while preserving session-level monitoring.

The response distribution is also informative. Across all ob-
served interactions, 37% of actions were allowed, 17% were
blocked, 29% were altered, and 19% involved a response
message to the attacker. This shows that the proposed
honeypot does not rely predominantly on blocking. Instead,
it favors a more interactive strategy in which attackers are
engaged, redirected, or provided with controlled deceptive
responses. These results strengthen the argument that the
proposed system behaves as an adaptive honeypot rather

than a purely restrictive filter. The balance between allowed,
altered, and blocked actions suggests that the system
attempts to preserve attacker engagement while still
controlling operational risk.

D.Reverse-Turing-Test-Oriented Interaction

A particularly important design goal of the proposed frame-
work is its support for reverse-Turing-test-oriented
interaction. In this context, the purpose is not merely to
insult or frustrate the attacker, but to provoke interaction
that helps distinguish human-guided attackers from
automated bots. Instead of rely- ing on aggressive or
random insulting behavior, the proposed honeypot uses
interactive prompts such as “is it everything that you want
to do” to elicit a response from the attacker. This
interaction strategy offers two advantages. First, if the
attacker responds meaningfully, the response itself can
provide insight into the human operator’s language,
possible location, or behavioral style. Second, if the attacker
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abandons the session after receiving such a message, this
can also serve as a useful behavioral indicator. Therefore,
the honeypot uses interaction as a behavioral inference
mechanism rather than only a blocking mechanism. This
makes the reverse-Turing test capability more practical and
less dependent on simple insult-based heuristics.

The current paper does not yet provide a dedicated
benchmark for human-versus-bot classification; therefore,
this capability should be framed as an architectural and
behavioral strength rather than a fully benchmarked
detection result. Even so, it clearly increases the practical
intelligence value of the prototype.

E.Adaptive Learning Capability

Adaptive honeypots derive much of their value from their
learning capability. In the proposed system, attacker actions,
responses, and behavioral traces are stored in the repository
until explicitly removed by an administrator. This design
enables the framework to identify repeated attacks, compare
current and historical attacker behavior, and select more
suit- able response options when a similar attacker or attack
vector reappears.

The learning mechanism operates in two complementary
ways. First, it uses interaction-based inference to identify
character- istics of the intruder. For example, if the source
IP address and the attacker’s language response do not align,
the system may infer the use of a rebound machine or
connection laundering. Second, once an ‘attack' is
completed, the honeypot uses the stored interaction history
and payoff outcomes to estimate the most effective response
for future attacks of a similar type. The decision process is
based on payoff-driven action selec- tion. If a particular
interaction causes the intruder to deviate from the attack
path or abandon the session, that action receives a higher
payoff. In this way, the honeypot learns from previous
engagements and updates response  probabilities
dynamically. The framework therefore operationalizes
adaptive deception by linking historical interaction
outcomes with fu- ture response selection. This behavior is
also consistent with broader adaptive-system research, where
previously observed contexts and stored responses are
reused to reduce repeated processing and improve future
decision quality [18].

F.Discussion

Taken together, the results support a moderate but credible
claim for the proposed The framework
demonstrates multi-instance scalability, captures realistic
SSH attacker com- mand patterns, supports adaptive
interaction beyond sim- ple blocking, and incorporates a

system.

learning-oriented response- selection strategy. The most
important quantitative strengths are the observed support
for 28 simultaneous instances, the analysis of 250 attacks,
and the balanced response distribution showing that the
honeypot does not rely solely on restrictive responses.
Compared with purely static honeypots, the proposed sys-
tem offers a more interactive and behavior-aware design. Its
strongest contribution lies in combining adaptive response
logic with practical deployment and logging mechanisms.
At the same time, the results should still be interpreted
within the limits of a controlled environment. The present
evaluation does not vyet include
comparison, convergence analysis, or large-scale production
deployment. Nevertheless, the results provide meaningful
evidence that the proposed adaptive SSH honeypot is both
feasible and practically useful as a foundation for more
advanced loT-oriented deception systems.

VI. Conclusion and Future Work

This paper presented an adaptive SSH honeypot framework
for IoT-oriented deception environments that combines
attacker behavior modeling, Q-learning with Normalized
Advantage Functions (NAF), and duallayer operational
logging. The framework is designed to support command-
level adaptive deception rather than a purely static or rule-
based ‘decoy strategy. The implemented prototype
demonstrates that the proposed architecture is feasible in
practice and can sustain up to 28 simultaneous honeypot
instances under the tested hardware configuration.

The study makes three main contributions. First, it
introduces an adaptive honeypot architecture in which
response selection is guided by a NAF-enhanced Q-learning
module. Second, it integrates a modular design comprising
the Honeypot Module, Action Module, and Q-learning
with NAF Module for con- trolled and behavior-aware
interaction. Third, it employs dual- level XML and MySQL
logging to support both lightweight operational monitoring
and richer post-session forensic analy- sis.

Although the results are encouraging, they should be inter-
preted within the scope of the current evaluation. The
proto- type was assessed in a simulated attack environment,
which may not fully capture the complexity and
unpredictability of real-world adversaries. In addition, the
present framework does not yet provide complete anti-
fingerprinting protection against advanced honeypot-
detection strategies. The XML/MySQL storage design,
while practical and effective in the current setup, may also
introduce bottlenecks under higher attack volumes or
larger-scale deployments. Furthermore, the current study

extensive baseline
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does not include a comprehensive quantitative com-
parison against established SSH honeypot baselines. These
limitations are aligned with concerns raised in recent
surveys on cyber
evaluation, and
optimization.
Future work should therefore focus on extending the
evalua- tion in four directions. First, direct baseline
comparison should be performed against static and
established SSH honeypots to quantify the benefits of
adaptive response selection. Second,
richer quantitative metrics should be introduced, including
at- tacker session duration, command diversity, response
realism, and interaction retention. Third, stronger anti-
fingerprinting mechanisms should be incorporated to
reduce the risk of early honeypot detection. Finally, the
framework should be evaluated in largerscale and more
realistic distributed IoT environments in order to assess its
robustness, scalability, and practical deployment value.
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