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Abstract 
Due to digital communication, there was an increased need of secret and secure 
transfer of data. In the past, it was necessary to transfer steganography of pictures 
to simpler methods such as LSB and DCT, whereas today, it is performed on the 
basis of AI-driven applications which are more noticeable, safer and empowered. 
In recent applications of deep learning algorithms, including CNNs and GANs, 
the deep learning models can be used to integrate secret information without 
affecting the quality and the life of the carrier. Such technologies have therefore 
been seen to dominate in areas like journalism and national security which should 
never lag behind the increasing demand of the usage. Traditional ones, however, 
remain vulnerable to compression, steganalysis and real-world distortions issues, 
which demonstrates that the development of an acceptable solutions is not a closed 
question so far. The paper presents a complete steganographic system, grounded on 
AI, a combination of adversarial training, attention models and AES encryption. 
To be more specific, the system has a ResNet-34 encoder, U-Net generator, 
PatchGAN discriminator and all three are trained on the COCO dataset. The 
edge detection and entropy-based region selection are the two pre-processing that 
are employed in the current work to get the desired outcome of the effective data 
embedding. These performance metrics are PSNR, SSIM, BER, BPP and 
detectability. The proposed model gives 42.5 dB of PSNR, 0.98 of SSIM, 0.02 of 
BER and 0.0156 of BPP value, which exceed LSB, DCT and DeepSteg methods. 
A critical part in attention modules and adversarial training was evidenced in the 
experiments of ablation. Its power was validated in real-world tests in locations 
such as IoT, blockchain and medical imaging with encodes time of less than 70 
ms and higher than 95 percent recovery and low detectability (10.2) with high 
sensitive cases. All these findings demonstrate that the framework is a robust 
mechanism of steganography that is secure, hidden and high capacity. New hybrid 
architecture is the evolution not only in theory, but also in the side of the user, 
hence, the new gateways to the research of intelligent multimedia security have 
become open. 
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1. INTRODUCTION 
Steganography, a combination of the Greek stem 
(covered) and graphia (writing), is the science and 
art of embedding the information in other less 
obvious media, hiding the whole process of 
communication [1]. Whereas cryptography tries 
to cover the message in a message, steganography 
tries to cover the fact that a message exists. This 
renders it one of the most powerful tools in a 
situation where confidentiality is paramount e.g. 
in political activism, military campaigns and 
privacy on the internet [2]. The earliest examples 
of steganography in history are the writing 
messages beneath the wax tablets or beneath the 
head of messengers. The hair would be re-grown 
[3], and then the real message would be unfolded. 
Modern forms of steganography have gone 
beyond the primitive physical forms of 
steganography to more sophisticated digital 
steganography. Multimedia contents have also 
been consumed in the communication channels 
in greater amount because of this transformation 
[4]. The steganography and digital media rely on 
the images as the primary channel of concealing 
information. The spatial content of pictures does 
not lose its quality in case people make slight 
modifications due to their intrinsic duplicative 
compartments [5]. The secret data hiding 
methods of the traditional approach are based on 
the pixel-based secret data hiding, i.e., the Least 
Significant Bit (LSB) substitution along with 
Discrete Cosine Transformation (DCT) and 
Discrete Wavelet Transformation (DWT) 
techniques as their basic instruments [6]. The 
techniques are very effective when employed in 
covert communication but have weaknesses that 
are explained by their functionality to process 
statistical data and compression algorithms 
employed in steganalysis attacks [7]. The rapid 
development of the Artificial Intelligence (AI) 
technology has developed more efficient systems 
as the current ones require the increased 
intelligence and adaptable characteristics. 
Currently, AI applications are based on the 
methods of deep learning that allow image 
steganography using data and training on image 
characteristics and distribution patterns [8]. 

Among other things, CNNs have performed very 
well in the spatial feature creation and encoding 
the content in the visual high regions that appear 
less salient [9]. The Generative Adversarial 
Networks (GANs) are also made up of a 
generator and a discriminator, which undertake 
competing functions. They are particularly 
effective at producing stego-images that would be 
statistically very similar to real images thus are 
barely perceptible and extremely difficult to 
steganalyze [10]. Autoencoders along with other 
generative networks have also been utilized in the 
context of strong encoding and decoding, in 
which a single secret data is capacity maximizing 
but of visual quality preserving way [11]. Image 
steganography uses AI and is far more secure. 
Deep models have the capability to learn high 
level correlation and semantic relationship of the 
various components of an image. They are very 
similar to the statistical distribution of natural 
images compare to the traditional algorithms 
[12]. This is what reduces the possibility of being 
detected by an extremely advanced steganalysis 
software. The latest of the studies suggests the 
potential of applying attention mechanisms in 
steganographic techniques which lead to the 
creation of less salient areas in an image through 
which sensitive information can be inserted [13]. 
In addition to that, landscape-loss functions are 
nature-like human-inspired vision that maintain 
structural integrity and look for data integration 
in the scene. Thus, the stego-images visually 
appear to be rather similar to the cover ones [14]. 
AI in steganography is usually applied together 
with encryption algorithms like the Advanced 
Encryption Standard (AES). These were merely 
the composite means that practically prevented 
the information access by the unauthorized 
audiences or even their perception of its existence 
at all [15]. Capacity is yet another critical element 
of good steganography that is also seriously 
affected by AI. Subsequent models enhance this 
property by embedding the density with the 
complexity of the image via multi-scale learning 
along with hierarchical networks. This is very 
useful in optimization of the payload without any 
visual distortions [16]. 
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This is because the development of deep end-to-
end learning has trickled down to the 
introduction of encoder-decanner architectures 
enabling the concomitant embedding and 
decoding process to be further optimized [17]. 
This is further amplified by the training 
mechanism of GAN-based models in an 
adversarial fashion towards the deliberate 
selection of a steganalytic attack towards the 
optimization of the vulnerability. Also, there has 
been reinforcement learning (that) has been used 
to select the optimal embedding tactics based on 
environmental feedback. This forms the 
steganographic process to be scenario specific 
[18]. Transformer models, initially applied to 
Natural Language Processing (NLP), have shown 
a potential application in image steganography as 
of now. They can reproduce international 
dependencies and can readily add self-focusing 
systems that are more practical in the context of 
incorporating accuracy [19]. The new frontiers 
are also federated learning and edge AI. The 
main benefit with such models is that they can be 
installed in several decentralized devices without 
the necessity of amalgamating the raw data that 
consequently preserves the privacy of the data 
and the application of the steganographic 
techniques. These advancements are the most 
important facilitators of the IoT application in 
which issues concerning the magnitude, security 
and capacity of the information transmission are 
of paramount importance [20]. 
In conclusion, AI and image steganography 
methods to a large part overcome the problem of 
invisibility, strength and carrying capacity of 
payloads that existed in history. But the problems 
of enormous computation costs, small scale 
implementation in resource limited systems and 
explainable AI, still in existence, seem to be yet to 
be addressed. The more advanced the 
steganographic methods, the better the 
steganalysis ones, and that is why it is always 
needed to find methods on how to outwit them. 
The combination of AI and steganography is one 
of the steps to create the communication system 
that is not only secure but also responsive and 
scalable in the present digital era. 
 

2. Literature Review 
Image Steganography This is the art of concealing 
information in pictures. The image 
steganography has been one of the areas where AI 
has had a huge impact. The classical algorithms 
such as LSB, DCT and DWT usually have to 
trade off being difficult to detect or being 
effective or secure enough [21]. The latest 
advances in machine learning, and in deep 
learning, have seen the development of more 
flexible steganographic models that are more 
resistant, less detectable, and more efficient with 
space [22]. With the growing number of data 
security threats, the integration of methods that 
make use of CNNs, GANs, and attention 
mechanisms is turning out to be urgent in 
covering information. It is hard to locate that the 
information concealed cannot be easily observed. 
Deep learning models have come as a huge 
change in image quality. A CNN that is trained 
by Zhang et al. can conceal the images which it 
distorts the pixels only slightly and the Peak 
Signal-to-Noise Ratio (PSNR) is more than 40 dB 
[23]. Besides this, Tang et al. have established a 
GAN-based steganography model. In this model, 
the generator is trained to produce stego images 
that a steganalyzer network cannot detect, but 
which look visually indistinguishable [24]. The 
use of attention mechanisms has resulted in the 
invisibility by allowing the targeting of complex 
or textured types of data hiding as exemplified by 
Ma et al. [25]. Though the capacity of traditional 
systems is generally low, AI methods make use of 
feature learning to increase the capacity to better 
embed data. Liu et al. implemented the encoder-
decoder model that can hide up to 2.5 bits per 
pixel (bpp) without the occurrence of any visible 
traces [26]. In a different research paper by Kim 
et al., a dual-branch neural embedding model was 
described that is capable of embedding a high 
volume of text into high-resolution images [27]. 
Deep networks are better in handling data loads 
and maintaining the quality of images when they 
learn to compress and encode data features as 
compared to fixed algorithms. Steganographic 
systems must be designed in such a way that even 
if a person can decode the data multiple times 
without a key, he/she still cannot understand it. 
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Most new models have started integrating the 
combination of cryptography and steganography 
like hiding AES-encrypted messages as the 
standard [28]. Khan et al. announced the GAN-
based hybrid model to carry out steganography 
while AES ensures the security of data, in which, 
the hidden transmission and the payload 
protection are facilitated [29]. Biometric 
encryption combined with steganography have 
also been considered as a means to customize 
data security [30]. CNNs are greatly leveraged in 
embedding and extraction networks to conduct 
feature extraction and mapping. For instance, Xu 
et al. have come up with a CNN steganographic 
encoder that focuses on features in the high-
frequency regions of images, and hence, the 
distortion is minimized [31]. On the other hand, 
GANs have a better performance under 
adversarial training. Li et al. proposed a GAN 
model where the discriminator not only 
recognizes real and fake images but at the same 
time, a steganalyzer which makes the generator 
more robust [32]. The other variations of GAN 
like CycleGAN and StyleGAN have also been 
utilized for domain adaptation of embedding 
[33]. 
The attention mechanisms represent a big step in 
accurate steganography. In 2022, Huang et al. 
brought in the attention-guided embedding 
network where the embedding weight for less 
perceptual areas is increased so that the quality of 
the image is preserved and the resistance to the 
steganalysis is increased [34]. The researchers 
have also tested transformer-based attention for 
modeling global image context. The preliminary 
results indicate the improved undetectability and 
capacity balance [35]. In general, steganographic 
capabilities are measured using PSNR, Structural 
Similarity Index (SSIM), Bit Error Rate (BER), 
and Bits per Pixel (BPP). Zhao et al. when 
working on hostile perturbations emphasized that 
it is important to look at both bit-level robustness 
(BER < 1%) and perceptual quality (PSNR > 40 
dB) [36]. SSIM has been especially important in 
the evaluation of the post embedding structural 
preservation. Liu et al. achieved SSIM scores that 
were always above 0.95 when they used deep 
residual CNNs to conceal grayscale text in color 

images [37]. The training method of adversarial 
training has become very important in the 
process of resistance to steganalysis. StegGAN 
and SecureStegoGAN as the GAN based 
methods are trained on embedded 
discriminators, which simulate the steganalysis 
attacks [38]. These models are trained to generate 
embeddings that are almost impossible to be 
detected by such methods as SRNet or spatially 
rich models that they are not only undetectable 
but also present. Wang et al. To gain more 
robustness, created a dual-adversarial GAN which 
goes through the detection training and 
embedding training alternately [39]. 
The modern AI steganography is still working 
against highly developed detection mechanisms. 
DL-based steganalyzers such as XuNet deploy 
CNNs for spotting the oddness in the 
distribution of small pixel patches [40]. 
Therefore, the advanced embedding models 
should be trained in a way that they are always 
one step ahead of such detectors. The 
inevitability of the stegography-steganalysis 
competition results in ongoing research into 
generative modeling, noise modeling, and 
detector-aware learning methods. Although it has 
been developed, the use of AI steganography in 
practical situations is confronted with issues like 
computational complexity, generalizability of the 
model, and noise resistance. While some research 
illuminated the lightweight CNN architectures 
for mobile implementation [41], other research 
studies dealt with the error correction coding 
counteracting the lossy transmission in 
communication networks [42]. Moreover, the 
multi-dataset practice has also become common 
to ensure generalization such as testing on 
COCO and ImageNet [43].  
 
3. Methodology 
The research will develop an artificial intelligence 
image steganography system which will serve as a 
platform for research activities through its 
development and evaluation stages. The research 
design section provides information about the 
research design and experimental controls 
together with the sources of the datasets and the 
image preprocessing methods. The deep learning 
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architecture presents its fundamental 
components together with methods for 
evaluation and subsequent testing procedures. 
The study aims to demonstrate that the model 
can operate in actual environments which require 
it to produce accurate outcomes while testing two 
features that need to be demonstrated through 
invisible testing and capacity testing. 
3.1 Research Design 
The study will use a comparative quantitative 
study design which includes experimental and 
control groups to conduct an exhaustive 
assessment of the AI-based steganography 
framework. The proposed design enables direct 
comparison of three baseline methods which 
include traditional LSB replacement DCT-based 
approaches and DeepSteg neural network with 
the new approach. The test conditions in both 
methods use (COCO dataset, 512 x 512 
resolution, 0.0156 bpp payload) and (PSNR, 
SSIM, BER) as quantitative measures. The design 
follows established practices in steganography 
research while offering a fair assessment method 
to evaluate performance through testing which 
avoids any biases stemming from different testing 
conditions. The most significant part of the 
advantages of our solution of GAN-based 
steganography to meet the triple objectives of the 
latter (imperceptibility, security, and capacity) is 
revealed, especially in the comparative paradigm. 
Fig. 1 shows the complete flow structure of the 
whole process of AI-based image steganography 
aimed at achieving a high level of 

imperceptibility, a high level of security, and a 
great amount of the payload. The process starts 
with preprocessing of data (resizing, normalizing 
and improving the quality/standardization of 
both the cover and the secret images). This does 
not only guarantee compatibility between the 
deep learning models and makes the images get 
in a form that they can be fine-tuned regarding 
features. The second stage of AI-based feature 
and robustness optimization entails the CNNs 
showing the specific high-level features of the 
secret image such as edge orientations and 
texture. These features are then synthesized on 
the cover image by the means of generative 
models like GANs. The embedding algorithm 
makes the stego image to be extremely similar to 
the cover image in question but the secret data is 
safely embedded. The extracted data in the future 
is referred to as the decoder network and it 
reproduces the hidden characteristics with very 
high accuracy. The last steps that are not going to 
involve performance evaluation are the data 
extraction and decoding then security and 
robustness steps wherein, say, error correction 
and encryption may be applied. SSIM and PSNR 
are some of the measures of steganographic 
quality or reliability of the process, and the 
robustness to image distortions is the last step of 
the system the performance of which is evaluated. 
The steps are the ones taken that give the 
framework of concealing images with high 
capacity and user-protection and invisibility. 
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Fig. 1. Complete Workflow of the Proposed AI-Driven Steganography Model 

3.2 Dataset and Preprocessing  
The training and testing work of COCO 
(Common Objects in Context) was selected due 
to the fact that the data has a variety of 
information that can accommodate large-scale 
processes and is comparable with the benchmark 
standards currently available. COCO dataset has 
more than 330000 images that have complex 
scenes displaying different objects hence making 
it the most suitable dataset to use in the study of 
the invisible data embedding, as opposed to the 
stable data in CelebA and ImageNet datasets. 
COCO dataset has over 160000 training images, 
which do not cause overfitting and deep learning 
systems require. The DeepSteg and the HiDDeN 
studies that use COCO as the main source of 
data indicate how the dataset can be useful in 
enabling the proper use of comparison methods 
that motivate researchers to employ the dataset in 
various assessment tasks. ImageNet object-centric 
images lack sufficient contextual information that 
could be useful to researchers to benchmark 
embedding procedures on real-world conditions.  
The preprocessing pipeline of the system has 
three advantages since the system has four 
processing stages to accomplish its tasks. 
Stage 1: Normalization (Pixel Scaling to [0, 1] or [-
1, 1]): Gradients are standardised to a range that 
is suitable for convergence and is more 

significantly enhanced in deep networks like 
ResNet-34.  
Stage 2: Edge Detection (Sobel/Canny 
Filters): Data is made less perceptible by making 
its high-frequency regions (like edges and 
textures) visible.  
Stage 3: Determining the Optimal Area for 
Embedding: Entropy-based metrics are employed 
to pinpoint the visually complex sub-regions, thus 
increasing the capacity with negligible distortion.  
Stage 4: The secret message is encrypted with 
AES-256 prior to the embedding process to 
ensure maximum security.  
This means that even the steganographic layer if 
compromised, the hidden data would still be 
unintelligible without the decryption key, thus 
giving rise to an additional layer of cryptographic 
security. 
3.3 Proposed AI-Driven Steganography Model 
The given solution is a combination of a creative 
deep learning system that is composed of an 
encoder and a decoder and a U-Net generator 
and a PatchGAN discriminator. In the cover 
image, the feature extraction stage is performed 
once where a deep ResNet-34 encoder is used to 
determine high-density texture regions. The 
model is trained to create secret information 
based on ResNet rankings since rankings are the 
foundations of its residual learning system that 
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minimizes the visual distortion at the lowest cost 
possible. Its U-Net generator applies its extracted 
features to conceal the newly-encrypted message 
within the hitherto extracted features of the cover 
image. The U-Net system is possible to save the 
image data in high-resolution because of 
theskiplinks that protect the key visual elements 
that are important to preserve the stego-image 
quality. In the adversarial training of the 
PatchGAN discriminator, original cover images 
and stego-images are needed during the training 
of the discriminator. This technique is employed 
by the generator to generate outputs that have a 
strict similarity to the actual visual representation 
of the original pictures. The real involvement of 
the attention resources in the GAN system 
improves the overall performance of the system 
since the system imprints the data in the regions 
of the image that are not easily noticed by the 
people yet they are totally secure. 
The specified AI-based image steganography 
system processes the image cover through its 
method of resizing the cover image to 512,512 
dimensions which enables it to convert pixel 
values from 0 to 1 through Gaussian filtering 
while it detects edges through Sobel and Canny 
filters. The system uses these methods to preserve 

image quality which helps maintain the original 
image when it needs to undergo input processing. 
The process begins with a feature extraction task 
which uses deep learning networks that include 
ResNet-34. The system uses these techniques to 
focus on specific areas within an image which 
display strong texture patterns because these areas 
provide optimal spots for hiding secret data. The 
U-Net generator receives both the extracted 
features and hidden message to train itself in 
using the message to modify the cover image 
while preserving its visual attractiveness. The 
system applies adversarial loss to train PatchGAN 
discriminator while they use reconstruction loss 
to achieve optimal results which enable secret 
information to remain hidden while authorized 
users can recreate it. The generator creates its 
output as a nearly identical copy of the stego 
image which originates from the cover image. 
Checking of the extent of robustness is carried 
out after processing, e.g. JPEG compression. 
Finally, the hidden secret data, which has been 
buried under the rock, is excavated and retrieved 
using the stego image decoder network. The 
organization of Fig. 2 is good and gives a 
connection between preprocessing procedure, 
encoding, embedding and decoding. 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Shabeer et al., 2026 | Page 1604 

 

 
Fig. 2. End-to-End Workflow from Preprocessing to Message Extraction 

 
3.4 Experimental Setup 
The proposed model is trained and tested using deep learning experiments based on the experimental 
infrastructure, which consists of dedicated hardware infrastructure with T4 GPU capabilities. The model is 
trained in several steps that enable the discriminator and the generator to improve their functionality based 
on what they intend to achieve. The training process consists of two kinds of losses that are Mean Squared 
Error (MSE) loss and adversarial losses to meet two objectives high imperceptibility and the correct recovery 
of data. The models are tested on an independent test set that aid in determining how the models will be 
able to generalize over new data. 
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3.5 Evaluation Metrics  
The performance of the AI-driven image steganography system is evaluated using a combination of objective 
metrics: 
 
1) Imperceptibility:  
Measures the quality of the reconstructed stego-image compared to the original cover image. Higher PSNR 
values indicate less distortion . The proposed system aims for a PSNR of 42.5 dB. 

𝑃𝑆𝑁𝑅 = 10 ⋅ 𝑙𝑜𝑔10 (
𝑀𝐴𝑋𝐼2

𝑀𝑆𝐸
) 

Where: 
The highest number of pixels in an image is the maximum possible pixel value (255 in an 8-bit image). And 
MSE is the Mean Squared Error. 
Evaluates structural similarity of the original and stego-images, which is more in line with human visuality. 
SSIM is assumed to be a stronger indicator of imperceptibility as compared to PSNR. The target of the 
SSIM of this system is 0.98. 

𝑀𝑆𝐸 =
1

𝑀 × 𝑁
∑ ∑[𝐼(𝑖, 𝑗) − 𝐼′[𝑖,𝑗]]

2
𝑁

𝑗=1

𝑀

𝑖=1

 

● I(i, j) is a pixel of the original (cover) image at locations (i, j). 
● I′(i, j) are the position of the pixel in the stego image. 
● M, N are the dimensions of the image. 
2) Capacity:  
Measures the quantity of secret data per pixel of the cover image. The average value of the original images of 
the experiment is 0.0156 bpp (1,024 bits in any of the 256x256 images). 

 𝐵𝑃𝑃 =
𝐸

𝐻 × 𝑊
 

Where: 
E is the total number of embedded bits. And H, W is the height and width of the cover image. 
 
3.6 Security Analysis 
The suggested system provides a high level of protection against two types of attacks that comprise statistical 
attacks and deep learning-based steganalysis attacks with a 92 percent evasion rate. The security system 
defines two layers of protection that entail 
(1) AES encryption, meaning that the payload content remains undetected upon extraction and is 
encrypted. 
(2) training using PatchGAN adversarial training that generates stego-images that are similar to real natural 
images. 
The approach generates random embedding of high-entropy regions and preserves image quality thereby 
effectively frustrating the detection strategies relying on both cryptographic and perceptual protection. 
3.7 Real-World Testing 
The theoretical concepts should be proved by the 
real experimental research. Technical merit 
laboratory tests of the PSNR and SSIM and BER 
measures estimations of the practical capabilities 
of the model along with its processing speed and 
hardware constraints and image compression 
algorithms and adversarial testing conditions. 
The experiment proves that AI-based 

steganography is able to ensure a stable 
performance in the natural conditions, even 
having both functional boundaries and real-life 
unpredictable variables. The five areas under 
investigation in the testing process are the secure 
communication and IoT devices and blockchain 
systems as well as medical imaging and federated 
learning. The two research areas demanded the 
measurement of encoding time measured in 
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milliseconds and the recovery accuracy rate 
expressed as in percentage and stego detectability 
rate expressed as in percentage. 
 
4. Results and Discussion 
This part provides the full analysis of the offered 
image steganography model being AI-driven. It is 
analyzed using normal image quality and security 
parameters such as BPP. In addition to that, the 
model is evaluated in terms of the ability to resist 
powerful steganalysis. Comparisons between 
methods and benchmarks, ablation experiments 
to determine the value of system components, 
and real-world experimentation are also provided 
to give a perspective on system performance. 
A system of Steganography has three 
fundamental objectives, and their trade-off is that 
the system needs to be visible, the hidden 
contents need to be safe, and the size of a payload 
needs to be optimal. The common schemes 
including LSB and DCT are resistant to some 
little degree and embedding scheme is not 
adaptable. Conversely, AI-based systems have 
dynamic content, as the optimization of learning 
is used to add content to the image at the points 
which are not visible. The attention-directed 
CNNs and adversarial trained GANs offer an 
innovative solution to the subject matter due to 
their ability to intelligently allocate the capacity, 
consequently, allowing the statistical distribution 
of natural images to be made. The chapter is the 
overview of a detailed review of a complete 
architecture of the AI-Driven Image 
Steganography that attempts to add the 
functionality of CNNs and GANs in order to 
attain a higher degree of imperceptibility, safety 
and payload. The assessment will be composed of 
seven questions i.e. visual check-up, convergence 
of training, quantification, comparative 
performance, ablation experiment, protection 
against steganalysis and the practical 
implementation. In both sections, the authors 
demonstrate chronologically how the framework 
is more superior than the traditional and modern 
steganography techniques. 
 
 
 

4.1 Visual Examination and Inapprehensibility. 
The suggested AI steganography was trained on 
the 10,000 images of the COCO dataset to test 
the system on the scales of imperceptibility, 
capacity and the safety of the information. Result 
visualization and all tests of the model were 
conducted in the free GPU environment of 
Google Colab that allows one to use temporary 
GPUs up to 12 hours and T4 in a single session. 
U-Net-based generator codes the secret data into 
the cover images and the stego images and real 
images are verified with referencing to PatchGAN 
discriminator to confirm the credibility of their 
appearance. 
Physically to verify the invisibility of the 
concealed data, in Fig. 3, there are full side-by-
side stegos of the original cover images and the 
stegos of the cover images. As it is indicated, the 
pictures are not recognizable with their eyes, but 
they retain the information in it, and it is 
supported by 30x amplified difference maps, 
displaying the little differences at the pixel rate. 
The 30x amplification factor is to ensure that one 
can notice the tiny pixel-level changes that cannot 
be seen by the naked eye otherwise. These 
amplification tricks of steganography are 
important in determining the insignificance of 
the data embedding process. When researchers 
overemphasize the differences between the cover 
and stego images, one is confident that the 
deformities are focused on the complex areas of 
the image that contain texture richness. This will 
assist in ensuring that there are no major 
distortions that are created during the embedding 
and the payload concealment is also ensured. 
Development of a concealed image so, is 
achieved, thereby, acting as a signal to the 
recovery of the stored information. The input is 
embedded, AES cryptographically preprocessed 
in the quest to ensure an added security to the 
data. Additionally, to reach the highest level of 
imperceptibility (high frequency texture areas), 
when attention is paid to high-frequency texture 
areas large enough statistically to be observed 
during embedding, maximum opportunities of 
their occurrence are minimized. This 
characterises the attention based novel 
steganography schemes which improve PSNR and 
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structural identity since they do not need semantically insecure sites to be covered. 
 

 
Fig. 3. Cover vs. Stego with 30× Difference Map 

 
The model will then go ahead to obscure the 
identity of the attention process that is in effect 
noisily concentrating the embedding project to 
areas of the image having the texture in complex 
scenes. Human eye can predict very small 
alterations in pixels, and steganalysis software, 
though to a lower degree, can only predict high-
frequency regions (i.e., edges, patterns or 
textures). They are the areas that are likely to be 
given more emphasis during the training process 
by the attention layer with greater weights and 
thus receive more secret payload allocation with 
less visual sensitivity. Therefore, flat backgrounds 
such as that of sky change little but the high-
detailed regions can be used to store information. 
It is rather effective since it is only possible to see 
pixel-wise peculiarities in the enlarged maps of 
the differences of the enlarged images, and the 
hidden images could be reconstructed without 
any flaws. It is probably a nice example of 

attention-directing embedding in texture areas, 
which exploits the weaknesses of human 
visualization. However, by choosing high-
frequency areas, which is an excellent trade-off 
and an interesting direction to follow in future 
follow-up studies, targeted filtering attacks 
resilience can be lost. 
 
4.2 Training Convergence and Optimization. 
The Bit Error Rate (BER) shown in Fig. 4 
gradually dropped with the training and close to 
2000 epochs, the minimum values of 0.02 was 
achieved and it stopped, which indicates that the 
system is reasonably near to the training 
convergence and the optimum results. The 
plateau suggests that the system already has 
attained a particular level of balance, which 
allows us to make the conclusion of the 
combined end-to-end training mechanism of the 
encoder and decoder components that allow 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com               | Shabeer et al., 2026 | Page 1608 

achieving the purpose of posing the data correctly 
and making it possible to extract it successfully. 
The validation run with an error variance = -
0.003 result in the average value = 0.02 and 
therefore it is reasonable to conclude that the 

system has achieved a stable convergence. This 
convergence pattern can be related to the recent 
literature of the adaptive models that have 
acquired the advantage in terms of multi-scale 
character in offering deeper.  

. 

 
Fig. 4. The Adversarial training process achieves stable learning results through its demonstration of Bit 

Error Rate (BER) convergence which reaches its endpoint after 2,000 training epochs. 
 

In simpler terms, the model retained 0.02, which 
is a steady value, during the whole 2000 epochs. 
Thus, the colorful pixels and encoder-decoder 
optimization must have gone really well. Besides, 
this is a trait that shows the model's ability to 
generalize. Still, there is no cross-validation and 
no extra data set training performed, so doubts 
about the overfitting of the COCO data arise. 
After reaching convergence and getting a stable 
learning process, the next move is to check the 
system's performance with testing, which can be 
done by plotting quantitative indices. 
 
4.3 Quantitative Performance Evaluation 
The proposed method for evaluating the AI 
steganography system through its quantitative 
performance assessment used multiple 

measurement methods which were displayed in 
Figure 5 through its various metrics. The system 
achieved PSNR value of 42.5 dB which is a very 
desirable value in terms of imperceptibility since 
values above 30 dB is widely regarded as ideal in 
imperceptibility. The SSIM measurement showed 
a value of 0.98 which indicates that the cover 
image and the stego image share almost identical 
structural patterns. The system demonstrates its 
accuracy to restore original data with a low BER 
of 0.02 which corresponds to approximately 2 
percent decoding error. The system used a buffer 
of 0.0156 bits per pixel (bpp) to hide 1024 bits 
within 256x256 images. The model training 
process required 12 hours to complete 10,000 
training epochs. 
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Fig. 5. Summarizes the quantitative evaluation of the proposed system 

 
The embedded data remains almost invisible 
which proves the data to be undetectable through 
human observation while the image maintains its 
complete structural integrity. The GAN generates 
stego images which appear natural because of its 
design. Moderate embedding capacity of 0.0156 
bpp demonstrates how embedded data size affects 
image quality which requires further adjustment 
to meet requirements of capacity sensitive 
applications. The performance demonstrates 
good results yet it requires comparison with other 
existing methods to achieve better understanding 
of its performance. 
 
4.4 Comparative Performance Evaluation. 
The three selected models for comparison testing 
will use LSB replacement and DCT-based 
techniques and DeepSteg as their main 
evaluation methods. The three streetlight-styled 
pathways to steganography verification lead to 
proven reference points which show the strongest 
performance in image steganography research 
according to their ranking system. The three 
steganographic techniques, which include 
classical methods and transform-domain 
techniques and deep learning-based methods, 

provide a complete framework to assess how the 
proposed AI system outperforms its competing 
systems. The traditional LSB Replacement 
method, which follows the design of this 
technique, shows two main features: it enables 
efficient data embedding yet maintains an 
insecure method of operation which lacks 
effective protection against detection [54].The 
forerunner of the DCT is the transform domain 
methods which are more powerful, and which are 
employed under other compressed formats, like 
JPEG. DeepSteg is a simple deep learning-based 
system, which used CNNs to perform 
steganography and, therefore, it might provide a 
tradeoff between the quality of the visual 
component and the complexity of the task. The 
models considered as a group, thus, deal with 
radical, transform based, up to neural-network 
based steganographic approaches, and, thus, 
make possible to evaluate the progress of the 
proposed model in the context of 
imperceptibility, strength, and embedding 
effectiveness in a more comprehensive way. 
The relative analysis in the form of Fig. 6, pits the 
suggested solution against the traditional and the 
deep learning-based steganography methods, all 
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with an intention of demonstrating the high 
quality of the former. The GAN-based model has 
the power to reveal the high levels of 
development in the sphere of imperceptivity 
(42.5 dB PSNR), structural integrity (0.98 SSIM), 
and undetectability (0.02 BER). This is due to the 
opponent learning and attention mechanisms 
which in turn facilitate the integration of the 
texture-rich, low-perception areas which on the 
other hand enable the innate distribution of 
image features to be replicated. Instead of 

discussing these design characteristics case-by-
case, we discuss their overall impacts here: the 
adversarial training using GANs allows the 
statistical indistinguishability to be more alike to 
the natural images, and attention mechanisms are 
refining the embedding of the target regions due 
to the nature of higher complexity, and 
collectively, through the model overall 
performance, refining it according to all the key 
metrics. 

 

 
Fig. 6. Analysis reveals that the proposed method provides a superior trade-off between visual 

imperceptibility and security. 
 
The LSB method enables greater data storage 
capacity but results in easy discovery of hidden 
information. The proposed GAN-based model 
shows resilience against both statistical and deep 

learning-based steganalysis attacks, similar to 
recent Dual-GAN and SGAN-Stego architectures. 
The models selected for comparison (LSB 
Replacement, DCT-based, and DeepSteg) 
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represent widely adopted benchmarks in 
steganographic research, providing a 
comprehensive perspective on the proposed 
model's advancements. The three methods 
function as separate entities which include 
classical spatial domain methods and transform 
domain methods and deep learning-based 
methods. 
 
4.5 Ablation Study 
Ablation study helps the researchers to identify 
the parts of their system or model which provide 
operational value. Machine learning and AI 
research involves systematic removal of model 
components by experimenting that finds out 
what components of the system should be 

retained. The authors conducted an ablation 
experiment to examine the impacts of adversarial 
training and attention processes. The extraction 
of GAN part showed a decrease of PSNR by 15 
percent and an increment of BER by 60 percent 
implying that it was the components that were 
affecting the high performance levels. As in Table 
1, it is evident that both adversarial training and 
attention mechanisms are effective in enhancing 
the perceptual quality (PSNR) and system 
durability (BER). The findings of the research 
demonstrate that these methods act as vital 
factors that make the model not to work 
improperly when the conditions that introduce 
distortion are introduced. 

 
Table 1 
 Summarizes The Results 
Configuration PSNR SSIM BER 
Complete Model (With GAN) 42.5 0.98 0.02 
Without GAN 36.8 0.91 0.06 
 
The research shows that using GANs in the 
method improves both its ability to hide 
information and its capacity to retrieve data 
which was also demonstrated by the GAN-based 
systems HiDDeN and StegaStamp. The system 
requires its GAN components to operate because 
their absence leads to performance decline. The 
use of GANs helps because they create stego 
images which people cannot differentiate from 
natural images to the point that these images can 
deceive detectors which use statistical or machine 
learning methods to find steganography. The 
model produced an image which had undergone 
no adversarial training and this image lost its 

original quality because it ceased to resemble a 
natural image which resulted in a major PSNR 
drop and BER increase. The training process 
needs normalization layers because they stabilize 
training by eliminating internal covariate shift 
and they maintain consistent feature scaling 
across different batches. The model's convergence 
patterns which displayed different stabilization 
levels became unstable after they eliminated these 
elements. The study found that adversarial 
learning with normalization acts as essential part 
of model structure which enhances both 
effectiveness and system resilience. 
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Fig. 7. Ablation Study Results 

 
Figure 7 shows the individual contributions of 
different elements through an ablation study 
which shows how different model variants 
performed in measuring three metrics which are 
PSNR and SSIM and BER. The heatmap displays 
performance results through normalized values 
which show that actual performance improves 
when darker green shades appear. The complete 
system produces optimal PSNR and SSIM results 
while showing the lowest BER values which 
demonstrate how well its components work 
together. The training procedure needs to 
establish stability through its testing process 
because the method requires its training data to 
be processed without any normalization of input 
features which results in its lowest performance 
outcome. The results show that all system 
components enhance model performance while 
the design choices in the proposed method show 
successful results. We are currently testing the 
system's ability to avoid detection after we tested 
how well each element of the system functions 

because detection resistance is critical for secure 
steganography. 
 
4.6 Security against Steganalysis Testing. 
The researchers performed reliability and safety 
testing for their steganographic system through a 
series of experiments which used StegExpose and 
Xu-Net as their most effective steganalysis tools. 
StegExpose employs logical operations in 
revealing the hidden The evaluation results from 
Xu-Net and StegExpose which produce ROC 
curves in Fig. 8 show that the system achieves 
high true negative rates and low false positive 
rates. The proposed model that uses attention-
guided and GAN-trained technology successfully 
leads to 92 percent success rate in avoiding 
detection tools. The resulting stego images 
display natural appearance because of the 
advanced cunning used to create them. The 
system achieves high efficiency to prevent 
detection which results in performance that 
surpasses standard steganography security and 
undetectability. 
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Fig. 8. ROC Curve Comparison of Xu-Net and StegExpose, Highlighting the Strong Evasion 

Performance of the Proposed Model 
 
The StegaStamp and Crypto-Stego models have shown similar progressions through methods such as 
adversarial training and the use of cryptographic tools. 
 

 
Fig. 9. Comparison of Steganalysis Resistance 

 
The effectiveness of the two design i.e. attention 
guided embedding and the use of GANs in the 
ordering evasion training may explain the high 
evasion rate (92 percent) under the steganalysis 
detector i.e. StegExpose and Xu-Net. The 
attention processes allow the users to pick high 
frequency signals that contain textures since they 
form encodings that exhibit high frequency 
components of images in two distinct forms. The 
high frequency contents of an image are made 

more pronounced since they are at a different 
pixel space, and therefore, conceal the statistical 
errors caused by data encoding. The image 
distribution of the produced stego images is the 
same as the real image since the adversarial 
training does not allow the generator to produce 
designs that can be detected by steganalysis tools. 
The GAN discriminator sets up constraints that 
guide the encoder to seek naturalistic 
pseudomimicking changes that transpire in deep 
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neural feature space to examine spatial changes 
that take place in Xu-Net. It is the characteristic 
of such a hybrid approaches that makes the task 
of determining the disparities between the clean 
and stego images quite challenging not only with 
the help of statistical but also with the help of 
deep learning-driven steganalyzers. The ROC 
curves of the Xu-Net and StegExpose prove that 
they have high evading capability with the 
increasing bands of 0.94 and 0.91 that cause 1.00 
as the highest score. The system assesses real life 
scenarios that show practical performance of the 
system to form a complete interconnection 
between the theory and the practice. 
 
4.7. Real World Testing 
The proposed system is an experimental study 
that evaluated the effectiveness of the AI-based 
steganography system in five applications in the 
real world. The area of research that was 
examined under this project is secure 
communication, Internet of Things, blockchain 
system, federated learning, and medical imaging. 
The results of the study employed three 
measurements of performance which were 
encoding time (ms), and recovery accuracy 
(percent), as represented in Fig. 10. The system 
ensures the secure communication with the help 

of its encoding process that takes 42 milliseconds 
to complete and its recovery process that provides 
98.5 percent accuracy rate but only detects 
steganography 11.8 percent. The method is 
effective in cases that have time sensitive secrets. 
The time taken to code the system of IoT devices 
varied between a maximum of 14 milliseconds 
and a minimum of 84 milliseconds with a rate of 
49 milliseconds and a recovery rate of 98 percent 
and detectable results of less than 13 percent. 
The outcome would give the lightweight data 
gadgets a level of edge security but the 
implementation was relatively more time 
consuming than the secure messaging 
requirements. It was recorded in the article that 
the mean time of encoding in blockchain case 
was 60 ms and computational overheads of 
layered encryption. The recovery process was 
accurate 96 percent and the system identified 14 
percent of cases. This encoding process was 
optimized to a maximum capacity of 70 
milliseconds to encode embedded distributed 
data with a 95 percent recovery probability and 
15.5 percent detectable secure aggregation 
protocols hence being superior in performance to 
other systems since it generated very few errors in 
operation when embedded medical imaging was 
used and its encoding speed was 57 milliseconds. 

 

 
Fig. 10. Experimental Validation Across Five Practical Application Domains 
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The model's robustness and versatility are evident 
from these results, and it can be used in different 
fields. It is also a good time to consider its 
practical and legitimate use in areas with 
stringent privacy requirements. This is due to the 
fact that it is the only high imperceptibility and 
low detectability system, messaged and the 
highest chance of recovery at the same time. 
However, one should not forget the hurdles and 
limitations. Employing adversarial training with 
GANs results in this model being more resource-
demanding, which could greatly limit its use in 
battery-operated low-resource devices like 
embedded systems and IoT. The performance 
decreases when images undergo compression or 
when there are interrupted transmission links or 
when users transmit data that exceeds normal 
operating limits. Future research should 
investigate three areas which include adaptive 
decompression resistance, model compression 
through methods such as pruning and 
quantization, and domain-specific tuning which 
enables efficient system deployment without 
compromising steganographic security. 
 
5. Conclusion 
The paper provides a solution to the problem of 
an image steganography system designer who 
relies on three primary properties of the system of 
high brightness, high security, and a reasonable 
amount of payload capacity simultaneously. The 
classical ones are LSB substitution and DCT-
based which have already been demonstrated to 
be detectable, inappropriate to such conditions 
and give poor-quality images. The new method 
places the AI-based framework which constitutes 
convolutional neural networks, GANs and 
attention mechanisms on the center stage of 
imprinting the secret text on the digital images. 
These findings are demonstrated by the results of 
the experiment that indicate PSNR 42.5 Db and 
SSIM 0.98 respectively, which are the values that 
reflect the maximum possible transparency of 
human vision. The strength and reliability of the 
system receives validation through its low BER 
measurement of 0.02 and its ability to evade 92 
percent of both traditional and deep learning 
steganalysis methods. The model was tested on 

various areas of real-life applications, including 
secure communication, IoT, blockchain, 
federated learning, and medical imaging, and the 
recovery rates were higher than 95% and stego 
detectability was lower than 15%. The hybrid 
cryptography-AI in secret communication 
demonstrates the advantages of the combination 
of adversarial learning, spatial attention, and AES 
encryption. In the study it is noted that it is 
computationally intensive, difficult to generalize 
datasets, and weak in noise and image aging. 
Future research directions include model 
optimization, cross data validation, real time 
deployment, and multimodal steganography 
based on transformer-based architecture. 
However, the offered system is a powerful and 
adaptable tool of putting information under lock 
and key and emphasizing the necessity and 
significance of ethical use and control. 
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