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Abstract 
Deep learning (DL) has emerged as a transformative paradigm in education, 
enabling intelligent, automated, and data-driven solutions across multiple 
dimensions of teaching and learning. This review provides a comprehensive 
analysis of recent advancements in DL applications within education, focusing 
on personalized learning, automated evaluation, student performance prediction, 
sentiment analysis, and learning engagement. The paper highlights how DL 
models such as Convolutional Neural Networks (CNNs), Recurrent Neural 
Networks (RNNs), Generative Adversarial Networks (GANs), and hybrid 
architectures are being employed to enhance teaching efficiency, optimize learning 
outcomes, and improve decision-making in educational institutions. Key 
contributions include the identification of novel frameworks for real-time 
monitoring, emotion detection, and cybersecure access to learning platforms. The 
review also examines major challenges such as dataset scarcity, lack of scalability, 
ethical concerns, and limitations in real-world integration. Finally, future research 
directions are outlined, emphasizing the development of unified, holistic, and 
ethically responsible DL-powered education systems that integrate academic, 
behavioral, and administrative functions. 
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1. INTRODUCTION   
The rapid integration of artificial intelligence (AI) 
into education has transformed traditional 
teaching and learning practices into more 
adaptive, personalized, and data-driven processes 
[1]. Among various AI techniques, deep learning 
(DL) has attracted increasing attention due to its 
ability to process complex, multimodal data such 
as text, speech, video, and behavioral patterns with 

high accuracy and scalability [2]. Unlike 
conventional rule-based or statistical approaches, 
DL models can automatically extract meaningful 
features from large datasets, enabling intelligent 
decision-making and predictive analytics in 
education. 
Over the past decade, DL has been applied in 
multiple areas of education including automated 
assessment, personalized learning, student 
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performance prediction, engagement monitoring, 
literacy management, and cybersecurity in online 
learning systems [3]. The adoption of these 
technologies accelerated further during the 
COVID-19 pandemic, which highlighted the need 
for scalable and intelligent educational platforms 
capable of supporting remote and hybrid learning 
environments. Models such as Convolutional 
Neural Networks (CNNs), Long Short-Term 
Memory (LSTM) networks, Graph Neural 
Networks (GNNs), and Transformer-based 
architectures have shown significant promise in 
improving evaluation accuracy, identifying at-risk 
students, detecting emotions, and supporting 
decision-making for teachers and administrators. 
Several review studies have explored artificial 
intelligence and machine learning in education, 
primarily focusing on educational data mining, 
traditional neural networks, or isolated 
applications such as student performance 
prediction. For example, Okewu et al. (2021) 
provided a large-scale survey of educational data 
mining techniques, while Alnasyan et al. (2024) 
reviewed DL applications in MOOCs, and 
Yousafzai et al. (2021) examined Bi-LSTM models 
for performance prediction. While these works 
provide valuable insights, they are limited either in 
scope, methodology, or coverage of recent 
developments. Most do not address the broader 
integration of DL across multiple educational 
dimensions, nor do they sufficiently discuss 
limitations such as dataset scarcity, scalability, 
ethical implications, and the lack of unified real-
time systems. 
This paper aims to fill that gap by presenting a 
comprehensive and up-to-date review of DL 
applications in education. It not only synthesizes 
existing research across diverse application areas 
but also critically evaluates methodologies, 
datasets, and performance outcomes. In doing so, 
the paper contributes threefold: 

1. It categorizes DL applications into key 
domains such as evaluation, engagement, 
prediction, sentiment analysis, literacy 
management, and cybersecurity. 

2. It highlights open challenges including 
data imbalance, lack of scalability, and 

ethical issues that hinder real-world 
deployment. 

3. It outlines future directions, proposing a 
roadmap toward the development of 
unified, ethical, and holistic DL-powered 
education systems. 

By consolidating recent literature and identifying 
research gaps, this review offers a valuable 
reference for researchers, educators, and 
policymakers seeking to harness the potential of 
DL to improve teaching, learning, and educational 
management 
 
2. Review of Recent Research in Education 
2.1 Evaluation and Teaching Assessment 
Evaluation is a cornerstone of education, and the 
automation of this process using deep learning 
(DL) has significantly benefited teachers and 
institutions. A Convolutional Neural Network 
(CNN) model [4] was employed at the university 
level to address challenges in traditional 
evaluation systems, such as subjectivity and lack of 
real-time feedback. The model classified outcomes 
into four categories—Excellent, Good, Average, 
and Poor—with an accuracy ranging between 80–
92% across classifiers. Inputs included multi-
source data such as student performance, teacher 
evaluation, student feedback, course content, and 
behavioral data. Teacher performance was 
measured using three critical features: content 
clarity, classroom interaction, and teacher 
attitude. 
Subject-specific teaching evaluation has also been 
explored. For example, the Genetic Algorithm-
Backpropagation Neural Network (GA-BPNN) [5] 
was applied in Physical Education assessments. 
This hierarchical evaluation method 
outperformed traditional approaches, 
demonstrating the adaptability of DL in diverse 
academic contexts. 
 
2.2 Social Media and Technology Impact on 
Learning 
DL models have also been employed to study the 
influence of social media and technology usage on 
student learning. A Gated Attention DL Model 
[6], trained on data from the Kalboard 360 LMS 
(available on Kaggle), categorized student 
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performance based on technology interaction. The 
analysis revealed that students effectively using 
technology achieved better outcomes, while 
excessive social media usage correlated with lower 
performance. Furthermore, parental education, 
particularly that of mothers, emerged as a 
significant factor in student achievement. The 
model attained 98–99% accuracy and precision, 
underscoring the strong predictive power of DL in 
this domain. 
 
2.3 Behavioral Analysis and Classroom 
Monitoring 
Habitual behaviors that influence academic 
performance have also been studied using DL 
approaches. Mobile phone usage in classrooms, 
for instance, was detected using a ResNet50 
architecture integrated with an RTL model-based 
approach [7]. The system achieved 96% accuracy 
in identifying students’ phone usage, though its 
lack of a defined long-term goal and real-time 
deployment strategy highlights areas for future 
research. 
Similarly, predicting student performance has 
been tackled using advanced hybrid models. The 
GNN-TINet (Graph Neural Network–
Transformer–InceptionNet) [8] achieved 98.5% 
accuracy in linking GPA with parental 
involvement in homework guidance. Two novel 
indicators—Learning Impact Factor (LIF) and 
Predictive Consistency Score (PCS)—were 
introduced, adding to existing performance 
metrics. Despite promising outcomes, reliance on 
publicly available statistics raised concerns about 
applicability across diverse educational contexts. 
 
2.4 Literacy Feedback and Performance 
Prediction 
Another stream of research emphasizes literacy 
and retention. A literacy management system [9] 
allowed students to log in, take tests, and receive 
personalized literacy rates. Performance improved 
when students actively engaged with the system. 
To address challenges of student retention and 
admissions, DL models have been applied in 
education data mining (EDM). A study comparing 
multiple performance prediction models used 
Conditional Tabular Generative Adversarial 

Networks (CTGAN) against Gaussian 
distribution. CTGAN provided better results but 
showed limitations in balancing datasets, as 
reflected in lower F1-scores [10]. Furthermore, a 
systematic review of ANN and DL applications in 
EDM (2010–2018) highlighted the breadth of 
models but lacked quantitative details [11]. 
 
2.5 Emotion Detection and Online Learning 
The growth of online education has motivated 
research into emotion and sentiment analysis. 
Using the Spatial Attention Network with CNN 
(SAN-CNN) [12], one study achieved 98% 
accuracy in detecting student emotions during 
online classes. While effective for recognition, 
integration into real-world learning environments 
remains untested. 
Similarly, cybersecurity in higher education has 
become crucial, particularly with the rise of online 
teaching during COVID-19. The Hunter-Prey 
Optimizer with DL-enabled Biometric 
Verification for Cybersecurity (HPODL-BVCS) 
[13] was developed to protect educational 
resources. Incorporating eye and handprint 
biometrics, the system achieved 99% accuracy in 
preventing unauthorized access. 
Xing et al. (2025) [15] introduced a smart 
education system using a simple neural network to 
assess student performance with multimodal data 
(voice, text, and image). The system employed 
random weight initialization and backpropagation 
for optimization, though results were not fully 
reported, leaving a gap in evaluating its 
effectiveness. 
 
2.6 MOOCs and Student Engagement 
Massive Open Online Courses (MOOCs) have 
expanded global access to training and skill 
development. A review of 46 studies [16] 
demonstrated how DL, in combination with ML 
techniques, enhances student performance 
prediction in MOOCs. Both qualitative and 
quantitative insights confirmed that success in 
MOOCs increasingly depends on practical skills 
rather than academic credentials. 
Offline and online engagement has also been 
studied through behavioral tracking. IoT-based 
frameworks have been proposed to analyze student 
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behavior using eye movements, facial expressions, 
and head gestures [17]. However, reliance on IoT 
makes real-time deployment in classrooms 
impractical. Alternatively, a 3D CNN model [18] 
achieved ~99% accuracy in evaluating online 
student engagement, showing high promise for 
scalable solutions. 
Despite these advancements, existing research has 
notable limitations, which we discuss below. The 

aforementioned research studies are from the year 
2025, while additional research details are 
provided in the table. Considering the length and 
goal of this publication, the primary aim of this 
paper is to present various research areas in 
education along with their DL models, 
approaches, and results. Table 1 summarizes the 
most recent literature review and new models with 
its applications, limitations etc.

 
Table 1 Summary of Literature Review 

Reference 
Study 
Focus 

DL Model 
Dataset 
Details 

Limitation Future Gap 
Key 
Findings 

[4] Gao 
(2025) 

University 
teaching 
evaluation 

CNN Multi-source 
demographic 
data (student 
performance, 
teacher 
evaluation, 
etc.) 

Versatility of 
dataset and 
student 
sentiments 
are not 
addressed 

Large dataset.  
Inclusion of 
student’s 
emotions. 
Integration of 
ML models. 

Accuracy: 
80-92% 

[5] Chen & 
Min (2025) 

Physical 
education 
teaching 
performan
ce 

GA-BPNN Student 
feedback, peer 
reviews and self-
assessment 
reports 

Details of 
dataset are 
missing. 
Performance 
indicators 
are missing 

Quantitative 
Research 

Better 
results than 
industry 
average 

[6] Kumar et 
al. (2025) 

Social 
media 
influence 
on 
education 

A-Bi-LSTM-
CNN-G 
Bi-LSTM-
CNN Bi-
LSTM 
CNN 
LSTM 
RNN 

Kalboard 360 
LMS 

The size of 
data and 
processing 
time 

Other 
technological 
Factors to be 
included 

Accuracy: 
96-99% 

[7] Pandya et 
al. (2025) 

Mobile 
phone 
usage 
detection 

ResNet50 
RTL Model-
Based 
approach 

ImageNet 
dataset (Deng 
et al., 2009) 
for training 
where for 
testing real 
CCTV footage 
of 20 students 
[14] 

Small testing 
dataset 

Large dataset 
testing 

Accuracy: 
96% 

[8] Zhang et 
al. (2025) 

Student 
performan
ce 
prediction 

GNN-TINet Publicly 
available 
(California 
Schools) GPA, 

Demographi
c 

Testing and 
training on 
real data set 

Accuracy: 
98.5% 
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parental 
involvement 

[9] Zhang 
(2025) 

Literacy 
manageme
nt system 

DL 
algorithms 

Student 
literacy data. 
Online 

Small 
Sample Size 

Inclusion of 
user 
satisfaction 
and system 
optimization 

Improved 
student 
involvemen
t 

[10] Kannan 
et al. (2025) 

Education 
data 
mining 

CTGAN Real dataset Data level 
techniques. 
Small data 
set 

Adding more 
algorithm at 
different 
levels. Large 
dataset. More 
DL 
synthesizers 

F1 scores 
low due to 
class 
imbalance 

[11] Okewu 
et. Al (2021) 

Education 
data 
mining 

ANN (DL) Review 
Paper.577 
(Research 
Studies) 

Quantitative 
of research 
studies 

EDM Expert 
System 

73 out 577 
shows DL 
research 

[12]Mahend
ar et al. 
(2025) 

Emotion 
detection 
in online 
learning 

SAN-CNN Online 
(Kaggle). 
Cognitive 
state data 

Real time 
Data 

More 
emotion and 
enhancement 
of technique 

Accuracy: 
98% 

[13] Mary & 
Claral 
(2025) 

Student 
sentiment 
analysis 

Hybrid DL 
Model NLP, 
CNN & 
LSTM 

Real world 
data. 
Sentiment 
data 

Dedicated to 
education 
field and the 
student 
feedback 

The same 
technique to 
be applied on 
another field 
like brand 
management 

High 
accuracy in 
sentiment 
prediction 

[15] Xing et 
al. (2025) 

Intelligent 
education 
evaluation 

Neural 
Network 

Details of 
dataset are 
missing. 
Voice, text, 
image data 

Proposed 
Idea 
implementat
ion is 
missing 

Qualitative 
and 
Quantitative 
data. 

No results 
provided 

[16] 
Alnasyan et 
al. (2024) 

Student 
Performan
ce in 
MOOC 

DNN, 
LSTM,  
CNN 

Review Paper 
46 studies 

Data 
Availability 
Performance 
Parameter 
Hybrid 
Models 
Predicting 
the 
performance 
at the 
beginning 
and end of 

Hybrid and 
Comprehensi
ve complete 
Predictive 
Performance 
Model 

Accuracy 
90% 
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the semester 
is missing 

[17] 
Yousafzai, 
B. K. et. Al 
(2021). 

Student 
Performan
ce 

BiLSTM UCI ML 
Repository [18
] 

Versatility of 
dataset 

Real time 
dataset and 
integration of 
other DL 
models 

Prediction 
accuracy of 
90.16% 

[19] Akila, 
D. et.al 
(2024). 

Offline 
Student 
Engageme
nt 
Evaluator 

DL-student 
attention 
recognition 
framework 
(DL-SARF) 
NLP 

Online During the 
class it is 
hard to keep 
track of the 
student’s 
attention 
This could 
be only used 
to give 
indications 
IoT 
involvement 

Make simpler 
model and 
more efficient 
model. 

High 
student 
performanc
e ratio of 
98.2 %, 
learning 
outcome 
ratio of 
97.0%, 
enhanced 
prediction 
ratio of 
98.2 
%,feedback 
ratio of 
97.5 %, 
accuracy 
ratio of 
98.4 %, 
behavior 
rate of 97.4 
%, 
interaction 
ratio of 
97.9 % 

[20] Mehta, 
N. K. et.al 
(2022). 

Online 
Student 
Engageme
nt 
Evaluator 

DenseNet 
self-attention 
neural 
network 
(DenseAttN
et) u 

DAiSEE and 
EmotiW-EP 
datasets online 

Lower 
Accuracy 

More DL 
models for 
multi class 
and multi 
label 
advanced data 
sets. 

DenseAttN
et trained 
labels; 
namely 
boredom, 
engagemen
t, 
confusion, 
and 
frustration 
has an 
accuracy of 
81.17%, 
94.85%, 
90.96%, 
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and 
95.85% 

[21] Yu, 
H.(2023) 

Education 
Sector 

Generative 
AI-DL 

- Qualitative 
and 
Quantitative 
Data 

Qualitative 
and 
Quantitative 
Data 

Discussion 

 
2.2 Future Directions 
Future research should focus on integrating 
various DL models into a unified system, ensuring 
scalability with real-time data, and addressing 
demographic and behavioral variations in student 
populations. Additionally, ethical considerations, 
such as data privacy and fairness in AI-driven 
educational assessments, should be explored. 
There are many systematic papers found during 
the research, covering ML, DL, and artificial 
neural networks. However, since the focus here is 
on DL, preference is given to artificial intelligence-
driven DL models to ensure relevant and valuable 
material. Some of these papers are included, 
whereas others are repetitions of previously 
discussed applications. 
The review could be really helpful for the students, 
while the main purpose of this paper is to present 
the maximum area of recent studies, so the focus 
is to include different dimensions in the particular 
sector. 
For research using real-time data, the size of the 
dataset remains a major limitation. Models trained 
on small or medium-sized datasets cannot always 
be considered reliable for large-scale applications. 
Addressing this gap could improve models for 
behavioral analysis, dropout prediction, and real-
time learning analytics. 
Moreover, the need of a single comprehensive 
research paper that presents a fully integrated DL-
based education system still exists. Most studies 
focus on specific aspects of education rather than 

providing a holistic approach. For example, an 
ideal system would integrate: 

• Student and parent search functionalities 
for admissions 

• Automated admission processes, 
including interviews and evaluations 

• A virtual tour of the institution 
• Classroom management, covering 

attendance, participation, hygiene, and 
teacher-student relationships 

• Automated real-time evaluation for both 
teachers and students 

• Campus security, ensuring safety in 
classrooms and surrounding areas 

• Comprehensive integration of education 
policies, performance tracking, inventory 
management, and quality assurance 

For such a system to be effective, it must be capable 
of real-time automation and data-driven decision-
making while ensuring security and privacy. A 
unified, AI-powered software platform should 
integrate all these aspects to enhance the efficiency 
and effectiveness of modern education systems. 
Figure 1. shows a proposed DL-based Education 
System. This figure shows the proposed system for 
future educational frameworks, illustrating how 
deep learning can integrate multiple components—
ranging from admissions to classroom 
management, evaluation, security, and real-time 
automation—into a unified platform.
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3. Conclusion 
Deep learning has demonstrated significant 
potential to revolutionize education by enabling 
intelligent, personalized, and automated systems 
that benefit students, teachers, and administrators 
alike. From evaluation and performance 
prediction to emotion detection and cybersecurity, 
DL applications have expanded across diverse 
aspects of educational ecosystems. This review 
highlights the strengths of recent DL models while 
also pointing out the recurring challenges of 
dataset limitations, model scalability, ethical 
concerns, and real-time applicability. 
The findings suggest that while DL has made 
considerable progress in isolated tasks, the next 
step lies in developing comprehensive and unified 
frameworks that integrate evaluation, engagement, 
security, and administrative functions into a single 
intelligent platform. Future research must also 
prioritize fairness, transparency, and privacy to 
ensure that DL-driven systems enhance learning 
outcomes without reinforcing existing biases. 

In conclusion, deep learning holds the promise of 
reshaping education by bridging gaps between 
traditional pedagogy and modern technological 
demands. A collaborative effort from researchers, 
policymakers, and educational institutions will be 
crucial in designing scalable, ethical, and holistic 
DL-powered systems capable of meeting the 
evolving needs of global education. 
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