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Abstract

The rise of 5G networks signifies a transformation in global digital infrastructure,
offering ultra-low latency, massive device connectivity, and cloud-native core
architectures. These capabilities enable applications in automation, healthcare,
smart cities, and more. However, innovations such as mnetwork slicing,
virtualization, service-based architecture (SBA), and control/user plane separation
have greatly expanded the attack surface. The 5G Core (5GC), which orchestrates
the mobile communication lifecycle, is especially vulnerable to attacks via control-
plane protocols like PFCP and NGAP, and userplane wvectors over the N6
interface.

This paper presents a deep learningbased Intrusion Detection System (IDS) that
performs multi-interface analysis across PFCP (N4), NGAP (N2), and N6
interfaces. The model leverages LSTM and Transformer architectures for temporal
traffic pattern recognition and integrates an online learning mechanism using
Passive-Aggressive Classifiers for realtime adaptability. To enhance

transparency, SHAP-based explainability is applied at each protocol layer to
provide interpretable, actionable insights for security analysts.

The IDS is evaluated using a combination of real and synthetic datasets: PFCP
data from 5GCIDS, CICIDS2017 for application-level traffic, and NGAP flows
generated via GNS3 and Open5GS [10]. Results demonstrate high detection
accuracy, reduced false positives, and improved interpretability, making the system
robust against evolving threats.

This research contributes a scalable, reproducible framework for intelligent 5G
core protection, supporting the future trajectory of Al-driven cybersecurity in
telecom networks.

INTRODUCTION

The dawn of the fifth-generation (5G) mobile
communication technology marks a revolutionary
shift from its predecessors. Unlike the previous
generations—1G through 4G—whose progression was
largely characterized by faster data rates and
improved spectral efficiency, 5G
transformative leap toward an entirely new digital
ecosystem. It is designed not merely as an

introduces a

enhancement over 4G LTE but as a flexible, robust,
and highly programmable platform capable of
supporting a wide array of use cases ranging from
enhanced mobile broadband (eMBB) to ultra-reliable
low-latency communication (URLLC) and massive
machine-type communication (mMTC).

This broad utility is enabled through key
architectural features like Service-Based Architecture
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(SBA), Control and User Plane Separation (CUPS),
Software-Defined Networking (SDN), and Network
Function Virtualization (NFV). Moreover, 5G
leverages edge computing, artificial intelligence (Al),
and  network  slicing—concepts  that  offer
unprecedented agility, scalability, and efficiency.
These same innovations, however, introduce new
security challenges, particularly within the 5G Core
(5GC), which functions as the network’s command
center.

The 5GC is responsible for the entire lifecycle of
user sessions and service delivery, encompassing
authentication, mobility =~ management, policy
enforcement, session management, and data routing.

Key functions such as the Access and Mobility
Management Function (AMF), Session Management
Function (SMF), and User Plane Function (UPF)
coordinate through standardized interfaces like N1,
N2, N3, N4, N6, and N11. Among these, the N4
interface uses the Packet Forwarding Control
Protocol (PFCP) for communication between SMF
and UPF. Similarly, the N2 interface supports the
Next Generation Application Protocol (NGAP) to
facilitate signaling between the gNB and AMF. The
N6 interface links the UPF to the external Data
Network (DN), playing a critical role in user-plane
data transfer.
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figure 1 Overview of proposed IDS monitoring multiple 5G Core interfaces (PFCP-N4, NGAP-N2, N6)

Due to the control-centric nature of protocols like
PFCP and NGAP and the massive data handling via
N6, these interfaces become attractive targets for
sophisticated attacks. Threat actors may exploit
vulnerabilities in session management, forwarding
rule manipulation, or protocol misconfigurations to
initiate Denial-of-Service (DoS), session hijacking, or
data exfiltration attacks. As these interfaces are
integral to maintaining the network state and service
continuity, attacks on them «can degrade
performance, compromise confidentiality, or even
disrupt critical infrastructure services.

A series of high-profile academic studies and industry
assessments, including those conducted by the 3rd
Generation Partnership Project (3GPP), ETSI [9],
and NIST, have acknowledged the unique threat
landscape that 5G introduces. Despite this
recognition, comprehensive intrusion detection
frameworks tailored to the 5GC’s multi-interface,

dynamic environment remain underdeveloped.
Current IDS approaches often focus on single
protocol monitoring—most notably PFCP—and rely
on static machine learning models that are ill-suited
for identifying zero-day exploits or adapting to
changing traffic patterns. Moreover, they lack
meaningful interpretability, making it difficult for
analysts to understand model decisions or trace the
root causes of detected anomalies.

Motivated by these challenges, this paper introduces
an advanced, deep learning-based IDS architecture
explicitly designed for 5GC environments. Unlike
prior models, our framework supports real-time
monitoring and analysis across multiple interfaces:
PFCP (N4), NGAP (N2), and user-plane traffic (N6).
Leveraging sequential deep learning models such as
Long ShortTerm Memory (LSTM) networks and
Transformer architectures, the system can capture
both short- and longterm dependencies within
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network flows. Additionally, the model incorporates
an online learning mechanism through Passive-

Aggressive algorithms, enabling it to evolve based on
newly
observed traffic patterns and threat vectors.
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Figure 2 Flowchart of the proposed 5G IDS architecture illustrating traffic flow monitoring across PFCP (N4),
NGAP (N2), and N6 interfaces with LSTM, Transformer, and PAC-based detection modules.

In addition to detection performance, we emphasize
the importance of explainability in security Al. Using
SHAP (SHapley Additive exPlanations), we generate
protocol-specific visual explanations for model
outputs. This helps bridge the gap between raw
model predictions and human-understandable
decision-making, thereby aiding in incident response
and forensics.

2. Related Work

This section provides an extensive review of existing
approaches to intrusion detection in 5G [1] and
related domains. We highlight key contributions in
PFCP anomaly detection [2], NGAP security, multi-
interface threat monitoring, machine learning and
deep learning-based IDS frameworks, online learning
integration, explainable artificial intelligence (XAI),
and industry-standard tools and datasets.

(1] 2.1. Intrusion Detection in 5G Core
Networks

(IDSs) have been designed for traditional LTE
networks [12], but their applicability to 5GC is
limited. The unique characteristics of 5G—including
its cloud-native architecture and dynamic function
[13] allocation—require new detection models that

support real-time data flow analysis, multi-interface
protocol interpretation, and flexible scalability.

[ 2.2. 5GCIDS and PFCP Detection

The 5GCIDS framework, developed by Radoglou-
Grammatikis [1] et al [9]., is one of the few research
efforts that target PFCP-based intrusions [14] on the
N4 interface. It uses XGBoost to identify anomalies
and Tree SHAP for interpretability. However, its
focus on a single interface and lack of online
adaptability limit its utility in a dynamic threat
landscape.

13] 2.3. NGAP Security Gaps

NGAP, as the signaling protocol on the N2 interface,
is susceptible to denial-ofservice, spoofing, and
session hijacking attacks. Despite its importance, few
academic models have implemented automated
anomaly detection [2] on NGAP flows. Kasongo et
al. suggested the use of neural models to capture
patterns, but no open-source implementation exists.

4] 2.4. N6 and User-Plane IDS

The N6 interface connects UPF to the internet and
is vulnerable to application-layer attacks. Most
existing solutions apply classical intrusion detection
tools like Snort or Suricata on this layer, but they
lack coordination with control-plane insights, thus
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missing contextual attack patterns. Our work
addresses this by correlating user-plane traffic with
signaling plane anomalies.

(5] 2.5. Deep Learning-Based IDS Models
Deep learning has emerged as a powerful tool for
flow-based intrusion detection. Models like LSTM,
GRU, CNN, and Transformer networks have
demonstrated superior performance in handling
sequential data. Studies like those of Kim et al. and
Ahmed et al. have shown the value of LSTM and
CNN in capturing flow-based anomalies in IoT and
telecom networks.

(6] 2.6. Online Learning Approaches in
Cybersecurity

Online learning techniques such as Passive-
Aggressive Classifiers, Adaptive Hoeffding Trees, and
incremental SVMs have been used to update IDS
models without retraining from scratch. Tools like
Scikit-Multiflow [6] and River [8] allow dynamic
model adaptation and concept drift detection [8].
However, integration with 5G core interface
monitoring remains largely unexplored.

(71 2.7. Explainable Al in Security

SHAP and LIME have been widely adopted for XAI
in cybersecurity. Their use in explaining model
decisions is crucial in regulated environments like
telecom. Works by Lundberg [7] et al. and Gunning’s
DARPA XAl program have established SHAP’s

superiority in visualizing feature attribution. Our
work builds on this by applying SHAP specifically
across 5G control and user plane data [18].

8] 2.8. Multi-Interface Monitoring and Cross-
Correlation

Few studies have attempted unified IDS across
multiple interfaces. Singh et al. proposed a
framework correlating IP, MAC, and protocol-layer
anomalies but stopped short of using control-plane
protocols. Our framework provides the first
implementation that analyzes PFCP, NGAP, and
user-plane N6 flows jointly.

2.9. Federated and Distributed IDS Architectures
With 5G’s decentralized deployment model,
federated IDS approaches are gaining attention.
These systems allow local model training at edge
nodes with global aggregation. Works like FLARE
(Federated Learning for Autonomous and Resilient
Edge) illustrate the use of FL in network security [5],
although application to 5G IDS is still emerging.

2.10. Industry Best Practices and Datasets

Datasets like CICIDS2017 [3], NSL-KDD, BotIoT,
and 5G-NIDD [11] provide valuable resources for
training and evaluation. However, they often lack
PFCP/NGAP flows or realistic 5G signaling patterns.
Our integration of simulated NGAP and real PFCP
traffic fills this gap.

Table 1 Comparison of Existing IDS Frameworks for 5G Core Networks

Worl Interface Focus

SGCIDS M4 (PFCF)

Kaspnszg et al NI (NGAT)

Singh et al. Mulei (IP MAC Protocol)

Our Proposed MI, N4, W&

Model Used Dataset Limnitatiosn

XGBoost + | FFCF Single-interface only

TressHAL

MNeural Metarorks Synthetic Mo public code o=
daraszat

Ruledbasad A Mo PFCP/NGAP
.a.-nal?sis

L5THM + Transformer | FFCFP + MNGAP | Realtime +

+ PALC + SHAP = CLCIDS Explainahiling,
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3. Problem Statement

The rapid evolution and widespread deployment of
5G networks have revolutionized communication
systems, offering ultra-reliable, low-latency, and high-
bandwidth capabilities. However, this technological
advancement comes with increased vulnerability due
to the complex and heterogeneous nature of 5G
network architecture. Unlike its predecessors, 5G
incorporates a disaggregated control and user plane
(18], dynamic network slicing, and virtualized
network functions—all of which significantly broaden
the attack surface.

Among the most vulnerable aspects of the 5G Core
(5GCQ) [19] are the control plane interfaces (such as
PFCP on N4 and NGAP on N2) and the user-plane
interface (N6). These interfaces are responsible for
session setup, forwarding control, and connectivity
to the internet, making them prime targets for
attacks like DoS, DDoS, signaling storms, and traffic
hijacking.

Session
Hijacking

Cross-
Interface
Exploits

While some research efforts like 5GCIDS have
tackled security at the PFCP layer [1][9], the existing
IDS implementations fall short in several key areas:

° Single Interface Focus: Current IDS models
typically concentrate on a single interface (e.g., N4)
and fail to capture coordinated or cascading attacks
across the signaling and data planes.

° Static Learning Models: Traditional models
like XGBoost [20] require offline training and
cannot adapt to evolving threat patterns or zero-day
vulnerabilities without frequent retraining.

° Limited Interpretability: Existing Al-based
IDSs lack explainability mechanisms tailored to
protocol-specific insights, making it difficult for
analysts to trace alerts to their root causes.

. Lack of Real-Time Adaptation: Most
systems do not incorporate online learning or
streaming data integration, resulting in delayed or
suboptimal detection performance in dynamic 5G
environments.

DoS/DDoS
Attacks

Undetected
Zero-Day
Threats

The overarching goal of this research is to design and
develop a comprehensive, adaptive, and explainable
Intrusion Detection System (IDS) [1] for 5GC that
addresses the above challenges. Specifically, we aim
to:

. Extend detection coverage to include PFCP
(N4), NGAP (N2), and N6 interfaces.

. Incorporate deep learning architectures
(LSTM, Transformer) to model temporal traffic
behaviors.

o Implement online learning mechanisms to
adapt to streaming data and emerging threats.
o Use SHAP for explainable Al to enhance

interpretability and facilitate human-in-the-loop
analysis.

https://thesesjournal.com

| Taugqir et al., 2026 |

Page 1091


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 3, 2026

3.1. Impact Justification.

Single Interface Mulfi-Interface
Monitoring Monitoring (N4, N2, N6)
Static Learning Deep Learning Models
Model (LSTM + Transformer)

Current 5G IDS Limited Proposed IDS Online Learning
Limitations Interpretability Solution Integration (PAC)
No Real-time SHAP-based
Resfionse Explainability
Capability P

Figure 3 Gaps in Existing 5G IDS Models and Proposed Enhancements

"To the best of our knowledge, no prior system has

"Without a comprehensive and adaptive IDS, 5G
networks risk becoming a fertile ground for advanced
persistent threats (APTs), potentially compromising
critical infrastructure and public safety."

[10] 3.2 Scope Emphasis:

Multi-interface coverage with realtime adaptation
and explainability has not been unified in a single
framework before:

achieved unified multi-interface coverage (N2, N4,
N6) [21] with online learning and interpretable deep
learning in a real-time 5GC environment."

(1] 4. Proposed System Architecture

The proposed architecture consists of a multi-tiered
framework designed to monitor, process, and classify
traffic data across the 5GC's core interfaces. The
system comprises five main components:
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Figure 4 Proposed 5G IDS architecture integrating LSTM, Transformer, PAC, and SHAP for multi-interface
anomaly detection.

4.1. Data Acquisition Layer

This module is responsible for collecting network
traffic from the N2, N4, and N6 interfaces using
protocolspecific flow meters and packet sniffers.
Tools used include:

. PFCPFlowMeter for parsing PFCP packets
on N4 [22].

. NGAPInspector (custom-built parser) for
capturing signaling messages on N2.

. CICFlowMeter or Tshark for user-plane
traffic on N6 [23].

4.2. Feature Engineering and Preprocessing

Traffic flows are converted into structured tabular
records capturing statistical, behavioral, and
temporal features such as:

. Inter-arrival times, packet sizes, session
durations, and retransmissions.

. Specific protocol fields like PFCP session
IDs, NGAP UE context IDs, etc.

. Time-window aggregation for capturing

temporal dynamics.

4.3. Deep Learning Detection Engine
We utilize two neural architectures:

. LSTM (Long Short-Term Memory) [24]
networks are used for sequential pattern learning in
time-series flows.

o Transformer-based models are implemented
for parallel feature extraction and longrange
dependency capture [25].

The models are trained to classify traffic flows into
benign or attack categories and are optimized using
categorical cross-entropy loss and Adam optimizer.

4.4. Online Learning Integration

To enable real-time adaptation, a Passive-Aggressive
Classifier is implemented [17] alongside the DL
models. This component continuously updates its
parameters with new labeled samples, thus
improving responsiveness to emerging threats and
reducing concept drift.

4.5. Explainable Al Layer (XAI)

This module integrates SHAP (SHapley Additive
exPlanations) to provide feature attribution for each
prediction. Visual outputs include:

o SHAP summary plots for top features across
protocols.
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. Force plots showing the influence of specific
features on classification decisions.

The architecture is designed for deployment in both
centralized and distributed environments, supporting
scalable operation across cloud-native and edge 5G
deployments.

5. Dataset Description

In order to evaluate the performance of our
proposed intrusion detection [1] system, we utilize
the 5G-NIDD dataset [11], a publicly available and
realistic dataset specifically designed for non-IP data
delivery traffic in 5G networks. This dataset
captures rich control plane traffic behaviors,
particularly over the N1 interface, making it ideal for
training and evaluating anomaly detection [2] models
within the 5G Core (5GC) environment. Unlike
earlier datasets that focused on LTE or application-
layer data, 5G-NIDD [11] offers a modernized
structure reflecting realworld 5G control plane
threats.

5.2. Dataset Preprocessing

import pandas as pd

# Load the dataset

[12] 5.1. 5G-NIDD Dataset (N1 Interface)

The 5G-NIDD dataset [13] was obtained from
Kaggle and comprises anonymized signaling traffic
collected from simulated 5G environments. It
includes NAS-based signaling messages exchanged
over the N1 interface, which connects the User
Equipment (UE) to the Access and Mobility
Management Function (AMF). The dataset contains
both benign and malicious records, covering attack
scenarios such as:

o NAS Flooding Attacks

o Session Hijacking

o Replayed Signaling Events
) Authentication Spoofing

Each row in the dataset represents a session record
enriched with 44 features, including statistical
metrics (e.g., duration, delay, packet size, jitter),
protocol header fields, and timing sequences. The
dataset is labelled for binary classification,
distinguishing between benign traffic and known
threats.

df = pd.read_csv("/kaggle/input/5g-nidd-dataset/5G_NIDD.csv.csv")

print(“Initial Shape:", df.shape)

/tmp/ipykernel_35/4051884860.py:4: DtypeWarning: Columns (12) have mixed types

t or set low_memory=False.

df = pd.read_csv("/kaggle/input/Sg-nidd-dataset/5G_NIDD.csv.csv")

Initial Shape: (1215890, 52)

Figure 5 Initial dataset view from Kaggle notebook showing file path, shape, and sample data entries before
preprocessing.

https://thesesjournal.com

| Taugir et al., 2026

Page 1094


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences

ISSN (e) 3007-3138 (p) 3007-312X Volume 4, Issue 3, 2026
s ™
Raw CSV input
L J
& N
Null removal
N\ -
@ N
Label encoding
\ J
4 A
Sequence reshaping

Figure 6 Preprocessing pipeline for the 5G-NIDD dataset showing steps from raw data ingestion to sequence-
ready transformation.

Before training our models, the 5G-NIDD dataset [11] underwent the following preprocessing pipeline:
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Figure 7 Histogram distribution of 5G-NIDD dataset features after normalization and label encoding.
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e Null & Duplicate Removal: All incomplete and repeated records were removed.

Initial Shape: (1215899, S2)

# Drop coluwns with too many NaNs (optional)

df = af dropna(axis=],

¥ Drop rows with any remaining

df = df.dropna()

prant{"“Shape after null removal:

Shape after null removal:

thresh=int(6.9 » len{dr)))

NaNs

df, shape)

(1215676, 48)

Figure 8 Dataset shape after null value filtering, demonstrating significant reduction in unusable records and

columns.
. Label Encoding: Categorical string labels were encoded into numerical format using LabelEncoder().
[ rocoaing alteg com
.- - Man Prode o LU B Owilate Mate Taphih  Spnieh  AckDe A0k Nk Label

Type  Toel

Figure 9 Feature encoding and normalization applied to the 5G-NIDD dataset.

. Feature Normalization: Numerical features
were standardized using StandardScaler() to improve
model convergence.

. Time Series Conversion: For
LSTM/Transformer compatibility, data was reshaped
into sequential windows using sliding techniques.

[13] 5.3. Dataset Statistics

o Class Balancing: Oversampling methods like
SMOTE were optionally applied to mitigate class
imbalance [26].

Table 2 Summary of Datasets Used for IDS Evaluation Across 5G-NIDD Interfaces

50G-NIDD N4

In the above table: “N/A indicates that the dataset is
not bound to a specific 5GC interface (like N2, N4,
or N6) and instead represents application-layer traffic
behavior typical in non-IP data delivery scenarios.”
This dataset aligns perfectly with the objectives of
our proposed IDS framework, offering real-world
examples of 5G control-plane threats, and
supporting temporal deep learning models due to
its structured time-sequenced layout.

1,215,890 52 2

(Benign/Attack)

[14] 6. Model Design and TRAINING
METHODOLOGY

To handle the complex and temporal nature of 5G
traffic flows, we implement two deep learning
architectures: LSTM [4][15] and Transformer [16].
These are complemented by an online learning
component for real-time adaptation.

This LSTM model is designed for binary or multi-
class classification using time-series or sequential
traffic data. Here's how it works:
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. LSTM Layer 1 (64 wunits): Processes
sequential input with memory of past values.
Outputs sequences to the next LSTM.

. Dropout Layer: Reduces overfitting by
randomly ignoring 30% of units during training.

. LSTM Layer 2 (32 units): Extracts deeper

temporal features without returning sequences.

o Dropout Layer: Regularizes the model again
after second LSTM.

o Dense Layer (16 units): Learns abstract
features with ReLU activation [27].

o Output Dense Layer (2 units): Produces

probability distribution across two classes (Benign,
Attack) using softmax activation [28].

Input Layer
(sequence length =10,
features = 50)

~

S

:

LSTM Layer
(64 units)

3

Dropout Layer
(rate = 0.3)

!

Dense Layer
(ReLU)

e

i

Output Layer
(softmax)

J

Figure 10 Flowchart of the LSTM model pipeline used for traffic anomaly detection.

This structure allows the model to handle:

e Temporal dependencies in traffic patterns
e Noise through dropout layers

¢ Multifeature classification via dense layers

6.1. LSTM Architecture
The LSTM model captures temporal dependencies in
traffic flows [29]. Its architecture includes:

from tensorflow. keras.models import Sequential

from tensorflow. keras, layers import LSTM, Deénse,

& Build LSTN model

model = Sequential()

model . add({LSTM(64, 1input_shape={X_tratn.shapel1
model.add(Dropout(8.3))

model.add(LSTM(32, return_sequences=False))
model . add{Dropout(6.3))

model.add(Dense(16, activation= relu’))
model.add(Dense(y_train.shape|) |, activations

& Compile model

model.compile{loss='categorical _crossentropy

del architecture
model . summary()

¥ Show mo

. optimizer='adam’,

e Input Layer (sequence length = 10, features = 50)

e  Two LSTM layers (64 units each)

e Dropout layer (rate = 0.3)

e Dense layer with ReLU activation

e Output layer with softmax (for binary or
multiclass classification)

Dropout
, X_train.shape|{2), return_sequences=True))
softmax )) # For bLinary/multiclass glassi fication

metrics=| 'accuracy’'])

Figure 11 Code implementation of the LSTM model using TensorFlow/Keras
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In the above figure 10, This code defines a

Sequential Long Short-Term Memory (LSTM) model data.
using TensorFlow and Keras, intended for binary or

Layer (type)

output Shape

Paras #

Istm 1 (1LSTM)
dropout 1 (

dense (D )

dense 1 (Der ]

Total params:

Trainable params:

Non-trainable params: |

Figure 12Layer configuration and parameter summary of the LSTM network

( s 1, 64)

642 (154.70 KB)

D2 (154.7@ KB)

(0.00 8)

multiclass classification tasks on sequential 5G traffic

6.2. Transformer Architecture e DPositional Encoding Layer

The Transformer model uses positional encoding e Multi-head Attention (8 heads)

and self-attention mechanisms to process parallelized e Feed-forward Network (FFN)

flow data [16][30]: e Layer Normalization and Residual Connections

e  Output via Dense + Softmax layers

irput Sequence

Y

Positinnal Enceding

!

Multh Heao Attention
1 heads)

Add & Norm

v

Fead Forwatd Network

v

Add & Norm

v

Dange Layer

v

Seftmax Qutput

Figure 13 Flowchart of the Transformer model illustrating its core components including positional encoding,
multi-head attention (8 heads), feed-forward network, normalization layers, and final softmax output layer.
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6.3 Online Learning Classifier

We integrate a Passive-Aggressive Classifier from the
River library [8] for real-time learning on incoming
flows. Key configurations:

- Ppcal

|

- e ¥ -

i - 3

o Early stopping based on concept drift
Accuracy window: 500 samples

Passive Aggressive Model [7]

&~ Accuracy

®- Precson

1= — —ye g
i0 i5 40 e

pdate Cycle

Figure 14 Performance of Passive-Aggressive Classifier Over Update Cycles

o Regularization: 0.001
1 000
09%
092
{-‘: 0.500 -
-] -
% E
onr
v -
850 v
on
0.800 L - r—
8] 15 20
[15] 6.4. Training Setup

The training of all deep learning models was
conducted using the TensorFlow/Keras framework,
with supporting tools from Scikitlearn [6] and
River(8] for traditional and online learning modules
[8]. The key configuration parameters are as follows:

. Frameworks: TensorFlow/Keras (for DL),

Scikitlearn [6] (for evaluation), River (for online
learning) (8]

urac

accurac

’ Q Maks 3 D fi
model.compile(optinizer= adam los
¢ B Train and store the result
history = model, Fit{X train, y.train, epochs=14
gpoch 1/10
12155712188 625 o ¥ acc
los 0. 1280
tpoch 2/10
12155/12185 525 4ms/ ¥
51 8.1159
Epoch 3/10
12158/12188 ————————— 5§28 amL/STOp - AL
LA AP
gpoch a/10
12155/21215% S8 dme/nlep
! 81118
tpoch 5/10
12188/1298% GRe dmc/eton

batch

y: ©.9387

vi 0.9536

A and

. Epochs: 50

o Batch Size: 64

o Optimizer: Adam (Learning Rate: 0.001)

o Loss Function: Categorical Crossentropy

o Validation Strategy: 80-20 Train-Test Split

with stratified sampling
o Cross-Validation: 5-fold crossvalidation to
ensure generalizability

metricss accuracy

s12é=0

4, valldation split=0.2)

Aeer i 1 u a asng sl

Figure 15 Model training output showing accuracy and validation accuracy across epochs.

[16] 6.5. Evaluation Metrics
The evaluation confirms that the

LSTM model

consistently achieves high classification performance

across all datasets. The ROC-AUC of 0.99 and the

confusion matrix indicate excellent true positive and
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true negative rates. The ensemble fusion ensures ¢  Model Accuracy Graph
robustness across N2, N4, and N6 interface traffic. We tracked training and validation accuracy over

epochs to evaluate convergence

Model Accuracy Cvef Epochs

t 7 . s "
oo

Figure 16 Model accuracy over epochs for LSTM-based IDS showing training and validation accuracy.

Fig. 6 illustrates the model’s accuracy progression, showing that both training and validation accuracy steadily
improved and converged closely over time, indicating stable learning behavior Model Loss over Epochs

Figure 17 Model loss over epochs indicating reduction in training and validation loss.

Fig. 7 presents the model’s loss reduction curve, revealing a consistent decrease in both training and validation loss
across epochs, further confirming effective learning without overfitting.

e Confusion Matrix

140000

120000

Danign

100000

- 80000

True Label

60000

- 40000

Artack

20000

Bengn Rk
Predicted Label

Figure 18 Confusion matrix of the LSTM classifier for 5G-NIDD dataset.
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Fig. 17 displays the confusion matrix of the LSTM classifier applied to the 5G-NIDD dataset [11], highlighting

strong separation between benign and attack classes.

e ROC-AUC Curve

10+

0.8 4

True Positive Rate

0.0+

ROC Curve (AUC = 0.99)

0.0 0.2 04

0.6 0.8 1.0

False Positive Rate

Figure 19 ROC Curve of the LSTM classifier with AUC score of 0.99.

Fig. 18 shows the ROC curve with an Area Under
the Curve (AUC) of 0.99, demonstrating high

classification confidence and minimal false positives.

(17 6.6. Mathematical Formulation of the
Models

To provide clarity on the underlying mechanisms of
the models used, this section presents the
mathematical formulations for the LSTM,
Transformer, and Passive-Aggressive algorithms
applied in our IDS framework.

e LSTM Cell Computation
Given input sequence and previous hidden state, the
LSTM performs the following calculations:
fy = 6(Wix + Uf-hy_q + bf)
- Decides what part of the previous memory
ct—1c_{t-1}ct—1 to forget.
i = 6(Wix + Uirhy_q + bi)
- Controls which values to update in the cell state.
¢ = tanh(Wex + Uchy_q + be)
— Creates new candidate values that could be added
to the state.
ce=ft Oce1 +it O &
- Combines old cell state and candidate update.
ot = 6(Worx; + Uo*hy—1 + bo)

- Decides which parts of the cell state make it to
the output.

ht = oy © tanh(cy

Final output of the LSTM cell for the current time
step.

Here, o is the sigmoid activation function, ©
represents elementwise multiplication, and W, U, b
are trainable weight matrices and bias vectors.

e Transformer Attention Mechanism:
Attention (Q, K, V) = SoftMax((Q"K") / Vdy) * V
Where Q = query, K = key, V = value, and dy is the

dimensionality of the key vectors.

e Cross-Entropy Loss Function:
L(y, §) =-Y. vi * log(§)
Where y is the true label and § is the predicted
output probability distribution.

e Passive-Aggressive Update Rule
For an incoming labeled instance (x, y), the model
updates only if prediction is incorrect:
T = max(0, 1 - yw'x) / (Ix]|>2 + A)
w €& w+ Tyx
Where A is the regularization parameter.
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e Accuracy, TPR, FPR, F1

TP +TN
Aceuracy = — s ~ SN
TP+ TN+ FP 4+ FN
e
mm )I S S——
PR TP+ FN
e FP
FPR FPoTN
T%TP
Fl= i £

2xTP+ FP+FN

7. Experimental Results

This section details the experimental evaluation of improvements with low inference latency, validating

the proposed models using the 5G-NIDD dataset its real-time applicability.
[11] across representative =~ 5GC  interfaces. SHAP-based interpretability further highlighted
The LSTM and Transformer architectures critical protocol-level ~features contributing to

demonstrated superior classification performance in detection decisions..

terms of accuracy and AUC.
The online learning model exhibited incremental

[18] 7.1. Model Accuracy Comparison

Performance Comparisan of Models

XGBoost (Baseline) 0.89 090  0.89
0.96 G

0.91
LSTM .0

U, 96
Transformer 096 097
Online Learning .0 093
& \ & ¢
S & 0 N

Figure 20 Performance comparison heatmap showing precision, recall, F1-score, and ROC-AUC across baseline
and proposed models for different 5GC interfaces.

[19] 7.2. SHAP Explainability Highlights e  NGAP critical indicators: UE Context 1D, NAS

e DPFCP features with highest influence: Session

Establishment Delay, Packet Reordering

Message Type
e N6 markers: Burst Traffic Count, Flow Duration
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Session Establishment Delay (PFCP)
Packet Reordering (PFCP)

UE Context ID (NGAP)

NAS Message Type (NGAP)

Burst Traffic Count (N6)

Flow Duration (N6)

0.0 0.2
SHAP Importance

1 SHAP feature importance across 5G interfaces highlighting critical attributes in PFCP, NGAP, and N6
traffic.

(201 7.3. Real-Time Adaptation Benefits e Detection latency remained below 150ms per

e Online model accuracy improved 4.2% after flow on average
three update cycles

Real-Time Adaptation Benefits

150
© 100
=
(O
- 50
0 ;
Accuracy Gain Latency
2 Real-Time Adaptation Benefits
[21] 8. Analysis and Discussion aspects: detection performance, interpretability, and
The proposed system demonstrates significant adaptability.

improvements over existing approaches in three key
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Multi-Interface
Threat Awareness

' Cross-correlation of PFCP, NGAP, and
N6 traffic enables early detection of
multi-stage attacks that span signaling

and user-plane activity.

Deep Learning
Efficiency

' Both LSTM and Transformer models
outperformed XGBoost by capturing
complex temporal dependencies and

' providing better generalization.

Explainability and
Human-in-the-Loop
Analysis

SHAP-enhanced interpretability bridges
the gap between black-box Al models
and analyst understanding, making it

viable for critical infrastructures.

Figure 21 Summary of key advantages in detection performance, interpretability, and adaptability achieved by
the proposed IDS across four core aspects.

[22] 8.1. Multi-Interface Threat Awareness
Cross-correlation of PFCP, NGAP, and N6 traffic
enables early detection of multi-stage attacks that
span signaling and user-plane activity.

[23] 8.2. Deep Learning Efficiency

Both LSTM and Transformer models outperformed
XGBoost by capturing complex temporal
dependencies and providing better generalization.

[24] 8.3. Explainability and Human-in-the-Loop
Analysis

SHAP-enhanced interpretability bridges the gap
between blackbox Al models and analyst
understanding, making it viable for critical
infrastructures.

[25] 8.4. Adaptability to Concept Drift
The online classifier significantly improved real-time
adaptation, especially in scenarios with changing
attack patterns or unknown traffic behaviors.

[26] 9. Explainability in Practice

In  high-assurance  environments  such  as
telecommunications, security alerts without context
are rarely actionable. This section describes how
explainability is integrated throughout our IDS to
empower analysts with model transparency and trust.

271 9.1. SHAP Integration Across Models
Models Each of our deep learning classifiers is
wrapped with SHAP analysis tools post-training.
SHAP values are computed for each feature and
visualized for the top-k contributors per classification
decision.
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Figure 22 SHAP feature importance bar chart highlighting the most influential 5G traffic features for model
predictions.

Example:

. For a PFCP anomaly, SHAP highlights the
Create Session Response Delay and Missing Rule ID
as dominant features influencing the prediction.

. In NGAP traffic, Repeated UE Context
Setup Requests receive high SHAP attribution in
attack-labeled flows.

[28] 9.2. Cross-Interface Attribution Mapping
To enhance root-cause tracing, SHAP outputs from
different models (LSTM for N4, Transformer for N2,
online model for N6) are merged in a dashboard
format. This allows incident responders to visualize
and correlate attack vectors across the signaling and
data planes.

N4 (PFCP) Rule Match Delay, Rule ID Missing
N2 (NGAP) UE Context Setup Retry, NAS Message Type
N6 (User) Flow Duration, Burst Packet Rate

Figure 23 Mock Table Cross-Interface Attribution Mapping

[29] 9.3. Explainability vs. Performance
Tradeoff

Tradeoff Although SHAP computation introduces
slight overhead (5-10ms per instance), this is
negligible compared to the interpretability benefits.
Real-time flow summaries with SHAP values are

cached for repeated analysis.

[30] 9.4. Analyst-Facing Output Example

Q Alert: Anomalous PFCP flow (Detected by
LSTM)

% SHAP Summary: Rule Match Delay (+0.24),
Rule ID Unknown (+0.15), Zero Octets Forwarded
(+0.12)
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B1] 10. Conclusion

This study presents a comprehensive, deep learning-
based intrusion detection framework specifically
tailored for the 5G Core network environment.
Unlike prior work, our system provides:

. Multi-interface analysis across PFCP (N4),
NGAP (N2), and user-plane (N6) traffic

. Deep learning architectures (LSTM and
Transformer) to model temporal and structural flow
patterns

o Online learning using Passive-Aggressive
classifiers to adapt in real-time [17].

. SHAP-based explainability for enhanced
model transparency and human-Al synergy

We validated our system using a combination of
public datasets (CICIDS2017) [3] and synthetic
traffic from a GNS3-based Open5GS testbed [10].
Mathematical formulations for LSTM, Transformer,
and online learning models were provided to aid
replicability and understanding.

"This approach achieves high accuracy while also
addressing interpretability and adaptability—key
requirements for practical deployment of Al in
telecom networks."

2] 11. Future Work
Several directions remain open for extending this
research:

Federated Learning for 1DS in Distributed 56 Netwoks
Implementing a federated IDS where edge nodes train locally
and share model updates with a central aggregator could
praserve privacy and enhance scslability

| Handling Encrypted and Obfuscarted Traffic
Future madels shou
alternatives such as encrypléd liow metadata analysis, TL

A considar deep packet nspection

[ | fingerprinting, and behavioral clustering

Future Work — |

Expansion to 6G and Beyond

i As 6G emerges with tighter integraton of Al and quantum
cryptography, the proposed IDS must evolve to handle new
protocols and decentralized architectures

Dataset Expansion and Adversarial Robustness
| We aim to Incorporate adversanal training 1o strengethen modal

robustness and develop more diverse and realistic 5G datasets
by capturing real-world deployments

Figure 24 Roadmap of future directions for enhancing 5GCIDS in real-time 5G environments.

33] 11.1. Federated Learning for IDS in
Distributed 5G Networks
Implementing a federated IDS where edge nodes
train locally and share model updates with a central
aggregator could preserve privacy and enhance

scalability.

[34] 11.2. Handling Encrypted and Obfuscated
Traffic

Future models should consider deep packet
inspection alternatives such as encrypted flow
metadata  analysis, TLS fingerprinting, and
behavioral clustering.

[35] 11.3 Expansion to 6G and Beyond

As 6G emerges with tighter integration of Al and
quantum cryptography, the proposed IDS must
evolve to handle new protocols and decentralized
architectures.

136 11.4. Dataset Expansion and Adversarial
Robustness

We aim to incorporate adversarial training to
strengthen model robustness and develop more
diverse and realistic 5G datasets by capturing real-
world deployments.
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37 11.5. Model Optimization for Low-Latency
Environments

Future versions will focus on deploying our
framework on edge Al chips with reduced memory
and inference costs, suitable for real-time detection
on routers and gNodeBs.
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