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Keywords Abstract

Internet of Things (IoT), Deep Background: The highspeed development of the Internet of Things (IoT) has had an
Learning, CNN-LSTM, important impact on the contemporary digital ecosystem, as it allows to interconnected
Intrusion Detection, smart devices in healthcare, industry, transportation, and smart cities. Nonetheless,
Cybersecurity, Threat IoT, environments are extremely susceptible to cyberattacks because of limited
Mitigation, Botnet Detection resources, heterogeneous architectures, and weak authentication systems. Objective:

The paper presents a hybrid deep learning model that can effectively detect and
mitigation of security threats in loT environment. Methodology: An experimental

Atrticle History research design was chosen as quantitative. It created and tested a hybrid CNN-
Received on 14 Feb, 2026 LSTM model using the IoT-23 dataset. Performance was compared to the
Accepted on 12 March, 2026 conventional machine learning algorithms (SVM, Random Forest) and single models
Published on 16 March, 2026 of deep learning (CNN, LSTM). The metrics used in evaluation were Accuracy,

Precision, Recall, Fl-score, and ROCAUC. Results: The proposed CNN-LSTM
Copyright @Author model reached an accuracy of 98.4%, which was higher than comparative models. It
Corresponding Author: showed better recall and Fl-score in the detection of botnet, DDoS and malware-based
jawaid.igbal@riphah.edu.pk [oT attacks. Conclusion: Hybrid deep learning architectures can improve the

performance of IoT threat detectors to a considerable extent and provide realtime
mitigation strategies.
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Introduction

There is a growing trend toward the Internet of
Things (IoT) with globalised interconnected smart
devices due to the fast development of digital
technologies [1]. The Internet of Things is a new
paradigm in communication and automation, as it
allows billions of physical devices - wearable health
devices and smart household devices, industrial
sensors and self-driving cars - to gather, swap, and
analyze data in realtime [2]. This has been an
unprecedented degree of connection, which has
increased efficiency in operations, decision making,
and aided in innovative services in the healthcare
sector, manufacturing, agriculture, transportation,
and smart city systems infrastructure [3].
Nonetheless, as the multiple economic and societal
advantages of IoT are considerable, it also poses a
serious challenge to cybersecurity that jeopardizes
the integrity, confidentiality, and availability of
digital ecosystems [4].

In contrast to conventional computing systems,
[oT devices have a tendency to be resource-
constrained, with low processing power, memory,
and battery life [5]. The limitation of these factors
is a barrier to the use of sophisticated encryption
and extensive security solutions. Moreover, the IoT
environment is very diverse, comprising a variety of
hardware platforms, communication protocols,
and operating systems [6]. This heterogeneity
makes the work of standardization more difficult,
and the adaptation of interconnected devices more
complicated [7]. The IoT devices are mostly
installed so that they have little inbuilt security
systems, default passwords and rarely updated
which is
cybercriminals [8]. High-profile attacks, including

firmwares, an easy target to the
the case of the Mirai botnet, have shown how
vulnerable IoT devices can be used to institute

distributed denial-ofservice attacks that can

destabilize key internet resources across the globe
[9].

Traditional cybersecurity measures such as firewalls
and signature based intrusion detection systems do
not match the dynamic and varied threat landscape
in the IoT networks. The signature-based systems
are also based on predefined attack signatures
hence cannot detect zero-day attacks and
polymorphic malware [10]. Detection systems that
are based on anomalies strive to detect an unusual
behavior, yet they have high false-positive rates and
are not very adaptable [11]. The machine learning
frameworks have enhanced the detection
performance by allowing automated recognition of
patterns, but such frameworks generally rely on
manual feature engineering and might be
ineffective with high-dimensional and sequential
IoT traffic data [12].

Deep learning has become an influential
instrument of tackling intricate cybersecurity issues
in recent years. Deep learning models can
automatically learn hierarchical representations of
features based on raw data, which do not require
manual feature extraction [13]. Convolutional
Neural Networks (CNNs) and Recurrent Neural
Networks (RNNs), and especially Long Short-Term
Memory (LSTM) networks, have been shown to
perform well in identifying spatial patterns in
structured data and modeling  temporal
dependencies in sequential data, respectively [14].
Since IoT traffic is often spatial and temporal, deep
learning technologies might provide an efficient
approach to achieving improved accuracy and
reliability of intrusion detection [15].

Though there are certain progressions that are
done using the standalone deep learning models,
there are still limitations. CNN models capture the
spatial features effectively, but they may not be

effective to capture the long-term dependencies on
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a temporal basis [16]. On the contrary, the LSTM
networks have superiority in the sequential analysis
yet may not be effective in the local patterns
features detection [17]. This weakness has led
scientists to think of hybrid architectures that can
integrate both CNN and LSTM layers to capitalise
on the complementary strenghts of the two models
[18]. Hybrid frameworks can provide a more
comprehensive perspective of multidimensional
attack patterns in an loT scenario by combining
the recovery of spatial characteristics with the
modeling of temporal sequences [19].

Another major problem of the IoT security is the
need to have realtime detection and mitigation.
Contemporary cyber-attacks are extensive and swift
and thus slow response systems can lead to massive
network compromise [20]. Intelligent systems
ought not only to identify bad activity in a highly
accurate manner but also to give automatic
solutions e.g. isolate infected nodes or block
malicious traffic streams [21]. The integration of
detection and mitigation into one deep learning
allows making the IoT infrastructure more resilient
and reliable [22].

As the IoT ecosystems continue to expand, the
necessity of ensuring that cybersecurity solutions
are sound and adaptable increases in importance
(23]. Intrusion detection and  mitigation
mechanisms combined with modern deep learning
techniques offer a data-driven and scalable solution
to protection of interconnected devices [24]. The
hybrid deep learning models are also able to
transform the models of the security of the IoT by
addressing the issues of space and time in the
network traffic and ensuring that important digital
infrastructure is not ruined by the entrance of new

threats.

Problem Statement

The IoT environment is exposed to increasing
cybersecurity risks that are associated with scarce
device resources, heterogeneous architecture, and
dynamic patterns of attack. Traditional detection
systems are not flexible and do not detect zero-day
or polymorphic attacks effectively. Intelligent,

scalable and accurate, deep learningbased
framework that is able to detect and mitigate IoT
threats in real-time is critically required.

Literature Review
Security Challenges in Internet of Things
Environments

The fast growing Internet of Things has paved the
way to unparalleled interconnectedness in smart
homes, healthcare architecture, automation of
infrastructure. This

industry, and transport

connected ecosystem however poses serious
security threats. [oT gadgets tend to be resource-
constrained as they have limited processing power,
storage capacity, and battery life [25]. These
shortcomings limit the wuse of sophisticated
encryption algorithms and intrusion detection
systems.

Additionally, the IoT
heterogeneity with

environments  have

types,
communication protocols, and operating systems.

respect to device
Such heterogeneity makes it difficult to develop
uniform security structures [26]. Most loT devices
are configured to use default passwords, weak
authentication, and regular updates to firmware,
which can be exploited. Such high-profile cyber-
attacks as those organized by the Mirai botnet have
shown how compromised IoT devices can be used
to carry out massive Distributed Denial of Service
(DDoS) attacks [27]. Such accidents highlight the
critical role of smart and dynamic security

solutions that are specific to IoT ecosystems.
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Traditional Intrusion Detection Approaches

The main types of intrusion detection systems used
in traditional intrusion detection systems include
signature-based and anomalybased methods.
Signature-based techniques compare network data
with established attack signatures that have been
stored in databases [28]. Although they are effective
towards attacks that have already been detected,
they are not able to detect zero-day or polymorphic
attacks. Since cyber threats are continuously
changing, signature databases need to be updated
regularly, which is not always possible in IoT
networks [29].

Detection systems based on anomaly, are trying to
model normal network behavior and identify
deviations. Even though this method may be used
to detect unknown attacks, it has normally high
false-positives. Support Vector Machines (SVM),
Decision Trees and Random Forest are examples of
machine learning algorithms that have been
extensively been used in order to optimize the
performance of anomaly detection [30]. These
techniques enhance the classification accuracy
through learning patterns using labeled datasets.
They however rely on manual feature engineering
that restricts scalability and adaptability in more
Besides,

conventional machine learning methods might not

complex IoT traffic scenarios [31].
be able to effectively handle high-dimensional and
sequential data.

Emergence of Deep Learning in IoT Security
Deep learning has become a disruptive paradigm in
cybersecurity because it is capable of automatically
identifying hierarchical features in large amounts
of data. In contrast to traditional machine learning
structures, deep learning architectures do not
require manual features engineering, and learn

representations directly on raw data [32].

In intrusion detection, Convolutional Neural
Networks (CNNs) have found wide application.
CNN models can be useful in the identification of
spatial correlations in network traffic data and help
to make correct determinations of malicious and
benign flows [33]. They can detect pattern of local
features and hence are suitable to help detect
structured attack signatures within traffic streams
of an [oT.

RNNSs, and specifically Long Short-Term Memory
(LSTM) networks, have

learning the sequential dependence in time-series

become popular in
data. In IoT traffic, temporal capabilities are
common, as the attack patterns occur over time

[34]. LSTM models
gradient issue that is inherent to standard RNNs

overcome the vanishing
and can learn longterm dependencies. This
renders them well adapted in identifying changing
sequence  of  attacks  including  botnet
communications and slow-rate DDoS attacks [35].
Standalone deep learning models, although useful,
are not necessarily able to capture spatial and
temporal  aspects  simultaneously in @ a
comprehensive way. CNN models are based on
spatial feature extraction, and LSTMs are based on
sequential analysis. This weakness has prompted
the researcher to consider hybrid architectures that
can combine various approaches to deep learning.
Hybrid Deep Learning Architectures

Hybrid deep learning models are architectures
where the advantages of other architectures are
combined to achieve high detection accuracy. The
CNN-LSTM models have found much interest in

[oT intrusion detection studies. In these
architectures, CNN layers initially retrieve spatial
features of data in network traffic, and these are
forwarded into LSTM layers to be analyzed in time.

Such a stacked methodology will allow modeling
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the attack behaviors in a comprehensive manner
(36].

Studies reveal that hybrid models are more
accurate, have better recall and Fl-score than
standalone CNN or LSTM networks. CNN-LSTM
models are more robust to advanced attacks
because they capture both space dependencies and
sequential dependencies. Such models are effective
especially in identifying the presence of multi-stage
activities are

intrusion where the malicious

developed over time during the network sessions
(37].

Anomaly detection of IoT systems via auto
encoders and deep belief networks has been
investigated as well. Such unsupervised deep
learning methods can determine the latent patterns
in unlabeled databases. Nevertheless, supervised
hybrid models tend to attain higher classification
performance with the availability of labeled
datasets.

Edge and Fog-Based Deep Learning Deployment

Due to the ongoing growth of the IoT networks,
the centralized cloud-based security solutions might
create latency and bandwidth overhead [38]. To
overcome these shortcomings, scientists have
explored edge and fog computing models to deploy
intrusion detection systems towards data sources.
Edge-based deep learning allows real-time detection
of threats and lower response time.

Lightweight deployment of deep learning models at
the edge nodes can improve scalability and reduce
the communication latency to the minimal [39].
Nevertheless, edge-based computational constraints
demand optimization methods of models,
including pruning, quantization, and knowledge
distillation. One critical issue in IoT security in the
real world is balancing the accuracy of detection

and computational efficiency [40].

Research Gaps in Existing Studies

In spite of the major improvements, there are still a
number of research gaps in threat detection of IoT.
Several of the published studies are mainly
concerned with the accuracy of detection without
automated mitigation mechanisms. Moreover,
there are models that are tested on small datasets
that might not represent diversity in realworld IoT

traffic. The

efficiency and model complexity is also an area of

trade-off between the resources
investigation.

In addition, most of the traditional and standalone
deep learning methods do not fully represent the
spatial and temporal characteristics at the same
time. The need to have unified structures that
incorporate high detection capabilities and real-
time mitigation measures is increasing, especially
where resource limitations exist in [oT ecosystems.
Objectives

1. To develop a hybrid CNN-LSTM deep
learning model for IoT threat detection.

2= To evaluate the model using benchmark
0T security datasets.

3. To

traditional machine learning algorithms.

compare its performance with
4. To design a real-time automated mitigation
mechanism.

Research Questions

1. Can hybrid deep learning models improve
IoT intrusion detection accuracy?

2. How does CNN-LSTM compare with
standalone CNN, LSTM, SVM, and Random
Forest?

3. Can real-time mitigation reduce attack
propagation in loT networks?

Methodology

The research used a quantitative experimental
research design to compare and evaluate the

performance of the models of a variety of machine
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learning and deep learning models in classification
of traffic in the IoT. The publicly accessible
information of the loT-23 was utilized which
contains the labeled loot network traffic flows of
benign and malicious activity [41-42]. Various data
preprocessing operations were undertaken before
the development of the models to prioritize data
quality and model efficiency. These included data
cleaning to remove discrepancies and duplication
of data records, feature normalization to bring the
numerical values to a uniform model convergence,
and label encoding in order to transform the
discrete category labels in the numeric equivalents.
To further analyze strong performance, (70:30)
split was used to divide the dataset into a training
set and testing set.

A comparative analysis was carried out in terms of
five models: Support Vector Machine (SVM),
Random Forest, Convolutional Neural Network
(CNN), Long ShortTerm Memory (LSTM), and a
hybrid CNN-LSTM  model. The

machine learning models (SVM and Random

traditional

Forest) were used as the baseline classifiers,

whereas CNN and LSTM were deep learning
Results

models which could learn spatial and temporal
patterns respectively. The hybrid CNN-LSTM
model proposed above was developed to combine
the advantages of both structures.

The architecture of the hybrid model consisted of
an input layer, which took the preprocessed traffic
features, convolutional layers, which contained
max pooling operation, to give spatial features. It
employed dropout in order to reduce the
overfitting and improve generalization. This was
succeeded by a LSTM layer, which was applied to
create temporal relationships between the traffic
sequences. The feature combination was carried
out in a dense fully connected layer and multi-class
or binary classification was carried out in a Softmax
output layer. The model has been trained using
Adam optimizer and categorical cross-entropy loss
function.

To ensure that predictive performance and the
ability to discriminate between classes are well
considered, the standard classification measures
used model performance,

were to measure

including Accuracy, Precision, Recall, F1-Score,

and ROC-AUC.

Table 1: Performance Comparison

Model Accuracy (%) Precision Recall F1-Score ROCAUC
SVM 91.2 0.90 0.88 0.89 0.92
Random Forest 94.5 0.93 0.92 0.92 0.95

CNN 96.8 0.96 0.95 0.95 0.97
LSTM 97.2 0.97 0.96 0.96 0.98
CNN-LSTM 98.4 0.98 0.98 0.98 0.99

Table 1 presents a comparative table of five machine learning and deep learning models based on Accuracy,

Precision, Recall, F1-Score, and ROC-AUC.
Both SVM and Random Forest demonstrate good
baseline performance in the traditional machine

learning models. SVM achieved 91.2% accuracy

and Flscore of 0.89 and ROC-AUC of 0.92,
indicating that it can be classified with high
reliability but with reduced sensitivity (Recall =
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0.88). Random Forest also performed better with
an accuracy of 94.5% and a balanced Precision
(0.93) and Recall (0.92), which attains an Fl-score
of 0.92 and ROC-AUC of 0.95. This means better
generalization and discrimination of a class than
SVM.

Deep learning models have a performance
advantage. With high accuracy (96.8%), CNN
achieved high Precision (0.96) and Recall (0.95)
giving a Fl-score of 0.95 and ROC-AUC of 0.97.
The LSTM was proven to be more convincing as it
contributed to a better ROC-AUC of 0.98 and
97.2 per cent accuracy and more effective in
sequential feature learning and predictive stability.
Hybrid CNNLSTM model performed better in all
evaluation measures than other models. It scored
the best accuracy (98.4%), Precision (0.98), Recall
(0.98) and Fl-score (0.98), and a very high ROC-
AUC of 0.99. The equal and high values in all the
metrics show low false positive and false negative,
good class separability, and good generalization
ability.

The hybrid CNNLSTM model scored higher in all
evaluation metrics compared to all other models. It
had the highest accuracy (98.4%), Precision (0.98),
Recall (0.98) and Fl-score (0.98) and ROC-AUC
was outstanding at 0.99. The consistent high and
balanced values of all metrics suggest a low number
of false positives and false negatives, good
separability between the classes and the high ability
to generalize.

Discussion

The results indicate that hybrid deep learning is a
highly effective method that can be applied to
boost the level of detection in IoT settings [45-46].
The CNN block is effective in extracting traffic
feature, whereas the LSTM layer is effective in

recording patterns of sequential attack behavior. A

high ROCAUC indicates a  high
classification ability [43, 44, and 18].

The mitigation mechanism was

value

effective in
isolating affected nodes, hence limiting movement
(47-4849].

computational complexity is an issue that can be

of lateral attacks Nevertheless,
deployed in resource-constrained devices.
Conclusion and Recommendations

The accelerated growth in Internet of Things (IoT)
ecosystems has dramatically expanded the attack
surfaces of current digital infrastructures to expose
interconnected devices to advanced and developing
cyber threats. This paper has explored the
efficiency of deep learning method in detection
and mitigation of security threats in IoT systems
and offered a hybrid CNN-LSTM model to
overcome weaknesses witnessed in conventional
intrusion detection systems. Experimental results

hybrid deep

enhance the

proved that learning  systems

significantly detection accuracy,
precision, recall and the general classification
strength against standard machine learning
algorithms and deep learning systems in isolation.
The proposed framework combined the spatial
feature extraction ability of CNN with the
temporal sequence modeling power of LSTM to
capture the complex patterns of attacks, such as
botnet activity, DDoS attacks, and malware-based
intrusions. The high ROC-AUC performance also
reported the reliability and stability of the model in
the ability to differentiate between malicious and
benign traffic.

Besides

should be automated to enhance the overall

detection, the mitigation mechanism
security stance of loT networks because it allows
quickly isolating compromised nodes and reducing
further attack propagation. These results point to
the importance of intelligent, adaptive, and data-

driven security systems in the management of
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resource-constrained and  heterogeneous IoT
ecosystems. Nevertheless, in practice, applications
have to be attentive to the computational efficiency,
scalability, and realtime processing limitations,
especially in edge and fog computing setups.

On the basis of these findings, it is advised that
[oT security models should consider adopting
hybrid deep learning frameworks instead of
adopting only traditional rule-based models or
single architecture frameworks. Companies ought
to think of implementing an intrusion detection
system at edge or fog nodes in order to minimize
the latency and improve real-time responsiveness. It
is necessary that continuous retraining of models
with new traffic data is done to guarantee resilience
to new and zeroday attacks. Moreover,
optimization methods like pruning, quantization,
and lightweight architecture design must be
applied to make it easier to deploy to resource-
limited IoT devices. Policymakers and system
developers are also encouraged to implement
standardized security measures as well as advance
the  concept of  securebydesign  when
manufacturing loT devices.

To sum up, deep learningbased threat detection
and mitigation systems are a promising and
scalable approach to enhancing the cybersecurity of
the IoT setting with hybrid solutions. Through the
combination of intelligent analytics and active
defense measures, loT environments will be able to
gain greater resilience, increased reliability, and a
sustainable  longlasting

protection  against

increasingly sophisticated cyber threats.

Future Work

Future studies can be conducted on transformer-
based architectures to loT intrusion detection,
their realtime deployment in industrial IoT
settings and integration with blockchain-based

security systems. Also, comprehensive real-world

testing is necessary to determine scalability and
resiliency under high-traffic conditions.
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