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Abstract 
The rapid adoption of the Internet of Medical Things (IoMT) in modern 
healthcare systems has significantly improved patient monitoring, diagnostics, and 
hospital management. However, the increasing number of interconnected medical 
devices has also expanded the cybersecurity attack surface in hospital networks. 
IoMT devices such as infusion pumps, patient monitors, wearable sensors, and 
imaging systems often operate with limited security mechanisms, outdated 
software, and weak authentication protocols, making them attractive targets for 
cybercriminals. Cyberattacks on healthcare infrastructure can compromise 
patient data, disrupt medical services, and threaten patient safety. Therefore, 
effective cybersecurity risk assessment mechanisms are essential for protecting 
hospital networks and connected medical devices. This study proposes a 
cybersecurity risk assessment model designed specifically for IoMT devices 
deployed in American hospitals. The proposed framework evaluates cybersecurity 
threats by integrating vulnerability severity, threat probability, and operational 
impact to calculate an overall risk score for connected medical devices. A 
quantitative research approach was used to analyze a dataset consisting of 
multiple categories of IoMT devices commonly used in hospital environments. 
Statistical analysis was performed to identify vulnerability patterns and evaluate 
cybersecurity risk levels across different device types. The results indicate that a 
significant proportion of IoMT devices exhibit moderate to high cybersecurity risk 
levels due to software vulnerabilities, weak authentication mechanisms, and 
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 legacy system dependencies. Devices such as infusion pumps and hospital 
information systems were identified as the most vulnerable components within 
hospital networks. The proposed risk assessment model provides a systematic 
approach for identifying high-risk devices and prioritizing cybersecurity mitigation 
strategies. The findings highlight the importance of implementing proactive 
cybersecurity frameworks in healthcare environments to enhance network security 
and protect sensitive patient information. The proposed model can assist 
healthcare institutions in strengthening IoMT security, improving risk 
management, and supporting the development of resilient hospital cybersecurity 
infrastructures. 

1. Introduction 
The rapid digital transformation of healthcare has 
led to the widespread adoption of the Internet of 
Medical Things (IoMT), which includes connected 
medical devices such as infusion pumps, patient 
monitors, wearable sensors, imaging systems, and 
smart diagnostic equipment. These devices 
improve patient monitoring, enable remote 
healthcare services, and support real-time clinical 
decision-making. IoMT technologies allow 
healthcare providers to collect continuous 
physiological data, enabling more accurate 
diagnoses and faster medical interventions. As 
hospitals increasingly rely on digital healthcare 
technologies, IoMT has become a fundamental 
component of modern healthcare infrastructure. 
Hospitals in the United States rely heavily on 
interconnected digital systems where IoMT 
devices communicate with electronic health 
records (EHRs), hospital information systems, and 
cloud platforms. This interconnected 
environment enables efficient data sharing among 
healthcare professionals and improves the 
coordination of patient care. Furthermore, IoMT 
integration supports telemedicine services, 
predictive analytics, and automated healthcare 
management systems. However, the increasing 
number of connected devices has significantly 
expanded the complexity of hospital networks, 
creating new challenges in maintaining secure and 
reliable healthcare systems. Despite the benefits 
offered by IoMT technologies, their integration 
into hospital networks has also introduced 
substantial cybersecurity risks. Medical devices 
often operate on embedded systems with limited 
processing power, making it difficult to implement 
advanced security mechanisms. Additionally, 

many devices run outdated operating systems or 
firmware that may contain unpatched 
vulnerabilities. These limitations make IoMT 
devices attractive targets for cybercriminals seeking 
to exploit security weaknesses within healthcare 
infrastructures. 
Cybersecurity threats targeting healthcare systems 
have increased significantly in recent years. Studies 
indicate that nearly 99% of healthcare 
organizations have at least one IoMT device with a 
known exploitable vulnerability, exposing hospital 
networks to potential cyberattacks. Attackers may 
exploit these vulnerabilities to gain unauthorized 
access to hospital systems, manipulate device 
operations, or steal sensitive medical information. 
Since IoMT devices are often integrated with 
critical healthcare services, even minor security 
breaches can have serious consequences for 
hospital operations and patient safety. 
Cybercriminals increasingly target healthcare 
infrastructure due to the high value of patient data 
and the operational urgency of hospitals. 
Ransomware attacks, unauthorized device 
manipulation, data breaches, and distributed 
denial-of-service (DDoS) attacks are among the 
most common cyber threats affecting healthcare 
environments. Research indicates that 
approximately 89% of healthcare organizations 
operate high-risk IoMT devices vulnerable to 
ransomware exploitation. Such attacks can disrupt 
hospital workflows, delay medical treatments, and 
compromise patient confidentiality, highlighting 
the urgent need for improved cybersecurity 
protection. 
Another major challenge associated with IoMT 
security is the lack of comprehensive device 
management and visibility within hospital 
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networks. Large healthcare institutions often 
operate thousands of interconnected devices from 
multiple manufacturers, each with different 
software configurations and security capabilities. 
This diversity makes it difficult for hospital IT 
departments to monitor device activity, detect 
vulnerabilities, and respond effectively to 
emerging cyber threats. As a result, many 
healthcare systems struggle to maintain adequate 
security controls for their IoMT ecosystems. 
Traditional cybersecurity frameworks used in 
hospital IT infrastructures are often insufficient 
for addressing the unique challenges posed by 
IoMT devices. Conventional security models are 
primarily designed for standard computing 
systems and may not account for the operational 
limitations of medical devices, such as strict 
uptime requirements and regulatory constraints. 
Consequently, hospitals require specialized 
cybersecurity frameworks that can evaluate risks 
associated with medical devices while ensuring 
uninterrupted healthcare services. 
To address these challenges, this study proposes a 
cybersecurity risk assessment model specifically 
designed for IoMT devices deployed in American 
hospitals. The proposed model integrates 
vulnerability analysis, threat probability 
estimation, and risk scoring techniques to evaluate 
cybersecurity exposure across medical device 
ecosystems. By systematically identifying high-risk 
devices and prioritizing mitigation strategies, the 
model aims to support healthcare institutions in 
strengthening cybersecurity defenses, protecting 
sensitive patient data, and ensuring the safe and 
reliable operation of IoMT-enabled healthcare 
systems. 
 
2. Literature Review 
2.1 Growth of IoMT in Healthcare 
The rapid advancement of digital technologies has 
significantly transformed healthcare systems 
worldwide, leading to the emergence of the 
Internet of Medical Things (IoMT) [1]. IoMT 
refers to the interconnected network of medical 
devices, healthcare applications, and information 
systems that communicate through internet-based 
infrastructures to support healthcare delivery. 
Over the past decade, healthcare institutions have 

increasingly adopted IoMT technologies to 
improve patient monitoring, diagnostic accuracy, 
and operational efficiency [2]. Modern hospitals 
now rely on a wide range of connected devices, 
including infusion pumps, smart imaging systems, 
wearable health sensors, implantable medical 
devices, and real-time patient monitoring systems 
[3]. The growth of IoMT technologies has been 
driven by several factors, including the increasing 
demand for remote patient monitoring, 
advancements in wireless communication 
technologies, and the integration of artificial 
intelligence and big data analytics in healthcare 
systems [4]. Through IoMT networks, healthcare 
providers can continuously collect patient data 
such as heart rate, blood pressure, glucose levels, 
and oxygen saturation. This real-time monitoring 
enables early detection of medical complications 
and allows physicians to make timely clinical 
decisions [5]. 
Large healthcare institutions in the United States 
have deployed thousands of IoMT devices across 
various departments, creating highly connected 
hospital environments [6]. Studies indicate that in 
many modern hospitals there are approximately 
10 to 15 connected medical devices per hospital 
bed [7]. As a result, a single large hospital may 
operate hundreds of thousands of interconnected 
medical devices that communicate through 
hospital networks and cloud platforms [8]. While 
this connectivity improves efficiency and patient 
care, it also introduces complex cybersecurity 
challenges that must be carefully managed. 
Despite the significant benefits of IoMT adoption, 
the rapid expansion of connected healthcare 
devices has outpaced the development of adequate 
cybersecurity frameworks [9]. Many healthcare 
institutions focus primarily on improving clinical 
outcomes and operational efficiency, often 
overlooking the potential security risks associated 
with large-scale device connectivity. Consequently, 
IoMT environments have become increasingly 
vulnerable to cyber threats due to insufficient 
security controls and inadequate risk management 
practices [10]. 
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2.2 Security Vulnerabilities in IoMT Devices 
IoMT devices are particularly vulnerable to 
cybersecurity threats because many of them were 
originally designed with limited security 
considerations [11]. Medical devices often operate 
on embedded systems that prioritize functionality 
and reliability rather than cybersecurity 
protection. As a result, these devices frequently 
lack essential security features such as strong 
authentication protocols, secure communication 
mechanisms, and regular software updates [12]. 
Research has revealed that IoMT devices contain 
numerous security vulnerabilities that can 
potentially be exploited by cyber attackers [13]. On 
average, a single IoMT device may contain more 
than six security vulnerabilities, many of which 
remain unpatched for extended periods due to 
operational and regulatory constraints. Healthcare 
institutions often hesitate to update medical 
device software because updates may interfere with 
device certification requirements or disrupt 
ongoing medical operations [14]. Another 
significant security concern in IoMT systems is the 
widespread use of outdated or end-of-life operating 
systems. Studies have shown that nearly sixty 
percent of medical devices operate on legacy 
software platforms that no longer receive security 
patches or vendor support [15]. These outdated 
systems are highly susceptible to known 
vulnerabilities that attackers can easily exploit 
using publicly available tools [16]. In addition to 
outdated software, weak authentication 
mechanisms further increase the risk of device 
compromise. Many medical devices rely on default 
login credentials or simple password 
configurations that can be easily guessed by 
attackers [17]. Research has shown that 
approximately twenty percent of medical devices 
still use default passwords or weak authentication 
mechanisms, which significantly increases the 
likelihood of unauthorized access to hospital 
networks. Network configuration weaknesses also 
contribute to IoMT security vulnerabilities [18]. 
Many healthcare institutions deploy medical 
devices within hospital networks without 
implementing proper segmentation or access 
control policies [19]. As a result, once an attacker 
gains access to a single vulnerable device, they may 

be able to move laterally within the network and 
compromise additional systems, including 
electronic health records and administrative 
databases [20]. 
 
2.3 Cyber Threats Targeting IoMT Systems 
The healthcare sector has become one of the most 
targeted industries for cybercriminals due to the 
high value of medical data and the critical nature 
of healthcare services [21]. IoMT devices are 
frequently exploited as entry points for 
cyberattacks because they often possess weaker 
security mechanisms compared to traditional IT 
infrastructure. Attackers can exploit vulnerable 
medical devices to gain unauthorized access to 
hospital networks and launch large-scale 
cyberattacks [22]. One of the most significant 
cybersecurity threats facing healthcare institutions 
is ransomware. In ransomware attacks, 
cybercriminals encrypt hospital data or disable 
critical systems and demand payment in exchange 
for restoring access [23]. IoMT devices can serve as 
initial infection points that allow ransomware to 
spread across hospital networks. Such attacks can 
severely disrupt hospital operations, delay medical 
treatments, and compromise patient safety [24]. 
Distributed denial-of-service (DDoS) attacks also 
pose a major threat to IoMT systems. In these 
attacks, large volumes of malicious network traffic 
are directed toward hospital servers or network 
devices, causing system overload and service 
disruption [25]. When IoMT devices are 
compromised, they can be incorporated into 
botnets that participate in large-scale DDoS 
attacks targeting healthcare infrastructures [26]. 
Another emerging threat involves malware 
injection into medical devices. Attackers may 
introduce malicious software into IoMT systems to 
manipulate device functionality, intercept patient 
data, or establish persistent access within hospital 
networks [27. In extreme cases, compromised 
medical devices may produce incorrect medical 
readings or deliver improper treatment 
instructions, potentially endangering patient lives 
[28]. Unauthorized device control represents 
another critical cybersecurity concern. If attackers 
gain control over medical devices such as infusion 
pumps or ventilators, they may alter device settings 
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or disrupt treatment processes [29]. Additionally, 
data exfiltration attacks can allow cybercriminals 
to steal sensitive patient records, which may later 
be sold on illegal online marketplaces [30]. These 
threats highlight the importance of implementing 
comprehensive cybersecurity protection strategies 
for IoMT environments [31]. 
 
2.4 Existing Security Approaches 
Researchers and cybersecurity professionals have 
proposed various approaches to protect IoMT 
systems from cyber threats [32]. One widely 
studied approach involves the use of machine 
learning and artificial intelligence techniques for 
detecting abnormal network behavior and 
identifying potential cyberattacks. Machine 
learning models can analyze network traffic 
patterns and detect anomalies that may indicate 
unauthorized access attempts or malicious 
activities [33]. Deep learning methods have shown 
promising results in detecting cyber threats in 
IoMT networks. Techniques such as 
convolutional neural networks and recurrent 
neural networks can analyze large volumes of 
network data to identify attack signatures and 
suspicious device behavior [34]. Experimental 
studies have demonstrated that deep learning 
models can achieve detection accuracy rates close 
to ninety-nine percent when identifying known 
cyberattack patterns within IoMT environments 
[35]. Another emerging approach involves the use 
of blockchain technology to enhance the security 
of healthcare data and device communications 
[36]. Blockchain-based systems can provide 
decentralized authentication mechanisms, secure 
data sharing, and tamper-resistant medical 
records. By using distributed ledger technology, 
healthcare institutions can reduce the risk of 
unauthorized data modification and improve the 
transparency of device communications [37]. 
Network segmentation is also considered an 
effective strategy for improving IoMT security. By 
separating medical devices from other hospital 
network components, organizations can limit the 
potential spread of cyberattacks and reduce the 
overall attack surface. Segmented networks enable 
administrators to monitor device activity more 

effectively and enforce stricter access control 
policies [38]. 
In addition to these approaches, several 
researchers have explored hybrid cybersecurity 
frameworks that combine multiple security 
mechanisms to strengthen the protection of IoMT 
environments [39]. For example, integrating 
artificial intelligence–based intrusion detection 
systems with blockchain-enabled authentication 
mechanisms can provide both real-time threat 
detection and secure data management [40]. Such 
hybrid models improve the overall resilience of 
healthcare networks by enabling continuous 
monitoring, automated threat response, and 
secure device communication [41]. Furthermore, 
the adoption of zero-trust security architectures 
has been suggested as a promising strategy for 
protecting IoMT infrastructures. Zero-trust 
models enforce strict identity verification and 
access control policies for every device and user 
attempting to access the network, thereby 
minimizing the risk of unauthorized access [42]. 
Despite these advancements, implementing these 
technologies in real hospital environments 
remains challenging due to resource limitations, 
device compatibility issues, and regulatory 
requirements, which further emphasizes the need 
for practical and scalable cybersecurity risk 
assessment frameworks for IoMT systems. Despite 
the progress made in developing cybersecurity 
solutions for IoMT systems, many existing 
approaches focus primarily on detecting attacks 
after they occur [43]. While threat detection 
mechanisms are essential, they do not fully address 
the need for proactive cybersecurity risk 
management [44]. Hospitals require 
comprehensive frameworks that can evaluate 
device vulnerabilities, assess potential threat levels, 
and quantify overall cybersecurity risks before 
attacks take place. Therefore, there is a growing 
need for structured cybersecurity risk assessment 
models specifically designed for IoMT 
environments [45]. Such models can help 
healthcare institutions identify high-risk devices, 
prioritize security investments, and implement 
targeted mitigation strategies. Developing effective 
risk assessment frameworks is critical for ensuring 
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the long-term security and resilience of healthcare 
systems that rely on IoMT technologies [46]. 
 
3. Methodology 
3.1 Research Design 
This study adopts a quantitative research 
methodology to evaluate cybersecurity risks 
associated with Internet of Medical Things (IoMT) 
devices deployed in American hospitals. 
Quantitative analysis is particularly suitable for 
cybersecurity risk evaluation because it allows 
researchers to measure vulnerabilities, analyze 
threat probabilities, and estimate the potential 
operational impact of cyber incidents on 
healthcare systems. The research design focuses on 
developing a structured risk assessment model that 
can systematically evaluate the security posture of 
interconnected medical devices within hospital 
networks. The proposed cybersecurity risk 
assessment model is based on three key parameters 
that significantly influence the overall risk level of 
IoMT devices. These parameters include 
vulnerability severity, threat probability, and the 
potential operational impact on hospital systems. 
Vulnerability severity refers to the extent to which 
a medical device contains exploitable weaknesses 
within its software, firmware, or network 
configuration. Threat probability represents the 
likelihood that a specific vulnerability may be 
exploited by cyber attackers based on current 
threat intelligence and attack patterns. The third 
factor, operational impact, evaluates the potential 
consequences of a successful cyberattack on 
hospital operations, patient safety, and data 
security. By combining these three parameters, the 
proposed model provides a comprehensive risk 
evaluation framework for IoMT environments. 
Each device is assigned a numerical score 
representing its cybersecurity exposure. The 
overall cybersecurity risk score is calculated using 
a multiplicative risk assessment formula: 
                        Risk = Threat Probability × 
Vulnerability Severity × Impact  
This equation enables researchers to quantify the 
relative cybersecurity risk associated with different 
medical devices and prioritize security mitigation 
strategies accordingly. The risk scores generated by 
the model provide hospital administrators and 

cybersecurity professionals with valuable insights 
for identifying high-risk devices and implementing 
targeted security improvements. 
 
3.2 Data Collection 
To evaluate the effectiveness of the proposed 
cybersecurity risk assessment model, data were 
collected from multiple reliable sources related to 
healthcare cybersecurity. These sources included 
publicly available cybersecurity reports, healthcare 
security databases, vulnerability assessment 
records, and simulated hospital network 
environments. The collected data represent typical 
IoMT devices commonly deployed within modern 
hospital infrastructures. The dataset includes 
several categories of interconnected medical 
devices that play critical roles in healthcare 
delivery. These devices include infusion pumps 
used for automated drug delivery, magnetic 
resonance imaging (MRI) scanners used for 
advanced medical imaging, patient monitoring 
systems that continuously track vital signs, smart 
wearable devices used for remote patient 
monitoring, and hospital information systems that 
manage electronic health records and 
administrative data. Each device category presents 
unique security characteristics and operational 
requirements that must be considered during 
cybersecurity risk evaluation. A sample dataset 
representing 150 IoMT devices was used for the 
experimental analysis conducted in this study. The 
dataset was distributed across five major device 
categories to ensure balanced representation of 
different types of medical technologies commonly 
used in hospital environments. For each device, 
relevant cybersecurity attributes such as known 
vulnerabilities, device exposure level, 
authentication mechanisms, and network 
connectivity characteristics were analyzed. This 
structured dataset enabled the research model to 
perform systematic risk calculations and generate 
comparative cybersecurity risk assessments across 
multiple device types. The use of simulated 
hospital network environments also allowed the 
study to replicate realistic cybersecurity scenarios 
without exposing actual healthcare systems to 
potential security risks. Simulation-based analysis 
provides a controlled environment for evaluating 
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cybersecurity models while maintaining ethical 
research standards and protecting sensitive 
healthcare information. 
 
3.3 Risk Assessment Framework 
The proposed cybersecurity risk assessment 
framework consists of four sequential stages 
designed to systematically identify and evaluate 
security risks within IoMT environments. The first 
stage involves device identification, where all 
IoMT devices connected to the hospital network 
are cataloged and classified according to their 
function, connectivity level, and operational 
importance. Accurate device identification is 
essential for developing a comprehensive 
inventory of connected medical devices within the 
healthcare infrastructure. The second stage 
focuses on vulnerability detection. During this 
phase, each identified device is analyzed to detect 
known software vulnerabilities, outdated firmware 
versions, weak authentication mechanisms, and 
insecure network configurations. Vulnerability 
databases and security assessment tools are used to 
determine the severity of potential security 
weaknesses present within each device. Identifying 
these vulnerabilities is a critical step in 
understanding the potential attack surface of 
hospital networks. The third stage involves threat 
modeling, which evaluates the likelihood of 
different cyber threats targeting the identified 

vulnerabilities. Threat modeling considers various 
factors such as current cyberattack trends, known 
exploitation techniques, and the accessibility of 
vulnerable devices within the network. By 
analyzing these factors, researchers can estimate 
the probability that a specific device may become 
the target of a cyberattack. The final stage of the 
framework involves risk scoring, where the 
previously defined parameters are combined to 
calculate an overall cybersecurity risk score for 
each device. Based on the calculated risk values, 
devices are categorized into three primary risk 
levels: low risk, medium risk, and high risk. 
Devices classified as low risk typically have 
minimal vulnerabilities and limited exposure to 
cyber threats. Medium-risk devices possess 
moderate vulnerabilities that may require 
additional security controls. High-risk devices 
represent significant cybersecurity concerns and 
require immediate mitigation measures to prevent 
potential exploitation. This structured risk 
assessment framework enables healthcare 
institutions to prioritize cybersecurity efforts and 
allocate security resources more effectively. By 
identifying high-risk IoMT devices and 
understanding their associated vulnerabilities, 
hospitals can implement targeted security 
strategies to strengthen their overall cybersecurity 
posture and protect critical healthcare operations. 
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Cybersecurity Risk Assessment Frameworks for IOMT Environments 

 
 
4. Results 
The experimental analysis was conducted to 
evaluate cybersecurity risks associated with 
Internet of Medical Things (IoMT) devices 
deployed in hospital environments. A dataset 
consisting of 150 IoMT devices across five major 
medical device categories was analyzed using the 
proposed cybersecurity risk assessment model. The 
results highlight the vulnerability distribution, risk 

classification, and comparative cybersecurity 
exposure among different medical device types. 
 
4.1 Vulnerability Distribution Across IoMT 
Devices 
The first analysis examined the prevalence of 
cybersecurity vulnerabilities across different 
categories of IoMT devices. Table 1 presents the 
number of devices and the percentage of devices 
containing known vulnerabilities. 
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Table 1 Vulnerability Distribution Across IoMT Device Categories 
Device Type Number of Devices Devices with Vulnerabilities Percentage (%) 

Infusion Pumps 35 26 74% 
Patient Monitors 30 19 63% 
Imaging Systems 25 18 72% 

Wearable Devices 30 14 47% 
Hospital Information Systems 30 21 70% 

 
The results indicate that infusion pumps and 
imaging systems exhibit the highest vulnerability 
rates, while wearable devices demonstrate 
relatively lower vulnerability levels. These findings 
suggest that complex medical equipment 

connected to hospital networks may present 
higher cybersecurity risks due to their reliance on 
embedded software systems and network 
connectivity. 

 

 
Figure 1 Vulnerability Distribution Across IoMT Device Categories 

 
Figure 1 illustrates the distribution of 
cybersecurity vulnerabilities across different 
categories of IoMT devices deployed in hospital 
environments.  
 

4.2 Risk Level Classification of IoMT Devices 
Using the proposed risk scoring model, each 
device was categorized into one of three 
cybersecurity risk levels: low risk, medium risk, or 
high risk. The classification results are summarized 
in Table 2. 

 
Table 2 Cybersecurity Risk Level Classification of IoMT Devices 

Risk Level Number of Devices Percentage (%) 
Low Risk 32 21% 

Medium Risk 63 42% 
High Risk 55 37% 

 
The analysis shows that a significant proportion of 
devices fall within the medium and high-risk 
categories, indicating considerable cybersecurity 

exposure within hospital IoMT infrastructures. 
Only a small portion of devices were classified as 
low risk, highlighting the need for improved 
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security management strategies for connected 
medical devices. 

 
Figure 2 Cybersecurity Risk Level Classification of IoMT Devices 

 

Figure 2 presents the distribution of IoMT devices 
across different cybersecurity risk levels based on 
the proposed risk assessment model. 
 

4.3 Average Risk Score by Device Category 
To further analyze cybersecurity exposure, the 
average risk score was calculated for each device 
category. The results are shown in Table 3. 

 
Table 3 Average Cybersecurity Risk Score by Device Category 

Device Category Average Risk Score 
Infusion Pumps 7.8 
Patient Monitors 6.5 
Imaging Systems 7.3 

Wearables 4.6 
Hospital Information Systems 8.1 

 
The results indicate that hospital information 
systems and infusion pumps demonstrate the 
highest average cybersecurity risk scores, 

suggesting that these devices may require stronger 
security controls and continuous monitoring to 
mitigate potential threats. 
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Figure 3 Average Cybersecurity Risk Score by Device Category 

 
Figure 3 compares the average cybersecurity risk 
scores across different categories of IoMT devices 
in hospital environments. 
 
4.4 Relationship Between Vulnerabilities and 
Cybersecurity Risk 
A correlation analysis was conducted to examine 
the relationship between device vulnerability levels 
and overall cybersecurity risk scores. The analysis 
reveals a strong positive relationship between 
vulnerability severity and calculated risk scores, 

indicating that devices with higher vulnerability 
levels are significantly more likely to present 
serious cybersecurity risks within hospital 
networks. Descriptive statistical analysis produced 
the following results: Mean Risk Score: 6.86 
Standard Deviation: 1.28 Maximum Risk Score: 
8.1 Minimum Risk Score: 4.6 These findings 
demonstrate that vulnerability severity plays a 
critical role in determining the cybersecurity 
exposure of IoMT devices. 

 

 
Figure 4 Relationship Between Vulnerabilities and Cybersecurity Risk 
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Figure 4 illustrates the relationship between device 
vulnerability levels and cybersecurity risk scores, 
highlighting the positive correlation between these 
two variables. 
 
5. Discussion 
The results of this study highlight the growing 
cybersecurity risks associated with Internet of 
Medical Things (IoMT) devices deployed in 
modern healthcare environments. The analysis 
revealed that a significant proportion of medical 
devices contain vulnerabilities that could 
potentially be exploited by cyber attackers. Devices 
such as infusion pumps and hospital information 
systems exhibited the highest cybersecurity risk 
levels due to their extensive network connectivity 
and reliance on legacy software platforms. Because 
these devices are directly integrated with clinical 
workflows and patient data systems, any successful 
cyberattack could disrupt hospital operations and 
potentially compromise patient safety. These 
findings emphasize the importance of 
strengthening cybersecurity measures within 
healthcare infrastructures that rely heavily on 
connected medical technologies. Another 
important observation from the study is the lack 
of comprehensive visibility and vulnerability 
management across hospital IoMT ecosystems. 
Many healthcare institutions operate thousands of 
interconnected devices from different 
manufacturers, making it difficult for IT 
departments to maintain effective monitoring and 
security oversight. Without proper asset 
management and continuous vulnerability 
assessment processes, insecure devices may remain 
undetected within hospital networks for extended 
periods. This lack of visibility significantly 
increases the risk of cyber intrusions and makes 
healthcare organizations more vulnerable to 
ransomware attacks, unauthorized device access, 
and data breaches. The proposed cybersecurity risk 
assessment model provides a systematic framework 
for evaluating and prioritizing security risks 
associated with IoMT devices. By integrating 
vulnerability severity, threat probability, and 
operational impact, the model enables healthcare 
organizations to identify high-risk devices and 
allocate cybersecurity resources more effectively. 

Furthermore, combining the proposed risk 
assessment approach with advanced technologies 
such as machine learning-based threat detection 
systems could further enhance hospital 
cybersecurity capabilities. Such integrated security 
solutions would allow healthcare institutions to 
proactively identify vulnerabilities, detect 
emerging threats in real time, and strengthen the 
overall resilience of healthcare systems against 
cyberattacks. 
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