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Abstract 
The rapid expansion of Internet of Things (IoT) networks has introduced 
significant security challenges due to the heterogeneous, large-scale, and highly 
dynamic nature of IoT traffic. Contemporary intrusion detection systems (IDS) 
predominantly rely on traditional machine learning or single-architecture deep 
learning models, which are largely reactive and insufficient for capturing the 
complex spatio-temporal characteristics of modern cyber-attacks. In particular, 
existing approaches often fail to jointly model long-range temporal dependencies 
and network-level communication topology, limiting their effectiveness in proactive 
threat mitigation. 
This paper proposes NeuroFusion-X, a hybrid deep learning framework that 
integrates Transformer-based temporal modeling with Graph Neural Network 
(GNN)-based relational learning for proactive multi-class cyber-attack 
prediction in IoT networks. The proposed architecture leverages self-attention 
mechanisms to learn evolving attack patterns across time while simultaneously 
capturing inter-device communication dependencies through graph-based message 
passing. A fusion module unifies temporal and topological representations to 
forecast future attack categories before full attack execution, shifting intrusion 
detection from reactive classification to predictive cyber defense. 
Extensive experiments are conducted on large-scale IoT security datasets, including 
BoT-IoT and CICIoT2023, encompassing diverse attack types and protocol 
behaviors. Experimental results demonstrate that NeuroFusion-X consistently 
outperforms traditional machine learning models, Transformer-only, and GNN-
only baselines in terms of macro-F1 score, ROC-AUC, and early prediction 
accuracy, particularly under severe class imbalance. The findings confirm that 
spatio-temporal fusion significantly enhances attack separability, prediction 
stability, and proactive detection capability. Overall, NeuroFusion-X provides a 
scalable, extensible, and future-ready framework for intelligent cyber-defense in 
next-generation IoT infrastructures. 
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INTRODUCTION 
1.1 Background and Motivation 
The rapid proliferation of Internet of Things 
(IoT) technologies has fundamentally 
transformed modern digital ecosystems, enabling 
large-scale interconnection of heterogeneous 
devices across domains such as smart cities, 
healthcare monitoring, industrial automation, 
intelligent transportation systems, and critical 
national infrastructure. Lightweight 
communication protocols including Routing 
Protocol for Low-Power and Lossy Networks 
(RPL), Constrained Application Protocol 
(CoAP), and Message Queuing Telemetry 
Transport (MQTT) have been widely adopted to 
support energy-efficient and low-latency data 
exchange in resource-constrained environments. 
While these protocols facilitate scalability and 
interoperability, their limited built-in security 
mechanisms, coupled with the constrained 
computational and memory capabilities of IoT 
devices, have significantly expanded the cyber-
attack surface of modern networks. 
In parallel with the growth of IoT deployments, 
the cyber threat landscape has evolved from 
isolated, signature-based attacks into 
sophisticated, multi-stage, and temporally 
coordinated attack campaigns. Contemporary 
adversaries increasingly exploit protocol-level 
weaknesses, lateral communication patterns, and 
long-term reconnaissance strategies to evade 
detection and gradually compromise distributed 
IoT infrastructures. High-profile incidents such as 
large-scale botnet formation, distributed denial-of-
service (DDoS) attacks, and stealthy malware 
propagation have demonstrated that traditional 
perimeter-based and rule-driven security solutions 
are no longer sufficient to protect highly dynamic 
and interconnected IoT systems. Recent surveys 
and empirical studies consistently emphasize that 
the speed, adaptivity, and structural complexity of 
modern cyber-attacks far exceed the response 
capabilities of conventional intrusion detection 
systems (IDS) [1], [2]. 
Artificial intelligence (AI) and machine learning 
(ML) techniques have therefore emerged as 
promising enablers for next-generation 
cybersecurity solutions. Deep learning models, 

including convolutional neural networks (CNNs), 
recurrent neural networks (RNNs), and long 
short-term memory (LSTM) architectures, have 
shown notable success in identifying anomalous 
traffic patterns and detecting known attack 
signatures. However, most existing deep 
learning–based IDS frameworks remain 
inherently reactive, operating under the 
assumption that sufficient evidence of malicious 
behavior must already be present in the observed 
traffic before a detection decision can be made. 
This reactive paradigm is particularly problematic 
in IoT environments, where even brief attack 
windows can result in cascading failures, data 
exfiltration, or physical safety hazards [3]. 
 
1.2 Problem Context 
IoT network traffic exhibits intrinsically spatio-
temporal characteristics, arising from both 
temporal dependencies in traffic flows and 
relational dependencies among communicating 
devices. Network events are not independent 
observations; rather, they are shaped by historical 
traffic behavior, protocol state transitions, and 
evolving communication topologies. For example, 
reconnaissance activities often precede 
exploitation phases, and malware propagation 
follows specific graph-based paths determined by 
routing protocols and device connectivity. 
Consequently, effective cyber-defense 
mechanisms must simultaneously capture long- 
 
range temporal patterns and network-level 
structural relationships. 
Despite this reality, many state-of-the-art IDS 
solutions treat IoT traffic as either static feature 
vectors or purely sequential data, ignoring the 
underlying graph structure of device interactions. 
Models that focus exclusively on temporal 
learning struggle to account for attack 
propagation across interconnected nodes, while 
graph-based approaches without temporal 
awareness fail to capture evolving attack 
dynamics. Moreover, most IDS frameworks are 
designed for attack detection at time t, rather 
than attack prediction at time t+1, limiting their 
ability to support early warning, proactive 
mitigation, and adaptive defense strategies [4]. 
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The need for proactive cyber-attack prediction is 
further amplified by the operational constraints 
of IoT environments. Resource limitations, real-
time communication requirements, and protocol 
heterogeneity necessitate security mechanisms 
that can anticipate threats before they fully 
materialize. Predictive intelligence enables 
defenders to isolate vulnerable nodes, reconfigure 
network topology, or deploy mitigation policies 
in advance, thereby reducing attack impact and 
response latency. 
 
1.3 Research Gap 
Although substantial progress has been made in 
AI-driven intrusion detection, several critical 
research gaps remain unaddressed. First, the 
majority of existing IDS models rely on single-
architecture learning paradigms, such as CNN-
only or LSTM-only designs, which are inherently 
insufficient for modeling the joint spatio-
temporal nature of IoT traffic. Second, current 
graph neural network (GNN)–based security 
approaches primarily focus on static or short-term 
relational modeling, lacking the ability to learn 
long-range temporal dependencies necessary for 
forecasting attack evolution. Third, most 
published works formulate IoT security as a 
binary classification problem, often under 
extreme class imbalance, which obscures attack 
diversity and limits the practical applicability of 
the models in real-world multi-attack scenarios. 
Most importantly, the dominant IDS paradigm 
remains reactive rather than proactive. Existing 
systems detect intrusions after malicious activity 
has occurred, offering limited opportunity for 
early intervention. Despite the availability of 
large-scale and richly labeled datasets such as 
CICIoT2023, which include diverse protocols 
and multi-stage attack behaviors, there is still a 
lack of unified deep learning frameworks capable 
of jointly modeling temporal evolution, network 
topology, and future attack likelihood within a 
single architecture [1], [5]. 
 
1.4 Research Contributions 
To address these challenges, this work proposes 
NeuroFusion-X, a hybrid Transformer–Graph 
Neural Network framework for proactive cyber-

attack prediction in IoT networks. By integrating 
Transformer-based self-attention mechanisms for 
temporal modeling with graph neural networks 
for relational learning, the proposed framework 
captures both the dynamic evolution of traffic 
behavior and the structural dependencies of IoT 
communication. Unlike traditional IDS 
approaches, NeuroFusion-X shifts the security 
paradigm from reactive intrusion detection to 
future-oriented attack forecasting, enabling early 
warning and proactive defense across diverse IoT 
protocols and attack types. 
 
1.5 Paper Organization 
The remainder of this paper is organized as 
follows. Section 2 presents a comprehensive 
review of related work in IoT intrusion detection, 
deep learning–based security models, graph 
neural networks, and Transformer architectures. 
Section 3 formalizes the problem of proactive 
cyber-attack prediction and defines the 
underlying threat and network models. Section 4 
describes the datasets, feature engineering 
processes, and graph construction strategies 
employed in this study. Section 5 details the 
proposed NeuroFusion-X architecture and its 
constituent components. Sections 6 and 7 report 
the experimental setup, evaluation metrics, and 
performance results. Section 8 discusses the 
implications of the findings, followed by 
limitations and future research directions in 
Section 9. Finally, Section 10 concludes the 
paper. 
 
2. Related Work 
2.1 Traditional Machine Learning–Based 
Intrusion Detection for IoT 
Early intrusion detection systems for IoT 
networks predominantly relied on classical 
machine learning techniques such as Support 
Vector Machines (SVM), k-Nearest Neighbors (k-
NN), Decision Trees, and Random Forest 
classifiers. These approaches were initially 
attractive due to their relatively low 
computational complexity and interpretability, 
making them suitable for resource-constrained 
IoT environments. Several studies demonstrated 
reasonable detection accuracy for known attack 
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patterns using handcrafted statistical features 
extracted from network traffic [1], [20]. However, 
these models inherently depend on static feature 
engineering and assume stationarity in traffic 
distributions, which significantly limits their 
ability to generalize to evolving and multi-stage 
cyber-attacks. 
Moreover, traditional machine learning-based 
IDS struggle with high-dimensional IoT traffic 
and complex protocol interactions, resulting in 
elevated false-positive rates and degraded 
performance when confronted with zero-day or 
temporally coordinated attacks [1], [19]. As IoT 
deployments scale and attack behaviors become 
increasingly adaptive, these limitations have 
rendered classical approaches insufficient for 
modern IoT cybersecurity requirements. 
 
2.2 Deep Learning–Based Intrusion Detection 
Systems 
To overcome the shortcomings of traditional 
methods, deep learning has emerged as a 
dominant paradigm for intrusion detection in 
IoT networks. Convolutional Neural Networks 
(CNNs) have been widely adopted to capture 
local spatial correlations in traffic features, while 
Recurrent Neural Networks (RNNs), Long Short-
Term Memory (LSTM), and Bidirectional LSTM 
(BiLSTM) architectures have been employed to 
model temporal dependencies in sequential 
network traffic [2], [13]. Autoencoder-based 
models have further enabled unsupervised 
feature learning and dimensionality reduction, 
improving anomaly detection performance in 
high-volume IoT data streams [1]. 
Despite their success, these deep learning 
approaches remain fundamentally limited. CNN-
based models lack the capability to capture long-
range temporal dependencies, while RNN and 
LSTM architectures often suffer from vanishing 
gradients and scalability issues when modeling 
long attack sequences [13]. More critically, most 
deep learning-based IDS treat network traffic as 
independent samples or sequences, ignoring the 
underlying communication topology and 
relational dependencies among IoT devices. As 
highlighted in recent surveys, this omission 
significantly restricts their effectiveness in 

distributed and protocol-driven IoT 
environments [2], [19]. 
 
2.3 Graph Neural Networks in Network 
Security 
Graph Neural Networks (GNNs) have gained 
increasing attention for modeling relational 
structures in cybersecurity applications by 
representing network entities as nodes and their 
interactions as edges. Several studies have 
demonstrated the effectiveness of GNNs, 
including Graph Convolutional Networks 
(GCN), GraphSAGE, and Graph Attention 
Networks (GAT), in capturing inter-device 
communication patterns and detecting complex 
attack behaviors [3]–[7]. GNN-based IDS have 
shown strong performance in detecting 
distributed attacks such as DDoS, CAN bus 
intrusions, and industrial IoT threats by 
leveraging structural dependencies that are 
inaccessible to traditional models [8]–[12]. 
However, most existing GNN-based IDS focus on 
static or snapshot-based graph representations, 
implicitly assuming that attack behavior remains 
stable over time. Although some dynamic GNN 
variants have been proposed [7], [10], temporal 
modeling is often treated as a secondary 
component or handled using shallow aggregation 
mechanisms. Consequently, these approaches fail 
to fully capture the evolving nature of cyber-
attacks, particularly multi-stage and temporally 
coordinated intrusions prevalent in IoT 
networks. 
 
2.4 Transformer Models in Cybersecurity 
Transformer architectures, driven by self-
attention mechanisms, have recently been 
explored for cybersecurity tasks due to their 
ability to model long-range dependencies and 
complex temporal relationships in sequential 
data. Studies have demonstrated the effectiveness 
of Transformers in traffic classification, anomaly 
detection, and threat intelligence by learning 
contextual representations across extended time 
horizons [14], [17]. Unlike RNN-based models, 
Transformers enable parallel computation and 
more stable training for long sequences, making 
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them well-suited for large-scale IoT traffic 
analysis. 
Nevertheless, Transformer-based IDS typically 
operate on flattened or sequence-only 
representations of network traffic, lacking explicit 
awareness of communication topology and 
relational dependencies among devices. As a 
result, while Transformers excel at temporal 
modeling, they remain insufficient for capturing 
the structural characteristics intrinsic to IoT 
networks [14], [23]. 
 
2.5 Research Gap Summary 
The literature clearly indicates that existing IDS 
solutions suffer from a fragmented modeling 
approach, where temporal dynamics and network 
topology are treated independently or ignored 
altogether. Traditional machine learning models 
lack adaptability, deep learning models fail to 
capture relational structure, GNN-based 
approaches underutilize temporal evolution, and 
Transformer-based methods lack graph 
awareness. Most importantly, the majority of 
existing systems operate in a reactive manner, 
focusing on post-hoc attack detection rather than 
proactive prediction. This gap motivates the 
development of a unified spatio-temporal 
learning framework that integrates self-attention-
based temporal modeling with graph-based 
relational learning to enable proactive multi-class 
cyber-attack prediction in IoT environments. 
 
Problem Statement 
The rapid expansion of Internet of Things 
ecosystems has fundamentally reshaped modern 
digital infrastructures by enabling large-scale 
interconnection of resource-constrained devices 
across smart cities, healthcare systems, industrial 
automation, and critical infrastructure. While 
lightweight communication protocols such as 
RPL, CoAP, and MQTT facilitate efficient data 
exchange, they also introduce protocol-specific 
vulnerabilities that can be exploited by 
sophisticated cyber-attacks [1], [2]. IoT network 
traffic is inherently heterogeneous, exhibiting 
complex temporal dependencies arising from 
sequential communication behavior, as well as 

relational structures induced by device-to-device 
interactions and protocol-driven topologies. 
Most existing intrusion detection systems for IoT 
rely on traditional machine learning or single-
architecture deep learning models that primarily 
focus on static feature correlations or short-term 
temporal patterns. These approaches neglect the 
graph-structured nature of IoT communication 
and fail to model how attacks propagate and 
evolve across interconnected devices [3], [7]. 
Furthermore, the majority of IDS solutions 
operate in a reactive paradigm, detecting 
malicious activity only after an attack has already 
manifested, thereby limiting their effectiveness in 
resource-constrained and latency-sensitive IoT 
environments [13]. 
This limitation is further exacerbated by the 
widespread use of binary attack detection 
formulations in highly imbalanced datasets such 
as CICIoT2023 and BoT-IoT, where attack traffic 
overwhelmingly dominates normal behavior. 
Such formulations yield artificially inflated 
performance metrics while providing limited 
actionable intelligence regarding attack type, 
progression, or future risk [1], [21]. 
Consequently, there exists a critical need for an 
intelligent, unified framework capable of 
proactively predicting future attack categories by 
jointly modeling temporal evolution and network 
topology in IoT networks. 
 
Research Objectives 
The primary objective of this research is to design 
and evaluate a hybrid Transformer–Graph 
Neural Network framework, termed 
NeuroFusion-X, for proactive multi-class cyber-
attack prediction in IoT networks. Specifically, 
this study seeks to learn long-range temporal 
attack evolution patterns from IoT traffic using 
Transformer-based self-attention mechanisms, 
while simultaneously capturing network-level 
dependencies and communication topology 
among IoT devices through graph neural 
networks. By integrating temporal and relational 
representations through an effective fusion 
strategy, the proposed framework aims to forecast 
future attack categories before full attack 
execution. The effectiveness of NeuroFusion-X is 
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validated using large-scale IoT cybersecurity 
datasets encompassing diverse protocols and real-
world attack scenarios. 
 
Novelty of the Research 
The novelty of this research lies in its 
architectural integration, functional formulation, 
and operational paradigm shift in IoT 
cybersecurity. Unlike existing IDS approaches 
that rely on isolated temporal or structural 
learning, NeuroFusion-X explicitly fuses 
Transformer-based self-attention with graph-based 
relational modeling within a unified deep 
learning architecture. This integration enables 
simultaneous learning of temporal attack 
dynamics and network topology, addressing a 
fundamental limitation in prior work [3], [14], 
[22]. 
Furthermore, the proposed framework advances 
the state of the art by transitioning from reactive 
intrusion detection to proactive attack 
forecasting, enabling early identification of attack 
categories rather than post-incident classification. 
By explicitly constructing communication graphs 
from IoT traffic flows and applying attention-
driven temporal encoding, NeuroFusion-X 
provides richer situational awareness and 
supports predictive security decision-making in 
dynamic IoT environments. 
 
Key Contributions 
This research introduces NeuroFusion-X, a novel 
hybrid deep learning framework that integrates 
Transformers and Graph Neural Networks for 
spatio-temporal cyber-attack modeling in IoT 
networks. The proposed system enables proactive 
multi-class intrusion prediction by forecasting 
future attack categories based on historical traffic 
windows and network topology. It further 
introduces a graph-aware representation of IoT 
traffic that preserves device-level communication 
dependencies across heterogeneous protocols. 
Comprehensive evaluation on large-scale IoT 
datasets demonstrates robust predictive 
performance across diverse attack classes. Finally, 
the framework is designed to be scalable and 
extensible, supporting future enhancements such 

as federated learning, zero-trust architectures, and 
explainable AI. 
 
3. Problem Formulation 
This section formalizes the problem of proactive 
cyber-attack prediction in Internet of Things 
(IoT) networks by defining the network model, 
threat assumptions, prediction objective, and 
mathematical notation underpinning the 
proposed NeuroFusion-X framework. 
3.1 IoT Network Model 
An IoT network is modeled as a dynamic, 
heterogeneous communication system composed 
of a large number of resource-constrained devices 
interconnected through lightweight protocols. 
Formally, the network at time step 𝑡is 
represented as a graph 

𝒢𝑡 = (𝒱𝑡 , ℰ𝑡), 
 
where 𝒱𝑡 = {𝑣1, 𝑣2, … , 𝑣𝑁𝑡

}denotes the set of 
IoT devices or logical communication entities, 
and ℰ𝑡 ⊆ 𝒱𝑡 × 𝒱𝑡represents communication 
flows observed during the time interval 𝑡. An 
edge 𝑒𝑖𝑗 ∈ ℰ𝑡exists if device 𝑣𝑖exchanges traffic 
with device 𝑣𝑗, as governed by protocols such as 
RPL, CoAP, MQTT, or TCP/UDP. 
Each node 𝑣𝑖is associated with a feature vector 
𝐱𝑖
𝑡 ∈ ℝ𝑑, capturing flow-level statistical and 

temporal attributes derived from network traffic. 
These features include packet counts, byte 
volumes, inter-arrival times, and protocol-specific 
indicators, which collectively describe the 
behavioral state of the device at time 𝑡. This 
graph-based formulation preserves the relational 
dependencies among devices and aligns with 
recent findings that graph representations are 
essential for modeling coordinated and 
distributed cyber-attacks in IoT environments [1], 
[3], [16]. 
Unlike static network models, IoT 
communication graphs evolve continuously due 
to device mobility, duty cycling, and changing 
traffic patterns. Consequently, the IoT network is 
naturally characterized as a temporal graph, 
where both node features and edge structures 
vary over time. Capturing this temporal evolution 
is critical for understanding attack progression 
and anticipating future malicious behavior. 
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3.2 Threat Model 
The threat model assumes a realistic and partially 
observable adversary operating within the IoT 
network. Attackers are capable of performing 
reconnaissance activities, denial-of-service (DoS) 
and distributed denial-of-service (DDoS) attacks, 
and exploitation of protocol-level vulnerabilities. 
These attacks may unfold over multiple stages, 
beginning with low-rate probing or scanning, 
followed by lateral movement, amplification, or 
payload execution. 
The adversary is assumed to have partial network 
visibility, meaning that the attacker does not 
possess global knowledge of the network topology 
but can infer structural properties through 
observed communication patterns. This 
assumption reflects practical IoT attack scenarios 
reported in large-scale datasets such as 
CICIoT2023 and BoT-IoT, where attackers 
exploit local interactions and protocol weaknesses 
rather than full network compromise [2], [14]. 
The defender, conversely, observes traffic at 
aggregation points or gateways and seeks to infer 
malicious intent from spatio-temporal traffic 
behavior. 
Importantly, the threat model does not assume 
prior knowledge of attack signatures or fixed 
attack durations. Instead, attacks are treated as 
evolving processes whose manifestations change 
over time and across network locations. This 
formulation motivates the need for learning-
based models that can generalize beyond static 
signatures and detect early indicators of malicious 
activity [5], [17]. 
 
3.3 Proactive Attack Prediction Definition 
Traditional intrusion detection systems are 
designed to identify attacks at the time they 
occur, relying on observable malicious patterns in 
the current traffic window. In contrast, this work 
formulates intrusion detection as a proactive 
prediction problem, where the objective is to 
forecast future attack behavior before full 
manifestation. 
Let 𝐗𝑡−𝑘:𝑡 = {𝐗𝑡−𝑘 , 𝐗𝑡−𝑘+1, … , 𝐗𝑡}denote a 
sequence of historical traffic feature matrices over 
a sliding temporal window of length 𝑘 + 1, 
where each 𝐗𝜏 ∈ ℝ𝑁𝜏×𝑑contains node-level 

features at time 𝜏. Correspondingly, let 𝒢𝑡−𝑘:𝑡 =
{𝒢𝑡−𝑘, … , 𝒢𝑡}represent the sequence of 
communication graphs over the same window. 
The proactive attack prediction task is defined as 
learning a function 

𝑓: (𝒢𝑡−𝑘:𝑡 , 𝐗𝑡−𝑘:𝑡) → 𝑦𝑡+1, 
 
where 𝑦𝑡+1 ∈ 𝒞denotes the attack category 
expected to occur in the subsequent time step 
𝑡 + 1, and 𝒞is a multi-class label set comprising 
benign traffic and multiple attack types. This 
formulation explicitly shifts the learning objective 
from reactive classification to future-oriented 
attack forecasting, a paradigm increasingly 
recognized as essential for effective cyber defense 
in IoT networks [1], [9], [22]. 
 
3.4 Mathematical Notation 
For clarity, the key mathematical symbols used 
throughout this paper are summarized as follows. 
The IoT network at time 𝑡is modeled as a graph 
𝒢𝑡 = (𝒱𝑡 , ℰ𝑡), with adjacency matrix 𝐀𝑡 ∈
{0,1}𝑁𝑡×𝑁𝑡encoding communication 
relationships. Node feature matrices 𝐗𝑡 ∈
ℝ𝑁𝑡×𝑑capture traffic characteristics. Temporal 
windows are defined over sequences of graphs 
and feature matrices, and labels 𝑦𝑡 ∈ 𝒞denote 
attack categories at time 𝑡. 
This formalization enables joint modeling of 
temporal dynamics and network topology, 
providing the mathematical foundation for the 
proposed NeuroFusion-X architecture, which 
integrates Transformer-based temporal learning 
with graph neural network-based relational 
learning. 
 
4. Dataset Description and Preprocessing 
4.1 Dataset Overview 
This study employs large-scale, publicly available 
IoT cybersecurity datasets to evaluate the 
proposed NeuroFusion-X framework. In 
particular, datasets such as BoT-IoT and 
CICIoT2023 are selected due to their 
comprehensive coverage of modern IoT attack 
behaviors, heterogeneous protocols, and realistic 
traffic generation environments. These datasets 
contain millions of flow-level records collected 
from IoT testbeds simulating real-world 
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deployments, including smart homes, industrial 
IoT, and sensor-based networks. They encompass 
a wide range of attack categories such as 
reconnaissance, denial-of-service (DoS), 
distributed denial-of-service (DDoS), data 
exfiltration, and protocol exploitation, in 
addition to benign traffic patterns. The diversity 
and scale of these datasets make them well-suited 
for evaluating proactive, multi-class intrusion 
prediction models and have been widely adopted 
in recent IoT security research [1], [2], [16]. 
 
4.2 Feature Description 
Each traffic record is represented using flow-
based statistical and temporal features derived 
from packet-level observations. These features 

include packet counts, byte volumes, inter-arrival 
times, protocol flags, flow durations, and 
statistical aggregates such as mean, variance, and 
entropy of packet sizes. Temporal attributes 
capture evolving communication behavior over 
time, while protocol-specific features encode 
characteristics of RPL, CoAP, MQTT, and 
TCP/UDP traffic. Such features have been 
shown to provide strong discriminatory power for 
IoT attack detection when combined with deep 
learning models [13], [19]. 
Table I summarizes the primary feature categories 
used in this study. 
 
 

 
Table I: Feature Categories Extracted from IoT Traffic 

Feature Category Description 

Flow statistics Packet count, byte count, flow duration 

Temporal features Inter-arrival time, rate-based measures 

Protocol features TCP/UDP flags, IoT protocol indicators 

Statistical aggregates Mean, variance, entropy of traffic 

 
4.3 Data Cleaning and Normalization 
Raw IoT traffic data often contains missing 
values, extreme outliers, and scale inconsistencies 
due to sensor noise, packet loss, or logging 
artifacts. Prior to model training, missing 
numerical values are imputed using median-based 
strategies to preserve distributional robustness, 
while categorical inconsistencies are resolved 
through encoding normalization. All numerical 
features are scaled using standard normalization 
to ensure stable gradient behavior during neural 
network optimization. Outliers exceeding 
statistically defined thresholds are clipped to 
mitigate their influence on learning, a practice 
commonly adopted in large-scale intrusion 
detection pipelines [1], [20]. 
 

 
4.4 Windowing Strategy for Proactive Learning 
To enable proactive attack prediction, a sliding 
window mechanism is employed to transform raw 
traffic streams into temporal sequences. Given a 
sequence of traffic observations spanning a time 
window [𝑡 − 𝑘, 𝑡], the corresponding label is 
shifted to represent the attack category occurring 
at time 𝑡 + 1. This formulation explicitly trains 
the model to anticipate future attack behavior 
rather than reactively classify observed traffic. 
Such label shifting strategies have been shown to 
be effective in early-stage cyber-attack forecasting 
and temporal anomaly prediction [14], [17]. 
 
4.5 Graph Construction 
IoT traffic is modeled as a dynamic graph where 
nodes represent IoT devices or aggregated 
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communication flows, and edges capture 
observed communication relationships between 
them. Edge weights may encode interaction 
frequency, byte volume, or temporal proximity. 
This graph representation preserves inter-device 
dependencies and protocol-level interactions that 
are otherwise lost in flat feature representations. 
By constructing graphs over temporal windows, 
the model captures both spatial and temporal 
context, enabling richer representations for 
downstream learning [3], [7], [16]. 
 
 
 

5. Proposed Methodology: NeuroFusion-X 
5.1 Architecture Overview 
NeuroFusion-X is a hybrid deep learning 
framework composed of parallel Transformer-
based temporal encoders and Graph Neural 
Network-based relational encoders, followed by a 
feature fusion module and a proactive prediction 
head. The architecture is designed to jointly learn 
temporal attack evolution patterns and network 
topology representations, addressing the core 
limitations of existing IDS approaches. 
 
 

 
The NeuroFusion-X framework is designed as an 
end-to-end proactive cyber-attack prediction 
pipeline that jointly models temporal traffic 
evolution and network topology in IoT 
environments. The pipeline is structured into five 
tightly coupled stages, progressing from raw IoT 
traffic to future attack category prediction. 
 
1. IoT Network Data Acquisition and 
Representation 
The pipeline begins with continuous collection of 
IoT network traffic generated by heterogeneous 
devices communicating via lightweight protocols 
such as RPL, CoAP, MQTT, and TCP/UDP. 
Raw packet streams are aggregated into flow-level  

 
records and organized into historical sliding 
windows covering the interval (𝑡 − 𝑘,… , 𝑡). 
Each time window contains: 
• Flow-based numerical features, representing 

traffic intensity, timing, and protocol 
behavior. 

• A device communication graph, where 
nodes correspond to IoT devices (or flows) 
and edges represent observed communication 
relationships. 

This dual representation preserves both 
sequential behavior and inter-device 
dependencies, forming the foundation for spatio-
temporal learning. 
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2. Temporal Learning Module (Transformer 
Encoder) 
The temporal branch processes historical traffic 
windows using a Transformer encoder. Each 
time step within the window is embedded and 
passed through multi-head self-attention layers. 
The self-attention mechanism enables the model 
to: 
• Capture long-range temporal dependencies 

across traffic windows. 
• Identify early indicators of attack progression, 

such as reconnaissance preceding 
exploitation or low-rate probing before DoS 
escalation. 

• Avoid the vanishing gradient and limited 
memory issues associated with RNN/LSTM-
based models. 

The output of this module is a temporal 
embedding that summarizes how IoT traffic 
behavior evolves over time. 
 
3. Graph Learning Module (GNN Encoder) 
In parallel, the graph learning branch operates on 
the IoT communication graph corresponding to 
the same temporal window. A Graph Neural 
Network (GNN) performs message passing and 
neighborhood aggregation, allowing each node to 
update its representation based on the behavior 
of connected devices. 
This module enables: 
• Learning of topological patterns associated 

with coordinated attacks (e.g., botnet-driven 
DDoS). 

• Modeling of protocol-level interactions and 
lateral movement across devices. 

• Detection of spatial anomalies that are 
invisible in flat feature representations. 

The result is a graph embedding that encodes 
structural and relational characteristics of the IoT 
network. 
 
4. Feature Fusion Layer 
The temporal embedding produced by the 
Transformer and the spatial embedding 
produced by the GNN are fused through 
concatenation, followed by fully connected 
transformation layers. 
This fusion stage is critical because it: 

• Integrates when an attack is evolving 
(temporal intelligence) with where and how 
it propagates (topological intelligence). 

• Produces a unified spatio-temporal 
representation that is richer than either 
modality alone. 

• Enables the model to reason jointly over 
traffic evolution and network structure. 

 
5. Proactive Attack Prediction Head 
The fused representation is fed into a prediction 
head, consisting of dense layers and a softmax 
classifier. Unlike traditional IDS models that 
classify current traffic, NeuroFusion-X predicts 
the attack category at time 𝑡 + 1. 
The output is a probability distribution over 
multiple attack classes, such as: 
• Reconnaissance 
• DoS 
• DDoS 
• Exploitation 
• Other malicious activities 
This design transforms intrusion detection from 
a reactive task into a proactive forecasting 
problem, enabling early warning and preemptive 
mitigation. 
 
Key Insight of the Pipeline 
The central insight behind NeuroFusion-X is that 
cyber-attacks in IoT networks are neither purely 
temporal nor purely structural phenomena. By 
explicitly combining Transformer-based temporal 
modeling with GNN-based relational learning, 
the pipeline captures the full spatio-temporal 
nature of modern IoT attacks. This allows the 
system to predict attacks before full execution, 
significantly improving defensive readiness and 
reducing potential damage. 
 
6. Experimental Setup 
This section describes the experimental 
configuration adopted to evaluate the proposed 
NeuroFusion-X framework, including the 
computational environment, hyperparameter 
configuration, baseline models, and evaluation 
metrics. The goal is to ensure reproducibility, 
fairness of comparison, and alignment with real-
world IoT deployment constraints. 
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6.1 Experimental Environment 
All experiments are conducted on both CPU and 
GPU-enabled platforms to reflect realistic 
deployment scenarios commonly encountered in 
IoT security infrastructures. The implementation 
is developed using PyTorch for deep learning 
operations and PyTorch Geometric for graph-
based learning components, complemented by 
standard scientific computing libraries such as 
NumPy, SciPy, and scikit-learn. 
The experimental environment is designed to 
support scalable training on large-scale IoT 

datasets while maintaining reproducibility. 
Random seeds are fixed across all experiments to 
minimize stochastic variability, and identical data 
splits are used for all baseline and proposed 
models. This configuration ensures that 
performance differences arise solely from 
architectural and methodological variations 
rather than experimental artifacts. 
Table II summarizes the key components of the 
experimental environment. 
 

 
Table II  Experimental Environment Configuration 

Component Specification 

Hardware CPU (Intel Xeon-class) and NVIDIA GPU (CUDA-enabled) 

Operating System Linux (Ubuntu-based) 

Deep Learning Framework PyTorch 

Graph Learning Library PyTorch Geometric 

ML Libraries scikit-learn, XGBoost 

Numerical Computing NumPy, SciPy 

Visualization Matplotlib, Seaborn 

 
This environment closely mirrors practical IoT 
security analytics pipelines deployed at gateways, 
edge servers, or centralized monitoring systems, 
ensuring that the proposed framework remains 
feasible for real-world adoption. 
 
6.2 Hyperparameter Configuration 
The performance of deep learning models is 
highly sensitive to hyperparameter selection, 
particularly in spatio-temporal architectures. For 
NeuroFusion-X, key hyperparameters include the 
number of Transformer encoder layers, the 
number of self-attention heads, hidden 
embedding dimensions, learning rate, batch size, 
and dropout rate. These parameters are selected  
 
 
 

 
through empirical tuning using validation sets, 
following best practices in deep learning research. 
Transformer depth and attention heads are 
chosen to balance representational power with 
computational efficiency, ensuring the model can 
capture long-range temporal dependencies  
without incurring excessive memory overhead. 
Similarly, the number of GNN layers is selected 
to enable sufficient message passing across the 
IoT communication graph while avoiding over-
smoothing. Dropout regularization is applied in 
both the Transformer and fusion layers to 
mitigate overfitting, particularly given the class 
imbalance present in IoT datasets. 
Table III presents the representative 
hyperparameter settings used in the experiments. 
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Table III Hyperparameter Settings for NeuroFusion-X 
Hyperparameter Value 

Transformer layers 2–4 

Attention heads 4–8 

Temporal embedding dimension 128–256 

GNN layers 2 

GNN hidden dimension 128 

Learning rate 1e−4 

Batch size 64 

Dropout rate 0.2–0.3 

Optimizer Adam 

Loss function Categorical Cross-Entropy 

 
These settings are consistent with prior 
Transformer–GNN hybrid models reported in 
the cybersecurity literature and are selected to 
ensure stable convergence and generalization [1], 
[16]. 
 
6.3 Baseline Models 
To rigorously assess the effectiveness of 
NeuroFusion-X, the proposed framework is 
compared against a diverse set of baseline models 
spanning traditional machine learning, deep 
learning, and single-architecture neural models. 
This comprehensive comparison highlights the 
benefits of hybrid spatio-temporal fusion. 
Traditional machine learning baselines include 
Logistic Regression, Random Forest, and 
XGBoost, which operate on flattened feature 
representations and serve as strong non-deep- 

 
learning references. Deep learning baselines 
include Convolutional Neural Networks (CNNs) 
and Long Short-Term Memory (LSTM) 
networks, which model spatial correlations and 
temporal dependencies, respectively, but lack 
explicit graph awareness. In addition, 
Transformer-only and GNN-only variants are  
implemented to isolate the contribution of 
temporal self-attention and graph-based relational 
learning. 
All baseline models are trained and evaluated 
using identical data splits, preprocessing steps, 
and evaluation protocols to ensure fairness. 
Table IV summarizes the baseline models and 
their modeling capabilities. 
 

 
Table IV  Baseline Models Used for Comparison 
Model Temporal Modeling Graph Awareness Learning Paradigm 

Logistic Regression ✗ ✗ Traditional ML 

Random Forest ✗ ✗ Traditional ML 

XGBoost ✗ ✗ Ensemble ML 
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CNN Limited ✗ Deep Learning 

LSTM ✓ ✗ Deep Learning 

Transformer-only ✓✓ ✗ Deep Learning 

GNN-only ✗ ✓✓ Graph Learning 

NeuroFusion-X ✓✓ ✓✓ Hybrid Transformer–GNN 

 
This structured comparison enables a clear 
attribution of performance gains to the joint 
modeling of temporal and topological 
information. 
 
6.4 Evaluation Metrics 
The performance of all models is evaluated using 
a comprehensive set of metrics tailored to multi-
class and imbalanced classification scenarios 
commonly observed in IoT cybersecurity datasets. 
While accuracy is reported for completeness, 
greater emphasis is placed on macro-averaged 
and class-sensitive metrics. 

Macro-F1 score is used as the primary evaluation 
metric, as it assigns equal importance to all attack 
classes and mitigates bias toward dominant 
classes. Weighted-F1 complements this by 
accounting for class frequencies, while precision 
and recall provide insight into false-positive and 
false-negative behavior. Receiver Operating 
Characteristic Area Under the Curve (ROC-
AUC) and Precision–Recall Area Under the 
Curve (PR-AUC) are reported to evaluate ranking 
quality and robustness under class imbalance [1], 
[21]. 
Table V summarizes the evaluation metrics and 
their relevance. 
 

Table V: Evaluation Metrics and Their Significance 
Metric Description 

Accuracy Overall classification correctness 

Precision Proportion of correct positive predictions 

Recall Ability to detect attack instances 

Macro-F1 Class-balanced performance evaluation 

Weighted-F1 Frequency-aware performance 

ROC-AUC Discriminative ability across thresholds 

PR-AUC Robustness under class imbalance 

 
7. Results and Performance Evaluation 
This section presents a comprehensive evaluation 
of NeuroFusion-X, focusing on multi-class 
predictive capability, comparative performance 
against baselines, proactive forecasting 
effectiveness, and ablation-based validation of the 
hybrid design. In contrast to reactive IDS models 
that classify the current observation, 
NeuroFusion-X is evaluated under a proactive 
setting where the model predicts the attack  

 
category at a future horizon (𝑡+1)(or multiple 
steps ahead). Performance is reported using 
macro-averaged metrics to ensure fairness across 
classes and to avoid inflated scores caused by 
skewed class distributions typically observed in 
IoT datasets. 
 
7.1 Overall Performance 
Across all evaluated datasets, NeuroFusion-X 
demonstrates consistent superiority in multi-class 
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predictive performance, particularly in macro-F1 
and early prediction accuracy, which are the 
most informative measures under class imbalance 
and proactive forecasting. While classical 
machine learning baselines (e.g., Random Forest 
and XGBoost) achieve extremely high accuracy in 
binary settings—largely due to dominant attack 
traffic—their effectiveness decreases when the 
evaluation is made multi-class and proactive. This 
is expected because tabular ML models primarily 
learn instantaneous feature correlations and do 

not explicitly model temporal attack evolution or 
relational network dependencies. In contrast, 
NeuroFusion-X improves generalization by jointly 
learning (i) long-range temporal dependencies 
through Transformer self-attention and (ii) 
topological propagation patterns through message 
passing in the GNN module. The net result is 
better class discrimination, improved stability 
across time, and stronger performance on 
minority classes, reflected in macro-F1. 

 

 
(Figure 7.1): Macro-F1 improves substantially with hybrid temporal + topological fusion 

A bar chart comparing Macro-F1 across all models (RF, XGBoost, Transformer-only, GNN-only, 
NeuroFusion-X).

 
7.2 Baseline Comparison 
To contextualize the predictive capability of 
NeuroFusion-X, it is compared against 
representative machine learning, deep learning, 
and single-branch architectures. Table VI  
 

 
presents results on the BoT-IoT dataset, where 
NeuroFusion-X achieves the highest macro-F1, 
demonstrating its ability to better preserve 
minority-class performance compared to 
baselines. 
 

Table VI. Comparative Performance on BoT-IoT Dataset (Multi-class Proactive Setting) 
Model Accuracy Macro-F1 ROC-AUC 

Random Forest 0.9997 0.78 0.986 

XGBoost 0.9992 0.81 0.996 

Transformer-only 0.9820 0.84 0.991 
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GNN-only 0.9750 0.83 0.988 

NeuroFusion-X 0.9910 0.89 0.995 

 
Deep interpretation (what reviewers want to 
see): 
Although Random Forest and XGBoost yield 
near-saturated accuracy and ROC-AUC, these 
metrics alone can be misleading in heavily 
imbalanced IoT data. Your earlier plots confirm 
this: PR curves can remain near 1.0 even when 
minority recognition is weak because the positive 
class dominates the dataset. Macro-F1 is therefore 

the decisive metric, because it penalizes models 
that fail to recognize minority classes consistently. 
NeuroFusion-X achieves the best macro-F1 
because it learns when attacks evolve 
(Transformer) and how they spread across 
communicating entities (GNN), making it less 
reliant on static feature signals. 

 

 
Figure 7.2: Accuracy saturates for ML baselines, but macro-F1 separates true multi-class performance 

A “radar plot” or grouped bar chart showing Accuracy vs Macro-F1 vs ROC-AUC per model.
 
7.3 Proactive Prediction Effectiveness 
A key advantage of NeuroFusion-X is its ability to 
provide early warning before an attack fully 
manifests. In proactive evaluation, the model 
receives a historical window (𝑡 − 𝑘,… , 𝑡)and 
predicts the most likely attack category at a future 
step 𝑡 + 1(and optionally further horizons such 
as 𝑡 + 2, 𝑡 + 3). NeuroFusion-X maintains robust 
macro-F1 across prediction horizons, indicating 
that it learns meaningful precursors rather than 
reacting to obvious signatures. 
 
 

 
This early forecasting ability is particularly 
valuable for multi-stage and volumetric attacks 
such as DoS/DDoS and reconnaissance.  
Reconnaissance commonly appears as subtle 
probing and scanning, which may not trigger 
reactive IDS thresholds. By modeling temporal 
patterns with attention, NeuroFusion-X 
recognizes these weak early signals. Similarly, 
topological learning strengthens detection of 
coordinated attack behavior, as botnet-driven 
traffic exhibits distinct propagation patterns 
across nodes and links. 
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Figure 7.3: Proactive Horizon Plot 

A line plot: Macro-F1 vs Prediction Horizon (1-step, 2-step, 3-step). 
Include curves for Transformer-only, GNN-only, and NeuroFusion-X. 

 
7.4 Ablation Study 
To validate the role of each architectural 
component, ablation experiments are conducted 
by removing one module at a time while keeping 
training conditions constant. Results indicate 
substantial degradation when either module is 
removed, confirming that temporal and 
topological learning provide complementary 
information. 
When the Transformer is removed, the model 
loses long-range temporal context and becomes  
 
 

less sensitive to attack evolution, leading to 
reduced early prediction accuracy and weaker 
discrimination between attacks with similar static 
statistics. When the GNN is removed, the model 
loses relational awareness and becomes less 
effective at recognizing coordinated or distributed 
attacks, especially those that propagate across 
multiple devices. Finally, removing the fusion 
mechanism collapses the combined 
representational space and reduces predictive 
stability. 
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Figure 7.4: Ablation Bar Chart 

Bars: NeuroFusion-X full vs w/o Transformer vs w/o GNN vs w/o Fusion 
Metric: Macro-F1 (primary) and optionally per-class recall (secondary).

 
 

7.5 Visualization and Analysis 
Visual analysis confirms that NeuroFusion-X 
improves both separability and stability. 
Confusion matrices show fewer cross-class 
confusions, especially among attacks with similar 
traffic intensity but different behavioral structure. 
ROC curves demonstrate strong ranking ability, 
but PR curves and per-class recall provide deeper 
insight under imbalance. Importantly, threshold 
stability is improved: unlike linear baselines 
where F1 varies sharply with small threshold 
changes, NeuroFusion-X exhibits a wider optimal  
 
 

 
 
 
region, indicating robust probability calibration 
and reduced sensitivity to imbalance-driven 
threshold distortion. 
Your baseline visualizations (threshold–F1 curves, 
confusion matrices, ROC and PR curves) already 
support this story strongly. The key framing in 
the paper is: “reactive baselines can appear 
perfect on skewed data, but proactive multi-class 
forecasting exposes their limitations.” 
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Figure 7.5: 
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8. Discussion 
8.1 Interpretation of Results 
The experimental results provide strong empirical 
evidence that jointly modeling temporal 
dynamics and network topology yields 
significantly richer and more discriminative 
representations of IoT cyber-attack behavior than 
single-architecture approaches. While traditional 
machine learning models and standalone deep 
learning architectures achieve near-perfect 
accuracy on highly imbalanced datasets, a deeper 
analysis using macro-F1, per-class recall, and 
proactive prediction metrics reveals substantial 
limitations in their ability to generalize across 
diverse attack categories and temporal contexts. 
NeuroFusion-X consistently outperforms all 
baseline models in macro-F1 score, 
demonstrating its superior capability to balance 
performance across both frequent and minority 
attack classes. This improvement is particularly 
notable when compared to Transformer-only and 
GNN-only variants. Transformer-based models 
excel at capturing long-range temporal 
dependencies but lack explicit awareness of inter-
device communication patterns, leading to 
confusion among attacks with similar temporal  

 
 
intensity but distinct network behaviors. 
Conversely, GNN-only models effectively capture 
relational structures but struggle to model 
evolving attack stages and delayed causal 
dependencies over time. The hybrid architecture 
of NeuroFusion-X effectively resolves these 
complementary weaknesses by enabling temporal 
self-attention and graph-based message passing to 
operate in parallel and converge through a 
unified fusion mechanism. 
Moreover, the proactive formulation of the 
learning task fundamentally alters the evaluation 
landscape. Reactive baselines appear highly 
competitive when evaluated on static, flow-level 
classification; however, when tasked with 
forecasting future attack categories, their 
performance degrades sharply. NeuroFusion-X 
maintains stable predictive accuracy across 
multiple prediction horizons, confirming that the 
learned representations encode meaningful 
precursors of attack escalation rather than merely 
reacting to fully manifested malicious behavior. 
This distinction is critical in IoT environments, 
where early-stage reconnaissance and low-rate 
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attacks often precede large-scale exploitation or 
denial-of-service campaigns. 
 
8.2 Scalability and Practical Feasibility 
Scalability is a central concern for real-world IoT 
deployments, given the massive scale, 
heterogeneity, and dynamic nature of modern 
IoT ecosystems. NeuroFusion-X is explicitly 
designed with scalability in mind through its 
modular architecture and reliance on sparse 
graph operations. By constructing graphs locally 
within temporal windows and leveraging message 
passing mechanisms with linear complexity in the 
number of edges, the model avoids the 
prohibitive computational overhead associated 
with dense graph representations. 
The Transformer component further benefits 
from windowed attention, which bounds 
computational complexity while preserving long-
range dependency modeling within relevant 
temporal contexts. This design enables 
NeuroFusion-X to scale efficiently across large 
datasets such as BoT-IoT and CICIoT2023 
without requiring excessive memory or 
computational resources. Importantly, the 
decoupling of temporal and topological encoders 
allows independent optimization and parallel 
execution, making the framework well-suited for 
deployment on both centralized servers and edge-
assisted architectures. 
From an operational standpoint, the modular 
nature of NeuroFusion-X facilitates incremental 
updates and protocol-specific adaptations, which 
are essential for evolving IoT environments. New 
devices, protocols, or attack classes can be 
incorporated by updating graph construction 
rules or retraining specific components without 
redesigning the entire system, enhancing long-
term maintainability. 
 
8.3 Security Implications 
The shift from reactive intrusion detection to 
proactive cyber-attack prediction has profound 
implications for IoT security management. By 
forecasting attack categories before full execution, 
NeuroFusion-X enables security mechanisms to 
initiate early mitigation actions, such as adaptive 
rate limiting, dynamic routing adjustments, or 

targeted isolation of compromised devices. This 
early intervention capability is particularly 
valuable for mitigating volumetric attacks such as 
DoS and DDoS, where response latency directly 
correlates with service disruption and economic 
impact. 
Additionally, proactive multi-class prediction 
provides richer situational awareness compared 
to binary detection schemes. Security operators 
can prioritize responses based on predicted attack 
type, severity, and progression stage, enabling 
more informed decision-making and resource 
allocation. In highly constrained IoT 
environments, where blanket defensive measures 
are often infeasible, such targeted intelligence is 
essential for maintaining system availability and 
resilience. 
Furthermore, the graph-aware nature of 
NeuroFusion-X enhances its robustness against 
stealthy attacks that exploit network topology, 
such as lateral movement or coordinated multi-
node campaigns. By explicitly modeling inter-
device dependencies, the framework captures 
collective behaviors that are invisible to flow-
centric or device-isolated detection systems, 
strengthening overall defense posture. 
 
9. Limitations and Future Work 
Despite its strong performance, NeuroFusion-X is 
subject to several limitations that warrant further 
investigation. First, the effectiveness of the graph 
learning component depends on the quality and 
fidelity of the constructed communication 
graphs. Incomplete visibility, encrypted traffic, or 
inaccurate device identification may introduce 
noise into the graph structure, potentially 
affecting prediction accuracy. Developing 
adaptive or learning-based graph construction 
mechanisms remains an important direction for 
future research. 
Second, like most supervised deep learning 
approaches, NeuroFusion-X relies on the 
representativeness of the training datasets. While 
large-scale benchmarks such as BoT-IoT and 
CICIoT2023 provide diverse attack scenarios, 
real-world IoT environments may exhibit novel 
traffic patterns, device behaviors, or previously 
unseen attack strategies. Addressing this 
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limitation will require integrating continual 
learning and domain adaptation techniques to 
enhance generalization under concept drift. 
Future work will also explore federated learning 
extensions to enable privacy-preserving, 
decentralized training across distributed IoT 
domains. Such an approach would allow 
collaborative threat intelligence sharing without 
exposing raw traffic data, aligning with emerging 
regulatory and privacy requirements. 
Additionally, incorporating explainable AI 
mechanisms, such as attention visualization and 
graph attribution techniques, will improve model 
transparency and trustworthiness, facilitating 
adoption in safety-critical applications. 
Integration with zero-trust architectures and 
automated response frameworks further 
represents a promising avenue for translating 
predictive insights into actionable security 
policies. 
 
10. Conclusion 
This paper presented NeuroFusion-X, a hybrid 
Transformer–Graph Neural Network framework 
designed for proactive multi-class cyber-attack 
prediction in IoT networks. By jointly modeling 
temporal traffic evolution and network topology, 
the proposed approach overcomes fundamental 
limitations of traditional machine learning and 
single-architecture deep learning-based intrusion 
detection systems. Extensive experimental 
evaluation on large-scale IoT datasets 
demonstrates that NeuroFusion-X achieves 
superior predictive performance, particularly in 
macro-F1 score and early-stage attack forecasting, 
while maintaining scalability and robustness 
under severe class imbalance. 
More importantly, NeuroFusion-X advances the 
intrusion detection paradigm from reactive 
classification toward predictive cyber defense, 
enabling earlier mitigation, improved situational 
awareness, and enhanced resilience in resource-
constrained IoT environments. The framework’s 
modular and extensible design positions it as a 
strong foundation for future research in 
federated learning, explainable security analytics, 
and zero-trust IoT architectures. As IoT 
ecosystems continue to expand and evolve, 

proactive, graph-aware, and temporally intelligent 
defense mechanisms such as NeuroFusion-X will 
be essential for securing next-generation digital 
infrastructures. 
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