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Abstract 
The IoT network has developed into a rapid proliferation making the surface of 
cyber-attack large because of device heterogeneity and limitation of resources. 
Conventional intrusion detection systems are unable to cope with volatile IoT 
traffic, which encourages having ML-based solutions. In this paper, the systematic 
review of ML-based intrusion detection of an IoT is carried out, which divides the 
approaches into supervised, unsupervised, deep learning, ensemble, and federated 
learning models. We evaluate benchmark data sets (such as NSL-KDD, BoT-IoT, 
CICIoT2023, IoT-23 and TON IoT) and investigate their results, such as 
accuracy, as well as latency, scalability, and resource consumption. Such issues as 
class imbalance, concept drift, adversarial evasion, and edge-device limitations 
are pointed out as the main deployment issues. Such emerging trends are federated 
learning, explainable AI, and lightweight architectures. The insights presented in 
this review can be structured to design effective intrusion detection systems in the 
next-generation IoT environment. 
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I. INTRODUCTION 

IoT has transformed healthcare, smart cities, and industrial 

intelligent agriculture and unites billions of devices all over 

the world [1], [2]. This expansion however comes with a 

severe security gap [3]–[6]. The diversity and low computing 

power of the IoT devices pose special issues in the field of 

security [7], [8], DDoS attacks, botnets, and data breaches 

become commonplace, and the latter become systematized 

[9], . Fig. 1 gives the figures of IoT development and the 

attacks between 2018 and 2025. 

ML and DL have a potential remedy to the issue of detection 

of IoT intrusions [11]–[14]. DDoS, man-in-the-middle, 

spoof- ing, and malware injections are typical attacks to 

consider, and resource limitations make ML-based detection 

an appealing option to be considered [15]–[18], which is 

supported by the problem of finite resources of devices, 

software, and so on [19], [20]. 

 
Fig. 1. Growth of IoT devices and cyber attacks (2018–2025) 

This is a systematic review of ML-based IoT IDS, which 

makes contributions in the following ways: (1) taxonomy 

of schemes in ML techniques, (2) data and metric analysis, 

(3) challenge, (4) future directions. The comparison between 

existing surveys is organized in Table I [21] 

 

Table I:     Comparison Of Existing Surveys On Ml-Based Iot-Ids 

Survey Year ML DL FL XAI Data Chall. Focus 

Kikissagbe [1] 2024 ✓ ✓ × × ✓ ✓ ML overview 

Rahman [2] 2025 ✓ ✓ × × ✓ ✓ IoT-IDS 

Bilot [21] 2024 ✓ ✓ × × ✓ × GNN-based 

Arnob [5] 2025 ✓ ✓ ✓ × ✓ ✓ Emerging tech 

Khan [24] 2025 ✓ ✓ × ✓ ✓ ✓ XAI Industry 5.0 

Mallidi [6] 2025 ✓ ✓ ✓ × ✓ ✓ Training 

Ours 2025 ✓ ✓ ✓ ✓ ✓ ✓ ML/DL/FL/XAI 

II. FUNDAMENTALS OF IOT AND INTRUSION 

DETECTION 

A. IoT Architecture and Communication Protocols 

IoT architecture is divided into three layers: perception, 

network, and application with distinct security issues of 

their own [25]–[28]. This architecture with security 

vulnerabilities at every stage is depicted in Fig. 2. 
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Fig. 2. Three-layer IoT architecture with security vulnerabilities. 
The competitors of protocols (MQTT, CoAP, Zigbee, BLE) 

pose another complexity to IDS [29]–[32]. 

B. Threat Taxonomy for IoT Networks 

IoT networks are vulnerable to different cyber threats 

classified in terms of target layer, mechanism, and impact 

[33]–[38]. In Fig. 3 is provided in detail. 

 

 

 

 

 

 

 

 

 

        Fig. 3. Classification of cyber attacks targeting IoT networks. 
Attacks by botnets such as Mirai have become common 

where vulnerable devices are being used to carry out massive 

attacks in large scale attacks [39]–[41].Table II gives an attack 

taxonomy. 

Table II: Taxonomy Of Iot Attack Types 

Layer Attack Type Description Examples Impact 

 

Network 

DDoS Overwhelming target with traffic UDP/SYN flood Service disruption 

MITM Intercepting communications ARP spoofing Data theft 

Routing Manipulating network routes Sinkhole, Wormhole Traffic diversion 

Reconnaissance Network scanning/probing Port scanning Info gathering 

Application Injection Malicious code injection SQL injection, XSS Unauthorized access 

Brute Force Credential guessing Password attacks Account compromise 

Malware Malicious software Mirai, Hajime Device compromise 

Perception Spoofing Fake sensor data GPS spoofing False data injection 

Tampering Hardware manipulation Node capture Device compromise 
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C. IDS Classification and Deployment 
There are signature-based (high accuracy when known 

threat) and anomaly-based (ability to detect zero-day threats) 

IDS [43]–[48]. There are hybrid techniques, combining the 

two methods in order to provide complete coverage citeab- 

delaziz2025federated, ohtani2024idac, 

mahmud2024privacy. There are deployment strategies 

which are: NIDS, HIDS, and lightweight edge based 

mechanisms [53]–[59]. 

III. MACHINE LEARNING TECHNIQUES FOR IOT-

IDS 

Fig. 4 provides the taxonomy of ML methods used in IoT- 

IDS. 

 

 

 

 

 

 

 

 

 
Fig. 4. Taxonomy of ML techniques for IoT-IDS. 

A. Supervised Learning 
Classification supervised algorithms such as Random Forest, 

SVM, and XGBoost are also used on the identified datasets 

with labeled data in use into classification-capable supervised 

algorithms used on ranked order optimization piping net- 

works classifications or on models to detect patterns in data 

classification  [4], [31], Random Forest has 91.7% accuracy 

with Top-10 features selection and processes take 35% less 

time with Top-10 features selected compared to Top- 10 

Adversary features selected [27], With good choice of 

features, XGBoost performs better   [30]. 

B. Unsupervised and Semi-Supervised Methods 
Unsupervised learning is a type of minimum zero-data attack 

detection with clustering (K-means, DBSCAN, Isolation 

Forest) that uses unlabeled data and does not depend on 

labelling, unlike self-supervised data learning instruments 

such as basic linear models   [61], [62]. Auto encoders detect 

anomalies through errors in reconstruction, and it is its most 

efficient in real-time identification of anomalies in 

multilayer detection [56], [60], Semi-supervised learners use 

a small number of labeled data and a huge amount of 

unlabeled data [46],  

C. Deep Learning Architectures 
Deep learning allows auto-feature extraction of IoT-IDS as 

algorithmic features can be calculated automatically as well 

as other features that cannot be measured by traditional 

features that are calculated manually and that cannot be 

measured automatically by algorithms [8], [13], [13], 

Common DL architectures are presented in Fig. 5. 
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Fig. 5. Deep learning architectures for IoT-IDS: CNN, LSTM, and Trans- former. 
 

The accuracy of hybrid CNN-LSTM is 99.87% and the FPR 

is 0.13%  Long-range dependencies are learnt through 

attention mechanisms on transformers to capture them 

accurately and boost interactions with them at a greater 

distance than with current systems [26], [67]. GNNs are 

effective to model the network topology  [37]. 

D. Reinforcement and Ensemble Methods 
Benefits Adaptive IDS: RL is a method that learns optimal 

policy by interacting with the environment   Proponents RL 

is an adaptive IDS, able to learn optimal policies through 

interaction with the environment Cited importance in 

practice Knowledge bases Advisory RL, like other adaptive 

IDS, can optimize policies by engaging with the 

environment. Ensemble (bagging, boosting, and stacking) 

methods are more accurate and robust as well as resistant to 

data therapy    [63]–[65]. 

A comparative summary of ML algorithm output in the case 

of IoT-ID is presented in Table III. 

IV. BENCHMARK DATASETS AND EVALUATION 

METRICS 

A. Traditional and IoT-Specific Datasets 
The evaluation of IDS has been significantly conducted on 

traditional datasets (KDD Cup 99, NSL-KDD, UNSW-

NB15) [10], [17], [47], 

  Certain datasets contain a better representation of unique 

traffic patterns: IoT-specific BoT-IoT includes botnet traffic  [34], just 

in this category,   [68], also industrial IoT Edge-IIoTset   The attack 

distributions in datasets are presented in Fig. 6. 
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TABLE III: PERFORMANCE COMPARISON OF ML ALGORITHMS FOR IOT-IDS 

Category Algorithm Acc. F1 Advantages Limitations Refs. 

Supervised Random Forest 91–98% 0.92–0.97 High-dim, robust Labeled data needed [31], [32] 

XGBoost 93–99% 0.94–0.98 High accuracy Computational cost [10], [29] 

SVM 89–96% 0.90–0.95 Binary classification Scalability [3], [4] 

Unsupervised Autoencoder 95–98% 0.93–0.97 Zero-day detection Higher FP [20], [56] 

Isolation Forest 92–97% 0.91–0.96 Anomaly isolation Parameter sensitive [42], [48] 

 

Deep Learning 

CNN 96–99% 0.95–0.98 Spatial features High computation [8], [14] 

LSTM 97–99% 0.96–0.98 Temporal patterns Slow training [13], [28] 

CNN-LSTM 98–99.87% 0.97–0.99 Spatial-temporal Complex [27], [65] 

Transformer 96–98% 0.95–0.97 Long-range deps Resource intensive [26], [66] 

Graph-based GNN/GAT 94–98% 0.93–0.97 Topology modeling Complexity [21], [35] 

Federated FL + DL 94–99% 0.93–0.98 Privacy-preserving Comm. overhead [45], [54] 

 
Fig. 6. Attack distribution in IoT-specific benchmark datasets. 

TABLE IV: IOT-SPECIFIC BENCHMARK DATASETS 

Dataset Year Samples Feat. Attack Types Devices Refs. 

BoT-IoT 2019 73M+ 46 DDoS, DoS, Recon, Theft Smart home [28], [34] 

CICIoT2023 2023 47M+ 46 33 attacks (7 categories) 105 IoT devices [17], [68] 

IoT-23 2020 325M+ 21 Mirai, Torii, Gagfyt IoT malware [42], [59] 

TON_IoT 2020 461K+ 44 DoS, Ransomware, Injection Industrial IoT [9], [57] 

Edge-IIoTset 2022 2M+ 61 14 attack types Edge/IIoT [15], [25] 

NSL-KDD 2009 148K 41 DoS, Probe, R2L, U2R Traditional [32], [41] 

UNSW-NB15 2015 2.5M 49 Backdoor, Exploits, Worms Modern network [47],  

B. Performance Metrics and Dataset Limitations 
The evaluation metrics must contain accuracy, precision, 

recall, F1-score, and AUC-ROC and computational 

efficiency (training/inference time, memory) to constrained 

resources (objectively and sustainably) will require evaluation 

[12], Weaknesses of datasets are the old attacks, lack of 
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emerging threats, and privacy issues that restrict their 

practice in the real-world [5], [6], [9], [40], [54],  

 

 

 

 

V. CHALLENGES AND OPEN ISSUES 

A. Class Imbalance and Data Scarcity 

The imbalance between classes is vast because the number of 

normal traffic significantly exceeds the number of attacks  

[58], This is dealt with by SMOTE, under sampling and cost-

sensitive learning, among others, as discussed in the 

construction and correction of neural networks as well-

being, respectively, Fig. 7 is a visualization of the issue and 

the methods of its management. Such lack-of-information 

restricts effective training; transfer learning and synthetic 

data generation can be solutions [39], 

 
Fig. 7. Class imbalance visualization and handling techniques. 

B. Real-Time Processing and Resource Constraints 
IoT needs to be real-time and with low latency in detection 

of things  There should be lightweight architectures, model 

compression, and edge deployment, which are fundamental 

roles of the model approach to apply to the choice of 

software development and infrastructure must be software 

engineering, not hardware engineering, [16], Constrained 

device deployment is possible through model quantization, 

pruning and knowledge distillation  [52],  

C. Adversarial Attacks and Privacy Concerns 
Adversarial evasion attacks compromise ML-based IDS, 

including processes that elucidate actions and observations 

by machines, systems, and their users, and applications 

located in the wilderness, as well as systems that enhance 

their capabilities, repair existing instances, and generate 

novel methods to compromise resources (including 

knowledge ones) [24], [57]. 

 

 Sharing of data is curbed due to privacy concerns; federated 

learning and differential privacy are solutions to this 

problem  [46], [49]–[51],  

VI. EMERGING PARADIGMS AND FUTURE 

DIRECTIONS 

A. Federated Learning for Distributed Detection 
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Federated learning allows the collaborative training in which 

centralizing sensitive data does not occur, but rather, 

collaboratively  [44], The framework is depicted in Fig. 8 

federated learning. 

Positive outcomes are demonstrated by graph-based 

federated techniques [53]–[55].

 

Fig. 8. Federated learning framework for privacy-preserving IoT-IDS. 

B. Explainable AI and Transfer Learning 
XAI allows transparent detection information based on 

SHAP, Lime, and attention visualization [22]–[24], Transfer 

learning facilitates transfer of knowledge over fields    

C. SDN Integration and Quantum-Resistant Frameworks 
SDN offers flexible ML-IDS deployment systems with central 

monitoring of traffic  

    [35]–[37]. The research into quantum-resistant security is 

stimulated by the appearance of quantum computing     

 

VII. COMPARATIVE ANALYSIS AND DISCUSSION 

A. Performance Comparison 
Slapstick-Comparison Trade-offs between accuracy, 

efficiency and generalization are seen between hybrid AI 

makers  Fig. 9 shows the comparison of the performance in 

terms of measures. 
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Fig. 9. Performance comparison radar chart of ML techniques. 
Ensemble methods show strong performance   CNN-

BiLSTM achieves highest F1 (0.986) with higher over- head  

Transformers show promise for complex patterns [67]. Table 

V provides comprehensive comparison with research gaps. 

 

TABLE V: COMPREHENSIVE COMPARISON OF ML TECHNIQUES 

Technique Accuracy Inference Edge Strength Research Gaps 

Random Forest 98.5% Fast Yes Interpretability Limited temporal modeling 

XGBoost 99.1% Fast Yes Feature importance Hyper parameter sensitive 

CNN 99.2% Medium Partial Spatial features Lacks temporal context 

LSTM 99.5% Slow No Temporal sequences High computational cost 

CNN-LSTM 99.87% Slow No Spatial-temporal Very resource intensive 

Transformer 98.8% Medium No Long-range deps Large model size 

GNN 98.2% Medium Partial Topology awareness Complex graph construction 

Federated 99.0% Variable Yes Privacy preservation Communication overhead 

Autoencoder 97.8% Fast Yes Zero-day detection Higher false positives 

B. Research Gaps and Future Directions Key gaps include: lightweight accurate models adversarial 

robustness standardized evaluation and privacy-preservation 

[45], Fig. 10 presents the research roadmap. 
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Fig. 10. Research gaps and future directions roadmap for ML-based IoT-IDS. 
The next wave of research should be introduced to cohesive 

frameworks and multi-disciplinary interaction [6], [69]-

[72], [52]. 

VIII. CONCLUSION 

This review discussed the use of ML-based intrusion 

detection to into networks, which involves supervised, 

unsupervised, deep learning, ensemble, federated learning, 

and XAI architectures. The important issues such as the 

imbalance of classes, the real-time processing, the adversarial 

robustness, and resource must be mentioned. As IoT 

continues to implement both the critical infrastructures and 

also other important infrastructures, designing, and 

implementing power efficient IDS would be the most 

significant when it comes to the protection of the ecosystem 

against the emerging threats. 
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