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Abstract
Analysis of Quality Metrics, In recent years, several suggestions have been made on how to quantify the
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metrics , Software quality stakeholders on which criteria to use. This work systematically maps cloud
computing quality-ofservice (QoS) and associated software quality measures
to unify the field, provide a taxonomy, and establish practitionerfocused
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with senior cloud professionals: Survey-1 collected answers from 30 enterprises
to see how useful and relevant the elements were for creating Criteria for using
software quality metrics in cloud systems. A second study asked 26 businesses
to rank these characteristics based on their requirements and judge how well

Copyright @Author an alternative metrics approach that uses the Criteria works. Lastly, we tested
Corresponding Author: * the Criteria with 23 firms that had previously put metrics in place for cloud-
Komal Bashir based software development. We got input using a questionnaire and a follow-

up email to check for clarity, completeness, and perceived usefulness. The
paper provides (i) a structured taxonomy of cloud service quality metrics, (ii)
a practitioner-prioritized set of adoption criteria, and (iii) an examined
alternative metrics model aimed at facilitating consistent, evidence-based
selection of cloud service quality measures in practice.

1. Introduction metrics to assess the quality of cloud services.

Software quality metrics are part of software Metrics provide useful information for

metrics. It focuses in particular on the product
quality, process, and viewpoint of the project. It
is more associated with the product and process
than the project metrics. Software quality
metrics are divided into two parts. The first is
end-product quality, and the second is in-process
metrics. Metrics are used in critical systems, for
example, in airline traffic control systems,
weapons, and avionics. These metrics measure
the defect relative to the system size and are
expressed in the form of lines of code or
function points. It is also used in many
commercial software systems [1],[2].

The growing interest in addressing the problems
associated with the quality of cloud services has
led in recent vears to the proposal of different

technical, operational, and market decisions that
can be calculated and used in the enterprise [3].
A modern organizational and business model for
the tech industry is cloud computing. Agility,
lower entry costs, system independence, location
independence, and scalability are the benefits of
cloud computing over conventional computing.
Many cloud service providers have arisen
because of the benefits, and consumers are
expanding their adoption [4].

Cloud computing services' quality is becoming a
top priority concern, irrespective of the models
of cloud delivery. Moreover, the acceptance of
cloud services would depend on the ability to
certify the quality of service. The current web
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service quality metrics were updated and
extended to cloud computing services [5].
Meanwhile, several quality attributes consist of
the quality metrics. The attributes have different
weights and communicate with each other for
the overall output of the cloud computing
service. Therefore, to correctly assess and direct
the mechanism, we must consider the dynamic
interrelationships between them [6].

This research proposes a mechanism for
analyzing the Cloud Computing systems'
performance. Additionally, it can also help to
analyze the objective metrics that allow architects
to measure quality characteristics such as
scalability, elasticity, and performance.

Software Quality is an abstract concept. It can be
hard to recognize its presence, but its absence
can be immediately seen. Therefore, to increase
software quality, the definition of software
quality must first be addressed. It describes the
quality of software in the context of software
engineering and measures the software's
performance (design quality) and how well the
software complies with that design (quality of
conformance). The "fitness for functioning” of a
piece of software is also defined. [7].

The ISO/IEC 25010 standard gives a valuable
model of 8 programming quality measurements.
Dimensions of  software  quality = are
Maintainability,  portability, ~ functionality,
performance, compatibility, usability, reliability,
and security [8],[9].

Metrics are quantitative measures widely used for
performance or output assessment, comparison,
and monitoring [11]. Generally speaking, a
group of metrics is used to build the dashboard
that management or analysts periodically analyze
to maintain performance reviews, perceptions,
and business strategies [12], [13].

A variety of comprehensive indicators have been
developed for ongoing assessments by best
practices across the industry. However, the
choice of measurements generally depends upon
particular cases and scenarios [14].

Software metrics are an indication of some
property or parameter of a software piece. The
goal is to achieve the objective, reproducible,
and observable calculation with a broad range of
useful applications in the timetable and budget
planning, cost estimates, quality assurance
checks, software debugging, optimized software

efficiency, and optimum tasks for staff [15].
Software metrics are central to developer
processes; explicitly present variances between
expected or successful performance; forecast
circumstances requiring management
intervention,  early  identification,  and
prediction; support an evaluation of the impact
of proposed program changes [16].

Software measurements provide the project
managers with reliable knowledge. In the entire
software organization, Metrics offers
quantitative knowledge [17]. The complexity
that often accompanies complex and small
software projects is reduced. Measurement
allows managers to identify and prioritize project
challenges, monitor them, and communicate
them at all levels. The status of software project
processes and products can be defined precisely
with metrics. The progress of projects and the
quality of associated software products during
the project life cycle must be objectively
portrayed [18].

Software quality metrics are a subset of software
metrics focusing on product, process, and
project quality aspects [19]. The processes and
product metrics are more closely related than
project metrics [20]. The most common metric
of software quality is code line error, test cover,
complexity, run time (performance), memory
use, size of the software (binary file size),
mutability aging, fault reply time (default report
resolution time), step containment, or fault
escapes (defects that were created in a particular
phase but detected in a later phase) [21], [22].

Cloud Computing

It is a paradigm for easy, on-demand network
access to a typical pool of configurable
processing assets that can be easily provisioned
and distributed with negligible management
overhead (e.g., systems, software, servers, storage,
and services) [23].

Cloud computing services' quality is becoming a
top priority concern, irrespective of the models
of cloud delivery; the acceptance of cloud
services would depend on the ability to certify
users' quality of service. The current web service
quality metrics were updated and extended to
cloud computing services [24].

Cloud computing helps to eliminate large sums

of CAPEX (capital costs) & OPEX (Operating
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expenses). A company does not need to spend
on costly infrastructure, storage devices,
applications, etc. It helps to cut and increase the
demand for resources according to your needs.
For example, if there is heavy web traffic, it will
boost the services and vice versa [23]. Cloud
computing gives the ability to have an Internet
connection from wherever and whenever
required. Updates and enhancements to
software because both software maintenance
and updates manage the cloud infrastructure
through the cloud service provider [25],[26].
Role of Software quality metrics in cloud computing
The trust properties demonstrate the capabilities
of cloud providers. The point of the structure
was to check the properties displayed by the
CAIQ (The Consensus Assessment Initiative
Questionnaire aims to help organizations
document and assess the security controls of
cloud providers), and to give a response
regarding the survey of the cases of cloud
suppliers. The developers have familiarized
themselves with the scientific classification with
which they prepare and arrange CAIQ controls
on trust assets, including sort control and
approval specialists [26].

Metrics (performance, economics, security, and
general) were categorized into four groups. For
each category, a set of metrics was then proposed
with which to quantify specific features. From
the viewpoint of service providers, the
assessment included the major service categories
(SaaS, PaaS, and IaaS). The most significant
drawback of this analysis metric (e.g., reliability,
legibility, and service modularity) has been
given, and how these metrics can be calculated is
unclear. Other surveys aimed at evaluating and
classifying cloud metrics have also been released
(11], [12].

Researchers suggested performance appraisal for
the taxonomy of commercial cloud services. In
two dimensions, this taxonomy was constructed:
quality function and experiment. In addition,
the performance role was broken down into four
components and seven elements of capability.
The experimental factor was further broken
down into five environmental scenes and fifteen
organizational scenes (e.g., human sub-
processes). Even though this scientific
categorization helps assess current appraisal
practices and grow new investigations, it offers,

as it were, seven measurements, one for each size
part, and is confined to execution assessment
[10].

Metrics (performance, economics, security, and
general) were categorized into four groups. For
each category, a set of metrics was then proposed
with which to quantify specific features. From
the viewpoint of service providers, the
assessment included the major service categories
(SaaS, PaaS, and laaS). The most significant
drawback of this analysis metric (e.g., reliability,
legibility, and service modularity) has been
given, and how these metrics can be calculated is
unclear. Other surveys aimed at evaluating and
classifying cloud metrics have also been released
[11].

The output was taken, and several ‘Quality of
Service’ methods and parameters were
implemented that could be used to measure this
function. Nine properties and their related
measurement approaches were focused on the
Quality of Service criteria, while the procedure
represented the methods, techniques, and
processes (e.g., scheduling and detecting)
available to confirm performance. Even though
the study talked about some current execution
estimation approaches, this is a casual study, and
a more exhaustive survey is needed to investigate
the ‘current estimates used to evaluate both
execution and different highlights of Quality of
Service [27].

Taxonomy suggested for cloud metrics, the focus
was on four system features: the isolation of
performance between the clients and the
resultant consistency in performance, and the
elasticity of the cloud infrastructure. For
evaluation and examination measurements, the
scientific classification proposed four levels of
reflection (for example, traditional productivity
measurements, cloud innovation measurements,
strategy measurements, and the executive’s
choice measurements). Its purpose was to allow
cloud offerings and technologies to be compared
and to provide providers, consumers, and end-
users with a shared understanding [27].

Cloud services are important to elasticity, and a
variety of studies concentrate on how to
calculate it. The authors defined both the elastic
resource management criteria and problems and
potential solutions for the PaaS provider [28].
Coutinho proposed elasticity measurement
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concepts, metrics, and instruments. The
elasticity of an isolated property was tested in
both experiments. However, this is not adequate
to take into account the effect this property has
on other quality characteristics, such as
scalability and reliability of the cloud service
(29].

A systematic literature review was conducted
that focused on a particular collection of quality
and metrics. The authors received a 97-meter
catalog focused on assessing the efficiency,
economy, and protection of cloud service. This
resulted in a system concept to enable the
selection of laaS and PaaS commercial cloud
services, but not SaaS [30]. Later, Li et al. used
PLR (previous literature review) as a baseline and
expanded it to analyze the processes, properties,
measurements, benchmarks, and  test
environments involved in the assessment of
commercial cloud services. The findings showed
that current works used several metrics, in
addition to the cost of business cloud services, to
calculate different performance characteristics
(31].

A systematic analysis of literature = was
undertaken to explore cloud service scalability,
elasticity, and performance concepts and
metrics. They were only supplied by Google
Scholar. The result showed that these attributes
had a shared definition and suggested metrics
(32].

Scheuner & Leitner presented a summary of the
performance assessment of Feature as a Service
(FaaS). FaaS offers a radically new cloud
infrastructure model that enables serve less
architecture to be achieved (micro-services).
Dynamic resource provision and auto-scaling are
some of their advantages [33]. This study was
focused on academic and grey literature and
looked at existing patterns, configurations of
platforms, and performance features. The
performance characteristics were therefore
limited to four attributes (i.e., overload network,
competitors for working load, length of
instances, and inspection of infrastructure). No
metrics were collected [34]. To define and
classify existing QoS information in fog
computing, a systematic literature review was
conducted. Fog Computing decentralizes
services and resources both outside and close to
the cloud. Three categories (communication,

application, and service) with eleven QoS factors
were covered [35]. This work (i.e., energy
consumption, throughput, resource utilization,
deadline, cost, response time, reliability,
execution time, scalability). The authors rated
the value of the use of the QoS factor. The most
widely used response time, costs, and usage of
resources are availability and scalability. Again,
the study does not completely cover
characteristics of consistency, and measurements
have not been obtained [11].

2. Materials and Methods

This goal was to systematically define and
taxonomically distinguish available data on
quality indicators for cloud services, as well as to
provide such a holistic analysis to assess the
current research's possible limitations.

This study aims to add to the body of knowledge
about cloud service evaluation by providing a set
of quality metrics for cloud services; identifying
the quality attributes that measure the selected
metrics, aligning them with the quality
characteristics and cloud computing concepts
such as service models, and identifying
limitations in evaluating cloud services.
Requirements for scalability, elasticity, and
efficiency come up frequently when software
architects design cloud applications and when
cloud consumers and providers negotiate
service-level objectives. This research targets
these three properties as their definition is
unclear. For measuring the scalability, elasticity,
and efficiency of cloud environments, metrics
are necessary in addition to definitions of the
three properties.

Therefore, the research questions RQ1 targeting
property definitions and RQ2 targeting metrics
for the three properties.

RQ1: Which are the factors that are closely
related to software quality metrics in the cloud
computing context, and to what extent are these
factors fulfilled by this?

RQ2: “How to define scalability, elasticity, and
efficiency in the context of cloud computing?”
RQ3: “What metrics can be used to compare the
scalability, elasticity, and efficiency of different
cloud computing services, and how are they
measured and used?”

RQ4: To what extent are these factors fulfilled
by the alternate model/s?
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RQ5: “What is the priority of the
Organizations!”

The primary objective of this work was to devise
Criteria for the adoption. Literature review with
the detailed survey based on Google Forms is
being selected for finding the answers to
Research Question 1. The literature review is
used to find the factors that are needed for the

successful adoption of this method for the
software development process.

The industrial survey for collecting the evidence
information about the effectiveness of the
factors listed below is conducted by the
organizations that are already working on these
metrics.

The proposed research method process is
presented in Figure 1.

v

Study of software
quality metrics from
literature review

v

Questionnaire design
on the basis of factors

v

Evaluate proposed
criteria through €
questionnaire

Development of

Survey from the
organizations working
with quality metrics on

cloud computing

Figure 1: The Process Steps of the Research Method

Listed below are the factors extracted from the

literature reviews:

e Quality of the code

e Lead time of projects

e Availability of the system  under
development

e Reduction of workforce size

e The capability of employees to solve the
problem

e  Scalability of the system under development

e Elasticity of the system under development

e Efficiency of the system under development

e Customer feedback

By using these factors, a survey was conducted
among the organizations that are already
practicing their software development process,
which ensures the effectiveness of these factors
by giving a score against each factor based on
their experience.

Quality factors that are extracted from the
literature review are explained in Figure 2.
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Figure 2: Quality factors for Software Quality Metrics

3. Results and Discussion

The survey results are analyzed by graphs and
tabular form, which are categorized based on
percentages. A scale of 1-5 is used for the rating
of factors, with 1 being low and 5 being high.
The survey was sent to 55 different
organizations.

Forty-three (43) respondents gave their
responses, out of which 42 are those who already
practice quality metrics for scalability, elasticity,
and efficiency for the software development
process. And the results of those 42
questionnaires are considered for the Criteria
making.

The following are the questions asked in the
survey, and Table 1 shows the results obtained
against these questions.

Questions

1. To what extent has DevOps improved the
quality of the Code in your projects! (In terms of
maintainability and re-usability of code)

2. To what extent has Quality Metrics reduced
the lead time of cloud projects?

3. To what extent has DevOps increased the
availability of the system under development?

4. To what extent has the use of software quality
metrics reduced the workforce size (i.e., number
of members in the team)?

5. To what extent have software quality metrics
enhanced the capability of employees to solve
the problem through knowledge sharing?

6. The Improvement in the Elasticity of the
system under development?

7. To what extent has Efficiency improved in the
system under development?

8. To what extent have quality metrics improved
the scalability of the system under development?
9. To what extent have metrics helped in getting
rapid feedback from the customers as well as the
internal team?

https://thesesjournal.com

| Salahuddin & Bashir, 2026 |

Page 402


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences

ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 2, 2026

Table 1: Results of Survey 1

Q.No. Very Low Low Moderate High Very High
1. 3 5 6 17 11
7.12% 11.90% 14.28% 40.50% 26.20%
2. 2 5 10 21 4
4.80% 11.95% 23.80% 50% 9.50%
3. 1 2 10 16 13
2.40% 4.80% 23.80% 38.10% 30.90%
4. 1 7 13 18 3
2.38% 16.67% 30.95% 42.85% 7.12%
5. 5 5 6 13 13
11.90% 11.90% 14.28% 30.96% 30.96%
6. 1 6 12 6 17
2.38% 14.28% 28.56% 14.28% 40.50%
1. 2 3 6 20 11
4.76% 1.17% 14.28% 47.62% 26.20%
8. 1 5 4 17 15
2.38% 11.90% 9.51% 40.50% 35.71%
9. 1 4 6 13 18
2.38% 9.51% 14.28% 30.98% 42.85%

In survey-1 results of only those organizations are
being considered that have already been using
quality metrics for their software development
process. Based on the experience of those
organizations, the effectiveness of metrics in
improving cloud computing projects, the
following factors are being concluded.

Table 2: Results of Survey 11

The average rating of the factors is being
considered. Table 2 depicts the effectiveness,
where

Column 1 shows the factors that are being
extracted from the literature review.

Column 2 shows the labeling of the factors.
Column 3 is the effectiveness of quality metrics
according to these factors.

Factors Label Effectiveness
Quality of the code F1 4
Lead time of projects F2 4
Awailability of the system under development F3 4
Reduction of workforce size F4 4
The capability of employees to solve the problem F5 5
Elasticity of the system under development F6 5
Efficiency of the system under development F7 4
Scalability of the system under development F8 4
Customer feedback F9 5

Survey Il was sent to 35 organizations. 26
organizations recorded their responses, out of
which 23 are those who already are
implementing quality metrics in cloud
computing for the software development
process, and 3 organizations are those who have
not yet adopted the model. The purpose of this

survey is to get the priority list of organizations,
which factor is important to them, which are less
important, and secondly, to get the effectiveness
of their previous/current model that is being
used as the alternative.

As a result of this questionnaire, we get the
priority list and effectiveness of the previous
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model, which are amended with the values
acquired from survey 1.

The priority and effectiveness of the alternate
model for each organization are different, so the
results of each organization are different from
those of the other.

For validation criteria were sent to the 26
organizations (through Email and
questionnaire), and 20 organizations responded
to it. Out of 20, eighteen are those respondents
who agreed with the results of our Criteria.
According to our Criteria, Organization-5
should continue using the current model, but
they decided to adopt quality metrics
methodology, and Organization-25 should
adopt quality metrics methodology. However,
when it was being inquired by the organization,
they said that they are getting satisfactory results
from their current model and they don’t need to
adopt quality metrics methodology. By
comparing the results, it is concluded that 18 out
of 20 respondents agreed with the results of our
criteria, which depict that this work has an
accuracy of 90%.

4. Conclusion

This research thoroughly categorized and
evaluated external and internal quality
indicators for cloud services for software
development organizations, using a structured
literature review. The results indicate a
taxonomy that organizes the present array of
metrics. We created a single reference that
makes it clear what to measure, how to assess it,
and where there are still gaps by mapping
current measurements to this taxonomy and
looking at their breadth, granularity, and
evidence of usage.

The metric suggestions that resulted from this
research are useful for software architects and
engineering teams working on  cloud
applications. They help make evaluations more
uniform and help build new measurements that
are suited for the situation. The taxonomy
creates a common language for both providers
and consumers that may help with service
objectives (such as SLAs/SLOs), make
discussions less confusing, and make it easier to
compare different services.

With an increase in cloud providers and
products, each with its own pricing, features,

and guarantees, it becomes harder to find a
provider that meets strict QoS requirements.
Especially when it comes to privacy and
performance. Our framework helps organize
that decision-making process by connecting
corporate goals with quantifiable standards and
pointing out trade-offs that may not be obvious.
There are several problems with this work: it is
based on published evidence that was accessible
at the time of the evaluation and may not show
new, proprietary, or domain-specific techniques.
Subsequent research must authenticate and
enhance the taxonomy within longitudinal
industry contexts, integrate dynamic and real-
time observability signals, expand the scope of
privacy, security, and compliance metrics, and
establish tool support (including checklists,
dashboards, and automated evidence collection)
to facilitate the operationalization of metric
selection and monitoring at scale.
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