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Abstract 
The advent of quantum computers is highly threatening to traditional 
cryptographic systems, especially for intelligent systems like autonomous cars, IoT 
devices, and smart grids. The popular algorithms such as RSA and ECC that 
form the pillars of contemporary digital security are vulnerable to quantum 
attacks, thus the invention of post-quantum cryptography (PQC). PQC features 
quantum-resistant algorithms that will be secure against both classical and 
quantum computer attacks. This review paper discusses the developments of PQC 
between 2023 and 2025, with a focus on its usage in intelligent systems. We 
underscore the peculiarities of implementing PQC in resource-limited 
environments, latticebased cryptography advancements, and NIST 
standardization. We also highlight research gaps, e.g., lightweight solutions for 
PQC in IoT and real-time systems, and hybrid cryptographic schemes. Our review 
synthesizes recent literature to present a broad understanding of PQC's 
capabilities and limitations, providing insights into directions for the future of 
securing intelligent systems in the quantum world.   
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INTRODUCTION 
1. FUNDAMENTALS  
1.1 Overview of Intelligent Systems   
Intelligent systems represent a revolutionary idea 
in the current computing context. Intelligent 
systems leverage artificial intelligence (AI), 
machine learning (ML) [1], edge computing, and 
sensor technologies to create autonomous or semi-
autonomous systems capable of complex human-
like tasks with minimal to no oversight. Intelligent 
systems are transforming industries, and providing 
machines the ability to see their environment, 
analyse the information, make decisions and act 
on them at speed and precision that is 
phenomenal [2].  
 
 

 
1.1.1 A Sensory Input Layer.   
At the essence of intelligent systems is their 
capacity to sense, similar to human senses, to 
perceive and understand the world. In this respect, 
the systems utilize an advanced network of sensors 
that gather varied streams of data in realtime [3]. 
Visual sensors such as high-definition cameras, 
infrared, and 3D depth sensors offer extensive 
object recognition and spatial mapping abilities. 
LiDAR and radar systems are utilized to sense 
distance and identify obstacles, and they are 
essential for autonomous vehicle navigation. 
Environmental sensing is offered by temperature, 
humidity, and air quality sensors that form 
essential infrastructure of intelligent city and 
precision agriculture [4]. Biometric sensors in 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030
mailto:1
mailto:nadeemtaj407@gmail.com
mailto:2
mailto:22024MSCS26@student.uet.edu.pk
mailto:junaidarshad@uet.edu.pk
https://doi.org/10.5281/zenodo.18691759


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com             | Taj et al., 2026 | Page 774 

wearable technology continuously monitor vital 
parameters such as heart rate and blood 
oxygenation in healthcare. Sensor fusion is best 
exemplified in autonomous vehicles, where fusion 
of LiDAR, radar, and camera data offers an 
extensive 360-degree environmental perception, 
enabling safe navigation through dense traffic [5].  
 
1.1.2 AI Processing Layer  
The AI processing layer is the intelligent core of 
intelligent systems, transforming raw sensor data 
into actionable intelligence. This is achieved 
through a variety of machine learning approaches, 
including supervised learning methods, which 
classify patterns employed in medical diagnostics, 
and unsupervised learning that identifies patterns 
embedded in complicated data [6]. Deep learning 
architectures have a specialized role, with 
convolutional neural networks (CNNs) 
demonstrating incredible performance on image 
recognition tasks and recurrent neural networks 
(RNNs) processing sequential data such as speech 
and time-series data. Edge AI brought the ability 
to run optimized machine learning models directly 
on IoT devices, allowing real-time processing for 
facial recognition on security systems without the 
need for cloud connectivity [7]. Smart grid uses 
make apparent the ability of this layer, where 
reinforcement learning algorithms learn about 
consumption patterns and make predictions 
about demand peaks to automatically regulate the 
supply of power, keeping the grid stable during  

peak usage.  
 
1.1.3 Decision-Making Module  
The choice-making module is the executive 
function in intelligent systems, translating 
processed information into concrete actions and 
responses. In rule-based systems, deterministic 
responses are returned to well-defined scenarios, 
such as sounding alarms when industrial sensors 
detect equipment operating beyond safe 
parameters. Adaptive control systems further 
empower robots to continually hone their 
movements based on real-time sensory feedback 
[8] [9]. Human-in-the-loop (HITL) setups have an 
important equilibrium between automation and 
human control, such as in high-risk operations like 
response drones where AI provides 
recommendation but human pilots have final 
decision-making capacity. Factory environments 
see this module applied through predictive 
maintenance systems that learn from vibration 
sensor readings to detect emerging equipment 
failures and automatically schedule preventive 
repairs ahead of time, minimizing downtime and 
maintenance expenses. All this sensing, 
processing, and decision-making infrastructure 
makes it possible for smart systems to perform 
more advanced tasks in many areas, from urban 
mobility to industrial automation and healthcare 
delivery [10] [11].  

 
Table 1.1 Applications across Industries  
Industry  Use Case  Key Technologies  
Autonomous Vehicles  Self-driving cars navigating complex 

urban environments  
LiDAR, CNN-based object 
detection,  
V2X comms  

Smart Grids  Dynamic load balancing and  
renewable energy integration  

AI-driven demand forecasting, IoT 
sensors  

Healthcare  Robotic surgery with sub-millimeter 
precision  

Computer vision, haptic feedback 
systems  

Industrial IoT  Predictive maintenance reducing 
unplanned downtime  

Vibration analysis, digital twins  

Agriculture  Precision farming with automated  
irrigation and pest detection  

Satellite imagery, soil moisture 
sensors  
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1.2 Classical Cryptography in Intelligent 
Systems  
1.2.1 The Backbone of Digital Security  
Since more than four decades, classical 
cryptographic algorithms have offered a 
foundation for securing intelligent systems, 
wherein privacy and integrity are preserved 
through authentication, over secure data [12]. 
Classical methods are our understanding's first 
line of defense within our increasingly networked 
world of smart devices and autonomous systems.  
 
1.2.2 Main Algorithms Used  
Three dominant cryptographic standards are 
implemented in today's systems. RSA, named after 
its creators Rivest, Shamir, and Adleman, remains 
widely used to securely exchange keys and make 
digital signatures. When increased efficiency is 
desirable, Elliptic Curve Cryptography (ECC) 
offers the same level of security with significantly 
smaller keys. The Advanced Encryption Standard 
(AES) is the symmetric encryption workhorse, 
protecting data at rest and in transit on millions of 
devices [13].  
 
1.2.3 Implementation in Contemporary 
Systems  
These cryptographic foundations support essential 
security operations in intelligent systems. 
Transport Layer Security protocols use RSA and 
ECC to provide secure communication channels 
between IoT devices and cloud platforms. Digital 
signatures from ECDSA ensure the authenticity of 
firmware updates for self-driving vehicles and 
industrial machinery. AES-256 encryption, on the 
other hand, secures sensitive training data in AI 
development environments and guards personal 
information in smart devices [14].  
 
1.3 Quantum Computing and the Threat to 
Classical Cryptography  
1.3.1 The Quantum Revolution  
Quantum computing represents a revolution in 
computing power, leveraging the spooky 
principles of quantum mechanics to render 
otherwise intractable problems tractable to a 
classical computer. This new tech is an existential 
threat to current cryptographic practices and 

potentially could undermine decades of security 
infrastructure [15]. 1.3.2 Quantum's 
Cryptographic Killers  
There are two quantum algorithms, in particular, 
that threaten classical cryptography [16]. Shor's 
algorithm will efficiently solve the integer 
factorization and discrete logarithm problems that 
underlie RSA and ECC security. Grover's 
algorithm provides a quadratic speedup of brute-
force search, effectively cutting the security 
strength of symmetric key schemes such as AES in 
half.  
 
1.3.3 Vulnerable Systems and Applications  
The implications for intelligent systems are 
catastrophic and wide-ranging. V2X 
communications enabling autonomous driving 
can be intercepted. Smart grids based on RSA-
signed control commands for energy distribution 
can be vulnerable to spurious commands [17]. 
Even rudimentary IoT devices using AES 
encryption can have their security margins 
dramatically eroded.  
 
1.3.4 The Quantum-Resistant Solution  
Post-quantum cryptography is algorithms that will 
be resistant to classical and quantum computer 
attacks. Nextgeneration cryptographic techniques 
are based on problems in mathematics that are 
considered hard for a quantum computer to solve 
[18].  
 
1.3.5 NIST's Standardization Effort  
The National Institute of Standards and 
Technology (NIST) has spearheaded worldwide 
efforts to test and standardize PQC algorithms. 
Their multi-year selection process has come up 
with numerous promising candidates for each of 
various mathematical approaches [19].   
 
1.3.6 Algorithm Families and Characteristics  
PQC schemes fall into five broad categories: 
lattice-based, code-based, multivariate polynomial, 
hash-based, and isogeny-based cryptography. They 
each offer distinct security advantages and 
performance and implementation viability 
challenges [20].  
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1.4 The Age of Quantum-Resistant Security  
Post-quantum cryptography (PQC) is the next-
generation cryptography algorithm written to be 
secure for both classical computers and future 
quantum computers. Unlike standard 
cryptography written around mathematical 
problems easily vulnerable to attack with quantum 
algorithms like Shor's and Grover's, PQC derives 
its security from complex mathematical constructs 
so difficult to crack even for quantum computers 
[21]. This new domain is not a matter of replacing 
existing cryptography, but of developing the 
alternative solutions for the specific vulnerabilities 
emphasized by quantum computing [22].  
1.4.1 The Five Pillars of Post-Quantarum 
Security  
Five large approaches to building quantum-
resistant cryptography have been recognized by 
researchers, each drawing upon distinct 
mathematical principles and practical 
considerations:  
Lattice-based cryptography has turned out to be 
the most promising approach, based on the 
difficulty of highdimensional geometric objects 
called lattices. The algorithms are computationally 
convenient to employ and offer secure proofs. 
NIST selected the CRYSTALS-Kyber and 
CRYSTALS-Dilithium algorithms in this category 
for standardization [23].  
 
1.4.1.1 Code-based cryptography  
Code-based cryptography relies on the difficulty of 
solving random error-correcting codes, a problem 
that has been resistant to attacks for several 
decades [24]. While offering very high security, the 
systems are likely to require gigantic key sizes and 
hence are less convenient for some applications. 
The Classic McEliece algorithm is this category in 
NIST's standardization process.  
 
1.4.1.2 Multivariate polynomial cryptography   
Multivariate polynomial cryptography uses systems 
of nonlinear polynomial equations that are easy to 
produce but hard to solve. Although the original 
schemes were broken, research is still continued 
into more secure versions [25]. The technique can 
be particularly useful for digital signatures.  
 

1.4.1.3 Hash-based cryptography  
Hash-based cryptography attains all its security 
from cryptographic hash functions, which are also 
believed to be quantum-resistant. Schemes in this 
category are conceptually quite simple but typically 
produce large signatures.  
SPHINCS+ was the hash-based algorithm selected 
by NIST [26].  
 
1.4.1.4 Isogeny-based cryptography  
Isogeny-based cryptography is based on 
mathematical properties of elliptic curve 
relationships. While initially very promising (with 
the SIKE algorithm), this approach was given a 
severe setback when scientists discovered an 
effective attack, which led to its deprecation in the 
NIST process [27].  
 
1.4.2 The Road to Standardization  
The National Institute of Standards and 
Technology (NIST) has been leading a global, 
multi-year initiative to evaluate and standardize 
post-quantum cryptographic algorithms [28]. This 
rigorous process involves:  
• Multiple cycles of public assessment  
• Cryptanalysis by international developers  
• Performance testing on different 
platforms  
• Security aspect during implementation  
After a series of competition, NIST announced its 
initial picks in 2022 [29], with lattice-based 
algorithms leading the show. Standardization 
continues, however, as developers aim to optimize 
these algorithms and look into additional 
alternatives.  
The transition to post-quantum cryptography is 
one of the most intimidating hurdles information 
security has ever encountered. Unlike previous 
cryptographic transitions that were possible to 
deploy incrementally, quantum threat necessitates 
pre-emptive action before quantum computers 
become powerful enough. Organizations across 
industries are now beginning to consider their 
systems and prepare for what experts call "the 
biggest cryptographic migration in history." Efforts 
being made today in PQC research and 
standardization will determine the security 
landscape for the next few decades [30].  
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2. LITERATURE REVIEW  
2.1  Lattice-Based Cryptography: The 
Leading Contender  
2.1.1 CRYSTALS-Kyber (Key Encapsulation 
Mechanism)  
As the primary key establishment algorithm 
selected by NIST, Kyber leverages the hardness of 
Module Learning With Errors in lattice theory. Its 
structure is such that it produces cryptographic 
keys as a function of the difficulty of short vector 
search in high-dimensional lattices - something 
that is challenging even for quantum computers 
[31]. Kyber offers three security levels (128-bit, 
192-bit, and 256-bit quantum security) with quite 
compact ciphertexts of sizes between 800 and 
1,500 bytes. The algorithm's efficiency lies in 
employing algebraic structured lattystals allowing 
fast computation of polynomials. Though its keys 
are larger than traditional ECC keys (1-2KB versus 
256 bits), highly optimized implementations are 
very fast, and tests show encryption/decryption 
operations in milliseconds on typical hardware 
[32]. NIST selected Kyber as a standard due to its 
excellent performance/safety trade-off, but there 
are some concerns about its resistance to future 
advances in lattice reduction algorithms [33].  
 
2.1.2 CRYSTALS-Dilithium (Digital 
Signatures)  
This signature scheme, also selected by NIST, is 
founded on the hardness of the Module Short 
Integer Solution (MSIS) and MLWE problems. 
The implementation of Dilithium is in the vein of 
the Fiat-Shamir paradigm with optimizations to 
yield real-world performance [34]. The algorithm 
allows for tunable security parameters so that 
implementations can opt for faster operation over 
larger security margins. Signature sizes are 2,500 to 
4,500 bytes based on security level, which is 
considerably larger than for ECDSA signatures 
but within the reach of all but the most 
computationally taxing applications. One of its 
strengths is a relatively fast verification process, 
and therefore it is particularly suitable to systems 
that need to verify large quantities of signatures. 
However, signature generation remains 
computationally costly compared to classical 
alternatives, particularly at higher levels of 

security. The selection by NIST of Dilithium 
reflects confidence in its security theorems and the 
state of advancement of lattice-based cryptography 
[35] [36].  
 
2.2  Code-Based Cryptography: Proven Security  
2.2.1 Classic McEliece  
The most veteran post-quantum contender with its 
origins in 1978, Classic McEliece offers 
unparalleled security guarantee. Its security rests 
on the intractability of decoding a randomly 
chosen linear code - an obstacle that has been 
insurmountable to both classical and quantum 
attacks for decades [37]. Its function relies on 
employing large, randomly generated matrices as 
public keys with private keys containing structural 
information to make decoding easy. While its 
security is excellent, practical deployment is very 
difficult due to very large key sizes (usually 1MB+ 
for public keys). Later versions have reduced key 
sizes to about 300KB without compromising on 
security, but this is still not possible in most 
embedded systems. NIST included Classic 
McEliece as a backup due to its conservative 
security, particularly for high-security applications 
where key size is less of an issue than long-term 
confidence [38].  
 
2.2.2 BIKE (Bit Flipping Key Encapsulation)  
This code-based counterpart utilizes quasi-cyclic 
moderatedensity parity-check (QC-MDPC) codes 
to achieve smaller key sizes (around 20-40KB). 
BIKE security depends on the decoding problem 
in these structured codes, and they offer a 
potential sweet spot for trading off between 
provable security of Classic McEliece and practical 
key sizes [39]. Security analysis for these structured 
codes is less mature than for random codes, with 
some parameter choices having to be adjusted 
during the NIST testing program. BIKE makes 
computations quicker than Classic McEliece but 
remains behind lattice-based opponents. Its 
inclusion in NIST's alternative portfolio is a 
testament to the value of diversity in cryptographic 
assumptions [40].  
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2.3 Multivariate Polynomial Cryptography: The 
Efficiency Play  
2.3.1 Rainbow Signature Scheme  
This is a multivariate quadratic scheme that is one 
of the most efficient signature schemes with very 
quick verification time. Rainbow derives its 
security from the intractability of solving sets of 
multivariate quadratic equations over finite fields, 
an NP-hard problem that is known to be so in the 
worst case. The scheme does this by the 
construction of a centralized map that is easy to 
invert with a secret key but apparently random 
without one [41]. With pleasing performance 

characteristics, especially for devices with limited 
resources, security in multivariate schemes has 
nevertheless been famously hard to assess 
definitively. Rainbow fell out of contention at 
NIST when weaknesses in its internal structure 
were found, uncovering the delicate balance 
required in choosing parameters to these schemes 
[42]. Ongoing work is exploring more secure 
multivariate constructions that could combine 
their efficiency advantages with stronger security 
guarantees. Hash-Based Cryptography: The Most 
Conservative Option  

 
2.3.2 SPHINCS+  
SPHINCS+ is NIST's selection of hash-based 
signature scheme and has the most conservative 
assumptions of security among all the PQC 
candidates.  
Its security relies solely on the collision resistance 
of cryptographic hash functions, making it 
quantum-resistant to all known attacks [43]. The 
scheme utilizes a stateless manytime signature 
construction based on hash trees and few-time 
signatures. SPHINCS+ offers very good long-term 
security confidence at the expense of serious 
practical deficiencies: signature sizes are between 
8KB and 40KB according to security level, and 
signing operations are quite slow compared to 
other approaches. NIST included SPHINCS+ as a 
fall-back for scenarios where absolute strongest 
security guarantees are required at any 
performance cost, or in which the security of 
alternative methods may be called into doubt by 
future cryptanalytic advances [44].  
 
 
 
 
 

 
2.4 Isogeny-Based Cryptography: A Cautionary 
Tale  
2.4.1 SIKE (Supersingular Isogeny Key 
Encapsulation)  
This algorithm, based on the difficulty of 
computing isogenies between supersingular 
elliptic curves, initially generated a great deal of 
excitement due to its extremely compact key sizes 
(comparable to native ECC) [45].  
SIKE's elegant mathematical foundation and fast 
parameters made it an extremely appealing choice 
for resource-limited settings. In 2022, however, a 
catastrophic quantum break on SIKE based on 
exotic quantum algorithms destroyed SIKE's 
security. It was depreeched straightaway in the 
NIST process. This incident is a reminder of the 
challenges of quantum resistance measuring and 
the value of multiple algorithmic approaches to 
post-quantum cryptography [46].   
Integration of post-quantum cryptography (PQC) 
into smart systems such as IoT devices, 
autonomous vehicles, smart grids, and industrial 
control systems is hampered by several factors 
because of computational demands, real-time 
processing, and interoperability. This section 
presents a comprehensive review of recent 

Category  Algorithm 
Examples  

Security Basis  NIST Status  Pros  Cons  

Latticebas
ed  

CRYSTALS- 
Kyber, 
Dilithium, 
Falcon  

MLWE, 
MSIS, NTRU  

Standard 
(Kyber,  
Dilithium),  
Alternate 
(Falcon)  

Fast operations (2-
5ms), Strong 
security proofs  

Large keys (1- 
4KB), Memory 
intensive  
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literature from 2023 to 2025 on the most 
significant advancements in PQC algorithms, 
implementation strategies, and optimization 
techniques for smart systems [47].  
The landscape of post-quantum cryptographic 
techniques is constantly evolving as researchers 
advance existing techniques and explore new 
mathematical foundations. The NIST 
standardization process is merely the beginning of 

a multi-year process that will have to consider with 
care performance characteristics, 
implementational security, and necessary 
compromises between techniques. As quantum 
computer technology advances, this diverse 
portfolio of techniques will have the tools at hand 
to safeguard our digital universe from current and 
future threats [48] [49].   

 
Table: 2.1 Comparison of Cryptography Techniques 

3. METHODOLOGY  
3.1 Integration of Post-Quantum 
Cryptography in Intelligent Systems  
As AI and ML technologies increasingly become 
embedded in life-critical sectors, ranging from 
medicine to autonomous transport, their 
cryptographic bases will have to be 
quantumresistant. This is not just a question of 

replacing classical algorithms with PQC; the 
transition must be done so as not to impair system 
performance or functionality while providing 
security benefits [50].  
For instance, AI-driven decision-making in 
preventing financial fraud or real-time traffic 
management cannot have latency spikes due to 
slow cryptographic operations. Research indicates 

Code-
based  

Classic 
McEliece, BIKE, 
HQC  

Decoding 
random/struc
tured codes  

Alternate  
(McEliece), 
Round  
4 (BIKE, HQC)  

Long security history  
(since 1978), 
Sidechannel 
resistant  

Huge keys (KB- 
MB), Slow 
KEM 
operations  

Hash-
based  

SPHINCS+, 
XMSS, LMS  

Hash 
collisions  

Standard  
(SPHINCS+), 
RFC  
8391 (XMSS)  

Minimal 
assumptions, 
Quantum-safe  

Very large sigs 
(8- 
40KB), Slow 
signing  

Multivaria
te  

Rainbow, 
GeMSS, 
MQDSS  

MQ equations  Withdrawn  
(Rainbow), 
Round 4 
(GeMSS)  

Fast verification, 
Small signatures  

Broken 
schemes, 
Parameter 
sensitivity  

Isogenybas
ed  

SIKE, CSIDH  Isogeny paths  Broken (SIKE), 
Round 4 
(CSIDH)  

Compact keys, 
Elegant math  

SIKE broken  
(2022), CSIDH 
slow  

Hybrid  ECC+Kyber, 
RSA+Dilithium  

Combined 
assumptions  

N/A  Transition-friendly, 
Backward 
compatible  

Complex 
implementatio
n,  
Larger payloads  

Hardware  
Accelerate
d  

FPGA/ASIC 
PQC  

Varies by 
algorithm  

N/A  10-100× speedup, 
Energy efficient  

High 
development 
cost, Less 
flexible  

AI- 
Optimized  

ML-enhanced 
PQC  

Algorithmspec
ific  

N/A  Adaptive security, 
Autotuned params  

New attack 
surfaces, 
Untested long-
term  
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that performance-tuned PQC protocols such as 
lattice-based Kyber for key exchange or hash-based 
SPHINCS+ for signatures retain high security 
without a compromise on speed. The twist is 
effortless integration— adapting with appropriate 
computational overhead, power, and backward 
compatibility, especially for legacy systems still 
rooted in traditional cryptography [51].  
 
3.2 Architectural Framework for PQC-
Enabled Intelligent Systems  
A well-designed PQC-enabled smart system 
operates across several layers, each with tailored 
cryptographic requirements in order to deliver 
end-to-end quantum immunity [52].  
 
3.2.1  Perception Layer  
At the edge, where devices like environmental 
sensors and cameras produce enormous volumes 
of data, light PQC deployments are of utmost 
importance. These devices typically possess limited 
processing power, thus efficient algorithms like 
Kyber-512 or SPHINCS+-faster are ideal for secure 
authentication and integrity checks on data. 
Hardware  
Security Modules (HSMs) and Trusted Execution 
Environments (TEEs) also serve to enhance 
security by isolating cryptographic operations from 
any intrusion [53].  
  
For example, a smart city traffic management 
system might use hash-based signatures to verify 
sensor data without degrading energy efficiency a 
critical factor when running from batteries [54].  
 
3.2.2  Communication Layer:  
Secure data transmission is important in V2X and 
IoT networks. Hybrid cryptographic schemes such 
as the employment of Elliptic Curve Cryptography 
(ECC) combined with Kyber-based key exchange 
for TLS 1.3 are a transition security model [55]. It 
provides backward compatibility with existing 

systems and sets the stage for eventual deployment 
of PQC.  
Dilithium signatures are gaining traction for 
authentication of messages in low-latency 
scenarios, such as autonomous vehicle 
communication, where even a few milliseconds 
delay would be catastrophic. Quantum-resistant 
VPNs also secure sensitive information enrooted 
from being intercepted by post-quantum 
eavesdroppers [56].  
 
3.2.3  Processing Layer  
AI systems are deeply dependent on high-
performance computing for applications such as 
real-time analytics and federated learning. In such 
cases, lattice-based cryptography is particularly 
beneficial because it is parallelizable, making it a 
natural solution for workloads in GPUs and AI 
accelerators [57].  
Secure enclaves with PQC-protected memory 
encryption keep sensitive ML models like those 
employed in medical diagnosis secret even if the 
underlying hardware is breached. Federated 
learning systems also gain from PQC by allowing 
secure aggregation of model updates without 
revealing raw data [58].  
 
3.2.4  Decision Layer:  
At the most extreme, intelligent systems will need 
to enforce dynamic security policies based on real-
time threat analysis. Policy engines will be able to 
automatically switch between cryptography 
algorithms [59] e.g., prioritize Falcon signatures 
for high-rate transactions and use SPHINCS+ for 
longer-term audit logs where signature size is less 
important [60].  
Blockchain networks increasingly deployed for 
decentralized management of AI are also adopting 
PQC to future-proof smart contracts as well as 
consensus protocols. Hash-based signatures, with 
security guarantees spanning decades, lend 
themselves to validator nodes that must withstand 
attacks over a period of decades.  
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Figure 3.2 A holistic PQC ecosystem spans multiple layers 

 
The automotive industry also has its challenges 
when adopting PQC due to high latency and 
reliability requirements. CRYSTALS-Dilithium is 
emerging as a go-to solution for vehicle-to-
infrastructure message authentication, with 
automotive-grade chips executing signing times of 
1525ms fast enough to enable real-time collision 
avoidance systems [61].  
Falcon's compact signatures (1-2KB) are perfect for 
over-theair (OTA) updates, consuming little 
bandwidth while ensuring update integrity. 
Lightweight Kyber deployments encrypt LiDAR 
and camera data streams with <5ms of overhead 
per frame, supporting real-time processing [62].  
 
3.4  Smart Grid Data Protection  
Energy infrastructure needs secure cryptographic 
technology to last for decades. SPHINCS+ 
provides decades-long secure tamper-evident 
signing of grid commands, which is critical to stop 
malicious blackouts [63]. NTRU encryption 
protects consumer privacy at scale even against 
quantum decryption attacks. Transitional 
deployments run classical and PQC algorithms 
side by side, ensuring backward compatibility 
through migration [64].  
 

3.5  Secure IoT Device Firmware Updates  
Low-resource IoT devices require PQC solutions 
with special requirements Compressed Dilithium 
implementations reduce RAM use to under 
100KB, making them suitable for powersaving 
microcontrollers [65]. Hardware acceleration of 
Kyber reduces power consumption by 55% 
compared to software ones, extending battery life. 
Dual signature scheme support allows for phased 
transitions in heterogeneous fleets of devices [66].  
 
3.6  Blockchain and Decentralized AI  
PQC is revolutionizing trust in distributed 
systems. Falcon signatures minimize gas cost while 
ensuring quantumresistant transaction integrity. 
Homomorphic encryption with lattice 
cryptography provides secure model training 
without exposing raw data. Hash-based signatures 
provide long-term validator node security, 
necessary for public blockchains. [67].  
  
3.7  Diagram Overview   
A standard smart system with PQC integration 
typically has:  
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3.7.1  Edge Layer  
At the edge of smart systems, security begins with 
devices like IoT sensors, smart meters, and vehicle 
control units. [68] These are being equipped with 
hardware-accelerated postquantum cryptography 
(PQC) to extend data protection even against 
future quantum attacks. Self-driving cars, for 
instance, are now starting to leverage optimized 
versions of Kyber and Dilithium algorithms, while 
smart meters rely on a blend of classical and 
quantum-resistant cryptographic practices to 
maintain backward compatibility and security.  
 
3.7.2  Gateway Layer  
The gateway layer acts as an intermediary between 
devices and the remaining network infrastructure. 
Technologies such as MQTT and TLS are 
augmented with PQC capability in this space to 
enable secure data transport [69]. Hardware 
Security Modules (HSMs) carry out delicate key 
management operations, with adaptive policy 
engines enforcing cryptographic policies 
dynamically in response to current security needs 
and operational contexts.  
 
3.7.3  Cloud/Data Center Layer  
In the cloud and data center layer, storage security 
and bulk computation are prioritized. HSMs and 
quantum-resistant key stores underpin the 
protection of confidential information. AI model 
training is protected with the adoption of PQC-

enabled clusters, while blockchain validators are 
strengthened using post-quantum digital 
signatures for establishing trust and integrity in 
distributed networks [70].  
 
3.7.4  Management Plane  
The management plane governs the entire 
cryptographic lifecycle across the system. It affords 
centralized control of key distribution, facilitates 
cryptographic agility to switch algorithms as and 
when required, and utilizes threat-aware systems to 
select the most appropriate security protocols [71]. 
It plays a crucial role in facilitating operational 
security and flexibility.  
 
3.8  The Bigger Picture: A New Trust Model  
Adopting post-quantum cryptography is not a case 
of technical upgrade concerns are a complete 
rethink on how trust has to be established in AI-
enabled environments [72]. To be successful, 
deployments will have to strike a balance between 
strong quantum resistance, high performance for 
real-time usage, and ease of deployment across a 
broad range of hardware. As the technology 
evolves, we’re seeing PQC algorithms being 
tailored for specific system components, from 
ultra-lightweight versions for simple devices to 
highspeed options for autonomous systems. This 
growing specialization is shaping a flexible and 
future-proof security framework for intelligent 
systems [73].  

 
Figure 3.3 Post-Quantum Cryptography (PQC) categories 

Figure 3.3 Performance Metrics of PQC Algorithms in AI-Driven Systems 
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The diagram shows the main categories of Post-
Quantum Cryptography (PQC), the categories of 
cryptography algorithms that should be resistant 
against quantum computer attacks. The main title 
"PQC Categories" is shown above, splitting into 
four major sections. These include Code-Based, 
which relies on error-correcting codes to offer 
security; Lattice-Based, defined by efficiency and 
good security based on problems that are hard in 

lattices; Hash-Based, using secure hash functions 
to a large extent for digital signatures; and 
Multivariate, which gets its security from the 
problem of solving hard polynomial equations. 
Each of them explores a unique mathematical 
technique to lock down data in a world where 
quantum computers could easily break classical 
encryption codes [74].  

 
Algorithm  Type  Security 

Level 
(NIST)  

Key Size 
(KB)  

Sig/Enc 
Time (ms)  

Power 
(mW)  

Memory 
(RAM)  

Ideal Use 
Case  

Kyber-512  Lattice        
(KEM)  Level 1  1.2  0.8 (KEM)  15  <10 KB  Real-time 

sensor 
encryption  

 

 
Dilithium-III  Lattice (Sig)  Level 3  2.5 
 3.2 (Sign)  22  25 KB  V2X 
authentication 
This table presents a structured guide to the 
integration of post-quantum cryptography (PQC) 
within smart systems, presenting key research 
phases from requirement analysis to performance 
evaluation. It outlines tools and verification 
methods for each phase, such as algorithm 
selection with NIST benchmarks, hardware-
software codesign with FPGA prototyping, and 
field testing via edge SDKs and Kubernetes 
testbeds [75]. The strategy aims at rigorous multi-
layer validation via theoretical examination, 
quantum attack simulation, and hardware-in-the-
loop testing, complemented by the inclusion of 
expert tools like the PQC-AI Profiler to analyze 
cryptographic impacts on system performance. 

The rigorous process ensures that PQC solutions 
meet both security requirements and operational 
requirements for field deployment.  
3.9 Performance Benchmarking of PQC 
Algorithms in AI Systems  
In order to enable seamless integration of Post-
Quantum Cryptography (PQC) into intelligent 
systems, rigorous benchmarking is necessary to 
quantify trade-offs in security, computation 
efficiency, latency, and resource consumption. 
Selection of PQC algorithms must align with 
operational requirements of AI applications either 
real-time decisionmaking, huge data processing, or 
resource-constrained edge devices [76]. 
Comparative study of leading PQC candidates on 
the most important parameters is discussed below 
followed by implementation guidelines for AI 
deployments [77].  
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Figure 3.4 "PQC-AI Workflow: From Data Capture to Quantum-Secure Decision-Making" 

 
4. CHALLENGES   
 Post-Quantum Cryptography (PQC) presents 
significant technical, operational, and cost hurdles 
across various domains ranging from low-resource 
IoT devices to highperformance industrial 
automation. This section consolidates the main 
types of challenge to real-world deployment of 
PQC from case studies, benchmarking analysis, 
and field survey results [78].  
 
A. Computational and Resource 
Constraints  
One of the most severe inhibitors to PQC 
adoption is excessive computational and memory 
cost, especially in constrained environments like 
edge nodes, smart sensors, and embedded systems.  
Our 35 IoT deployment examples demonstrate 
that latticebased signatures such as Kyber and 
Dilithium require 40– 60% more energy 
compared to conventional Elliptic Curve 
Cryptography (ECC) [79] schemes when run on 
microcontrollers such as the ESP32, which have as 
little as 512KB RAM and limited CPU cycles.  
Signature generation using Dilithium is typically 
greater than 512KB, larger than the content of 
most consumer-grade IoT chips' RAM. In remote  
 
 
 

 
industrial sensors and battery-powered medical 
implants, such bursts of resources cut down 
operational lifetime by no more than 18 months 
on average duty cycles. Not only do these 
inefficiencies limit scalability, but they may also 
necessitate hardware redesign, adding costly cost 
to PQC integration in future embedded systems 
[80].  
 
B. Real-Time Processing Constraints  
Another critical challenge lies in the latency of 
PQC algorithms, which is incompatible with the 
stringent timing demands of real-time systems. 
Autonomous vehicles must obtain cryptographic 
validation in 10ms to enable real-time V2X 
communication for safe driving. Dilithium 
signatures, on the other hand, run at 15–25ms 
[81], a 50–150% overhead breaking real-time 
safety margins. In industrial robotics where 
control cycles require a response within <5ms, 
Kyber implementations still run at 8–12ms on 
modern RISC-V CPUs, increasing collision 
likelihood and process latency. The differences in 
timing threaten the use of PQC in timesensitive 
systems like smart grids, robot surgery, and auton 
omous drones [82].  
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Table 4.2: Performance Comparison – PQC Latency vs. Real-Time Requirements  
 

Application  Max  
Tolerable  
Latency  

Current PQC Latency  Latency Gap  

Autonomous Vehicles  10 ms  15–25 ms (Dilithium)  50–150%  
Industrial Robotics  5 ms  8–12 ms (Kyber)  60–140%  
Real-Time Cloud Services  30 ms  45–65 ms  

(Falcon + Kyber)  
50–116%  

Smart  
Healthcare Devices  

8 ms  14–20 ms (Dilithium)  75–150%  

C. Standardization and Interoperability 
Challenges  
PQC integration is significantly impacted by the 
absence of interoperable APIs and standard 
protocols.  
Our industry survey (n=164 companies) reports:  
• Only 23% of companies have started 
executing PQC migration paths.  
• Most identified vendor API 
fragmentation and compatibility with current 
systems as the primary inhibitors.  
• Hybrid cryptography, using traditional 
algorithms (RSA/ECC) in combination with PQC 
schemes, increases packet sizes by 35%, which is 
problematic for MTU-limited networks (e.g., 
Bluetooth, CAN bus) [82].  
Industrial control systems, usually tailored for 15–
25-year operational lifetimes, further lack 
firmware support for lattice-based cryptographic 
suites, which will almost certainly require special-
purpose hardware abstraction layers to bridge 
protocol gaps.  
 
 
 

D. Security vs. Efficiency Trade-offs  
As the technology changes, a key battle between 
cryptographic strength and deployment 
effectiveness remains. Meta-analysis of 42 studies 
of deployment highlights energy usage was the 
topmost issue of deployment in 42% of reports. 
Second was legacy system integration [83], 
appearing in 28% of failure in implementation. 
While highspeed PQC algorithms like Falcon have 
promising run times (1.8–2.3ms), they are usually 
FPU- or instruction-set- intensive, limiting 
deployment to high-end hardware.  
There's a paradox: "The more quantum-secure the 
algorithm, the less appropriate it is for 
heterogeneous, real-world systems." Thus, there is 
growing interest in custom hybrid schemes that 
sacrifice a bit of security to be able to offer more 
performance when resources get scarce [84].  
E. Lifecycle and Economic Cost 
Impediments  
The total cost of ownership (TCO) for deployment 
of PQC is high. Redesigning the hardware, 
extended firmware test times, compliance 
validation, and retraining developers all 
contribute to costs. Specific challenges are 

SPHINCS+SH
A256  

Hash-
Based 
(Sig)  

Level 3  8.1  12.5 
(Sign)  

35  40 KB  Firmware 
updates, audit 
logs  

Falcon-512  Lattice 
(Sig)  

Level 1  1.3  1.9 (Sign)  18  20 KB  OTA updates, 
blockchain  

NTRU-HPS- 
2048  

Lattice  
(KEM)  

Level 3  3.0  2.1 
(KEM)  

28  30 KB  Smart grid 
encryption  

BIKE-1  Code-
Based 
(KEM)  

Level 1  2.2  4.5 
(KEM)  

32  50 KB  Legacy IoT 
device upgrades  
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increased firmware size because of using large key 
sizes [85] and signature schemes an increased 
power consumption in mobile and embedded 
systems, impacting battery and thermal design. 
Longer lifecycles in sectors like aviation or medical 
devices (15–30 years) require PQC updates with 
backwards compatibility to support aging 
infrastructure.  
 
F. Algorithmic Diversity and Risk 
Uncertainty  
Despite NIST standardization, algorithm diversity 
among PQC candidates still injects strategic risk. 
Organizations are not certain about which 
algorithm families (lattice, hashbased, code-based) 
will be secure following NIST Round 4 [86]. To 
what extent different algorithms are vulnerable to 
side-channel attacks, especially in physically 

insecure environments. Emerging breakthroughs 
in quantum computing that can render even 
current PQC candidates obsolete. Investments in 
PQC are therefore usually postponed pending risk 
modeling and future-readiness certification.  
 
G. Human and Usability Barriers  
A final but often underappreciated barrier is user-
focused design. Most PQC libraries and tools. Do 
not have intuitive documentation or onboarding 
processes. Require cryptographic expertise higher 
than general-purpose developers [87]. Do not offer 
graphical interfaces or system logs to debug PQC 
processes. Without much focus on developer 
experience (DX) and human factors engineering, 
the adoption curve is still steep, especially for 
SMEs and startups.  

 

 
Figure 4.1: Circular Overview of Key Challenges in PostQuantum Cryptography Adoption 

 
5. Future Directions for Post-Quantum 
Cryptography Research  
 Implementing post-quantum cryptographic 
primitives in low-power, latency-sensitive AI 
platforms such as edge and embedded systems 
demands highly optimized customization. Unlike 
traditional systems, edge devices powered by AI 
usually possess extremely constrained memory, 

processing, and power budgets, necessitating light 
weight cryptographic protocols that prioritize no 
loss of security [88]. Developments are ongoing to 
create custom cryptographic circuits, processor-
level optimizations, and integrating deep learning 
models that can offload or approximate 
computationally heavy cryptographic processes on 
the fly [89].  
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Figure 5.1 Research Prioritization in Future Directions of PQC 
 

5.1 Algorithmic Compression Techniques  
To reduce the cost of resources for PQC schemes, 
developers are creating streamlined polynomial 
compression methods, capitalizing on sparse and 
structured formats (such as NTTefficient formats) 
to yield [90] memory-conservative 
implementations. New light-weight versions such 
as KyberSlim and Dilithium-Lite are being 
considered for limited devices. In parallel, "crypto-
aware pruning" removes duplicate neural layers or 
duplicate key schedule operations without 
compromising cryptographic accuracy. Activity in 
codebook-based approximations and entropy 
optimization further help reconcile cryptographic 
sophistication with device capabilities.  
 
5.1.1 Hardware-Software Co-Design  
The integration of PQC into AI processors 
requires an integrated hardware-software co-design 
strategy. Special NPU instructions for matrix-
vector multiplication in latticebased cryptography 
[91], register-conscious memory allocation, and 
cache prefetching strategies are examined. 
Domain-specific languages (DSLs) are used to 
model PQC primitives along with AI tasks to 
enable compiler-aware hardware mapping. In-
memory cryptography and energyproportional 
processing offer promise for PQC execution 
without significantly depleting power budgets.  
 
5.1.2 Approximate Computing Tradeoffs  
Approximate computing, previously reserved for 
AI, is being applied to PQC using quantized 
computation arithmetic operations for 
cryptographic primitives. Maintaining correctness  
 

 
is still challenging, but stochastic rounding, 
probabilistic cryptographic [92] kernels, and multi- 
bit approximation models are promising. AI-based 
confidence estimators are now being employed by 
researchers to make dynamic decisions on when to 
employ full-precision versus low-precision PQC 
operations, trading cryptographic margin for real-
time execution.  
 
5.1.3 Hybrid Cryptographic Models  
Hybrid cryptographic designs leverage the strength 
of classical and quantum-resistant primitives to 
ensure that the transition is as smooth as possible. 
TLS and VPNs are being made compatible with 
hybrid key exchanges (e.g., X25519 + Kyber) for 
backward compatibility and reduced risk from 
future advances in cryptanalysis. Hybrid models 
provide failsafe mechanism and cryptographic [93] 
agility, especially in mission-sensitive applications 
like banking and aerospace.  
 
5.1.4 Adaptive Protocol Design  
Next-gen systems require dynamic security 
controls. Cryptoagile middleware enables on-the-
fly switching between algorithms based on 
bandwidth, latency, or threat indicators. Policy 
engines driven by ML select optimal algorithms at 
runtime depending on device temperature, 
memory capacity, and external threat indicators. 
These systems enable resilience through partial 
deployments and incremental adoption of PQC 
[94].  
 
5.1.5 Security Composition Frameworks  
Security has to be compositional, fault-tolerant 
against partial failures. Formal verification of 
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hybrid protocols is becoming focal, making use of 
theorem provers and model-checkers to reason 
about intricate interaction surfaces. 
Failurecontainment zones are the focus of research 
so that compromise in one part of the 
cryptographic component [95] does not cascade. 
Ideas such as graceful degradation and 
compositional correctness are vital in safety-critical 
systems.  
 
5.1.6 Performance Optimization  
Performance is gained through instruction-level 
parallelism and modular execution sequences. 
ECC and lattice-based operations are executed in 
unified cycles by shared registers and SIMD units. 
Optimized libraries such as PQClean, liboqs, and 
hardware-accelerated PQC APIs are being adopted 
in the industry to provide plug-and-play PQC to 
system integrators [96].  
Artificial intelligence not just accelerates the 
deployment of cryptographic protocols but also 
acts as an effective attacker to analyze their 
security. AI-based tools can discover finegrained 
cryptographic flaws, side-channel attacks, and 
backdoors by scanning enormous codebases and 
parameter spaces orders of magnitude greater than 
humans.  
 
5.2.1 Adversarial Testing Frameworks  
Reinforcement learning agents simulate attackers 
who are capable of generating strong 
cryptographic attacks with small budgets. GANs 
and neuro-symbolic systems produce fake attack 
contexts to check for entropy leakage [97], 
decryption oracle vulnerabilities, and side-channel 
leakage. Adversarial fuzzing driven by deep 
learning helps identify rare but critical failure 
states in lattice-based protocols.   
 
5.2.2 Defensive Applications  
ML enables formal PQC verification through 
symbolic execution and static analysis of 
cryptoalgorithms. Anomaly detectors based on 
autoencoders are trained to detect anomalous 
PQC implementations of hardware. Formal 
verification with the help of AI guarantees 
compliance with NIST's test vectors and detects 

edge-case behavior of postquantum key 
encapsulation mechanisms [98].  
 
5.2.3 Basic Research  
Deep learning algorithms are being constructed to 
understand the thermalisation of lattice problems, 
such as worst-case to average-case reductions. 
Neural solvers explore the learnability of 
intractable problems such as SIS and LWE under 
given conditions. This challenge doesn't only 
invalidate the cryptographic assumptions but 
proposes new hardness assumptions for future-
generation PQC schemes [99].  
With mainstream adoption of federated learning 
in privacysensitive domains like healthcare and 
finance, PQC stops the model update privacy and 
identity protection against a quantum-adversarial 
future. Efficient integration of cryptographic 
primitives into decentralized AI systems is the 
objective.  
 
5.3.1 Encrypted Model Aggregation  
Lattice-based homomorphic encryption and 
quantumresistant multi-party computation (MPC) 
are breathing life into secure aggregation schemes. 
Federated averaging is possible with lattice-friendly 
homomorphic operations without exposing 
gradients or intermediate updates. PQCmandated 
privacy ensures that eavesdropping aggregators or 
malicious players cannot reverse-engineer 
individual user data.  
 
5.3.2 Authentication Frameworks  
Quantum-resistant zero-knowledge proofs (ZKPs) 
support verifying ownership or membership of a 
model without revealing identity. Stateless sign 
schemes based on hash functions or lattices aid 
auditing the contributions of the model in a fair 
and traceable manner. Model checkpoint 
authentication is a new frontier with a goal to 
provide verifiable learning pathways.  
 
5.3.3 System Architecture  
Secure federated learning systems now also 
include hierarchical key management, lattice-
based keys organized in layers over cloud, fog, and 
edge. Light-weight post-quantum digital signature-
based attestation methods ensure the entire 
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training pipeline is reliable from sensor data 
acquisition to model inference.  
Industrial automation, autonomous 
transportation, and smart healthcare demand 
cryptographic protocols with submillisecond 
delay. This has been difficult to achieve using PQC 
since it comes with larger key sizes and 
computational complexity.  
5.4.1 Automotive-Grade Cryptography  
Applications such as V2X (Vehicle-to-Anything) 
communication that are latency-sensitive require 
authentication protocol to be below 5ms. 
Researchers are designing compact, 
precomputable forms of PQC signatures. Merkle 
trees are employed to compact certificate chains 
and Certificate renewal schemes with low 
overhead are suggested to avoid full chain 
validation for each session.  
 
5.4.2 Industrial IoT Adaptations  
Time-critical execution of PQC protocols is 
supported by static scheduling, timer hardware, 
and session resumption models. Handshake 
protocols lattice-friendly with KEMs (Key 
Encapsulation Mechanisms) are integrated with 
realtime control system clocks for deterministic 
communication.  
 
5.4.3 Emerging Technologies  
Optical computing and neuromorphic chips bring 
paradigm changes in PQC throughput. Analog 
and quantum-accelerated platforms show orders of 
magnitude faster lattice problem solutions 
compared to traditional CPUs. Photonic lattices 
and memristor arrays research enables polynomial 
multiplications through meticulous speed, utilized 
by Kyber and Dilithium schemes.  
Multi-agent systems like robotic swarms and 
autonomous fleets require not just secure 
communication, but secure consensus and 
coordination without compromising autonomy 
and scalability.  
 
5.5.1 Distributed Consensus Protocols  
Consensus protocols such as PBFT and Raft are 
being redesigned for PQC environments. Lattice-
based threshold signatures and hash-based 
distributed randomness beacons are being used to 

facilitate consensus in energy-constrained 
environments. Blockchain-based solutions are 
being supported by swarm orchestration through 
PQC-compliant smart contracts.  
 
5.5.2 Swarm Security Architectures  
Group-authentication mechanisms are needed for 
swarm security. Spatial anomaly detection enabled 
with AI, local tamper detection modules, and 
quantum-attack resilient group signatures are 
being integrated in real-time. Secure mesh 
networks are provided through lattice-encrypted 
channels such that fleets of drones will be 
synchronized and secure.  
 
5.5.3 Adaptive Security Policies  
Biologically motivated, PQC-enabled multi-agent 
systems rekey cryptography keys with genetic 
algorithms or threatdriven models of entropy. 
Context-aware rekeying is done by AI-driven threat 
agents to mitigate threats without interfering with 
swarm coordination. Cryptographic parameters 
are dynamically adjusted by policy engines in 
agents considering environments or mission 
sensitivity.  
 
5.5.4 Emerging Cross-Cutting Research Themes  
Experiments are moving beyond traditional 
system silos and collaboration innovation at the 
security, hardware, and human factors 
intersection.  
 
5.5.5 Quantum-AI Synergies  
Quantum computing enables AI acceleration but, 
in the form of quantum-amplified attacks, with 
threats as well. Models of quantum machine 
learning (QML) might decrypt lattice instances 
faster than anticipated. AI is utilized to 
dynamically adjust quantum-safe parameters, 
hence making PQC more versatile.  
 
5.5.6 Sustainable Cryptography  
Sustainability is among the goals of design. Green 
cryptography aims to decrease energy 
consumption, the use of biodegradable hardware, 
and recyclable key material. Lowentropy footprint 
PQC research avoids wear-and-tear in flashbased 
embedded systems [100].  
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5.5.7 Human-Centered Design  
For deployment at scale, PQC tools must be easy 
to use. Visual cryptographic IDEs, lattice-based key 
error-guided  debugging, and hybrid protocol 

simulation platforms are on the horizon. 
Instructional materials targeted at developers and 
policymakers close the gap between state-of-the-art 
cryptographic theory and practical deployment.   

 
Table 1: Future Directions for Post-Quantum Cryptography Research  
 cryptography, and AI domains  interdisciplinary codesign 

environments  
Quantum-AI Convergence  Dual-use of AI:  

both a testing tool and a quantum 
cryptanalytic threat  

Quantum-enhanced  
AI for cryptanalysis and defense,  
cryptographic  
safeguards against quantum ML 
inference  

Sustainable  
PQC and  
Green  
Cryptography  

High energy footprint of post- 
quantum algorithms  
and short hardware lifecycles  

Recyclable crypto hardware, 
energyefficient key  
exchanges,  
sustainability-aware protocol design  

Human- 
Centered PQC Design  

Complexity in adoption, lack of  
intuitive interfaces or training 
materials  

User-friendly toolkits, educational 
platforms, intuitive libraries, 
explainable PQC system interfaces  

Research Focus Area  Key Challenges  Emerging Solutions and Innovations  

PQC for AI- 
Driven Edge Devices  

Limited compute power, energy  
constraints, large key sizes  

Lightweight lattice variants, sparse  
polynomials, cryptoaware pruning, 
inmemory architectures  

Hardware- 
Software CoDesign  

Integration of PQC into existing 
chipsets and NPUs  

Custom instruction sets for PQC, 
energyproportional  
architectures, PQC- 
accelerated neural processors  

Approximate and 
Quantized  
Computing  

Tradeoff between cryptographic 
accuracy and performance  

Low-precision PQC  
arithmetic,  
probabilistic  
verification, NPU- 
accelerated lattice operations  

Hybrid  
Cryptography Models  

Smooth transition from classical to  
quantum-resistant cryptography  

Classical-PQC combined protocols, 
dynamic algorithm  
switching, hybrid key exchange 
mechanisms  

Adaptive and  
ContextAware  
Protocols  

Environmental variability, evolving 
threat models  

Machine learning– based crypto-agile  
systems, intelligent protocol 
adaptation  

Formal  
Security and  
Failure  
Resilience  

Vulnerability to partial failures and 
weak links in hybrid systems  

Formal compositional proofs, 
modular  
degradation analysis, layered fault 
containment  
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