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Abstract

Quantum cryptography is poised to transform cybersecurity in the financial sector,
with postquantum cryptography (PQC) and quantum key distribution (QKD)
promising new resilience against quantum-enabled attacks. However, adopting
these technologies introduces complex ethical and governance challenges that
remain underexplored. This paper investigates the ethical and governance risks
posed by PQC and QKD in international financial transactions. Through a
critical review of peerreviewed studies and industry reports, this analysis identifies
pressing concerns such as privacy wviolations, stakeholder power imbalances, and
regulatory fragmentation. Research gaps include limited focus on cross-border
ethical considerations, stakeholder influence, and the long-term societal impacts of
quantum control by governments and corporations. The study concludes that
coordinated global standards and robust ethical frameworks are essential to ensure
both security and fairness in quantum-era financial systems, underscoring the
urgent need for interdisciplinary collaboration as quantum technology reshapes
global finance.

The rapid advancement of quantum computing
represents a transformative threat to global
cybersecurity, especially within the financial
sector. Traditional encryption methods that
currently safeguard international transactions,
digital banking systems, and blockchain records
are increasingly vulnerable to the development of
cryptographically relevant quantum computers
(CRQCs) (Mosca, 2018; Federal Reserve, 2025;
Aggarwal et al., 2022). Technologies such as post-

quantum cryptography (PQC) and quantum key
distribution (QKD) are being developed as
defenses. The “Harvest Now, Decrypt Later”
(HNDL) threat—where encrypted financial data is
stolen today and decrypted once quantum
computers mature—is a growing concern for
banks and payment networks (UK Finance,
2023). The wurgency of addressing these
vulnerabilities is highlighted by the global scale
and interconnectedness of modern finance,
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including systems like SWIFT and cross-border
settlements (Deloitte, 2025; Aggarwal et al.,
2022).

Beyond technical risks, the adoption of quantum
cryptography raises complex questions about
privacy, distributive justice, and stakeholder
power. The ethical implications of who governs
quantume-safe infrastructure—governments,
private sector, or international coalitions—remain
underexplored in both policy and academic
discourse (Jiang et al.,, 2024). Furthermore,
insufficient attention has been paid to the
potential for regulatory fragmentation and the
disproportionate  impact on  developing
economies. Addressing these challenges requires
interdisciplinary research that integrates technical
innovation with robust ethical frameworks and
coordinated global governance. To contextualize
these issues, the following section surveys the
current state of research on quantum security in
finance.

2. Literature Review

2.1 Technical Threats

Quantum computing poses a profound threat to
the cryptographic foundations of modern
financial security. Current systems rely heavily on
public-key algorithms such as Rivest-Shamir-
Adleman (RSA) and Elliptic Curve Cryptography
(ECC), which are widely used to secure
international transactions and digital banking
infrastructure. The advent of cryptographically
relevant quantum computers (CRQCs) and the
application of algorithms such as Shot’s
algorithm could efficiently break these encryption
methods, rendering sensitive financial data—
including blockchain transactions—vulnerable to
exposure (Mosca, 2018; Federal Reserve, 2025;
Boston Consulting Group, 2025; Aggarwal et al.,
2022).

A vparticularly acute risk is the “Harvest Now,
Decrypt Later” (HNDL) scenario, wherein
adversaries collect and store encrypted financial
communications today, with the intention of
decrypting them once quantum capabilities
mature. This threatens the confidentiality of past
and  future transactions, especially  for
international payment networks like SWIFT, and

could undermine trust in global financial
infrastructure (UK Finance, 2023; Federal
Reserve, 2025).

Even symmetric encryption and cryptographic
hash functions are not fully immune. While
schemes such as AES 256 and SHA-2 offer
greater resistance, Grover’s algorithm could halve
their effective security, necessitate larger key sizes,
and further complicate secure communications

(BPIL, 2024).

2.2 Migration to Post-Quantum Cryptography
Financial sectors are now turning to Post-
Quantum Cryptography (PQC) to protect
themselves from potential future quantum
computer attacks. Unlike Quantum Key
Distribution (QKD), which requires expensive
hardware and complex installation, PQC can be
added through a simple software update. This
makes it faster, cheaper, and easier for banks to
use (Mastercard, 2025). Experts suggest that
banks adopt hybrid systems that combine PQC
with traditional encryption methods. This helps
keep existing systems compatible while also
preparing them for future quantum threats (UK
Finance, 2023).

Regulators in the United States (US), the United
Kingdom (UK), and the European Union (EU)
are encouraging banks to adopt Post-Quantum
Cryptography (PQC) early. They have also set
clear deadlines for when banks must comply.
Financial institutions that delay this change could
face higher costs, lose customer trust, or face legal
penalties (Boston Consulting Group, 2025).

2.3 Ethical and Systemic Risks of Quantum
Computing in Finance

However, quantum computing introduces several
serious ethical and systemic concerns for the
financial sector. First, it poses a threat to existing
encryption frameworks. A sufficiently powerful
quantum  computer  could  compromise
blockchain and  traditional cryptosystems,
revealing private financial transactions that were
previously assumed secure. Such breaches could
undermine the integrity of financial markets and
erode trust in banking institutions (Deloitte,

2025; Boston Consulting Group, 2025).
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Second, quantum computing could exacerbate
challenges related to data complexity and
decision-making processes. Banks and fintech
companies already collect vast volumes of
sensitive data and rely on sophisticated machine
learning (ML) systems to process it. The
introduction of quantum-enhanced computation
could accelerate these systems exponentially,
making them less transparent and harder to
audit. This complicates regulatory compliance
and heightens risks related to algorithmic
accountability, explainability, and oversight of
financial decision-making (Deloitte, 2025; Boston
Consulting Group, 2025).

Third, quantum technology could enable entirely
new forms of cyber risk. Advanced quantum
algorithms may facilitate the development of
cyberweapons capable of manipulating, stealing,
or falsifying financial data at unprecedented
speed. Such capabilities could threaten not only
individual banks but also the stability of the
global financial system, potentially creating
systemic financial shocks if exploited maliciously
(Federal Reserve, 2025).

In addition, the adoption of quantum-safe
technologies is uneven across the global financial
landscape. Large banks and financial institutions
in developed countries can implement Post-
Quantum Cryptography (PQC) rapidly, whereas
those in developing nations may face
technological, financial, and infrastructural
constraints. This uneven adoption could
exacerbate global inequities in financial security,
leaving vulnerable economies more exposed to
quantum-enabled attacks (Mastercard, 2025; UK
Finance, 2023).

Another critical concern involves regulatory
preparedness and international coordination.
Existing regulations and cybersecurity standards
were not designed with quantum threats in mind.
The lack of harmonized global standards may
create regulatory gaps, allowing sophisticated
actors to exploit inconsistencies  across
jurisdictions. Proactive collaboration between
governments, regulators, and
institutions is necessary to establish adaptive
frameworks capable of anticipating and
mitigating the ethical, technical, and systemic

financial

risks associated with quantum computing
(Boston Consulting Group, 2025; Deloitte,
2025).

Finally, the societal and ethical implications of
quantum-enabled finance warrant attention. If
access to quantum-safe security technologies is
concentrated among a few global actors, this
could reinforce monopolistic structures and limit
equitable participation in global financial
markets. Ensuring fair distribution of the benefits
of secure quantum technologies is therefore a
critical ethical imperative, alongside the technical
and operational challenges (Mastercard, 2025;
UK Finance, 2023).

Prior academic studies reinforce these industry
findings. Chen and Wang (2023) identified that
most financial institutions underestimate the
transition risks involved in adopting post-
quantum cryptography, while Huang and Patel
(2022) noted that governance structures for
quantum systems remain fragmented across
national boundaries. Similarly, Kumar and Ali
(2024) argued that limited international
coordination may deepen the digital divide
between developed and emerging economies,
particularly in the financial sector. Moreover,
Rahman and Zhang (2023) emphasized the
ethical risks of surveillance and data
concentration within quantum-secured systems,
underscoring the need for global governance
frameworks that balance innovation with
accountability.

2.4 Governance and Control

The question of who should control quantum
cryptography—governments, private companies,
or a combination of both—has become a critical
topic in global finance. Government oversight
can ensure consistent security standards and the
fair implementation of encryption systems across
financial institutions. Strong regulation helps
prevent misuse of quantum technology in illegal
activities such as cybercrime and fraud (Boston
Consulting Group, 2025). However, excessive
government control raises privacy and ethical
concerns, including the risk of mass surveillance
or the misuse of sensitive financial data (Federal
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Reserve, 2025). A nuanced approach is needed to
balance security, privacy, and public trust.

In contrast, private companies drive most
research and  development in  quantum
cryptography. Their leadership can accelerate
innovation and reduce costs for financial
institutions (UK Finance, 2023). Yet, if a few
large technology firms control the technology,
monopolistic ~ structures may arise. Such
concentration could limit competition, reduce
transparency, and leave smaller organizations or
developing nations dependent on dominant
firms, deepening global inequalities in quantum-
secure finance (Boston Consulting Group, 2025;
Mastercard, 2025). Ethical considerations such as
accountability and public interest must therefore
remain central in any private sector-led model.

A further concern is the lack of standardized
international regulations. Many countries are
developing quantum encryption systems and
standards independently, risking conflicts over
data ownership, cybersecurity protocols, and
cross-border financial operations. Drawing
lessons from fields like internet governance (e.g.,
ICANN) and data privacy (e.g., the General Data
Protection  Regulation),  experts  suggest
international treaties or cross-border regulatory
bodies could facilitate unified standards and fair
access to quantum cryptography. Nonetheless,
excessive governmental involvement could slow
progress or concentrate influence among
powerful nations, disadvantaging developing
countries (Federal Reserve, 2025; UK Finance,
2023).

Hybrid governance models—where governments
provide oversight and regulatory frameworks,
while private companies drive innovation and
technical implementation—may offer a balanced
approach. Such models could encourage
responsible deployment, maintain competitive
markets, and ensure that security standards are
upheld internationally. Despite these
considerations, research on optimal governance
frameworks for quantum cryptography in the
financial sector remains limited, highlighting the
need for further study on equitable, effective, and
sustainable  governance  strategies (Boston

Consulting Group, 2025; Deloitte, 2025). Public-

private partnerships, such as joint regulatory
bodies or advisory panels, can serve as practical
mechanisms for hybrid governance. For example,
the Financial Stability Board (FSB) brings
together government regulators and private sector
representatives to shape standards in global
finance. Applying similar structures to quantum
cryptography would help ensure transparency,
accountability, and the integration of technical
expertise with regulatory oversight.

Ultimately, balanced and inclusive governance
will be essential to ensure that quantum
cryptography advances global finance equitably
and securely. By drawing on lessons from other
fields and fostering international cooperation,
stakeholders can navigate the complexities of this
transformative technology while protecting public
trust and fair access.

2.5 Environmental and Supply Chain
Considerations

Implementing  PostQuantum  Cryptography
(PQC) and Quantum Key Distribution (QKD) on
a large scale requires significant updates to global
data centers, communication networks, and
encryption systems. These upgrades demand
high-performance processors and specialized
hardware, both of which are associated with
increased energy consumption (UK Finance,
2023; Smith & Lee, 2024). Consequently, the
transition to quantum-safe systems could
substantially raise the carbon footprint of
financial institutions globally.

Beyond energy use, the supply chain for quantum
technology raises additional ethical and
environmental Manufacturing
quantum processors and components depends on
rare earth elements, advanced fabrication
techniques, and a limited pool of specialized
suppliers (Deloitte, 2025; International Energy
Agency, 2024). These factors introduce risks such
as supply chain bottlenecks, restricted access to
critical materials, and the potential exploitation
of suppliers in developing regions (UNEP, 2023).
Although these environmental and supply chain
issues are significant, the majority of current
research on quantum cryptography prioritizes
technical and security challenges. There is

concerns.
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minimal focus on sustainability or environmental
responsibility (UK Finance, 2023; Boston
Consulting Group, 2025). Future research should
systematically address these topics to ensure that
the shift to quantum-safe financial systems is
environmentally responsible and sustainable.

2.6 Summary of Gaps

While recent studies by organizations such as the
Boston Consulting Group (2025), UK Finance
(2023), and Deloitte (2025) provide valuable
technical and ethical insights on quantum
cryptography, notable research gaps remain. For
example, there is insufficient ethical analysis
regarding the impact of Post-Quantum
Cryptography (PQC) on cross-border financial
systems, particularly in terms of fairness,
accessibility, and regulatory consistency (Jiang et
al., 2024). Furthermore, the debate over whether
quantum cryptography governance should fall
under governmental or private sector oversight
warrants further exploration, as each approach
involves distinct risks of misuse and power
imbalance (World Economic Forum, 2024).
Another major concern is the alignment of
national encryption policies. Numerous countries
are developing independent quantum  security
standards, risking incompatibility that could
complicate international financial transactions
(Boston Consulting Group, 2025; ISO, 2024).
Future research should incorporate the
perspectives of all key stakeholders—including
banks, fintech firms, regulators, and consumers—
to promote a transition to quantum-safe systems
that is equitable, transparent, and inclusive
(Financial Stability Board, 2024).

Additionally, the environmental impacts of
quantum technologies—including high energy
consumption and increased carbon emissions—
remain underexplored (UK Finance, 2023;
International Energy Agency, 2024). Researchers
should develop integrated frameworks that link
ethical, environmental, and technical
considerations, fostering a more balanced and
sustainable approach to global financial
cybersecurity (UNEP, 2023).

However, few studies have examined how these
ethical and governance challenges specifically

affect financial systems in developing countries,
leaving a gap this paper seeks to address. Building
on these findings, the next section outlines the
research design and methodology used to analyze
perceptions of quantum security among
participants in Lahore.

3. Methodology

This section outlines the step-by-step approach
used to collect and analyze data for this study.
The methodology integrates quantitative and
qualitative data collection, expert engagement,
and a critical review of existing literature,
ensuring a robust analysis from multiple
perspectives.

3.1. Questionnaire Design and Deployment

A series of structured and semi-structured
questionnaires was meticulously designed to
capture diverse perspectives on  quantum
cryptography, cybersecurity, and ethics. These
questionnaires targeted students from various
academic backgrounds, utilizing a combination of
Likert-scale, multiple-choice, and open-ended
questions. This design enabled the collection of
both quantitative data (e.g., awareness levels,
perceived risks) and qualitative insights (e.g.,
ethical concerns, opinions on governance
models).

Questionnaires were distributed in person and
electronically, with careful attention to language
clarity and neutrality to minimize respondent
bias. Prior to full deployment, the items were
piloted among a small student group and refined
for clarity and consistency. A total of 60 students
from three colleges participated in the
questionnaire phase, representing both STEM
and non-STEM academic backgrounds (ages 18-
24; 60% male, 40% female). Participants were
recruited via email and classroom
(convenience sampling).
Questions included items such as: “How familiar
are you with quantum cryptography?” and “What
ethical concerns do you associate with quantum
technologies in finance!” The response rate was
approximately 75%.

announcements
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Awareness by Academic Background
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3.2. Online Survey Administration

The survey reached a demographically diverse
sample of 142 respondents from three major
schools in Lahore, including students, teachers,
and parents, with participants aged 16-49. This
enabled efficient data collection across different
academic and social backgrounds within the city.
The instrument was pretested to ensure
reliability, achieving a Cronbach's alpha of 0.82,
and included measures for respondent anonymity
and data integrity.

Non-STEM

Results showed:

. 64% concerned about current digital
system security

) 72% interested in quantum technology

. 58% believed quantum-secure systems
will be essential in finance

) 47% noted insufficient awareness of
quantum cryptography

These results highlight a strong interest in
emerging technologies alongside notable gaps in
awareness and perceived security.
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Survey Results on Quantum Technology Awareness

72% Interested in
Quantum Technology

64% Concerned about
Current Security

3.3. Expert Workshop Participation

To supplement the survey data with expert
perspectives, [ attended a specialized workshop
on quantum cryptography held at a local
university in Lahore. The workshop featured live
demonstrations,
cryptographic methods, and panel discussions
about societal and ethical implications. The event
was attended by over 60 participants, including
university students, faculty members, and local
industry professionals, providing a
multidisciplinary environment for learning and
discussion. Notes and reflections from the
workshop were systematically transcribed and
analyzed to provide technical clarity and real-
world context for interpreting the survey
findings.

technical sessions on

3.4. Literature Review

A systematic literature review was undertaken,
drawing on a balanced selection of recent peer-
reviewed academic journal articles, industry white
papers, and regulatory or policy reports published
between 2018 and 2025. In total, 14 key sources
were reviewed, providing a comprehensive
overview of advancements in quantum
cryptography and its relevance to financial
security in Pakistan. The literature review
contextualized the primary data, identified
current knowledge gaps, and anchored the

47% Aware of Quantum
Cryptography (Low)

58% Believe Quantum Systems
Essential in Finance

research within established academic and policy
frameworks.

3.5. Data Analysis

Quantitative data from the surveys were analyzed
using descriptive statistics, including frequency
distributions and cross-tabulations, to identify
trends such as levels of awareness and attitudes
toward quantum cryptography. Inferential
statistics, such as chi-square tests, were applied to
examine associations between demographic
factors and survey responses. Qualitative data
from open-ended survey questions and workshop
notes were analyzed using thematic analysis with
open coding, resulting in the identification of
four major themes and nine sub-themes related
to ethics, technical challenges, awareness, and
future readiness. These methods allowed for a
comprehensive understanding of both the
statistical ~ patterns and  the  underlying
perspectives of the participants.

Triangulation of findings from all sources
ensured validity and enriched the analysis, with
particular attention to issues such as regulatory
harmonization, stakeholder trust, and the digital
divide in access to quantum technologies.
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3.6. Ethical Considerations

All data collection procedures adhered to
standard ethical guidelines. Participants were
clearly informed about the study’s aims, assured
of confidentiality, given the option to withdraw
at any stage, and provided informed consent. All
responses were anonymized and securely stored

in accordance with institutional data protection
policies.

This methodology has certain limitations,
including a relatively small and localized sample
size and potential self-selection bias, which may
limit the generalizability of the findings to
broader populations.

Frequency of Ethical & Governance Themes in Responses

Privacy
Security
Transparency
Fairness
Accountability
Equity

Trust

Regulation

4. Results

This section presents findings derived from a
mixed-methods study examining awareness,
perceptions, and implications of quantum
cryptography, with a particular focus on the
financial sector. Data were collected through
structured questionnaires (n = 60), an online

15 20 25
Frequency Count

survey (n = 142), and an expert workshop (n =
60), providing both robust quantitative analysis
and rich qualitative insights. The findings are
organized into  participant  characteristics,
awareness levels, perceived financial impact,
ethical and governance concerns, expert
workshop insights, and overarching patterns.
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Frequency of Ethical and Governance Concerns
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4.1. Participant Overview

Data were gathered from 60 students (ages 18-
24) at three colleges in Lahore (60% male, 40%
female; 55% STEM, 45% non-STEM; mean age
20.1, SD = 2.1; 75% response rate). An
additional online survey expanded the sample to
142 participants (students, teachers, and parents)
aged 16-49 from diverse educational and
socioeconomic backgrounds.

Regulation Societal Impacts

4.2. Awareness and Perceptions of Quantum
Cryptography

Only 29% of respondents rated themselves as
“familiar” or “very familiar” with quantum
cryptography (95% CI: 22%-36%), while 64%
were concerned about current digital security and
72% showed strong interest in learning more.
STEM participants demonstrated significantly
higher awareness than non-STEM peers (p <
0.05, chi-square test).

Self-Reported Familiarity with Quantum Cryptography

= = N N w
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Number of Respondents
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4.3. Perceived Financial Sector Impact

A majority (58%) believed that quantum-secure
systems will be essential for future financial
transactions, while 66% expressed concern that
quantum computing could compromise existing
encryption in banking and digital payments.
Among those concerned about encryption risks,
72% recommended immediate assessment of
existing infrastructures, and 60% advocated for

policy-driven incentives to accelerate quantum-
safe adoption.
Respondents frequently cited the “Harvest Now,
Decrypt Later” scenario, reflecting awareness of
long-term vulnerabilities to data harvested today.
Several participants stressed the need for
proactive investment in quantum-safe
infrastructure, noting that reactive strategies
could lead to financial instability and loss of
consumer trust.

Relationship Between Awareness and Concern About Security

6_
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3.0 3.5 4.0 45 5.0

Awareness (1-5 Scale)

4.4. Ethical, Equity, and Governance Concerns
Privacy and Data Protection:

Respondents worried about the exposure of
confidential financial information if quantum
attacks occur, emphasizing the importance of
robust privacy safeguards.

“If quantum computers become available to
hackers, our financial data could be exposed
instantly.” (Survey participant, age 22, STEM)

Access and Equity:

Concerns were raised about the potential for
large, well-resourced institutions to implement
quantum-safe systems more rapidly than smaller
or developing organizations, exacerbating global
security gaps.

“Larger financial institutions are anticipated to
adopt quantum security measures more rapidly.”

(Workshop attendee)

Regulatory Trust and Fragmentation:

Many participants highlighted the need for
harmonized  international  standards and
expressed skepticism about the ability of current
regulations to keep pace with quantum risks.
“Regulations are always ten steps behind
technology—how will they keep up with
quantum?” (Parent respondent)

Societal Implications:
Some noted that concentrated control over
quantum

technologies could  reinforce
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monopolies and limit fair access to secure
financial services.

“Quantum tech could create new monopolies in
finance, making it harder for ordinary people to
access safe services.” (Student, non-STEM)

4.5. Insights from Expert Workshop

The expert workshop provided a practical and
technical context for survey findings. Participants
reported enhanced understanding of both the
technical mechanisms and ethical implications of
quantum cryptography.

Key discussions centered on the challenges of
transitioning to post-quantum systems, including
retrofitting legacy financial infrastructures and
the urgent need for workforce training in
cryptographic  modernization.  Experts also
emphasized hybrid cryptographic approaches that
combine post-quantum cryptography (PQC) with
traditional systems, along with the importance of
transparent, inclusive governance frameworks to
maintain stakeholder trust.
Collaborative engagement among academia,
industry, and regulators was consistently
highlighted as essential for risk mitigation and
equitable adoption.

4.6. Patterns and Key Observations

. Strong interest but limited technical
fluency:  While awareness of quantum
cryptography remains moderate, participants
exhibited high curiosity and concern about its
societal and financial implications.

. Support for hybrid solutions and
increased  oversight:  Respondents  favored
integrating  post-quantum and  traditional
cryptographic systems to ensure stability during
the transition.

. Equity and international coordination:
Concerns about the digital divide were pervasive,
particularly regarding disparities in quantum
readiness between wealthy and developing
nations.

. Need for collaborative governance: The
findings suggest that international cooperation,
supported by transparent regulation and
equitable access policies, will be crucial to
achieving secure global finance.

These patterns show that, while enthusiasm for
quantum  technologies is high, technical
understanding and readiness are unevenly
distributed. This underscores the urgency for
coordinated, ethical, and globally inclusive
quantum adoption strategies—especially those
prioritizing hybrid approaches and robust
policies. The results highlight both opportunities
and systemic challenges facing the financial sector
during the quantum transition, emphasizing the
need for continued research and stakeholder
engagement.

5. Discussion

The present study offers a comprehensive analysis
of awareness, perceptions, and anticipated
implications of quantum cryptography within the
financial sector, leveraging a robust mixed-
methods approach. Through the integration of
quantitative surveys, qualitative open-ended
responses, expert workshop insights, and a
systematic literature review, the study ensured
triangulation of findings and a nuanced
interpretation of both statistical patterns and
underlying stakeholder perspectives. The findings
not only illuminate current knowledge and
attitudes but also highlight crucial ethical,
technical, and governance challenges as quantum
technologies advance toward real-world adoption.

5.1 Interpretation of Key Findings

Results reveal a pronounced interest in quantum
technologies among participants, with 72%
expressing a desire to learn more and 58%
recognizing the future importance of quantum-
secure systems in financial transactions. However,
the relatively low level of self-reported familiarity
(29%) underscores a significant knowledge gap,
particularly among non-STEM respondents. This
disparity suggests that targeted educational
initiatives are needed to ensure equitable access
to quantum literacy across diverse demographic
groups.

The study further demonstrates that concern
about existing digital security is widespread
(64%), and participants perceive quantum
computing as both a threat to current
cryptographic systems and an opportunity for
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innovation. Notably, respondents advocate for
hybrid cryptographic solutions and robust
regulatory frameworks to manage the transition
and mitigate risks. The qualitative data further
highlight issues of access, equity, regulatory lag,
and the digital divide. The expert workshop

added practical context, revealing challenges in
retrofitting legacy systems and the urgent need
for workforce training concerns less visible in
survey data

Preferred Cryptographic Strategy Among Respondents

70 4

w o (%) [e)]
o o o o
1 I 1 I

Percentage of Participants
N
o

10

Od

Hybrid (PQC + Classical) Only Classical

5.2. Comparison with Existing Literature

These findings align with recent academic and
industry reports that emphasize the urgency of
preparing financial infrastructures for the advent
of quantum computing (e.g., Smith et al., 2023;
Financial Stability Board, 2024). The observed
gaps in awareness and readiness mirror challenges
identified in other emerging technology domains,
where early adopters often outpace broader
stakeholder understanding. The literature review
contextualized primary data, revealing that the
knowledge gaps and regulatory concerns
identified in this study are consistent with
international trends, but also highlighting unique
regional factors such as the digital divide in
Pakistan. The «call for multi-stakeholder
collaboration and policy-driven incentives is
echoed in global policy discourse.

5.3. Implications for Policy and Practice
The results suggest an urgent need for
coordinated action among educational

Only PQC

institutions, regulators, industry leaders, and
technology developers. First, integrating quantum
literacy into curricula at multiple educational
levels could help bridge knowledge gaps. Second,
proactive regulatory guidelines and incentives can
encourage financial organizations to assess and
upgrade their cryptographic infrastructures before
quantum threats become imminent. Third,
fostering public-private partnerships will be vital
in ensuring inclusive, ethical, and secure
adoption of quantum technologies in finance.
These findings are particularly salient for
Pakistan, where disparities in digital access and
evolving regulatory frameworks may pose
additional challenges to equitable quantum
technology adoption.

5.4. Limitations and Future Research

Despite its strengths, this study is limited by its
localized sample, use of convenience sampling,
and reliance on selfreported measures, which
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may introduce biases—such as social desirability—
and constrain generalizability, particularly given
the predominance of vyounger, student
participants. The cross-sectional design also limits
causal interpretations. Strict adherence to ethical
standards and data integrity protocols ensured
participant trust and response reliability. Future
research should consider longitudinal studies,
larger and more diverse samples, and comparative
analyses across sectors and regions to deepen
understanding of quantum readiness and its
societal impacts.

Conclusion

In summary, this research provides a rigorous,
multi-dimensional examination of the ethical,
technical, and governance challenges posed by
quantum cryptography in the financial sector,
with a particular focus on post-quantum
cryptography (PQC) and quantum  key
distribution (QKD). Through a mixed-methods
approach—including  survey  data,  expert
workshops, and systematic literature review—the
study identifies both the transformative potential
and the complex risks of quantum technologies
in finance.

The findings underscore a pronounced gap
between high levels of interest in quantum
security and limited technical fluency among key
stakeholders, especially outside STEM fields. The
“Harvest Now, Decrypt Later” threat and the
potential for quantum-enabled cyberattacks are
widely recognized, driving support for hybrid
cryptographic solutions and urgent regulatory
reform. Yet, the uneven adoption of quantum-
safe infrastructure—exacerbated by disparities in
resources, technical expertise, and regulatory
readiness—raises profound ethical concerns
regarding equity, privacy, and access across global
financial systems.

Unique insights from expert engagement and
qualitative responses highlight the necessity of
proactive workforce training, the modernization
of legacy systems, and harmonized international
standards. The research also brings to light
underexplored issues such as the environmental
impact of quantum infrastructure and supply
chain vulnerabilities, calling for sustainability to

be integrated into future roadmaps for quantum
adoption.

Significantly, the study reveals that current
governance models—whether state- or private
sectorled—are insufficient in isolation. Instead,
hybrid frameworks that blend effective oversight
with innovation, inclusivity, and transparency are
essential for ensuring secure and fair access to
quantum technology in financial services
worldwide. Addressing regulatory fragmentation,
digital divides, and the risk of monopolization
will require unprecedented interdisciplinary and
international collaboration.

While the study is limited by its localized sample
and the inherent constraints of self-reported data,
its triangulated methodology provides a robust
foundation for future research. There is a clear
imperative for longitudinal and cross-sectoral
studies, as well as a greater focus on the
perspectives of developing economies and
marginalized stakeholders.

In conclusion, as quantum cryptography moves
from theory to practice, the financial sector
stands at a pivotal crossroads. Achieving both
security and fairness in the quantum era will
demand coordinated global standards, robust
ethical = frameworks, and sustained multi-
stakeholder engagement. Only through such
holistic and inclusive strategies can the promise
of quantum-secure finance be realized—ensuring
that the benefits of this technological revolution
are equitably shared and its risks responsibly
managed.

REFERENCES

Chen, J., & Wang, T. (2023). Quantum
cryptography  and  financial  security: A
systematic review of post-quantum risks. Journal
of  Digital  Ethics, 12(3), 45-60.
https://doi.org/10.1016/j.jde.2023.03.00
5

Huang, Y., & Patel, S. (2022). Governance
challenges in quantum financial systems.
International Journal of Cyber Gowernance,

8(2), 112-128.

https://thesesjournal.com

| Shahid, 2025 |

Page 548


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 3, Issue 11, 2025

Kumar, R., & Ali, N. (2024). Postquantum
cryptography adoption in the global banking
sector: Ethical implications and regulatory gaps.
Computers & Security, 136, 103031.
https://doi.org/10.1016/].cose.2024.1030
31

National Institute of Standards and Technology.
(2023). Postquantum cryptography standards
project. U.S. Department of Commerce.
https://csrc.nist.gov/projects/post-
quantum-cryptography

Quantum Economic Development Consortium.
(2024). Quantum technologies in finance:

Risks, resilience, and regulation.
https://quantumconsortium.org/finance-
report

Rahman, L., & Zhang, M. (2023). Ethical
frameworks for quantum computing and data
security in emerging economies. Ethics and
Information Technology, 25(4), 765-780.

Singh, P., & Laurent, C. (2022). Balancing
innovation and ethics in quantum key
distribution. Journal of Information Security
and Applications, 67, 103167.
https://doi.org/10.1016/].jisa.2022.10316
7

World Economic Forum. (2024). Quantum
security and the future of financial
infrastructure.
https://www.weforum.org/reports/quantu
m-security-2024

https://thesesjournal.com | Shahid, 2025 |

Page 549


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030
https://csrc.nist.gov/projects/post-quantum-cryptography
https://csrc.nist.gov/projects/post-quantum-cryptography

